GEORGETOWN LAW TECHNOLOGY REVIEW

NIST’S SOFTWARE UN-STANDARDS
Bryan H. Choi”

The National Institute of Standards and Technology (NIST) has
become a beacon of hope for those who trust in _federal standards for
software and Al safety. Moreover, lawmakers and commentators
have indicated that compliance with NIST standards ought to shield
entities from liability. With more than a century of expertise in
scientific research and standard setting, NIST would seem to be
uniquely qualified to develop such standards.

But as I argue in this Article, this faith is misplaced. NIST’s latest
forays in risk management frameworks disavow concrete metrics or
outcomes, and solicit voluntary participation instead of providing
stable mandates. That open-ended approach can be attributed to the
reversal of NIST’s prior efforts to promulgate federal software
standards during the 1970s and 1980s. The failure of those federal
regulatory efforts highlights fundamental challenges inherent in
software development that continue to persist today.

Policymakers should draw upon the lessons of NIST’s experience
and recognize that federal standards are unlikely to be the silver
bullet. Instead, they should heed NIST’s admonition that the practice
of software development remains deeply fragmented for other
intrinsic reasons. Any effort to establish a universal standard of care
must grapple with the need to accommodate the broad heterogeneity
of accepted practices in the field.
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INTRODUCTION

Over the last decade, the White House has recast the National
Institute of Standards and Technology (NIST) in a new leading role
of setting national cyber standards. Beginning in 2013, the Obama,
Trump, and Biden administrations issued a series of executive orders
directing NIST to develop a “cybersecurity framework” and to define
specific  cybersecurity  “performance goals” for critical
infrastructure.! The Trump and Biden administrations have extended
NIST’s purview to artificial intelligence (Al), giving NIST the task
of developing guidelines, standards, and best practices to make Al
systems more “safe, secure, and trustworthy.”2 Congress has
bolstered those executive orders with legislative actions.’

! See Improving Critical Infrastructure Cybersecurity, Exec. Order No.
13636, 78 Fed. Reg. 11739, 1174041 (Feb. 19, 2013) (directing NIST “to
lead the development of a framework to reduce cyber risks to critical
infrastructure,” which includes “a set of standards, methodologies,
procedures, and processes . . . to address cyber risks”); Promoting Private
Sector Cybersecurity Information Sharing, Exec. Order No. 13691, 80 Fed.
Reg. 9349, 934950 (Feb. 20, 2015); Commission on Enhancing National
Cybersecurity, Exec. Order No. 13718, 81 Fed. Reg. 7441, 7443 (Feb. 12,
2016); Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure, Exec. Order No. 13800, 82 Fed. Reg. 22391 (May 16, 2017);
Improving the Nation’s Cybersecurity, Exec. Order No. 14028, 86 Fed.
Reg. 26633 (May 17, 2021); see also National Security Memorandum on
Improving Cybersecurity for Critical Infrastructure Control Systems § 4(a)
(July 28, 2021), https://www.whitehouse.gov/briefing-room/statements-
releases/2021/07/28/national-security-memorandum-on-improving-
cybersecurity-for-critical-infrastructure-control-systems
[https://perma.cc/828S-HZVL] (ordering NIST and other agencies to
“develop and issue cybersecurity performance goals for critical
infrastructure to further a common understanding of . . . baseline security
practices”).

2 See Maintaining American Leadership in Artificial Intelligence, Exec.
Order No. 13859, 84 Fed. Reg. 3967, 3970 (Feb. 11, 2019) (directing NIST
to develop “technical standards and related tools in support of reliable,
robust, and trustworthy systems that use Al technologies™); Safe, Secure,
and Trustworthy Development and Use of Artificial Intelligence, Exec.
Order No. 14110 § 4, 88 Fed. Reg. 75191, 75196 (Oct. 30, 2023) (directing
NIST to “[e]stablish guidelines and best practices, with the aim of
promoting consensus industry standards, for developing and deploying safe,
secure, and trustworthy Al systems™).

3 See 15 U.S.C. §278h-1(a) (2021) (directing NIST to develop
“technical standards and guidelines that promote trustworthy artificial
intelligence systems”); Internet of Things Cybersecurity Improvement Act
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That delegation to NIST has renewed hopes for a quick-fix solution
to the problem of software liability. Commentators have begun to
assert that NIST standards could provide a simple compliance
mechanism that would satisfy a “reasonable” duty of care.* For
example, in 2018, when the Ohio legislature addressed the issue of
data breach lawsuits, it leaned primarily on NIST standards to
establish a safe harbor.” The resulting Data Protection Act shields
Ohio businesses from liability for data breaches as long as those
businesses implement appropriate cybersecurity controls such as
NIST’s Cybersecurity Framework.® The Ohio law has become a

of 2020, 15 U.S.C. § 278g-3c to 3e; NIST Small Business Cybersecurity
Act, 15 U.S.C. § 272(e)(1)(A)(viii) (2018).

4 See William McGeveran, The Duty of Data Security, 103 MINN. L.
REV. 1135, 1164 (2019) (stating that the “peaceful coexistence” of the NIST
Cybersecurity Framework and independent industry standards “underscores
the broad consensus among security experts about the core elements of the
duty of data security”); Scott J. Shackelford, Anne Boustead & Christos
Makridis, Defining “Reasonable” Cybersecurity: Lessons from the States,
25 YALEJ.L. & TECH. 86, 120 (2023) (finding that, in defining “reasonable”
cybersecurity, state laws seem to be converging on some combination of the
NIST Cybersecurity Framework and the Center for Internet Security (CIS)
Top 20 Security Controls); see also id. at 139 (finding that the NIST
Cybersecurity Framework is “the dominant cybersecurity framework used
by most small and medium-sized businesses”). But see Charlotte A.
Tschider, Locking Down “Reasonable” Cybersecurity Duty,41 YALEL. &
PoL’y REv. 75, 111 (2023) (observing that the flexible nature of
cybersecurity standards such as the NIST Cybersecurity Framework creates
“great difficulty” for courts to determine “whether an organization actually
employed reasonable security practices”).

5 See Data Protection Act, OHIO REV. CODE ANN. § 1354 (LexisNexis
2018). The statute offers a safe harbor to businesses that create, maintain,
and comply with a written cybersecurity program that ‘“reasonably
conforms to an industry recognized cybersecurity framework™ such as
NIST’s Cybersecurity Framework.

6 See id. § 1354.03(A)(1) (listing NIST standards as the first three of
six “industry recognized” cybersecurity frameworks). Certain regulated
entities can also qualify via compliance with their governing statutes. See
id. at § 1354.03(B)(1). See generally David J. Oberly, Ohio’s Data
Protection Act, OuHio Law., July 1, 2019, at 20, 21,
https://www.ohiobar.org/member-tools-benefits/practice-
resources/practice-library-search/practice-library/2019-ohio-lawyer/ohios-
data-protection-act/ [https://perma.cc/86NP-5LTP] (noting that Ohio’s
Data Protection Act is “the first law in the country to provide incentives to
businesses to implement certain cybersecurity controls through the
utilization of an affirmative defense to liability in the wake of a data
breach”); DENNIS HIRSCH, BRIAN RAY & KEIR LAMONT, PROMOTING
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centerpiece in the argument that NIST standards could establish a
legal baseline for acceptable software practices.

Such invocations of NIST’s cyber frameworks as a standard of care
raise the question whether they are adequate. The prevailing view is
that NIST is a trustworthy, nonpartisan body that promulgates
reliable, scientific standards. That trust in NIST reflects the sound
reputation NIST has earned in establishing uniform standards across
a broad range of disciplines. For those who believe federal agencies
should assume a more prominent role in cyber governance, NIST
appears to be a natural vessel for that agenda.

Yet, the turn to NIST calls into question whether such faith is
justified. Typically, commentators invoke NIST as a black-box
solution and mention NIST’s competence only in passing.’ Little is
said about the content of NIST’s software standards, or whether
compliance with those standards will meaningfully improve the
safety and quality of software systems. Nor is there much discussion
of NIST’s role as an institutional body. To be sure, NIST enjoys a
sterling reputation in traditional areas of metrics and standardization
such as the physical sciences. But as I have argued elsewhere,
software is different in ways that often defy measurement.®

BETTER CYBERSECURITY: AN ANALYSIS OF THE OHIO DATA PROTECTION
AcCT 8 (2019).

7 See, e.g., David Thaw, The Efficacy of Cybersecurity Regulation, 30
GA. ST. L. REV. 287, 369 (2013) (“[R]eferencing current standards on
encryption, such as those promulgated by NIST, provides an excellent,
flexible, and adaptive solution. Developing standards is among NIST’s core
competencies, and it publishes Federal Information Processing Standards
on a wide variety of topics, including encryption.”); Justin (Gus) Hurwitz,
Cyberensuring Security, 49 CONN. L. REv. 1495, 1504-05 (2017)
(describing the NIST Cybersecurity Framework as the “gold-standard”);
Charlotte A. Tschider, Medical Device Artificial Intelligence: The New Tort
Frontier, 46 BYU L. REV. 1551, 1594 (2020) (claiming that NIST is “the
agency best positioned to regulate AI technologies or promote
standardization”).

8 See Bryan H. Choi, Software as a Profession, 33 HARV. J.L. & TECH.
557, 570-73 (2020) (explaining the expert consensus that software’s
“essential complexity” exceeds the capacity of conventional engineering
methods and defies standardization efforts); Bryan H. Choi, Institutional
Choice in Software Safety Standards, 73 HASTINGS L.J. 1461 (2022)
(arguing that the centralized agency model lacks a comparative advantage
when the central obstacle is scientific indeterminability due to software
complexity); accord Thaw, supra note 7, at 302 (“Professionals and
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The first Part of this Article describes NIST’s origin and involvement
in the development of early computing and data processing
standards. It then unpacks NIST’s new frameworks for
cybersecurity, secure software development, and artificial
intelligence. Although the agency played a critical role until the late
1970s, its influence waned rapidly beginning in the late 1980s, and
it was virtually invisible by the 1990s. Several high-profile
cybersecurity incidents have now thrust NIST back into action. After
the hiatus, NIST has touted voluntary “risk management
frameworks” in lieu of formal technical standards.

The second Part argues that NIST’s software standards are not
“standards” in the conventional sense of bringing uniformity to a
practice. Instead, NIST has gravitated toward self-governance
frameworks that tolerate a broad range of software practices.
Accordingly, NIST’s experience offers two lessons.

First, there may not exist a single, consistent “reasonable” standard
of care for software liability. Accordingly, lawmakers looking to
craft a software standard of care would be wise to embrace hybrid
elements of self-governance and nonstandard software practices.
Paradoxically, efforts to incorporate NIST’s software “standards”
directly into the software developer’s duty of care tacitly ratify this
approach, despite seeming to do the opposite.

Second, the central agency model is unlikely to offer easy shortcuts
for determining when software liability does or does not attach.
Because NIST is the standard-bearer for federal standard setting,
NIST’s retreat from software standardization is the strongest
possible indictment against centralized, uniform mandates. If NIST’s
expertise is trustworthy, then policymakers should heed the signal
that alternate mechanisms are needed.

regulators evaluate information security outcomes as a function of whether
certain practices are followed, not whether those practices are effective.
This approach is, in part, due to an inability to measure the efficacy of such
practices because demonstrating success is often an exercise in ‘proving a
negative.’”).
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I. A BRIEF HISTORY OF NIST

NIST is a nonregulatory federal agency situated within the U.S.
Department of Commerce. NIST’s official mission is to provide
measurements, calibrations, and quality assurance techniques to
promote “commerce, technological progress, improved product
reliability and manufacturing processes, and public safety.”’
Historically, that mission has focused primarily on economic
concerns such as international trade, scientific innovation, federal
procurement, and budgetary waste, although there has been
substantial overlap with noneconomic concerns such as national
security during times of war.

The entity now known as NIST was established in 1901 as the
National Bureau of Standards (NBS).'" Although the U.S.
Constitution authorizes Congress to “fix the Standard of Weights and
Measures,”'" prior efforts had been “puny” and ineffective, resulting
in “a whole galaxy of entirely arbitrary standards affecting almost
every measurable quantity.”'? In establishing NIST, Congress sought
to keep pace with scientific progress and to be more competitive on
the international stage.'’ Accordingly, Congress delegated broad

° Technology Competitiveness Act § 5111, 15 U.S.C. § 271(b)(1)
(amending Pub. L. No. 56-177, 31 Stat. 1449 (1901)).

10 Pyb. L. No. 56-177, 31 Stat. 1449 (1901) (current version at 15
U.S.C. § 271); see also REXMOND C. COCHRANE, NIST, MEASURES FOR
PROGRESS: A HISTORY OF THE NATIONAL BUREAU OF STANDARDS 3947
(2d ed. 1974) (describing the contentious history leading up to the creation
of NBS); JAMES F. SCHOOLEY, NIST, RESPONDING TO NATIONAL NEEDS 7—
11 (2000). Congress renamed the agency from NBS to NIST in 1988. See
15 U.S.C. § 271(b)(1). For consistency, the remainder of this paper will use
“NIST” to refer to the agency both before and after the name change.

"1U.S. CONST. art. I, § 8, cl. 5.

12 COCHRANE, supra note 10, at 36, 54.

13 See id. at 38-39 (explaining the country’s new stature as a world
power following the Spanish-American War, and noting that the United
States “remained the only great commercial nation without a comparable
standards laboratory”); see also H.R. REP. No. 56-1452 (1900)
(recommending the creation of a national standardizing bureau in order to
compete with manufacturers of other countries); H.R. Doc. No. 56-625, at
3 (1900) (observing that necessary scientific instruments of precision are
“too frequently procured from abroad, owing to our own lack of facilities
for standardizing” and that it is “absolutely essential that American
manufacturers of such apparatus have access to a standardizing bureau
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authority to the new agency to manage “custody of the standards,”
including the power to construct new standards.'*

NIST’s involvement in computing began in 1946, when it fielded
requests from other agencies to assist in the procurement,
development, and maintenance of computers for federal government
use.'” Early efforts focused primarily on provision of basic computer
services and ad hoc advisory support to other federal agencies.'
Building on this expertise, NIST engaged in a broad range of
research efforts to improve computer hardware components and
computational techniques.'” NIST personnel also participated in
external initiatives to develop higher-level programming languages
such as ALGOL and COBOL."®

The Brooks Act of 1965 marked a sea change, reorganizing those
computer-related activities under a new subdivision called the Center
for Computer Sciences and Technology (CCST)."” Much of the

equivalent to that provided for the manufacturers of other countries, notably
Germany and England”).

4 Pub. L. No. 56-177 § 2 (current version at 15 U.S.C. § 272).

15 See U.S. DEP’T OF COM., 1969 TECHNICAL HIGHLIGHTS OF THE
NATIONAL BUREAU OF STANDARDS 7 (1970) [hereinafter NBS 1969
TECHNICAL HIGHLIGHTS] (describing early requests from the Bureau of the
Census, Office of Naval Research, and Office of the Chief of Ordnance,
Department of the Army); see also ELIO PASSAGLIA, NIST, A UNIQUE
INSTITUTION: THE NATIONAL BUREAU OF STANDARDS 1950-1969, at 41,
501 (1999).

16 NIST built several of its own computers. See NBS 1969 TECHNICAL
HIGHLIGHTS, supra note 15, at 7-10. For example, projects during the 1950s
included automatic report generation from raw data for the Public Housing
Administration, optical character recognition for the Social Security
Administration, and automatic mail sorting for the Post Office Department.
NIST also shared its own computers with other agencies that “either did not
have computers or were not fully equipped in this area.” Id. at 13—14.

71d at 11.

B 1d at13.

1% Brooks Act, Pub. L. No. 89-306, 79 Stat. 1127 (1965). The CCST
was renamed in 1972 the Institute for Computer Sciences and Technology
(ICST); in 1988 the National Computer Systems Laboratory (NCSL); in
1991 the Computer Systems Laboratory (CSL); and in 1996 the Information
Technology Laboratory (ITL). See ITL History Timeline 1950-Present,
NIST, https://www.nist.gov/itl/about-itl/itl-history-timeline
[https://perma.cc/66Q5-EQZS] (last updated Nov. 13, 2023). Today, NIST
operates six laboratory programs, including communications technology,
engineering, information technology, material measurement, neutron
research, and physical measurement. See NIST Organization Structure,
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thrust was on streamlining federal use of computing resources. But
the most salient change was that the Brooks Act instructed NIST to
develop uniform federal standards for “automatic data processing”
(ADP) equipment.*

To fulfill those duties, NIST established a new framework of Federal
Information Processing Standards (FIPS). In theory, the FIPS
framework was broad enough to have supported an expansive role in
setting standards across the software and computing industry. In
practice, however, the FIPS project proved to be less influential than
hoped. Today, nearly all FIPS have been withdrawn.

A. EARLY COMPUTING STANDARDS

NIST devoted substantial effort to the FIPS framework, but progress
was slow and constrained by resource limitations. For example, in its
five-year report, NIST stated that available resources “forced it to
focus on exceedingly modest, short-term goals.”*! And in its ten-year
report, NIST noted that the General Accounting Office had issued a
dozen reports stating that NIST was unable to fulfill its

responsibilities “due to lack of financial and manpower resources.”*

By the end of the first decade, NIST had published only twenty-seven
FIPS, despite devoting nearly four-fifths of its budget to the task.?
Moreover, most of these early publications addressed only simple,

NIST, https://www.nist.gov/director/nist-organization-structure
[https://perma.cc/P7QZ-RQBX] (last updated Nov. 7, 2024).

20 The Brooks Act instructed NIST to (1) provide scientific and
technological advisory services to other agencies with regard to ADP
equipment; (2) recommend uniform federal ADP standards; and (3)
undertake research in computer science and technology as needed to fulfill
those responsibilities. See Pub. L. No. 89-306, 79 Stat. at 1128; see also
PASSAGLIA, supra note 15, at 500-04. The development of such standards
also related to cost-efficiency concerns, by allowing the federal government
to reduce reliance on “single vendor” procurement practices. See NBS,
BROOKS BILL ISSUE STUDY OF THE NATIONAL BUREAU OF STANDARDS, at
VI.6-VI1.7 (1971) [hereinafter NBS FIVE YEAR REPORT].

2l See NBS FIVE YEAR REPORT, supra note 20, at V1.3.

22 See GRACE BURNS & SHIRLEY RADACK, U.S. DEP’T OF COM., A TEN
YEAR HISTORY OF NATIONAL BUREAU OF STANDARDS ACTIVITIES UNDER
THE BROOKS ACT 5 (1977) [hereinafter NBS TEN YEAR REPORT].

2 See id. at 1 (“The preponderance of NBS effort over the last ten years
(i.e., nearly four-fifths of its directly appropriated funds) has been directed
to the development of ADP standards and guidelines.”).
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low-level issues such as data storage media (e.g., magnetic tape,
punch cards) or regional geographic codes (e.g., states, counties,
congressional districts).** NIST estimated that development of new
standards took an average of three years if done internally, or five
years if working with an external industry standards group such as
the American National Standards Institute (ANSI).*

During the second decade, from 1976 through 1986, NIST
accelerated its efforts and issued ninety-seven new FIPS, in areas
ranging from encryption and computer security, to programming
languages, data elements, interfaces, and storage media.”® Those
topics hewed closely to the “priorities” identified in 1969—more
than fifteen years earlier—evincing the ponderous pace of NIST’s
standardization work.?” To offset the slow pace of the FIPS process,
NIST also launched a Special Publication (SP-500) series on
computer systems technology, which allowed NIST to provide
informal guidance on topics of interest. Between 1977 and 1986,
NIST issued 144 publications in the SP-500 series.®

This burst of activity proved to be the high-water mark. Beginning
in the late 1980s, Congress shifted NIST’s role and then dramatically

24 See Shirley M. Radack, The National Computer Systems Laboratory:
An  Overview of Technical Activities, 10 COMPUT. STANDARDS &
INTERFACES 191, 192 (1990) (“Some of the early FIPS included: [ASCII];
perforated tape, punch cards, and recorded magnetic tape standards;
standard data elements and codes for representing geopolitical entities, map
coordinates, time and measurement units; COBOL programming language
standard; standards for the sequencing of data for transmission over
telephone lines.”). This narrow focus was reflected by the initial task groups
that NIST established in 1969: (1) objectives and requirements for
standards; (2) data terminals and data interchange systems requirements; (3)
character subsets, sign conventions, and packing techniques; (4)
subsections on standards for use in requests for proposals; (5) vocabulary;
(6) computer magnetic tape; (7) magnetic tape labels; (8) format description
for information interchange; (9) COBOL; and (10) computer systems
performance evaluation. See NBS FIVE YEAR REPORT, supra note 20, at
VI.19-VI.21.

25 See NBS TEN YEAR REPORT, supra note 22, at 33-34.

26 See NBS, FY 1986 ANNUAL REPORT 63-68 (1986).

27 See NBS FIVE YEAR REPORT, supra note 20, at VI.11-VIL.18.

2 See NIST Technical Series Publication List: SP500, NIST,
https://pages.nist.gov/NIST-Tech-Pubs/SP500.html
[https://perma.cc/82FL-PHZ8] (last updated Mar. 13, 2024).
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pared back the agency’s role in software standardization activities.*’
Although NIST retains authorization to publish new FIPS, it has
issued only seven since 1995 and none since 2015.%° Likewise, NIST
released another ninety-three publications in the SP-500 technical
series up through 1996, after which activity ceased almost entirely.
As aresult, NIST was essentially invisible through the most defining
years of the internet era.

Three categories of FIPS are illustrative of the structural challenges
of software standardization. First, the programming language
standards demonstrate NIST’s inability to keep pace with the speed
of private-sector innovation. Second, NIST’s fledgling attempts to
govern the overall software development lifecycle process reveal
that the value of FIPS standardization was inversely proportional to
the complexity of the task. Third, NIST’s relative success with data
encryption standards—which are the main FIPS still actively

2 Three key congressional actions during this period were the
Computer Security Act of 1987, Pub. L. No. 100-235, 101 Stat. 1724 (1988)
(directing NIST to develop standards and guidelines on security and privacy
of digital information); the Omnibus Trade and Competitiveness Act, Pub.
L. No. 100-418 § 5101, 102 Stat. 1107, 1426 (1988) (renaming NIST and
directing it to assist industry in facilitating more rapid commercialization of
new scientific discoveries); and the National Technology Transfer and
Advancement Act of 1995, Pub. L. No. 104-113, 110 Stat. 775 (1996)
(directing NIST to eliminate unnecessary duplication of private-sector
technical standards activities, and directing all federal agencies to use
technical standards developed by voluntary consensus standards bodies).
See generally SCHOOLEY, supra note 10, at 613 (explaining that the name
change from NBS to NIST in 1988 “was rooted in the growing awareness
in Congress that the American enterprise was faltering in international
competition” and that Congress added “substantial new responsibilities to
the NBS mission”); id. at 640 (citing a 1988 congressional committee report
that “called attention to the potential damage to NIST programs from
consistent underfunding of the agency” and warning that “NIST’s ability to
preserve its scientific competence might suffer from an overemphasis on
technology transfer”).

30 See NIST Technical Series Publication List: FIPS, NIST,
https://pages.nist.gov/NIST-Tech-Pubs/FIPS.html
[https://perma.cc/UVK7-58UY] (last updated Mar. 13, 2024) (listing FIPS
196 (1997) through FIPS 202 (2015)). NIST recently published three draft
FIPS on post-quantum cryptography. See Comments Requested on Three
Draft FIPS for Post-Quantum Cryptography, NIST (Aug. 24, 2023),
https://csre.nist.gov/news/2023/three-draft-fips-for-post-quantum-
cryptography [https://perma.cc/YNJ9-4938].
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maintained by the agency®'—is the exception that proves the rule, by
showing that federal software standards work best when the task is
narrowly scoped.

L. Programming Languages

Standardization of high-level programming languages was an early
priority area for NIST. The central motivation was to facilitate
portability of programs across different types of computer systems,
thus saving on costs in ongoing software development and
maintenance activities.”> A secondary goal was to facilitate the
production of error-free code.*

31 Of the nine FIPS still currently maintained, six relate to

cryptographic standards, one involves identity verification, and the
remaining two deal with information security. See Current Approved and
Draft FIPS, NIST, https://csre.nist.gov/publications/fips
[https://perma.cc/G2SR-87JE] (last visited Nov. 11, 2024) (listing FIPS
140, 180, 186, 197, 198, 199, 200, 201, and 202); Withdrawn FIPS Listed
by Number, NIST,
https://www.nist.gov/system/files/documents/2016/12/15/withdrawn_fips
by numerical order index.pdf [https://perma.cc/VV8V-BDBK] (last
updated Dec. 15, 2016).

32 See NBS, FIPS PUB 23: OBJECTIVES AND REQUIREMENTS OF THE
FED. INFO. PROCESSING STANDARDS PROGRAM 4 (1973); JOHN V. CUGINI,
NBS, SPECIAL PUB. 500-117, VOL. 1: SELECTION AND USE OF GENERAL-
PURPOSE PROGRAMMING LANGUAGES—OVERVIEW iii (1984) (stating that
“good language standards make it easier and less costly to transport
software from one language processor to another”); JOHN V. CUGINI, JOAN
S. BOWDEN & MARK W. SKALL, NBS, SPECIAL PUB. 500-70/1: NBS
MINIMAL BASIC TEST PROGRAMS—VERSION 2, USER’S MANUAL 9 (1980)
(“At bottom, however, there is one result essential to the success of a
[programming language] standard: program portability. The same program
should not evoke perniciously different behavior in different
implementations.”).

33 See KARL N. LEVITT, PETER NEUMANN & LAWRENCE ROBINSON,
NBS, SpPECIAL PUB. 500-67: THE SRI HIERARCHICAL DEVELOPMENT
METHODOLOGY (HDM) AND ITS APPLICATION TO THE DEVELOPMENT OF
SECURE SOFTWARE 4 (1980) (acknowledging “new features [that] have
been incorporated [in programming languages] to aid the programmer in
producing more error-free programs,” but “reject[ing] the view that
programming languages should continue to become more complex in order
to provide those features”).
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In 1972, NIST adopted COBOL as the first federal standard
programming language.** NIST had been intimately involved in the
development of COBOL since 1959, so it was logical that NIST
would continue to support and promote its use.*> A particularly acute
problem at the time was that COBOL compilers were inconsistent
across different vendors.”® Compilers are low-level tools that
translate human-written software code to machine-readable
instructions. NIST launched a new service that validated whether
COBOL compilers were properly implemented on federal computers
in accordance with the FIPS.*” NIST also provided guidance and
seminars on how to program in COBOL.*® This validation service
was an early success. As a result of NIST’s work, COBOL became
the leading programming language used within the federal
government during the 1970s.*

But NIST was slow to keep up as the pace of software innovation
accelerated, perhaps because it believed COBOL would outcompete

34 See NBS, FIPS PUB 21: COBOL (1972), superseded by NBS, FIPS
PUB 21-1: COBOL (1975). The American National Standards Institute
(ANSI) issued an official standard in 1968. It took four more years for NIST
to issue a FIPS incorporating wholesale the ANSI standard.

35 See NBS TEN YEAR REPORT, supra note 22, at 61 (noting that
although “[n]either the Federal Government nor NBS control COBOL
development . . . it was largely NBS that provided technical guidance,
financial support for publications, and—most important, perhaps—a
continuing resolve to see to completion the first attempt at a common,
business-oriented language standard”).

36 See id.; James H. Burrows, Information Technology Standards in a
Changing World: The Role of the Users, 15 COMPUT. STANDARDS &
INTERFACES 49, 53 (1993).

37 See Burrows, supra note 36, at 53 (“As a result, the U.S. Government
launched a project to develop validation systems and to require validation
of COBOL compilers acquired by agencies.”); NBS, FIPS PUB 80: GUIDE
FOR THE IMPLEMENTATION OF FEDERAL INFORMATION PROCESSING
STANDARDS (FIPS) IN THE ACQUISITION AND DESIGN OF COMPUTER
PRODUCTS AND SERVICES 59-61 (1980).

38 See NBS TEN YEAR REPORT, supra note 22, at 61 (listing NIST
activities relating to COBOL).

3 See id. (stating that more than 61 percent of domestic federal
installations use COBOL); see also MARTHA MULFORD GRAY, NBS,
SPECIAL PUB. 500-79: AN ASSESSMENT AND FORECAST OF ADP IN THE
FEDERAL GOVERNMENT ix (1981) (estimating that more than 50 percent of
federal installations were using COBOL as their principal programming
language).
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other nonstandard languages.*® After NIST completed its review of
COBOL in 1972, the next FIPS for FORTRAN and BASIC lagged
until 1980.*' Additional programming language FIPS were released
in 1985 (Pascal, Ada), 1986 (MUMPS), 1987 (SQL), and 1991 (C),*
after which NIST abandoned the enterprise. Most of the
standardization work was performed by ANSI, a nongovernmental
organization, of which NIST was a participating member. Each FIPS
simply incorporated ANSI’s specification by reference, and
mandated that all government software must conform with the ANSI
standard. Typically, the ANSI process took years to complete, with
final approval of the FIPS taking another couple of years. NIST
continued to introduce new compiler validation services for each
approved language,® but the development of tests was costly and
slow.*

40 See, e.g., GRAY, supra note 39, at 2-3, 2-8 (wrongly predicting
federal use of COBOL to increase, and use of newer languages such as
BASIC to decrease, because “[e]ven if more sophisticated and user-friendly
software is developed during the next 5 years, vendors will face a difficult
marketing task in educating users, programmers, and systems managers to
new technologies”™).

4! See NBS, FIPS PUB 68: MINIMAL BASIC (1980) (adopting ANSI
standard); NBS, FIPS PUB 69: FORTRAN (1980) (same). FORTRAN was
developed in the late 1950s, while the first version of BASIC was created
in 1963. NBS also approved updated versions of the COBOL standard in
1975, 1990, and 1995. See NIST, FIPS PUB 21-4: COBOL (1995)
(superseding FIPS 21-3 and FIPS 21-2).

42 See NBS, FIPS PUB 109: PASCAL (1985) (adopting ANSI
standard); NBS, FIPS PUB 119: ADpA (1985) (same); NBS, FIPS PUB 125:
MUMPS (MASSACHUSETTS GENERAL HOSPITAL UTILITY MULTI-
PROGRAMMING SYSTEM) (1990) (same); NBS, FIPS PUB 127: DATABASE
LANGUAGE SQL (1987) (same); NBS, FIPS PUB 160: C (1991) (same).

43 See Computer Systems Laboratory—An Overview, 14 COMPUT.
STANDARDS & INTERFACES 445, 450-51 (1992) (stating that “[t]esting
programming language compilers for conformance to FIPS programming
language standards . . . continued to be an important service,” and that NIST
“continued to publish quarterly the Validated Products List which is a
collection of registers listing implementations that have been validated for
conformance to FIPS”). But see W.S. Brainerd, The Programming
Language Standards Scene, Ten Years On: Fortran, 16 COMPUT.
STANDARDS & INTERFACES 459, 463 (1994) (noting that as of 1993, NIST
“indicated no interest” in developing new validation suites).

44 See Burrows, supra note 36, at 54 (“Tests are sometimes developed
as part of the standards process, but more often are developed later, and are
costly to produce.”).
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This stagnation undermined NIST’s efforts at standardization. For
example, NIST took a dim view of nonstandard language elements.*
But software developers overwhelmingly resisted the crippling
restrictions, eventually forcing NIST to admit that such nonstandard
elements “can be very useful.””*® Likewise, NIST initially mandated
that government software use should be limited to approved
programming languages only, believing that the government’s
purchasing power would encourage greater standardization across
the industry.*” But NIST removed that language by the mid-1980s,
as major commercial entities such as Microsoft and Apple opted
instead to use more capable, unapproved languages.*® Because the
FIPS became more obstructive than useful, they were often ignored.
Although NIST tried to institute a strict process for obtaining waivers

45 See NBS, FIPS PUB 21-1: COBOL, at 4 (1974) (“Programs should,
to the extent practicable, be limited to the elements of one of the specified
levels of Federal Standard COBOL. It should be recognized that the use of
any non-standard language elements may compromise interchangeability of
programs between various systems or may complicate future conversion to
a replacement system. Extensions should, therefore, be employed only
when their use will result in efficiencies that clearly outweigh the
difficulties they may cause.”).

46 FIPS 109, supra note 42, at 2 (“Although non-standard language
features can be very useful, it should be recognized that their use may make
the interchange of programs and future conversion to an extended Pascal
standard or replacement processor more difficult and costly.”); FIPS 127,
supra note 42, at 2 (same); FIPS 160, supra note 42, at 2 (same). But see
FIPS 119, supra note 42, at 2 (“The standard for Ada adopted herein . . .
does not allow conforming implementations to extend the language.”).

47 At that time, the only approved languages were COBOL, BASIC,
and FORTRAN. See FIPS 68, supra note 41, at 2 (“Federal standards for
high level programming languages shall be used for computer applications
and programs that are developed or acquired for government use. . . . The
use of specific programming languages is limited to the approved Federal
Information Processing Standards languages.”); FIPS 69, supra note 41, at
2 (same).

4 See, e.g., Derek Jones, The Programming Language Standards
Scene, Ten Years On: C, 16 COMPUT. STANDARDS & INTERFACES 495, 496
(1994) (attributing the popularity of the nonstandard language C to its
“traditional spirit” of empowering software developers: “Trust the
programmer. Don’t prevent the programmer from doing what needs to be
done. . . . Make it fast, even if it is not guaranteed to be portable.”); Richard
M. De Morgan, The Programming Language Standards Scene, Ten Years
On: C++, 16 COMPUT. STANDARDS & INTERFACES 531, 534 (1994)
(attributing the mass appeal of C++ to its support of more sophisticated
features and to its availability at affordable prices).



80 NIST'’s Software Un-Standards [Vol.9

49

from FIPS requirements,” it ultimately conceded that informal,

unwritten waivers had become a necessary practice.”

The ponderous pace of FIPS approvals meant that government
software developers were expected to wuse older, clumsier
programming languages, even as the commercial sector forged ahead
with newer, nimbler languages.”' NIST had predicted that federal
standard programming languages would win out because they would
reduce development and maintenance costs over the long term.>
Instead, counterintuitively, the rigidity of the FIPS program pushed
the government to shift from in-house development to commercial
procurement, as off-the-shelf software provided substantially more
features at substantially lower cost.” It also subverted the authority

4 See FIPS 21-1, supra note 45, at 4-5 (allowing waivers only by
“[h]eads of agencies” and requiring waivers to be “obtained before . . .
implementation or acquisition”); FIPS 68, supra note 41, at 4 (requiring
written requests for waiver and that “[n]o agency shall take any action to
deviate from the standard prior to the receipt of a waiver approval from the
Secretary of Commerce”); FIPS 69, supra note 41, at 4 (same); see also
Computer Security Act of 1987, Pub. L. No 100-235, § 4, 101 Stat. 1724,
1728 (1988).

50 See FIPS 127, supra note 42, at 4 (allowing “agency heads” to
approve requests for waiver, not just the secretary of commerce); FIPS 160,
supra note 42, at 4 (expanding the authority of agency heads to “also act
without a written waiver request when they determine that conditions for
meeting the standard cannot be met”).

5! See CUGINI, NBS, SPECIAL PUB. 500-117, supra note 32, at 2, 35-39
(noting extensive government use of software programs written in
unapproved languages such as C or noncompliant versions of BASIC).

52 See Helen M Wood, Emerging Sofiware Standards: Opportunity and
Challenge, 6 COMPUT. STANDARDS & INTERFACES 239, 242 (1987)
(predicting that the “prospect of achieving significant productivity increases
and reduced costs” would “lur[e] the Government and other users” to
embrace federal programming language standards).

33 Compare WILMA M. OSBORNE, NBS, SPECIAL PUB. 500-130:
EXECUTIVE GUIDE TO SOFTWARE MAINTENANCE 7 (1985) (“The Federal
Government continues to custom develop more than 90% of its software.”),
with DEF. ScI. BD., U.S. DEP’T OF DEF., REPORT OF THE DEFENSE SCIENCE
BOARD TASK FORCE ON ACQUIRING DEFENSE SOFTWARE COMMERCIALLY,
at C-1 (1994) [hereinafter REPORT ON ACQUIRING DEFENSE SOFTWARE
COMMERCIALLY] (concluding that commercial software development
processes are “more flexible and open” and thus are able “to [field] a system
sooner and evolve it to include more capability at significant cost savings”).
Cf- Robert W. Hahn & Anne Layne-Farrar, The Law and Economics of
Software Security, 30 HARV. J.L. & PUB. POL’Y 283, 347 (2006) (noting that
because “security costs money and reduces features,” most government
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of NIST and the FIPS program, as noncompliance became the norm
across the software community.

2. Software Development Lifecycle

More ambitiously, NIST hoped to standardize the entire software
development process. As early as 1971, NIST turned its attention to
“developing a technical basis for the documentation, validation,
correctness, quality control during development, and sharing of
software.”** In 1973, NIST sponsored a planning workshop for a
“Software Engineering Handbook.”> By 1983, NIST reported that
poor software development practices were generating enormous
wasteful costs for the government.*® Those initial explorations led to
an outpouring of FIPS and informal guidance on topics including
documentation;’” software planning and design;”® software

agencies “pay little or no attention to [software] security issues” with over
half of the agencies receiving a D or F in an annual review completed in
2003).

54 See NBS TEN YEAR REPORT, supra note 22, at 32 (“The Institute has
been working toward issuance of a ‘Software Engineering Handbook’
which will provide to Federal systems planners the most complete
compilation of meaningful software design and performance measurement
practices developed through this technical activity.”).

3 See SELDEN L. STEWART, NBS, TECH. NOTE 832: REPORT ON
PLANNING SESSION ON SOFTWARE ENGINEERING HANDBOOK (1974).

36 See ROGER J. MARTIN & WILMA M. OSBORNE, NBS, SPECIAL PUB.
500-106: GUIDANCE ON SOFTWARE MAINTENANCE 2 (1983) (estimating
that “60% to 70% of the total application software resources are spent on
software maintenance”).

37 See NBS, FIPS PUB 38: GUIDELINES FOR DOCUMENTATION OF
COMPUTER PROGRAMS AND AUTOMATED DATA SYSTEMS (1976); NBS,
FIPS PUB 105: GUIDELINE FOR SOFTWARE DOCUMENTATION
MANAGEMENT (1984); see also MITCHELL A. KRASNY, NBS, SPECIAL PUB.
500-15: DOCUMENTATION OF COMPUTER PROGRAMS AND AUTOMATED
DATA SYSTEMS (1977); ALBRECHT J. NEUMANN, NBS, SPECIAL PUB. 500-
87: MANAGEMENT GUIDE FOR SOFTWARE DOCUMENTATION (1982); A.J.
NEUMANN, NBS, SpeEciAL PUB. 500-94: NBS FIPS SOFTWARE
DOCUMENTATION (1982) (workshop proceedings).

3% See NBS, FIPS PUB 64: GUIDELINES FOR DOCUMENTATION OF
COMPUTER PROGRAMS AND AUTOMATED DATA SYSTEMS FOR THE
INITIATION PHASE (1979); see also DENNIS W. FIFE, NBS, SPECIAL PUB.
500-11: COMPUTER SOFTWARE MANAGEMENT: A PRIMER FOR PROJECT
MANAGEMENT AND QUALITY CONTROL (1977); LEVITT ET AL., NBS,
SPECIAL PUB. 500-67, supra note 33; DOLORES R. WALLACE, LAURA M.
IpPOLITO & D. RiICHARD KUHN, NIST, SPECIAL PUB. 500-204: HIGH
INTEGRITY SOFTWARE STANDARDS AND GUIDELINES (1992); DOLORES R.
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development tools;> validation, verification, and testing;60 and
maintenance.®!

Two themes emerge from this literature. First, whereas older FIPS
had been based on existing technologies or de facto practices, NIST
increasingly sought to impose idealized notions of how software

WALLACE & LAURA M. IppoLITO, NBS, SPECIAL PUB. 500-223: A
FRAMEWORK FOR THE DEVELOPMENT AND ASSURANCE OF HIGH INTEGRITY
SOFTWARE (1994).

39 See NBS, FIPS PUB 99: A FRAMEWORK FOR THE EVALUATION AND
COMPARISON OF SOFTWARE DEVELOPMENT TOOLS (1983); I. TROTTER
HARDY, BELKIS LEONG-HONG & DENNIS W. FIFE, NBS, SPECIAL PUB. 500-
14: SOFTWARE TOOLS: A BUILDING BLOCK APPROACH (1977); RAYMOND
C. HOUGHTON, JRr., NBS, SPECIAL PUB. 500-74: FEATURES OF SOFTWARE
DEVELOPMENT ToOOLS (1981); HERBERT HECHT, NBS, SPECIAL PUB. 500-
82: FINAL REPORT: A SURVEY OF SOFTWARE TooLs USAGE (1981);
RAayMOND C. HOUGHTON, JR., NBS, SPECIAL PUB. 500-88, SOFTWARE
DEVELOPMENT TOOLS (1982); HERBERT HECHT, NBS, SPECIAL PUB. 500-
91, THE INTRODUCTION OF SOFTWARE TOOLS (1982).

%0 See NBS, FIPS PUB 101: GUIDELINE FOR LIFECYCLE VALIDATION,
VERIFICATION, AND TESTING OF COMPUTER SOFTWARE (1983); NBS, FIPS
PUB 132: GUIDELINE FOR SOFTWARE VERIFICATION AND VALIDATION
PLANS (1987); see also MARTHA A. BRANSTAD, JOHN C. CHERNIAVSKY &
W. RICHARDS ADRION, NBS, SPECIAL PUB. 500-56: VALIDATION,
VERIFICATION, AND TESTING FOR THE INDIVIDUAL PROGRAMMER (1980);
MARTHA A. BRANSTAD, JOHN C. CHERNIAVSKY & W. RICHARDS ADRION,
NBS, SPECIAL PUB. 500-75: VALIDATION, VERIFICATION, AND TESTING OF
COMPUTER SOFTWARE (1981); PATRICIA B. POWELL, NBS, SPECIAL PUB.
500-98: PLANNING FOR SOFTWARE VALIDATION, VERIFICATION, AND
TESTING (1982); THOMAS J. MCCABE, NBS, SpECIAL PuB. 500-99:
STRUCTURED TESTING (1982); DOLORES R. WALLACE, NBS, SPECIAL PUB.
500-136: AN OVERVIEW OF COMPUTER SOFTWARE ACCEPTANCE TESTING
(1986); DOLORES R. WALLACE & ROGER U. Fuiit, NIST, SPECIAL PUB. 500-
165: SOFTWARE VERIFICATION AND VALIDATION (1989); DOLORES R.
WALLACE & JOHN C. CHERNIAVSKY, NIST, SPECIAL PUB. 500-180: GUIDE
TO SOFTWARE ACCEPTANCE (1990); WENDY W. PENG & DOLORES R.
WALLACE, NIST, SPECIAL PUB. 500-209: SOFTWARE ERROR ANALYSIS
(1993); DOLORES R. WALLACE, LAURA M. IPPOLITO & BARBARA B.
CUTHILL, NIST, SPECIAL PUB. 500-234: REFERENCE INFORMATION FOR THE
SOFTWARE VERIFICATION AND VALIDATION PROCESS (1996); DOLORES R.
WALLACE, ARTHUR H. WATSON & THOMAS J. MCCABE, NIST, SPECIAL
PuB. 500-235: STRUCTURED TESTING (1996).

61 See NBS, FIPS PUB 106: GUIDELINE ON SOFTWARE MAINTENANCE
(1984); MARTIN & OSBORNE, NBS, SPECIAL PUB. 500-106, supra note 56;
JAMES A. McCALL, MARY A. HERNDON & WILMA M. OSBORNE, NBS,
SPECIAL PUB. 500-129: SOFTWARE MAINTENANCE MANAGEMENT (1985);
OSBORNE, NBS, SPECIAL PUB. 500-130, supra note 53.
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development ought to be practiced.®” Second, much of that
prescriptive guidance went disregarded by the larger software
community.

A central pillar of NIST’s efforts was the promotion of rigorous
software documentation practices. NIST issued FIPS 38 in 1976,
offering detailed and specific instructions on how to improve
documentation at each stage of the software development life cycle.*
NIST viewed documentation as being of primary importance and
coding as a secondary task—but this stance was at odds with actual
practices. Six years later, NIST convened a workshop on FIPS 38
and admitted that “[m]any software users are not familiar with these
guidelines and standards.” One commentator claimed that “[t]he
fault . . . is not in the guidelines but in the failure of code developers
to consider documentation as an important function.”® But the more
common sentiment among attendees was that software
documentation is not conducive to standardization, and that
compliance with FIPS 38 did not produce useful results.*

NIST’s efforts on software validation and verification followed a
similar pattern of wishful standardization. NIST issued FIPS 101 in
1983, which recommended that software developers create a detailed
validation, verification, and testing (VV&T) plan at the outset of the
software life cycle.®® NIST envisioned a top-down “waterfall”
workflow where the VV&T plan would be completed during the
initial project planning phase, well in advance of the code
implementation phase.®’

62 See Radack, supra note 24, at 194 (noting that the “character of the
standards process for information technology has changed”).

63 FIPS 38, supra note 57, at 5, 13.

64 See NEUMANN, NBS, SPECIAL PUB. 500-94, supra note 57, at 5, 10,
40.

85 Id. at 76-78 (collecting commentary); see also id. at 28 (noting that
FIPS 38 is a set of flexible guidelines, not a standard, and that “[o]ffering
the software documentor the license to completely depart from the
guidelines vitiates the program that produced the guidelines”).

8 See FIPS 101, supra note 60, at 4 (“Validation determines the
correctness of the final program or software with respect to the software
requirements. Verification employs integrity and evolution checking to
determine internal consistency and completeness.”).

7 See POWELL, NBS, SPECIAL PUB. 500-98, supra note 60, at 29
(noting that the preparation of the VV&T plan should be “completed early
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While meticulous planning is essential to conventional engineering
projects, it proved paralyzing for software projects. Attempts to
adhere to a plan-first-then-build approach (the waterfall method)
typically resulted in cost overruns, delays, and overspecification of
features that failed to fulfill user needs.®® By contrast, commercial
vendors were able to outcompete on both cost and quality by
ignoring the government’s software standards.®” Conceding to on-
the-ground realities, NIST later agreed that its validation and
verification standards need not apply to “noncritical software.””
Even worse, FIPS 101 failed to require actual standardization.
Instead, it suggested multiple soft factors to consider in constructing
an appropriate VV&T plan, including “project needs and
constraints,” “the project’s development approach,” “overall
schedule and budgets,” and “size, complexity, and critical nature of
the project.””! Ultimately, NIST acknowledged, “No single VV&T
technique can guarantee correct, error-free software.””’?

This type of noncommittal language pervades NIST’s software
lifecycle standards.”” On these higher-level aspects of software

in the development phase™); see also FIPS 132, supra note 60, at 14 fig.1
(diagramming the waterfall lifecycle).

% See DEF. ScI. BD., U.S. DEP’T OF DEF., REPORT OF THE DEFENSE
SCIENCE BOARD TASK FORCE ON MILITARY SOFTWARE 33-34 (1987)
(recommending removal of “any remaining dependence upon the
assumptions of the ‘waterfall’ model” in military software standards).

9 See WALLACE & Fuii, NBS, SPECIAL PUB. 500-165, supra note 60,
at 1 (noting that the approach advocated by NIST was “often ignored in
today’s highly competitive marketplace”).

70 See FIPS 132, supra note 60, at 9 (“For noncritical software, this
standard does not specify minimum required V&V tasks . ...”). Even for
critical software, vendors pushed successfully for relaxation of software
standards during this same time period. See Choi, Software as a Profession,
supra note 8, at 578 (discussing softening of the DO-178 standard for
avionics software).

"LFIPS 101, supra note 60, at 19; see also POWELL, NBS, SPECIAL PUB.
500-98, supra note 60, at 27 (acknowledging that NIST’s guidance “does
not address the problem of how to select and configure specific techniques
and tools for a specific project”).

"2 FIPS 101, supra note 60, at 4.

3 See, e.g., FIFE, NBS, SPECIAL PUB. 500-11, supra note 58, at 4 (“No
technology or standard practice now exists that will surely prevent faulty
design, logical errors, cost overrun, or late delivery for any software
project.”); BRANSTAD ET AL., NBS, SPECIAL PUB. 500-56, supra note 60, at
17 (“How do you know when you have tested enough? That’s a fundamental
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development, NIST offered its best notions of quality control, but
there were neither consensus practices nor objective metrics on
which to ground such standards. Because of those basic gaps, the
federal standards failed to provide clear guidance and failed to win
general acceptance.

3. Data Encryption

NIST’s most prominent set of FIPS have come in the area of
cryptography. Viewed in isolation, the widespread adoption of
NIST’s encryption standards could be held up as a marker of success.

Several counterpoints, however, suggest that encryption is the
exception that proves the agency’s limitations. First, encryption
algorithms are mathematical models that perform only a single
function. The narrow mathematical basis makes it more
straightforward to compare quantitative attributes such as encryption
strength and efficiency. In that sense, an encryption algorithm is
more akin to a conventional “weight or measure” than to a nebulous
software quality metric. Second, that narrowness of scope greatly
facilitates the adoption and enforcement of uniform standards. It
allows NIST to run open competitions and select a consensus winner.
Afterward, it also ensures that NIST can properly validate third-party
implementations of the selected algorithm.” Third, other extrinsic
factors have contributed to the outlier success of the encryption FIPS.
Because of national security concerns, the National Security Agency
(NSA) has regularly intervened in the FIPS process, simultaneously

question that unfortunately has no clear cut answer. . . . [T]he amount of
testing will depend upon the cost of an error.”); HOUGHTON, JR., NBS,
SPECIAL PUB. 500-74, supra note 59, at 19 (“Software tools . .. are not
being effectively used in many Federal programming environments.”);
McCALL ET AL., NBS, SPECIAL PUB. 500-129, supra note 61, at 16
(comparing software maintenance to “trying to find ‘a needle in the
haystack.” . . . There are no tried and true techniques that can immediately
isolate the routine at fault.”); WALLACE ET AL., NBS, SPECIAL PUB. 500-
204, supra note 58, at xiv (“No standard can guarantee the safety of a
particular software system. In other words, no one can ever say ‘If a
developer follows this standard, the system will be safe.””); id. at 16
(observing that “[t]here is little agreement” on recommendations regarding
standard practices for high integrity software).

" See Cryptographic Algorithm Validation Program, NIST,
https://csre.nist.gov/projects/cryptographic-algorithm-validation-program
[https://perma.cc/NY3D-REKX] (last updated March 16, 2023).
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creating a channeling effect within the federal government while also
attracting critical public attention to these FIPS in particular.

Soon after the Brooks Act of 1965, NIST recognized the need for a
standard encryption algorithm for unclassified, sensitive information
that would facilitate equipment interoperability, as well as avert
Soviet spying.”> NIST issued a public request for proposals in 1973
and 1974, which yielded a single candidate created by an IBM
researcher.”® In 1977, after collaborative review with the NSA, NIST
published FIPS 46, also known as the Data Encryption Standard
(DES).”” There were vociferous critiques—later substantiated—that
the NSA had altered the algorithm to reduce its strength.”®
Nevertheless, DES survived public scrutiny and enjoyed

5 See Michael A. Froomkin, The Metaphor Is the Key: Cryptography,
the Clipper Chip, and the Constitution, 143 U. PA. L. REV. 709, 735 (1995);
Susan Landau, Under the Radar: NSA’s Efforts to Secure Private-Sector
Telecommunications Infrastructure, 7 J. NAT’L SEC. L. & POL’Y 411, 415—
18 (2014).

76 See DAVID P. LEECH & MICHAEL W. CHINWORTH, NIST, THE
EconoMIC IMPACTS OF NIST’S DATA ENCRYPTION STANDARD (DES)
PROGRAM, at ES-1 (2001).

"7 See Dorothy E. Denning, The Data Encryption Standard: Fifteen
Years of Public Scrutiny, Distinguished Lecture in Computer Security,
Sixth Annual Computer Security Applications Conference (Dec. 3—7,
1990), https://faculty.nps.edu/dedennin/publications/DES-15Years.pdf
[https://perma.cc/GGC7-W4RN].

8 See Nadiya Kostyuk & Susan Landau, Dueling over
Dual EC DRBG: The Consequences of Corrupting a Cryptographic
Standardization Process, 13 HARV. NAT’L SEC. J. 224, 239 (2022) (citing
THOMAS JOHNSON, CTR. FOR CRYPTOLOGICAL HISTORY, NAT’L SEC.
AGENCY, RETRENCHMENT AND REFORM, 1972-1980, at 232 (1998),
https://www.nsa.gov/portals/75/documents/news-features/declassified-
documents/cryptologic-histories/cold war iii.pdf [https:/perma.cc/B2AT-
QBCK]). This suspicion of government-controlled cryptography resulted in
the development of public key cryptography, which eliminated dependence
on a trusted key exchange. See JOHNSON, supra, at 234 (explaining that
Hellman, the co-creator of the Diffie-Hellman algorithm, “had been one of
the leading opponents of DES, for the very reason that he distrusted NSA’s
hand in the algorithm”). More secure cryptographic techniques such as
Diffie-Hellman and its successor, RSA, were never adopted as FIPS;
instead, the NSA worked “diligently” to suppress publication of such
methods. See id. at 235; Landau, supra note 75, at 421.



No. 1] GEORGETOWN LAW TECHNOLOGY REVIEW 87

considerable popularity until 1998,” when it was finally deemed
obsolete due to advances in computational capacity.*’

The longevity of DES speaks not just to its strength but also to the
halting pace at which new FIPS were approved. For two decades, the
NSA repeatedly blocked NIST from issuing new FIPS that would
have provided more secure cryptographic methods.*' Eventually, the
NSA developed its own proprietary algorithm® and compelled NIST
to publish the Escrowed Encryption Standard (EES) as FIPS 185,
known colloquially as the Clipper Chip.** This time, the NSA’s
intent and interference were overt: The algorithm would operate in
escrow, meaning the government would hold master keys that could
decrypt messages on demand. Predictably, EES attracted heavy
protest from the computer security community and beyond, mainly
on the grounds that any back-door access makes an encryption

7 See Landau, supra note 75, at 418 (“Many believed that DES’s
design and short key size made the algorithm potentially breakable by the
NSA, but in fact, the algorithm has stood the test of time.””); JOHNSON, supra
note 78, at 239 (“By the early 1990s [DES] had become the most widely
used encryption algorithm in the world.”).

80 See Kostyuk & Landau, supra note 78, at 241; Miles E. Smid,
Development of the Advanced Encryption Standard, 126 J. RSCH. NAT’L
INST. STANDARDS & TECH., Aug. 23, 2021, at 1, 2,
https://doi.org/10.6028/jres.126.024.

81 See Landau, supra note 75, at 421.

82 See Froomkin, supra note 75, at 753 (describing the NSA’s ten-year
effort to develop SKIPJACK, the classified algorithm at the heart of the
Clipper Chip).

83 See id. at 778-89 (detailing extensive cooperation between NIST and
the NSA regarding the Clipper Chip); Kostyuk & Landau, supra note 78, at
240 (noting that NIST was “quite deferential to NSA”).
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algorithm inherently insecure.** Although the Clipper Chip was
endorsed heavily by the U.S. government, it withered on the vine.®

In the aftermath of the Clipper Chip episode, NIST still needed a
successor candidate to replace the aging DES algorithm. NIST
launched a public competition for a new Advanced Encryption
Standard (AES) and devoted substantial resources to resuscitating
goodwill among the cryptographic community.*® Recognizing that a
standard developed by the U.S. intelligence community would not be
acceptable,’” NIST persuaded the NSA to take a back seat.*® The
competition was a success: The AES development process was
praised for being fully open and transparent.* NIST published the
new standard in 2001 as FIPS 197; unlike the Clipper Chip, AES was
widely adopted.”

8 See Landau, supra note 75, at 423 (“It is hard to imagine a more
negative reaction to Clipper than the one that ensued.”); Kostyuk & Landau,
supra note 78, at 245-46 (“[P]ublic comment on the proposed standard—2
in favor, 318 opposed—was highly negative.”); Smid, supra note 80, at 4
(noting that there were “immediate” concerns regarding the secrecy of the
algorithm, and that “just having the escrow feature weakened the security
of the encryption system”); Froomkin, supra note 75, at 772 (noting that
NIST received hundreds of critical comments but rejected them “on the
disingenuous grounds that because the standard was entirely voluntary, it
could cause no harm”); see also Kostyuk & Landau, supra note 78, at 246
(“From the outside, it looked as if NIST was not listening to public input
and was heading towards cryptographic standards that provided security but
not necessarily privacy. Few knew that NIST had actually pressed for the
industry-favored technique but had been overruled [by the NSA].”).

85 See Landau, supra note 75, at 423.

8 See id. at 427.

8 See Smid, supra note 80, at 5 (“The key escrow program
demonstrated that an algorithm designed, evaluated, and proposed as a
standard by the U.S. government would likely have a difficult time
achieving consensus.”).

88 See id. at 9 (noting serious concerns that a NSA submission might
create a perception that “NIST led a sham competition,” and that “[i]n the
end, NSA chose not to submit a candidate algorithm”).

8 See Kostyuk & Landau, supra note 78, at 236 (describing the general
perception of NIST as an ““honest broker’ that favors neither a particular
company nor a country”); id. at 248 (“The cooperative relationship that
NIST had forged with the cryptographic research community during the
AES competition led to the agency assuming a leadership role in the
development of internationally adopted cryptographic standards.”).

%0 See id. at 24748 (calling NIST’s process “a model of openness and
transparency” and estimating the economic benefit of AES at $250 billion).
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Even though the NSA now seemed to accept the need for strong
encryption standards, security researchers continued to suspect that
the NSA was tampering with NIST’s standards. In 2006, NIST
approved the use of DUAL EC DRBG, a new random number
generator, for generating encryption keys. Several commentators
raised suspicions that the new algorithm was flawed and that the
NSA had used NIST to slip the flawed algorithm into all FIPS-
certified cryptographic  systems.”’ Those suspicions were
substantiated in 2013 when Edward Snowden leaked classified
documents to the public.””> NIST responded by immediately
recommending against use of the DUAL_EC DRBG algorithm and
subsequently rescinding its approval.”> Some observers argue that
NIST’s strong response helped it successfully weather the storm and
maintain good relations with the crypto community. ** But more
skeptical voices claim that NIST failed to heed much earlier
warnings and knowingly approved a flawed standard.’®

°l See Bruce Schneier, Did NSA Put a Secret Backdoor in New
Encryption  Standard?, WIRED (Nov. 15, 2007, 12:00 PM),
https://www.wired.com/2007/11/securitymatters-1115/
[https://perma.cc/RC6Q-SGCO].

92 See Kostyuk & Landau, supra note 78, at 235-37, 247; see also
Nicole Perlroth, Jeff Larson & Scott Shane, N.S.A. Able to Foil Basic
Safeguards of Privacy on Web, N.Y. TIMES, Sept. 5, 2013 (noting that
classified memos “appear to confirm” that the NSA deliberately weakened
the international encryption standard adopted in 2006 by NIST); Bruce
Schneier, The US Government Has Betrayed the Internet. We Need to Take
It Back, GUARDIAN, Sept. 5, 2013 (“[TJhe NSA has undermined a
fundamental social contract . ... [TThe US has proved to be an unethical
steward of the internet.”).

93 See Kostyuk & Landau, supra note 78, at 250.

%4 See id. at 259—60 (opining that the Dual EC_DRBG situation was
“something ‘that happened’ to NIST, rather than something NIST caused”);
id. at 267 (praising NIST’s quick response and observing that the mandatory
nature of FIPS cryptographic standards for government procurement
purposes “provides a natural market for the standards”). Although the
authors acknowledge that private companies such as Google have been able
to establish cryptographic standards for the industry, they argue that such
private entities lack the organizational capacity and the trust to be a
“primary developer” of such standards. /d. at 276-79.

% See, e.g., Daniel J. Bernstein, NIST’s Cryptographic Standardization
Process, CR.YP.TO BLOG (Apr. 11, 2014), https://blog.cr.yp.to/20140411-
nist.html [https://perma.cc/MROY-HTLV] (arguing that NIST is publishing
standards at a “reckless pace”).
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Despite these stumbles, NIST continues to play a critical convening
and standard-setting role within the cryptographic community.
Defenders of the agency have argued that NIST’s influence stems
from its power to issue FIPS, which generates a rallying effect, as
well as from its unique reputation as a neutral, trusted arbiter.”® But
if NIST’s organizational power and reputation were enough to ensure
the success of FIPS, then one would expect NIST to maintain FIPS
in more areas beyond cryptography. Instead, cryptography has
emerged as the exceptional case. A more plausible explanation is that
there is something unique about the cryptographic field that makes it
more amenable to standardization than other aspects of software.

B. MODERN COMPUTING STANDARDS

The many shortfalls of NIST’s software standardization efforts,
despite outsized investment over multiple decades, weakened
NIST’s claim to authority in the area. Commercial systems
developed by private industry consistently outperformed software
developed for government. It became increasingly difficult to justify
expenditures for NIST to develop and maintain federal software
standards that were separate from those used by private vendors.

Beginning in the mid-1990s, NIST took a hiatus from its prior efforts
to lead the standardization of computing protocols. The formal
impetus for this shift was the enactment of the National Technology
Transfer and Advancement Act of 1995, which declared that “all
Federal agencies and departments shall use technical standards that
are developed or adopted by voluntary consensus standards
bodies.”” But this pivot was the culmination of a longer-term retreat

% See Kostyuk & Landau, supra note 78, at 265, 269, 277 (noting that
“only NIST can create a FIPS,” which are “mandated for equipment sold
for U.S. government use, which creates a large follow-on effect of
widespread global adoption™); id. at 276—77 (“NIST ensures that everyone’s
voice is heard, and the process includes a transparent and rigorous peer
review. Members of the cryptographic community, especially academics,
are happy with this arrangement.”). The authors argue further that private
entities cannot mandate compliance via law, and that foreign governments
are less capable of establishing internationally trusted cryptographic
standards.

°7 National Technology Transfer and Advancement Act of 1995, Pub.
L. No. 104-113, § 12(d), 110 Stat. 775, 783 (1996).
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by the U.S. government from competing directly with private
developers of off-the-shelf software.

With the notable exception of encryption and information security
standards,”® NIST withdrew its FIPS and did not issue new ones.”’
Although NIST remained an active member of private standard-
setting bodies, its official duties in computing and software policy
diminished to encryption and information security, and to one-off
studies authorized by Congress on topics such as voting machines,
identity management systems, and smart electrical grids.'®

That interregnum ended in 2013, when President Obama signed
Executive Order 13636, tasking NIST with developing a
cybersecurity framework to reduce cyber risks to critical
infrastructure.'”" The order did not direct NIST to develop or certify

% See Federal Information Security Management Act (FISMA) of
2002, Pub. L. No. 107-347, § 303, 116 Stat. 2899, 2957 (directing NIST to
develop standards and guidelines “for providing adequate information
security for all agency operations and assets,” other than for national
security systems), amended and superseded by Federal Information
Security Modernization Act of 2014, Pub. L. No. 113-283, 128 Stat. 3073
(2014); Computer Security Act of 1987, Pub. L. No. 100-235, 101 Stat.
1724 (1987). See generally Eric P. Roberson, “Adequate” Cybersecurity:
Flexibility and Balance for a Proposed Standard of Care and Liability for
Government Contractors, 25 FED. CIR. B.J. 641, 673-77 (2016).

9 See NIST Technical Series Publication List: FIPS, NIST,
https://pages.nist.gov/NIST-Tech-Pubs/FIPS.html
[https://perma.cc/UVK7-58UY] (last updated Mar. 13, 2024).

100 See, e.g., USA PATRIOT Act of 2001 § 403(c), 8 U.S.C. § 1379;
Enhanced Border Security and Visa Entry Reform Act of 2002 § 202, 8
U.S.C. 1722; Help America Vote Act of 2002 § 231, 52 U.S.C. § 20971;
Cyber Security Research and Development Act § 8, 15 U.S.C. § 7406;
Energy Independence and Security Act of 2007 § 1305, 42 U.S.C. § 17385.

101 See Exec. Order No. 13636, supra note 1. This executive order was
subsequently supported by legislation. See Cybersecurity Enhancement Act
0f2014 § 502, 15 U.S.C. § 7462 (directing NIST to “ensure coordination of
Federal agencies engaged in the development of international technical
standards related to information system security”). See generally Melanie
Teplinsky, Fiddling on the Roof: Recent Developments in Cybersecurity, 2
AM. U. Bus. L. REv. 225, 300 (2013) (providing background on the
executive order, which arose in reaction to Congress’s failure to pass the
Lieberman-Collins Cybersecurity Act of 2012). Previously, the White
House had already begun to involve NIST in developing standards and
guidelines for related aspects such as cloud computing. See Press Release,
NIST, NIST Helps Accelerate the Federal Government’s Move to the Cloud
(June 9, 2010), https://www.nist.gov/news-events/news/2010/06/nist-
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new FIPS; instead, it specified that NIST’s work should “incorporate
voluntary consensus standards and industry best practices to the
fullest extent possible.”'’> Nevertheless, the clear intent was to
establish “performance goals” that would function much like a
federal standard in terms of establishing a minimum set of criteria
for compliance.'®

Since then, each administration in the White House has used
executive orders to bypass congressional deadlock and to launch
major new initiatives on cybersecurity, secure software
development, and artificial intelligence. What ties together these
initiatives is not only their ambitious, sweeping scope, but also the
recommitment to NIST leadership to develop federal software
standards.

Yet, little has changed in the interim to suggest that NIST is newly
capable of producing effective consensus standards to regulate
software quality. Instead, NIST has subtly adapted the executive
order directives by embracing an open-tent “framework” approach
that repudiates the conventional standardization model. These new
frameworks invite universal participation and avoid policing the
bounds of compliance or noncompliance. The big takeaway is that
NIST’s new frameworks are not uniform standards or measures of
anything. Therefore, it is quite nonsensical to treat them as any type
of threshold for determining legal liability.

1. Cybersecurity Framework

Within one year of President Obama’s 2013 executive order, NIST
released its Cybersecurity Framework in 2014, with a minor update
in 2018.'"* Perhaps because of the short turnaround demanded, the

helps-accelerate-federal-governments-move-cloud
[https://perma.cc/2Y XN-LDEQ)].

102 Exec. Order No. 13636, supra note 1, § 7(a).

103 1d. § 7(d).

104 See Press Release, NIST, NIST Releases Cybersecurity Framework
Version 1.0 (Feb. 12,  2014),  https://www.nist.gov/news-
events/news/2014/02/nist-releases-cybersecurity-framework-version-10
[https://perma.cc/L73K-KWG6]. NIST released an updated version 1.1 in
2018. Press Release, NIST, NIST Releases Version 1.1 of its Popular
Cybersecurity Framework (Apr. 16, 2018), https://www.nist.gov/news-
events/news/2018/04/nist-releases-version-1 1 -its-popular-cybersecurity-
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document closely resembles the general “risk management
framework” NIST had already developed pursuant to the Federal
Information Security Management Act of 2002 (FISMA).'”> While
FISMA applies only to the federal government’s own software
procurement practices, the Cybersecurity Framework is intended for
a broader audience beyond the federal government.

FISMA had already attracted criticism for being ineffective at
managing cybersecurity risk.'”® According to some commentators,
the risk assessment approach encouraged a “checklist” or
“paperwork drill” mentality among federal agencies.'”” Enforcement
was lax,'”® and commentators worried that the FISMA approach
ignored the root problem of software quality.'” Nor did the FISMA
framework improve actual cybersecurity performance: Observers

framework [https://perma.cc/8D2N-WG6A]. NIST released version 2.0 as
a discussion draft in 2023. Press Release, NIST, NIST Drafts Major Update
to Its Widely Used Cybersecurity Framework (Aug. 8, 2023),
https://www.nist.gov/news-events/news/2023/08/nist-drafts-major-update-
its-widely-used-cybersecurity-framework [https://perma.cc/NJ26-Y8R7].

105 See GARY STONEBURNER, ALICE GOGUEN & ALEXIS FERINGA,
NIST, SPECIAL PUB. 800-30: RISK MANAGEMENT GUIDE FOR INFORMATION
TECHNOLOGY SYSTEMS (2002), superseded by NIST, SPECIAL PUB. 8§00-30
REV. 1: GUIDE FOR CONDUCTING RISK ASSESSMENTS (2012); RON ROSS,
STU KATZKE, ARNOLD JOHNSON, MARIANNE SWANSON, GARY
STONEBURNER, GEORGE ROGERS & ANNABELLE LEE, NIST, SPECIAL PUB.
800-53: RECOMMENDED SECURITY CONTROLS FOR FEDERAL INFORMATION
SYSTEMS (2005); see also Federal Information Security Modernization Act
(FISM4)  Background,  NIST,  https:/csrc.nist.gov/Projects/risk-
management/fisma-background  [https://perma.cc/Y3HX-3V96]  (last
updated Sept. 24, 2024).

106 See Daniel M. White, Note, The Federal Information Security
Management Act of 2002: A Potemkin Village, 79 FORDHAM L. REV. 369,
377 (2010) (collecting criticisms that FISMA is (1) difficult to implement,
(2) a mere “paperwork exercise,” and (3) not addressing software quality
issues); see also Chelsea C. Smith, Comment, Hacking Federal
Cybersecurity Legislation: Reforming Legislation to Promote the Effective
Security of Federal Information Systems, 4 NAT’L SEC. L.J. 345,370 (2016)
(noting that “FISMA is a ‘well-intentioned but fundamentally flawed tool’
because it provides a mechanism for information security planning as
opposed to serving as an effective method for actually measuring and
improving information security”).

107 See White, supra note 106, at 380-82; Smith, supra note 106, at
371.

108 See Smith, supra note 106, at 374.

109 See White, supra note 106, at 383-87.
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noted that the number of security incidents increased dramatically
over the implementation period.'"

In practice, the Cybersecurity Framework operates as an auditing
manual that teaches organizations how to perform a self-assessment
report. That self-assessment establishes the organization’s current
baseline of protective measures (“Current Profile”), along with an
aspirational “Target Profile” that the organization hopes to attain in
the future.

The Framework enumerates a set of “Functions” that could help
reduce one’s risk exposure.''' At a high level, those Functions are (1)
identifying cybersecurity risk, (2) protecting against potential
attacks, (3) detecting cybersecurity events, (4) responding to such
incidents, and (5) recovering from harms caused thereby.''? Each
Function is broken down into many smaller components and
subcomponents. Each entity is free to select which subcomponents
to include in or exclude from its Target Profile.

As an illustrative example, the “Respond” function includes
subcomponent “RS.MI-3” advising that “Newly identified
vulnerabilities [should be] mitigated or documented as accepted
risks.”'"® Each subcomponent then refers out to a number of
acceptable external standards such as NIST Special Publication 800-
53. Here, the RS.MI-3 function refers to three controls in the SP 800-
53 document: (1) continuous monitoring of “organization-defined
metrics” on “organization-defined frequencies”; (2) reviewing and
updating risk assessments on an “organization-defined frequency”;
and (3) remediating legitimate vulnerabilities on “organization-
defined response times” in accordance with an “organizational

110 See Smith, supra note 106, at 370-71 (citing “a more than 1,120
percent increase from FY 2006 through FY 2014” in security incidents);
White, supra note 106, at 382 (citing a 250 percent increase between 2007
and 2009).

1 For a similar overview of the Cybersecurity Framework, see
McGeveran, supra note 4, at 1161.

112 Version 2.0 proposes adding “govern” as a sixth function, which
addresses how an organization can prioritize and direct the execution of the
other five functions in its overall cybersecurity strategy. See Press Release,
NIST, NIST Drafts Major Update, supra note 104.

13 NIST, FRAMEWORK FOR IMPROVING CRITICAL INFRASTRUCTURE
CYBERSECURITY V.1.1, at 43 (2018).
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assessment of risk.”'"* The italicized terms are key values that the
Framework prompts each organization to set for itself. The open-
ended nature of these controls characterizes the vast majority of the
Framework, with the exception of certain cryptographic items.

There are no minimum requirements for compliance with the
Framework. For each sub-function, the Framework defines four
“Tiers” of cybersecurity readiness: (1) partial, (2) risk informed, (3)
repeatable, and (4) adaptive. At each progressive tier, an organization
is expected to maintain increasingly formal policies and procedures.
Organizations are encouraged to move toward higher tiers—but only
if the cost-benefit balance is reasonable.'"”

NIST emphasizes the flexible nature of the document: “The
Framework is not a one-size-fits-all approach . . . . Organizations can
determine activities that are important to critical service delivery and
can prioritize investments to maximize the impact of each dollar
spent. . . . The decision about how to apply [the Framework] is left
to the implementing organization.”''® NIST resists the idea that one
can be “compliant” with the Cybersecurity Framework, since it is
merely a planning document that varies according to each
organization’s respective strategies and goals.

The Cybersecurity Framework has become a popular document, '’

largely due to its flexibility.'"* Nevertheless, persistent questions

114 See NIST, SPECIAL PUB. 800-53 REV. 4: SECURITY AND PRIVACY
CONTROLS FOR FEDERAL INFORMATION SYSTEMS AND ORGANIZATIONS, at
App. F-60, F-152, F-153 (2021) (italics in original) (describing controls
CA-7,RA-3, and RA-5).

115 NIST, CYBERSECURITY FRAMEWORK V.1.1, supra note 113, at 8-10
(“While organizations identified as Tier 1 (Partial) are encouraged to
consider moving toward Tier 2 or greater, Tiers do not represent maturity
levels. . .. Successful implementation of the Framework is based upon
achieving the outcomes described in the organization’s Target Profile(s)
and not upon Tier determination.”).

16 1d. at vi.
117 See U.S. Chamber of Com., Comment Letter on NIST Cybersecurity
Request for Information (Apr. 25, 2022),

https://www.nist.gov/system/files/documents/2022/05/03/04-25-
2022%20-%20U.S.%20Chamber%200f%20Commerce Redacted.pdf
[https://perma.cc/A2RN-GCFU] (observing that “[b]road swaths of the
business community support the popular Cybersecurity Framework™).

18 See Lawrence A. Gordon, Martin P. Loeb & Lei Zhou, Integrating
Cost-Benefit Analysis into the NIST Cybersecurity Framework via the
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linger as to its substance. Many organizations appreciate that the
Framework does not require them to change their practices at all,
either because they are already working within another risk
management framework, or because their cost-benefit analysis
suggests changes would be unreasonable. Adopting a big-tent stance
means that all organizations can nominally claim to be
“implementing” or “in compliance with” the Framework. What is
missing from the Framework is any quantifiable or standardized
performance metrics that would allow meaningful comparison across
organizations of standard versus substandard care.'"’

2. Software Development Framework

In 2021, President Biden expanded NIST’s responsibilities and
revived its role in issuing software development standards.'?
Executive Order 14028 directed NIST to perform a litany of new
tasks, including (1) define “critical software,” (2) issue guidance on
security measures for critical software, (3) issue guidance on
enhancing software supply chain security, (4) issue guidance on
software testing, and (5) define “secure software development
practices.”"?!

NIST has begun to release responsive publications, the most notable

of which has been the Secure Software Development Framework

Gordon-Loeb Model, 6 J. CYBERSECURITY, art. tyaa005, at 2 (2020) (noting
that the Cybersecurity Framework is “intentionally broad and flexible,” and
“lacks specificity and thus is ambiguous in terms of guidance”).

119 See Jim Dempsey, Cybersecurity Regulation: It’s Not
‘Performance-Based’ If Outcomes Can’t Be Measured, LAWFARE (Oct. 6,
2022), https://www.lawfaremedia.org/article/cybersecurity-regulation-its-
not-performance-based-if-outcomes-cant-be-measured
[https://perma.cc/3WFV-AJIC] (describing NIST’s framework as a
“management-based approach” and calling for greater focus on
performance-based standards that impose objectives with “measurable
outcomes”™). But see Cary Coglianese, The Limits of Performance-Based
Regulation, 50 U. MICH. J.L. REFORM 525, 553-62 (2017) (enumerating
multiple problems with performance standards and, in particular, the risks
of mismatch with root policy goals, tunnel vision, and gaming of the
system).

120 See Exec. Order No. 14028, supra note 1.

2L 1d. §§ 4(g), 4(0), 4(e), 4(r), 4(u).
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(SSDF)."?* Heavily shaped by Microsoft interests, the SSDF echoes
Microsoft’s Security Development Lifecycle'® without requiring
fealty to any one model. The SSDF aims to be a flexible document
that does not prescribe tools, techniques, or mechanisms.'** NIST
explains that the SSDF can be used “by organizations in any sector
or community, regardless of size or cybersecurity sophistication” and
can be used “for any type of software development, regardless of
technology, platform, programming language, or operating
environment.”'* To be sure, the SSDF effort was led by Microsoft
in order to head off more rigid alternatives. Many commentators
view the SSDF as a promising direction that builds on Microsoft’s
decades of experience improving its own software development
practices. At the same time, Microsoft’s own software security
practices have continued to come under fire after numerous high-
profile incidents in recent years.'?®

The SSDF comprises four sets of recommended practices. The first
two sets are reasonably straightforward to implement: organizations
should (1) “prepare” their workforce and work environments in
accordance with the security requirements and (2) “protect the
software” against any tampering. The latter two sets represent the

122 See MURUGIAH SOUPPAYA, KAREN SCARFONE & DONNA DODSON,
NIST, SPECIAL PuUB. 800-218: SECURE SOFTWARE DEVELOPMENT
FRAMEWORK (SSDF) VERSION 1.1 (2022),
https://doi.org/10.6028/NIST.SP.800-218; see also NIST, DEFINITION OF
CRITICAL SOFTWARE UNDER EXECUTIVE ORDER (EO) 14028 (2021),
https://www.nist.gov/system/files/documents/2021/10/13/EO%20Critical
%20FINAL.pdf  [https://perma.cc/N2JC-UNFS8];  NIST, SECURITY
MEASURES FOR “EO-CRITICAL SOFTWARE” USE UNDER EXECUTIVE ORDER
(EO) 14028 (2021),
https://www.nist.gov/system/files/documents/2021/07/09/Critical %20Soft
ware%20Use%20Security%20Measures%20Guidance.pdf
[https://perma.cc/6MZS-J83K].

123 See generally MICHAEL HOWARD & STEVE LIPNER, THE SECURITY
DEVELOPMENT LIFECYCLE 27-37 (2006) (offering a short history of the
origins of Microsoft’s Security Development Lifecycle).

124 See SOUPPAYA ET AL., NIST, SSDF v.1.1, supra note 122, at 1-2.

125 Id. at vi.

126 See Ellen Nakashima, Joseph Menn & Shane Harris, Chinese
Hackers Breach Government Email Accounts Through Microsoft Cloud,
WASH. PoST, July 12, 2023 (detailing several recent incidents and
suggesting Microsoft’s security failures are “a habit, not an anomaly”).
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core challenge: organizations should (3) “produce well-secured
code” and (4) “respond to vulnerabilities.”

Focusing on the third set, the production of secure code involves nine
“tasks” that effectively perform four major functions. The first
function involves the design stage, to ensure that the software
specifications incorporate appropriate security requirements. The
second is the implementation stage. The SSDF exhorts users to
“follow all secure coding practices that are appropriate to the
development languages and environment to meet the organization’s
requirements,” for example, by validating all inputs and outputs,
avoiding unsafe function calls, using automated tools, and
performing code reviews.'?’ When in doubt, the SSDF suggests
reusing existing code, which is preferred to generating new code.
Third, secure software developers should perform software testing
for vulnerabilities and for verification of security requirements.
Fourth, the software should be configured properly with secure
defaults.

Design, implementation, and testing are the critical core of any
secure software development framework. One might assume that an
effective standard would define effective guardrails for these aspects.
The SSDF collects a set of best practices, but it does not dictate how
to perform those tasks or whether any are required. The SSDF
rather than mandating specific

B

purports to focus on “outcomes,’
technical approaches.'*® Yet, like the Cybersecurity Framework, the
SSDF similarly elides any definition of what outcomes should be
measured, and how. To be sure, the SSDF is hardly an outlier: It cites
numerous standards issued by private organizations, all of which
adopt the same stance of endorsing free exercise of discretionary

judgment by software developers.'*’

127 SOUPPAYA ET AL., NIST, SSDF Vv.1.1, supra note 122, at 13.

128 Id. at vi.

129 Some examples include INTERNATIONAL ELECTROTECHNICAL
CommissioN (IEC), IEC 62443-4-1, SECURE PRODUCT DEVELOPMENT
LIFECYCLE REQUIREMENTS (2018); MICROSOFT, Microsoft Security
Development Lifecycle (SDL) (2021), https://www.microsoft.com/en-
us/securityengineering/sdl/ [https://perma.cc/GEM7-LMIU]; Bus.
SOFTWARE ALL., THE BSA FRAMEWORK FOR SECURE SOFTWARE: A NEW
APPROACH TO SECURING THE SOFTWARE LIFECYCLE, VERSION 1.1 (2020),
https://www.bsa.org/files/reports/bsa_framework secure software update
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For the fourth set, the SSDF asks organizations to respond to
vulnerabilities in a reasonable, cost-effective way. Again, the SSDF
does not attempt to set firm requirements regarding timing of fixes,
warning to those affected, or product recall."** Nor does it grapple
with the complexities of how to design and deploy safe software
patches, which can introduce new problems even as they fix old ones.

3. Al Framework

The White House also expanded NIST’s role into other adjacent
areas. In 2019, President Trump issued Executive Order 13859,
directing NIST to develop “technical standards and related tools in
support of reliable, robust, and trustworthy systems that use Al
technologies.”'*' President Biden followed up in 2023 with
Executive Order 14110, commanding NIST to produce additional
guidelines, standards, and best practices on developing, deploying,
and red-team testing “safe, secure, and trustworthy Al systems.”'*?

NIST’s response remains in early stages.'** In January 2023, NIST
released the first version of its AI Risk Management Framework.'**

_2020.pdf [https://perma.cc/ACTN-F668]; SOFTWARE ASSURANCE F. FOR
EXCELLENCE IN CODE, FUNDAMENTAL PRACTICES FOR SECURE SOFTWARE
DEVELOPMENT: ESSENTIAL ELEMENTS OF A SECURE DEVELOPMENT
LIFECYCLE PROGRAM (3d ed. 2018), https://safecode.org/wp-
content/uploads/2018/03/SAFECode Fundamental Practices for Secure
Software Development March 2018.pdf [https://perma.cc/NAA3-2EG7].

130 Cf. Andrea M. Matwyshyn, Hidden Engines of Destruction: The
Reasonable Expectation of Code Safety and the Duty to Warn in Digital
Products, 62 FLA. L. REV. 109, 137 (2010) (advocating a duty to inspect, a
duty to warn of digital harm, and a duty of code repair); Matthew T.
Wansley, The Auto Safety Revolution, 73 EMORY L.J. (forthcoming 2024),
https://ssrn.com/abstract=4190688 (describing use of “recalls” to force
software developers to either fix their code or to restrict where it can
operate).

131 See Exec. Order No. 13859, supra note 2.

132 See Exec. Order No. 14110, supra note 2.

133 See NIST, A REPORT TO CONGRESS: STEPS TO IMPLEMENT
RECOMMENDATIONS REGARDING “U.S. LEADERSHIP IN ARTIFICIAL
INTELLIGENCE (AI): A PLAN FOR FEDERAL ENGAGEMENT IN DEVELOPING
TECHNICAL STANDARDS AND RELATED TooLs” (2022),
https://www.nist.gov/system/files/documents/2022/08/31/21-H-506-NIST-
U S Leadership_in AI Report to Congress Report.pdf
[https://perma.cc/BJ4C-4EZG].

134 NIST, ARTIFICIAL INTELLIGENCE RISK MANAGEMENT FRAMEWORK
(Al RMF 1.0) (2023), https://doi.org/10.6028/NIST.AIL.100-1; see also
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NIST defines the central goal of the Al Framework as
“trustworthiness,”'** which is its way of asserting that the relevant
risks have been appropriately managed.'*® Left indeterminate is
whose trust should be prioritized."*” The document acknowledges
that the management of Al risks usually involves trade-offs and

“difficult decisions,” but ultimately declines to make any firm

Press Release, NIST, NIST Risk Management Framework Aims to Improve
Trustworthiness  of  Artificial Intelligence (Jan. 26, 2023),
https://www.nist.gov/news-events/news/2023/01/nist-risk-management-
framework-aims-improve-trustworthiness-artificial
[https://perma.cc/YQG8-CDPC] (noting that NIST worked on the
framework for 18 months).

135 See NIST, Al RMF 1.0, supra note 134, at 12 (“Approaches which
enhance Al trustworthiness can reduce negative Al risks. This Framework
articulates the following characteristics of trustworthy Al and offers
guidance for addressing them. Characteristics of trustworthy Al systems
include: valid and reliable, safe, secure and resilient, accountable and
transparent, explainable and interpretable, privacy-enhanced, and fair with
harmful bias managed.”); BRIAN STANTON & THEODORE JENSEN, NIST,
TRUST AND ARTIFICIAL INTELLIGENCE 7 (2020) (defining Al
trustworthiness as the “ability to perform as and when required”); see also
Jeannette M. Wing, Trustworthy AI, COMMC’NS ACM, Oct. 2021, at 64, 65
(2021), https://doi.org/10.1145/3448248 (describing the progression at the
National Science Foundation (NSF) from Trusted Computing (2001) to
Cyber Trust (2004), Trustworthy Computing (2007), and Secure and
Trustworthy Cyberspace (2011), and explaining that “support for research
in trustworthy computing now spans multiple directorates at NSF and
engages many other funding organizations”).

136 Cf. Margot E. Kaminski, The Developing Law of AI: A Turn to Risk
Regulation, LAWFARE 3, 12-14 (Apr. 21, 2023),
https://www.lawfaremedia.org/article/the-developing-law-of-ai-regulation-
a-turn-to-risk-regulation [https://perma.cc/QQE6-MSSU] (criticizing the
risk regulation approach for “presum[ing] that the technology need only be
tweaked at the edges”).

137 This renewed interest in “trustworthiness” recalls an older line of
Orwellian critique of trusted computing, wherein “trust” becomes
doublespeak for surveillance and control of computer users when they are
perceived to be the source of risk. See Chad Woodford, Trusted Computing
or Big Brother? Putting the Rights Back in Digital Rights Management, 75
U. Coro. L. REv. 253, 279 (2004); Steven J. Vaughan-Nichols, How
Trustworthy Is Trusted Computing?, COMPUTER, Mar. 2003, at 18, 20
(noting criticisms that “trusted computing” gives vendors too much power
and “would take away freedom by making decisions about data and
applications  that  typically have been left to  users”),
https://doi.org/10.1109/MC.2003.1185209.
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choices, calling trustworthiness a “social concept” that “depends on
99138

an Al actor’s particular role within the Al lifecycle.
The Al Framework adheres to NIST’s general risk management
methodology of classifying risks, implementing protective steps, and
documenting remedial plans. Thus, the Al Framework outlines four
functions: govern, map, measure, and manage. First, the “govern”
function puts in place a documentation regime that “cultivates a
culture of risk management.”"** Second, the “map” function serves
as an impact assessment to identify the potential risks of an Al
system. Third, NIST asks organizations to “measure” each of the
identified Al risks wusing quantitative, qualitative, or other
techniques. Notably, however, the Al Framework observes that
“[h]uman judgment must be employed when deciding on the specific
metrics related to Al trustworthy characteristics and the precise
threshold values for their related metrics.”'*” Fourth, organizations
should “manage” any Al risks to minimize the likelihood of system
failures and negative impacts.

As with NIST’s other standardization efforts, the effectiveness of the
Al Framework will depend on how specific and enforceable the
guidance will be. For example, NIST claims it is seeking to develop
a range of evaluation tools such as (1) data sets in standardized
formats for training, validation, and testing; (2) standardized
knowledge representation tools that could promote interoperability
of Al systems; (3) case studies; (4) benchmarks; (5) testing
methodologies; (6) quantitative metrics; (7) Al testbeds; and (8)
auditing tools."' Such tools, if completed, offer real promise of
meaningful standardization.

138 NIST, AI RMF 1.0, supra note 134, at 12-13.

139 Id. at 21-22 (“Documentation can enhance transparency, improve
human review processes, and bolster accountability in Al system teams.”).

140 Id. at 11.

141 See NIST, U.S. LEADERSHIP IN Al: A PLAN FOR FEDERAL
ENGAGEMENT IN DEVELOPING TECHNICAL STANDARDS AND RELATED
TooLs 13-15 (2019); see also NIST, 2021 REPORT TO CONGRESS, supra
note 133, at 7-10 (describing preliminary efforts by NSF to fund
partnerships to develop such tools). But see id. at 4 (explaining the obstacle
that “several agencies indicated their Al standards needs, and activities will
be driven by operational needs and requirements as their agencies have very
diverse Al standards-related needs”).
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But much about the Al Framework remains underdetermined. The
Al Framework is voluntary.'*? It is neither “a checklist” nor “an
ordered set of steps.”'** Evaluations of its effectiveness are unknown
and “will be part of future NIST activities.”'** Moreover, its scope is
extraordinarily broad, even relative to other NIST frameworks. The
Al Framework enumerates seven expansive categories of Al risk: the
trustworthy Al system must be (1) valid and reliable, (2) safe, (3) fair
and unbiased, (4) secure and resilient, (5) explainable and
interpretable, (6) privacy-enhanced, and (7) accountable and
transparent. Thus far, NIST has held workshops and published draft
5 Far from
narrowing the search for Al standards, these early documents

ruminate that trustworthy Al is a “socio-technical” concept, and that
99146

reports on two aspects: bias and explainability.

identifying measurement techniques remains an “emerging area.

II. NIST’S SOFTWARE UN-STANDARDS

For those seeking a clearer software liability standard, there is
obvious appeal to the centralized agency model. A single authority
could marshal expertise from the field, declare a consensus set of

142 See NIST, Al RMF 1.0, supra note 134, at 2; see also Kaminski,
supra note 136, at 12 (comparing NIST’s approach as being soft law like
Singapore’s Model Al Governance framework, rather than hard law like the
EU’s AI Act).

143 NIST, AI RMF 1.0, supra note 134, at 20.

144 I1d. at 19.

145 See REVA SCHWARTZ, APOSTOL VASSILEV, KRISTEN GREENE, LORI
PERINE, ANDREW BURT & PATRICK HALL, NIST, SPECIAL PUB. 1270:
TOWARDS A STANDARD FOR IDENTIFYING AND MANAGING BIAS IN
ARTIFICIAL INTELLIGENCE (2022), https://doi.org/10.6028/NIST.SP.1270;
P. JONATHON PHILLIPS, CARINA A. HAHN, PETER C. FONTANA, AMY N.
YATES, KRISTEN GREENE, DAVID A. BRONIATOWSKI & MARK A.
PrzyBoCKI, NIST, INTERNAL REP. 8312: FOUR PRINCIPLES OF
EXPLAINABLE ARTIFICIAL INTELLIGENCE (2021),
https://doi.org/10.6028/NIST.IR.8312.

146 SCHWARTZ ET AL., NIST, SPECIAL PUB. 1270, supra note 145, at 11
(“Socio-technical approaches in Al are an emerging area. . . . Developing
scientifically supportable guidelines to meet socio-technical requirements
will be a core focus.”); see also PHILLIPS ET AL., NIST, INTERNAL REP.
8312, supra note 145, at 22 (commenting that “understanding general
principles that drive human reasoning and decision making may prove to be
highly informative for the field of explainable AI” and that “[c]onsidering
these human factors within the context of explainable Al has only just

begun”).



No. 1] GEORGETOWN LAW TECHNOLOGY REVIEW 103

technical standards, and enforce uniform compliance with those
standards.'*” Those centrally promulgated technical standards could
then form the basis of a judicially enforceable liability rule.'*
Although many commentators have called for the creation of a new
federal agency to undertake this role,'*’ the White House has already
been promoting NIST as the incumbent candidate. And in many
ways, NIST is a uniquely apt agency to be the standard-bearer, not
least because of its well-established reputation as a nonpoliticized,
scientific body.

Nevertheless, a close examination of NIST’s work shows that there
are at least three reasons to doubt NIST’s—or any centralized
agency’s—ability to cut the Gordian knot. At the outset, NIST’s
focus on self-governance frameworks betrays an underappreciated
reluctance to assume the active steering role the White House and
others have hoped the standard-setting agency would take in the
cybersecurity and Al settings. Instead, NIST has emphasized
flexibility over uniformity, documentation over metrics, and
inclusion over enforcement. Viewed in isolation, that near-term
forbearance might signal a range of possible motivations, from
consensus-building and policy-based levers to resource constraints
or regulatory capture. As I argue, however, a more complete
explanation also has to account for NIST’s deep wellspring of
experience in the domain of computing.

The historical record demonstrates that NIST has already produced
thorough and voluminous guidance on software standards. This work

antedates the federal mandate to defer to private technical

150

standards " and showcases the sophistication and care with which

147 See Choi, Institutional Choice, supra note 8, at 1466—68.

148 See, e.g., Derek E. Bambauer, Cybersecurity for Idiots, 106 MINN.
L. REv. HEADNOTES 172, 175 (2021) (proposing a negligence per se
approach in which generalist regulators establish “regulatory floors by
specifying conduct that automatically generates liability”); Shackelford,
supra note 4, at 104—05 (noting that “U.S. states have become active
laboratories for cybersecurity policymaking in the absence of federal
leadership” and that “there is a general trend across many states to require
firms to implement ‘reasonable’ cybersecurity best practices without clearly
defining what those entail”).

149 See Choi, Institutional Choice, supra note 8, at 1470 (collecting
commentary).

150 See Off. of Mgmt. & Budget, OMB Circular A-119, 63 Fed. Reg.
8546 (1998) (noting that the 1993 revision of OMB Circular A-119 required
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NIST approached its task. Yet, even at the height of its standard-
setting authority, NIST conceded that it was unable to locate
meaningful consensus on higher-level software standards. In fact,
cost overruns caused by efforts to mandate compliance with federal
software standards contributed directly to the repudiation of federal
standardization efforts writ large.””! That cautionary tale helps
explain NIST’s present-day hesitation to trigger another software
standardization crisis.

Third, institutional competence theory suggests that any other
centralized agency model would encounter the same obstacles if they
were to attempt to duplicate NIST’s efforts. The success of the
agency model depends on the comparative advantage that agencies
have at marshaling scientific or technical expertise to produce policy
consensus. Yet, NIST’s inability to produce viable software
standards is a symptom of a fundamental gap in the science of
software engineering. As long as that gap persists, it is unrealistic to
expect the agency model to locate an expert consensus that does not
exist.

Ultimately, NIST’s experience reveals an important lesson for the
software liability literature. As NIST has moved from low-level
hardware standards to higher-level abstractions of software quality,
NIST’s guidance has turned steadily away from discrete
specifications in favor of a syncretic approach that allows many
heterodoxies to coexist. If NIST is correct that no single dominant
orthodoxy has emerged, then the implication is that other agencies
will similarly struggle to establish clear software standards.

the federal government to rely on voluntary standards whenever feasible,
which was then codified into statute by the National Technology Transfer
and Advancement Act of 1995).

151 See 141 CoNG. REC. H14335 (daily ed. Dec. 12, 1995) (statement
of Rep. Brown) (stating that the National Technology Transfer and
Advancement Act of 1995 extends the achievements of Secretary of
Defense Perry, whose “replacement of most of his Department’s military
specifications with private sector standards . . . may have put a bigger dent
to government waste than any other during my tenure in Washington”); see
also Memorandum of William J. Perry, Specifications & Standards—A
New Way of Doing Business, reprinted in INSIDE THE ARMY, July 4, 1994,
at 15; REPORT ON ACQUIRING DEFENSE SOFTWARE COMMERCIALLY, supra
note 53.
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Concomitantly, courts and legislatures will need to adapt accordingly
when constructing liability rules.

A. SELF-GOVERNANCE FRAMEWORKS

NIST’s contemporary approach to computing standards embraces a
malleable, broad-church approach. The risk management
frameworks across cybersecurity, secure software development, and
Al all share striking similarities in asking vendors to engage in self-
study of risks and to self-select appropriate precautions and
remediations. Because wrong answers are vanishingly rare, any
entity can call itself an adopter without making real changes to its
software practices.'>> What NIST’s latest frameworks offer at most
is a common lexicon that amalgamates many different practices and
schools of thought. Not surprisingly, this model of voluntary
compliance has drawn fire for failing to generate effective results.'*
NIST’s risk management frameworks cannot be used to determine
an objective standard of care, because they do not dictate any
particular set of conduct. For example, when an entity calls itself
“Tier 1,” there is no measurable equivalence with other entities that
call themselves “Tier 1” or measurable contrast against any other
tier. Moreover, the tier numbers have no correlation with
performance metrics such as actual likelihood of failure or
exploitation. In most cases, adopting a risk management framework
merely means the entity has generated documentation to justify the
practices it already performs.'** Credulity is strained, therefore, when

152 Although the risk regulation approach can be criticized for
addressing only “measurable, quantifiable harms,” see Kaminski, supra
note 136, at 14, the lack of quantifiable metrics is equally if not more
concerning.

133 See, e.g., Melanie Teplinsky, 4 Review of NIST’s Draft
Cybersecurity Framework 2.0, LAWFARE (Sept. 13, 2023, 1:30 PM),
https://www.lawfaremedia.org/article/a-review-of-nist-s-draft-
cybersecurity-framework-2.0 [https://perma.cc/7K9F-2LM3] (stating that
“voluntary compliance with the framework has largely failed to generate
effective cybersecurity” and that the updated framework (CSF 2.0) “is
unlikely to fundamentally improve the nation’s cyber posture”).

154 See NIST, CYBERSECURITY FRAMEWORK V.1.1, supra note 113, at
1 (“The Framework . . . uses a common language to address and manage
cybersecurity risk in a cost-effective way based on business and
organizational needs without placing additional regulatory requirements on
businesses.” (emphasis added)).
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lawmakers purport to use compliance with a NIST framework as per
se proof of reasonable care.'”® Perhaps one could argue instead that
failure to follow a NIST framework falls below the minimum
threshold of required precaution.'’® But even this argument is
tenuous, since there is no clear evidence that noncompliance is
correlated with worse outcomes.

A fair question to ask is why NIST, whose core competency is in
standard-setting, would promote voluntary, self-governance
frameworks over conventional technical standards. In other words,
what lessons can NIST’s experience teach us about software
standards, and how well does that experience generalize to other
agency efforts?

The classic policy-based rationalization is that NIST has opted for
regulatory forbearance in order to promote innovation in emerging
technologies.'”” Light-touch regulation is commonly viewed as
encouraging experimentation and avoiding premature regulatory
responses that can stifle innovation in harmful ways.'>® Relatedly, it
is plausible that NIST’s big-tent strategy offers a gentle on-ramp that
builds toward a culture of compliance. In other words, even if a risk
management framework does not offer uniform standardization
today, it encourages collective buy-in that can then be used to exert
upward pressure tomorrow. Once there is a critical mass of
participation, it becomes difficult for entities to exit the framework.

Yet, NIST has been studying software standards for more than half a
century, and Al standards for more than three decades.'”” Enough

155 See supra note 5 and accompanying text.

156 See Derek E. Bambauer & Melanie J. Teplinsky, Shields Up for
Software, LAWFARE (Dec. 19, 2023, 2:07 PM),
https://www.lawfaremedia.org/article/shields-up-for-software
[https://perma.cc/368V-E2UZ] (proposing an “inverse safe harbor” that
would “automatically impose liability on developers who engage in defined
worst practices”).

157 See NIST, Al RMF 1.0, supra note 134, at 2 (“The Al RMF is
intended . . . to adapt to the Al landscape as Al technologies continue to
develop . ...”); Jonathan Zittrain, A History of Online Gatekeeping, 19
HARv. J.L. & TECH. 253 (2005).

158 See Rebecca Crootof & B.J. Ard, Structuring Techlaw, 34 HARV.
J.L. & TECH. 347, 380-81 (2021).

159 See NIST, ARTIFICIAL INTELLIGENCE MEASUREMENT AND
EVALUATION AT THE NATIONAL INSTITUTE OF STANDARDS AND
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time has passed that forbearance cannot be telling the full story.
While the participation theory is compelling in many aspects,
participation alone is an empty prize unless there are meaningful
criteria for exclusion. For example, NIST has not used revisions to
the Cybersecurity Framework as an opportunity to ratchet up new,
objective metrics on participants.'®® At a certain point, forbearance
reveals itself as something else.

A second component of the explanation for NIST’s modern pivot is
the general reorientation of federal standard-setting policy toward a
preference for voluntary consensus standards and against
“government-unique standards.”'®' The 1988 amendments to NIST’s
organic act recast the agency’s mission toward private
commercialization of technology, and accordingly added new
language requiring the agency to coordinate with private
organizations in developing voluntary consensus standards.'®> Then
in 1995, Congress undertook cost-cutting measures that mandated
federal agencies to rely on voluntary consensus standards in lieu of
standards developed internally by the government.'®® In 2013,

TECHNOLOGY 1-2 (2021),
https://www.nist.gov/system/files/documents/2021/06/16/AIME_at NIST
-DRAFT-20210614.pdf [https:/perma.cc/9QF8-K2SA] (explaining and
cataloging NIST’s long history of measuring and evaluating Al
technologies in areas including information retrieval, speech and language
processing, computer vision, biometrics, and robotics, but noting the need
to look at properties “beyond performance accuracy measurement that were
historically viewed as outside the purview of AI”); MICHAEL D. GARRIS,
JAMES L. BLUE, GERALD T. CANDELA, PATRICK J. GROTHER, STANLEY A.
JANET & CHARLES L. WILSON, NIST FORM-BASED HANDPRINT
RECOGNITION SYSTEM (RELEASE  2.0) 1, 32 (1997),
https://nvlpubs.nist.gov/nistpubs/Legacy/IR/nistir5959.pdf
[https://perma.cc/DL8K-7VG7] (explaining that NIST has conducted
research on optical character recognition using neural network training
methods since 1994).

160 See Teplinsky, supra note 153.

161 See Off. of Mgmt. & Budget, OMB Circular A-119, 63 Fed. Reg.
8546 (1998).

162 See Omnibus Trade and Competitiveness Act of 1988, Pub. L. 100—
418, tit. V, §5112, 102 Stat. 1107, 1429 (1988) (requiring NIST “to
cooperate . . . with private organizations in establishing standard practices,
codes, specifications, and voluntary consensus standards”).

163 See National Technology Transfer and Advancement Act of 1995
§ 12,15 U.S.C. § 272(b)(13) (requiring NIST “to coordinate Federal, State,
and local technical standards activities and conformity assessment
activities, with private sector technical standards activities and conformity
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Executive Order 13636 explicitly cited those provisions when
directing NIST to develop a Cybersecurity Framework that “shall
incorporate voluntary consensus standards and industry best
practices to the fullest extent possible.”'®*

Thus, it is arguable that NIST’s new preference for weak, nonbinding
“frameworks” traces back to this strategic shift in federal standard-
setting policy to favor private multistakeholder processes.'®® More
generally, administrative law and technology law scholars have
observed that agencies have steadily shifted away from formal
rulemaking toward softer forms of oversight such as “best
practices,”'%® and have critiqued the extent to which private power
has overtaken public regulatory oversight.'”” Under this view,
influential voices from the software industry might be resisting
standardization by overstating the technical obstacles and
exaggerating the extent to which consensus is insurmountable,
thereby delaying or undermining regulatory and standard-setting
processes.' %

Yet, several points call into doubt the narrative that private power
has altered the substance of NIST’s standards in the software context.
Although the statutory amendments to the organic act require NIST

assessment activities, with the goal of eliminating unnecessary duplication
and complexity in the development and promulgation of conformity
assessment requirements and measures”).

164 See Exec. Order No. 13636, supra note 1, § 7(a) (stating that the
Cybersecurity Framework shall meet the requirements of the National
Institute of Standards and Technology Act, the National Technology
Transfer and Advancement Act of 1995, and OMB Circular A-119); see
also Exec. Order No. 13859, supra note 2, § 6(d)(i) (stating that NIST’s
“plan” for Al standards should be consistent with OMB Circular A-119).

165 See Julie E. Cohen, The Regulatory State in the Information Age, 17
THEORETICAL INQUIRIES IN LAW 369, 404-05 (2016) (“Federal law
mandates public-private collaboration in standards policy.”).

166 See David Zaring, Best Practices, 81 N.Y.U. L. REV. 294 (2006).

167 See Jody Freeman, The Private Role in Public Governance, 75
N.Y.U. L. REv. 543 (2000); Cohen, supra note 165, at 395; see also JULIE
E. COHEN, BETWEEN TRUTH AND POWER: THE LEGAL CONSTRUCTIONS OF
INFORMATIONAL CAPITALISM (2019).

168 See Cohen, supra note 165, at 408-09 (“[T]he processes by which
technical standards are developed do not readily submit to the conventional
mechanisms of administrative procedure. ... Industry standard-making
processes, meanwhile, are lengthy, secretive, and notoriously resistant to
public interest oversight.”).
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to coordinate and cooperate with private entities, they do not require
NIST to defer where there are no voluntary consensus standards or
where there is substantial disagreement with the ones that do exist.
Both statutory text and White House policy provide ample flexibility
for NIST to prefer its own technical standards as long as it documents
the need.'®” In fact, the Executive Orders directing NIST to develop
guidance and standards in the areas of cybersecurity and Al stand as
evidence on their own that equivalent consensus standards did not
already exist. Moreover, NIST has been collaborating closely with
private-sector technical standard-setting organizations since the very
outset of its efforts to develop computing standards—during the
golden age of administrative regulatory rulemaking—when NIST
served as one of the most influential voices at these organizations.
Even then, NIST’s software standards already lacked the
standardizing character that non-software standards have.

A third, more pragmatic view is that NIST has been assigned a
mission it knows it cannot fulfill. Whereas the Brooks Act of 1965
offered the agency greater leeway to define its own mission, the
recent executive orders have tasked NIST with pointed charges to
improve cybersecurity performance and Al performance as a whole.
Those orders create unrealistic pressure to provide rapid solutions to
problems that NIST has studied for many decades without great
success. A nonsubstantive framework can be released quickly and
allows NIST to show it is taking action. Just as important, the
intractable aspects can be left unresolved by simply collecting the
different available approaches without offering an opinion on which
one is best. To be sure, NIST could have saved time and effort by
reusing its old FIPS archives or modern equivalents thereof. The fact
that it did not is a telling signal that NIST does not wish to repeat
history.

169 See Office of Mgmt. & Budget, OMB Circular A-119, supra note
161, at 8554-55 (“’Your agency must use voluntary consensus standards . . .
in lieu of government-unique standards, unless use of such standards would
be inconsistent with applicable law or otherwise impractical. . . . In cases
where no voluntary consensus standards exist, an agency may use
government-unique standards . . . .”).
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B. HISTORICAL RECORD

In many ways, the turn to NIST is déja vu all over again. Close
review of NIST’s historical FIPS and special publications reveal an
agency that engaged carefully and thoughtfully with the expertise in
the field. Nevertheless, those centrally coordinated efforts were
unable to consolidate and standardize software development
practices. That past experience ought to give policymakers pause
when wagering whether an agency like NIST can achieve better
results the second time around.

There are at least three considerations that bear on why NIST failed
to achieve greater success with software standards at the peak of its
powers during the 1980s. The first factor is that the standardization
process was too slow and costly relative to the pace of software
innovation. Initially, NIST believed that the force of federal mandate
would be sufficient to compel widespread adoption of its standards.
Accordingly, NIST was very deliberate in its development and
review of new proposed standards, typically taking several years or
more to move from initial study to final issuance. For example, NIST
invested heavily in promulgating detailed forms and standards for
the COBOL programming language, with the expectation that
COBOL would dominate for many years to come. Instead, NIST was
caught off guard when software vendors and purchasers
overwhelmingly preferred newer, nonstandard languages such as C.
Even for federally approved languages, NIST was mostly unable to
prevent programmers from using nonstandard features, rendering
NIST’s standards obsolete.

Second, NIST sought to standardize software activities at too high an
abstraction. To be sure, NIST excelled at narrowly scoped standards
such as data recording formats, ASCII and geographical codes, and
encryption standards. But as the scope broadened to higher-level
generalities, NIST was unable to demonstrate a clear payoff that
adherence to federal standards resulted in software that was safer or
more cost-effective. In particular, with NIST’s efforts to govern the
software development lifecycle, the scope grew so broad that it
became infeasible to measure compliance. For example, NIST
sought to standardize the entire process of software documentation,
across all possible software projects. Because software projects can
vary immensely, the so-called standard boiled down to
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individualized decisions on a project-by-project basis. Even those
who tried to comply with the standard were unsure whether it led to
better documentation, let alone better performance. Similarly, NIST
took on the task of standardizing the entirety of software validation
and verification, an even more daunting exercise. Although NIST
could enumerate different categories of tests, it was unable to
recommend anything more concrete than that each vendor should
create and maintain its own testing plan.

Third, NIST was unable to locate expert consensus on best practices
for those higher-level activities. Consequently, NIST relaxed the
criteria for compliance, which further diminished the utility of
conforming to those standards. The value of standardization lies in
achieving a desired uniform attribute and in streamlining the
decision-making process to get there.'”’ Instead, NIST encouraged
software practitioners to use their own judgment on core aspects of
the software development process. FIPS compliance became an
exercise in creating extra paperwork to justify one-off design
decisions, rather than facilitating and channeling those design
decisions into a consistent mold. In other words, NIST’s software
standards added substantial costs for dubious benefits.

To be clear, NIST’s work was a best efforts campaign, and its
shortcomings likely reflect the deeply challenging nature of the
mission, rather than errors in execution. It is thus dismaying to see
NIST being tasked again with even broader missions.

C. INSTITUTIONAL COMPETENCE

NIST’s experience is a useful case study simply because it has been
the most thorough and comprehensive. Other agencies—such as the
Department of Defense and the Food and Drug Administration—
have similarly struggled to articulate uniform policies on software
quality.'”" Like NIST, other agencies have found software standards

170 For example, Cary Coglianese has argued that performance
standards do not work well when the regulated entities are highly
heterogeneous and the regulators lack capacity to measure outputs or
outcomes. See Coglianese, supra note 119, at 54647, 547 fig.1.

17! See Nathan Cortez, Regulating Disruptive Innovation, 29 BERKELEY
TECH. L.J. 175,192, 194 (2014) (calling FDA’s approach to medical device
software “the archetype of regulatory minimalism” and that the FDA relies
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development to be (1) cumbersome and frustratingly heterogeneous,
(2) difficult to generate broad, one-size-fits-all rules; and (3) difficult
to enforce in an efficient manner. Ultimately, NIST’s experience

should teach us that the centralized agency model is not a silver
bullet.

Typically, the comparative advantage of federal agencies over other
institutions is that agencies are more competent at assembling expert
knowledge, establishing uniform rules based on that expertise, and
efficiently policing those rules on a national basis.'” Especially for
matters involving informational asymmetries or collective action
problems, a central regulator may be better able to facilitate a policy
outcome than courts, legislatures, or private market forces.
Accordingly, many commentators have championed the central
agency model as a quick fix for streamlining software
accountability.'”

Yet, when experts in the field lack knowledge or consensus about a
policy issue, the comparative advantage of agencies is
correspondingly diminished. Unable to draw upon that collective
expertise, the agency will likely struggle to provide uniformity and
efficiency as well. Not surprisingly, the best defense of the agency
approach reverts to a judicial model of common-law, case-by-case
iteration.'”* But if an agency is merely replicating judicial functions
with no comparative benefit, then it is unclear that the agency should
be acting at all.'”

heavily on informal guidance that “form a cascade of quasi-regulation,
recommendations, and ‘current thinking,” but offer few firm rules”).

172 See Choi, Institutional Choice, supra note 8, at 1466—68.

173 See, e.g., Jane Chong, The Challenge of Software Liability,
LAWFARE (Apr. 6, 2020, 1:06 PM),
https://www.lawfaremedia.org/article/challenge-software-liability
[https://perma.cc/NG56-3DSX]; Paul Ohm & Blake Reid, Regulating
Software When Everything Has Software, 84 GEO. WASH. L. REV. 1672,
1700 (2016); Andrew Tutt, An FDA for Algorithms, 69 ADMIN. L. REV. §3
(2017).

174 See Andrew D. Selbst & Solon Barocas, Unfair Artificial
Intelligence: How FTC Intervention Can Overcome the Limitations of
Discrimination Law, 171 U. PA. L. REv. 1023, 1044—47 (2023); Daniel J.
Solove & Woodrow Hartzog, The FTC and the New Common Law of
Privacy, CoLUM. L. REV. 583, 600 (2014).

175 See SEC v. Jarkesy,  U.S.  (2024) (“The Constitution prohibits
Congress from ‘withdraw[ing] from judicial cognizance any matter which,
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Tellingly, software experts have long agreed that there is no easy way
to measure or certify software quality. Some believe Microsoft’s
model of secure software development represents a high-water
mark.'” Others feel strongly that conservative methods that hew
closer to waterfall engineering processes are the only way to assure
quality in safety-critical contexts.'”” Still others argue to the contrary
that Agile methods are both necessary and safer because they are
more nimble.'”® In the end, most companies adopt their own bespoke,
in-house approach. Disagreement persists because none of these
methods can be evaluated with any confidence, and all continue to
produce faulty software with unknowable rates of error.

Having said that, NIST possesses some peculiar characteristics that
set it apart from other agencies. For one thing, NIST is a nonpartisan
technocratic agency with a strong institutional culture committed to
scientific knowledge. That commitment means NIST is less likely to
adopt policy positions that are not grounded in expert consensus.
Doing so would threaten NIST’s internal culture and institutional
reputation as a neutral arbiter of technological standards.

A second distinctive attribute of NIST is that it is a nonregulatory
agency, meaning that it cannot directly enforce its own rules.
Typically, NIST standards are enforced (if at all) by the Office of
Management and Budget (OMB) through its federal procurement
policies.'” OMB plays a significant role in specialized sectors of

999

from its nature, is the subject of a suit at the common law.””) (citing
Murray’s Lessee v. Hoboken Land & Improvement Co., 59 U.S. 272
(1856)).

176 See LIPNER & HOWARD, supra note 123. But see Renee Dudley,
Microsoft Chose Profit Over Security and Left U.S. Government Vulnerable
to Russian Hack, Whistleblower Says, PROPUBLICA (June 13, 2024, 5 AM),
https://www.propublica.org/article/microsoft-solarwinds-golden-saml-
data-breach-russian-hackers [https://perma.cc/8UZG-64SD].

177 See Gibrail Islam & Tim Storer, A4 Case Study for Agile Software
Development for Safety-Critical Systems Projects, 200 RELIABILITY ENG’G
& SYS. SAFETY 10-11 (2020).

178 For a brief discussion, see Choi, Software as a Profession, supra
note 8, at 578-79.

179 See Jim Dempsey, Steven B. Lipner & James Andrew Lewis,
Making Attestation Work for Software Security, LAWFARE (July 18, 2024,
12:00 PM), https://www.lawfaremedia.org/article/making-attestation-
work-for-software-security [https:/perma.cc/H6R3-EWJQ] (describing
experimental attestation process for assuring adherence to secure software
development practices, but noting that “[s]o far, the government has shown
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bespoke software where federal spending dominates. But the
procurement lens provides only weak contract-based remedies such
as rescission of a contract, disbarment from future procurements, or
(in extreme cases) prosecution for violating the False Claims Act.'®
And in the broader market of mass commercial software, the federal
government is only one purchaser, and it is not big enough to move

that market all on its own.

Alternatively, NIST can enforce its standards indirectly by offering
certification services, as it has for COBOL compilers and for DES
encryption implementations. These programs are highly successful
because they provide verifiable assurance that a discrete software
component will perform in a uniform and consistent manner. This
type of certification program is necessarily limited in scope and by
available resources, but it offers a sharply contrasting template to the
sweeping, unenforceable risk management framework approach.

A new or different agency could take a more aggressive stance that
disregards scientific uncertainty,'®" but it is questionable how
different the outcome would be. One model is the Department of
Defense, which sought for many years to exert rigid control over its
software standards. Notably, the Department developed Ada, its own
memory-safe programming language, and strictly mandated its use
in an effort to improve code quality and to reduce the number of
different programming languages being used.'®* That policy proved

little capacity to enforce the cybersecurity assurances that contractors
provide”).

130 See Aleesha Fowler, Marilyn Batonga, Maurice A. Bellan, Graham
Cronogue, James Gilmore, Maria Grenader, Alexandre Lamy & Elizabeth
Roper, The Future of False Claims Act Litigation, LAWFARE (Oct. 2, 2023,
10:22  AM), https://www.lawfaremedia.org/article/the-future-of-false-
claims-act-litigation  [https://perma.cc/VGT2-EQVH] (describing the
White House’s plan to use the False Claims Act to enforce cybersecurity
obligations).

181 See Matthew T. Wansley, Regulation of Emerging Risks, 69 VAND.
L. REv. 401, 431 (2016) (arguing that a central agency should be
empowered “to implement a moratorium if it could demonstrate that an
emerging technology plausibly created a significant risk to health, safety,
or the environment,” because it would “allow agencies to act
notwithstanding scientific uncertainty”).

182 See DEP’T OF DEF., DEP’T OF DEF. DIRECTIVE 3405.1: COMPUTER
PROGRAMMING LANGUAGE PoLICY (1987) (mandating use of the Ada
programming language); see also Memorandum from the Ass’t Sec’y of
Def. Emmett Paige Jr. on Use of the Ada Programming Language (Apr. 29,
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unwieldy and unpopular, and was often ignored even within the
military’s culture of strong compliance.'™ In the end, Ada failed to
win traction, except in custom-built warfighting systems where there

were no commercial off-the-shelf counterparts.'**

A second model is the Food and Drug Administration (FDA), which
utilizes a “preclearance” regulatory model that requires the FDA to
approve all medical device software prior to public distribution. Like
NIST, the FDA is subject to the federal requirement to use voluntary
consensus standards where feasible. However, the FDA cautions that
“the use of consensus standards generally satisfies only a portion of
a premarket submission,” and that additional information may be
needed if a specific device raises safety or effectiveness concerns not
addressed by the consensus standard.'®® In other words, FDA asserts
greater authority to enforce its own independent standards as needed.

In theory, because FDA review applies only to a narrow subset of
safety-critical medical devices, it would seem simpler to define
appropriate software standards. Even so, the FDA has struggled
mightily over nearly four decades to define such rules.'® The FDA
has explained that “it would be impractical to prepare an overarching
software policy to address all of the issues related to the regulation
of all medical devices containing software.”'®’ In particular, the
preapproval model of regulation is an especially clumsy fit for
software development lifecycles predicated on continuous iterative

1997) (revising the Department’s policy “to eliminate the mandatory
requirement for use of the Ada programming language in favor of an
engineering approach to selection of the language to be used”).

183 See NAT'L RscH. COUNCIL, ADA AND BEYOND: SOFTWARE
POLICIES FOR THE DEPARTMENT OF DEFENSE 14 (1997) (finding that
“[m]any projects have ignored or manipulated the policy on waivers,
employing languages other than Ada without the required waiver”).

184 See id. at 7-8 (estimating that at the fifteen-year mark, Ada
applications constitute only two percent of the software market and Ada
programmers are less than five percent of professional programmers).

185 See FDA, APPROPRIATE USE OF VOLUNTARY CONSENSUS
STANDARDS IN PREMARKET SUBMISSIONS FOR MEDICAL DEVICES 4 (2018).

186 See Cortez, supra note 171, at 192 (describing the FDA’s early
“Draft Software Policy” published in 1987, which was never finalized and
was then withdrawn without explanation in 2005).

187 Id. at 193 (quoting FDA, DRAFT GUIDANCE FOR INDUSTRY AND
FoobD AND DRUG ADMINISTRATION STAFF: MOBILE MEDICAL
APPLICATIONS 5 (2011)).
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design.'™® Those tension points have been further exposed to pressure
from so-called “adaptive AI” technologies that accelerate changes to
device performance on a continuous, real-time basis.'®® The FDA’s
latest draft guidance proposes to allow a “predetermined change
control plan” that further softens its premarket review in favor of
postmarket surveillance.'”® Thus, like NIST, the FDA has shifted
away from centrally defined software standards toward individually
determined management “plans.”

A third model is the Federal Trade Commission, which has sought to
bring case-by-case enforcement actions against entities for failure to
maintain reasonable software practices. To be sure, greater scrutiny
and contestation of software practices is much needed. The agency
has embraced an iterative, case-by-case approach to distill what it
calls “reasonable” or “minimal” cybersecurity principles.'”’ That

188 Compare FDA, CYBERSECURITY IN MEDICAL DEVICES: QUALITY
SYSTEM CONSIDERATIONS AND CONTENT OF PREMARKET SUBMISSIONS 4
(2023) (acknowledging that cybersecurity risks warrant “an updated,
iterative approach to device cybersecurity”), with FDA, DECIDING WHEN TO
SUBMIT A 510(K) FOR A SOFTWARE CHANGE TO AN EXISTING DEVICE 6-8
(2017) (explaining that device manufacturers must consider the intended
and unintended consequences of all software changes, and potentially
submit a new 510(k) request if those changes “could significantly affect
safety or effectiveness”).

18 See FDA, PROPOSED REGULATORY FRAMEWORK FOR
MODIFICATIONS TO ARTIFICIAL INTELLIGENCE/MACHINE LEARNING
(AI/ML)-BASED SOFTWARE AS A MEDICAL DEVICE (SAMD) 3 (2019) (“The
traditional paradigm of medical device regulation was not designed for
adaptive AI/ML technologies, which have the potential to adapt and
optimize device performance in real-time to continuously improve
healthcare for patients.”).

190 See FDA, PREDETERMINED CHANGE CONTROL PLANS FOR MEDICAL
DEVICES (2024).

1 See Alex Gaynor, Simon Fondrie-Teitler, Mike Tigas & Mark
Eichorn, Security Principles: Addressing Vulnerabilities Systematically,
FTC TecH. BLOG (Apr. 17, 2024), https://www.ftc.gov/policy/advocacy-
research/tech-at-ftc/2024/04/security-principles-addressing-vulnerabilities-
systematically [https://perma.cc/V964-GPQN]; [ISABELLA WRIGHT & MAIA
HAMIN, ATL. COUNCIL, “REASONABLE” CYBERSECURITY IN FORTY-SEVEN
CASES: THE FEDERAL TRADE COMMISSION’S ENFORCEMENT ACTIONS
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01 (explaining the FTC’s change in terminology “from a standard based on
‘reasonability’ to one focusing on cybersecurity ‘at a minimum’”).
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said, the agency has been criticized for refusing to provide ex ante
rules or guidance, which raises vagueness and due process concerns
in the agency enforcement setting. Although many voices have
celebrated the FTC simply for rushing to take action, there are
important questions whether the FTC has a comparative advantage
over better-resourced agencies such as NIST, the Department of
192

Defense, and the FDA—Iet alone the judiciary.

CONCLUSION

As software-related harms continue to burgeon into public crises, the
federal government has placed its trust in NIST to conjure up new
performance standards and accountability measures. In response,
NIST has issued a series of voluntary, self-governance frameworks,
rather than traditional, uniform standards. Those weak frameworks
trace back to older work by NIST, which vigorously tried to
standardize a broad range of software practices. NIST failed for a
number of reasons, including the slow pace of the standard-setting
process, the breadth and complexity of the standard-setting scope it
set, and—most importantly—the lack of expert consensus on best
practices.

It is tempting to be lulled by NIST’s risk management frameworks
into false illusions of compliance and safety, even if the frameworks
are not intended to be used in that manner.'”* A close examination of
those frameworks reveals that there is little new substance on offer.
They do not impose any measurable outcomes, performance metrics,
or other meaningful guardrails. NIST’s frameworks cannot be used
as a quick shortcut for the vexing problem of defining a software
liability rule.

A more effective standardization approach could yet emerge from
NIST’s efforts in the Al field.'”* In terms of performance standards,

192 Cf. Kisor v. Wilkie, 139 S. Ct. 2400, 2417 (2019) (“When the agency
has no comparative expertise in resolving a regulatory ambiguity, Congress
presumably would not grant it that authority.”).

193 See, e.g., NIST, CYBERSECURITY FRAMEWORK V.1.1, supra note
113, at i, 2 (explaining that “phrases like ‘compliance with the Framework’
can be confusing and can mean something very different to various
stakeholders”).

194 See generally Bryan H. Choi, AI Malpractice, 73 DEPAUL L. REV.
301 (2024).
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the core Al methods are highly mathematical, like cryptography, and
thus more conducive to quantitative metrics that can be objectively
validated. NIST’s ability to certify standardized data sets also offers
tremendous upside. Even expanding out to process standards, the
number of qualified Al practitioners remains relatively small for the

195

moment, - and the range of techniques with real-world impact

remains relatively narrow,'”® which could facilitate convergence
toward a consensus code of conduct. To be most effective, NIST
must find a way to compile, catalog, and publish information about
actual Al modeling practices at the handful of major entities that are
leading the field. It should avoid generalities and idealizations that
do not match commercial realities. And it must find ways to show a
clear payoff for practitioners to adopt NIST’s standards and
guidelines, while avoiding empty blandishments that flatter without
requiring conformity.

In the end, the moral of NIST’s story may be that there cannot be a
single “reasonable” standard of care for software liability. After
decades of study, NIST has embraced a heterodoxic model of
professional self-governance that eschews any single methodology
or school of thought.'”” Other standard-setting bodies that have
studied the issue have reached strikingly similar conclusions.
Perennial calls to appoint a centralized authority to promulgate new
software standards should look first to the vast body of work that
NIST has already produced before expecting different outcomes.

195 See HUMAN-CENTERED A.I, STANFORD UNIV., 2024 Al INDEX
REPORT 66 (2024), https://aiindex.stanford.edu/report/
[https://perma.cc/SEP9-EBYS] (documenting approximately 63,290
attendees at top Al conferences).

196 See Choi, supra note 194, at 314,

97 Cf. Choi, Software as a Profession, supra note 8.



