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ABSTRACT
The goal of this article is to provide a framework for assessing issues of data
portability and other required transfers of data. Greater portability and other
required transfers of data can have pro-competitive effects – if more
companies have access to commercially valuable data, then there can be less
monopoly power and more innovation. On the other hand, making portability
too easy can lead to serious privacy and cybersecurity effects, when the
“wrong” people gain access to personal data. There is thus a tension between
opening data flows, to promote competition and innovation, provide user
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control, and for other reasons, and closing data flows, for reasons including
protecting privacy and cybersecurity.
Part I explains that “portability” has become a technical legal term for
transfers of an individual’s data. “Other Required Transfers” are mandated
transfers for two or more people, so “PORT” is the general term for
Portability or Other Required Transfers.
Part II examines three major trends causing increased importance for
PORTability issues: (1) the individual right to data portability that took effect
in the European Union (“EU”) in 2018 and in California in 2020; (2) the
current, intense policy debates about whether and how to regulate the largest
digital platforms; and (3) beyond digital platforms, important sectors of the
economy increasingly have PORTability requirements.
Part III proposes a Portability and Other Required Transfers Impact
Assessment (“PORT-IA.”). The approach is similar to Privacy or Data
Protection Impact Assessments. The PORT-IA sets forth fourteen structured
questions (“Structured Questions”) with detailed sub-parts.
Part IV and the appendices present seven case studies: (1) U.S. and EU phone
number portability; (2) the new U.S. health care interoperability regulation;
(3) EU portability requirements concerning health care data; (4) the EU
Payment Services Directives; (5) U.S. financial services requirements under
Section 1033 of the Dodd-Frank Act; (6) Open Data requirements for
government agencies; and (7) lesser-known recent laws in Arizona and other
states mandating portability for the data of automobile dealers.
Each case study maps the mandated data flows: where does the data originate;
where does it go; what types of data are covered; and what precisely are the
legal requirements. Each case study then examines the benefits of the PORT
initiative, the risks and costs of the PORT initiative, and lessons learned.
Part V of the article “shows the work” for developing the Structured
Questions for the PORT-IA. The Structured Questions evolved considerably
during research on the case studies, and the current version of the Structured
Questions has been validated by being tested against case studies across
diverse sectors, data type, and geography.
The intent of the article is to create a coherent intellectual framework for
assessing proposed PORTability initiatives. The PORT-IA, with its Structured
Questions, can assist policymakers in deciding whether and how to mandate
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PORTability. The PORT-IA can similarly assist companies in deciding
whether and how to implement new PORTability features in their products
and services. More broadly, the article shows the importance of multidisciplinary assessment of proposals for portability and other required
transfers.
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INTRODUCTION
The goal of this article is to provide a framework for assessing issues of data
portability and other required transfers of data. In the modern data economy,
a crucial legal and policy question is when should data move from A to B, or
be prevented from moving from A to B? This article addresses an emerging
and important topic where there are often compelling and competing rationales
both for mandating and for prohibiting the movement of data. The topic is data
portability and interoperability – when a government should require data to
move.1

1

For a companion article written specifically for an antitrust audience, see Peter Swire &
John Snyder, Using the Portability and Other Required Transfers Impact Assessment
(“PORT-IA”) in Antitrust Law, CPI ANTITRUST CHRON. (Nov. 2020),
https://peterswire.net/wp-content/uploads/CPI-Swire-Snyder.pdf.
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Data portability presents both pros and cons. Often discussed in
connection with the largest digital platforms, greater portability and other
required transfers of data can have pro-competitive effects – if more
companies can have access to commercially valuable data, then there can be
less monopoly power and more innovation. On the other hand, making
portability too easy can lead to serious privacy and cybersecurity effects, when
the “wrong” people gain access to personal data. Thus, there is a tension
between opening data flows, to promote competition and innovation, provide
user control, and for other reasons, and closing data flows, for reasons
including protecting privacy and cybersecurity.
Data portability is emerging as a crucial issue due to the confluence of
at least three major trends: (1) the individual right to data portability (“RtDP”)
that took effect in the European Union (“EU”) in 2018 and in California in
2020; (2) the current, intense policy debates about whether and how to regulate
the largest digital platforms; and (3) beyond digital platforms, multiple sectors
of the economy increasingly have data portability requirements.
First, under Article 20 of the General Data Protection Directive (“GDPR”), an
individual RtDP came into effect in the EU in 2018.2 In essence, the RtDP
provides individuals with the right to move “their” data back to themselves, or
to a designated recipient. A similar individual right came into effect in early
2020 under the California Consumer Privacy Act (“CCPA”), affecting all
companies that conduct significant business in that large state.3 We are thus in
the early days of actual implementation of the RtDP, so numerous practical
issues are arising for the first time.
A second major trend is the intense policy debate about whether and
how to regulate the largest digital platforms, sometimes grouped as “GAFAM”
(Google, Apple, Facebook, Amazon, and Microsoft). 4 As a matter of U.S.
antitrust law (or “competition law” as it is called in the EU) these platforms
have come under intense scrutiny. For example, in the summer of 2020, the
CEOs of Google, Apple, Facebook, and Amazon testified at a U.S. House
Judiciary Antitrust Subcommittee hearing on the market power of online
2

Commission Regulation 2016/679 of the European Parliament and of the Council of 27
April 2016 on the Protection of Natural Persons with regard to the Processing of Personal
Data and on the Free Movement of Such Data, and Repealing Directive 95.46/EC, 2016 O.J.
(L 119/1) https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN.
3
California Consumer Privacy Act of 2018, Cal. Civ. Code § 1798.100 (West 2021).
4
Big Tech, WIKIPEDIA, https://en.wikipedia.org/wiki/Big_Tech [https://perma.cc/QP2WCV5Z] (last visited Aug. 15, 2020).
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platforms.5 In the EU, major cases have already advanced against Facebook
and Google, and the EU Commission (the executive body for the EU) is
preparing legislative proposals designed to increase competition in markets
affected by the platforms.
Concerning the digital platforms, the debates about privacy (or “data
protection” as it is generally called in the EU) have been similarly prominent.
Innumerable companies have adjusted their information technology systems
and data flows to come into compliance with the GDPR and CCPA,
respectively. Many of the largest platforms have signed consent decrees with
the Federal Trade Commission (“FTC”), and Facebook paid a record $5 billion
fine in 2019 to settle FTC charges that it violated its consent decree. 6 In
addition, further proposals for additional privacy laws, including those
affecting data portability, are proliferating.
With such enormous interest in both the antitrust and privacy issues
related to the digital platforms, this article explains how data portability is the
precise issue where these two policy areas systematically come into potential
or actual conflict. Based on research for this article, very often the antitrust
and privacy discussions of data portability occur separately. This article thus
seeks to explain to privacy experts and others not focused on antitrust law the
reasons that antitrust law often appears to push so strongly in favor of data
portability. The article also seeks to explain to antitrust experts and others not
focused on privacy and cybersecurity the reasons that the latter often appear
to push so strongly against many possible forms of data portability.
The third major trend goes beyond digital platforms to multiple,
important sectors of the economy that increasingly have data portability
requirements. Public debates have often highlighted the early example of
phone number portability – the longstanding legal requirement, in both the
U.S. and EU, that a telephone carrier enables a consumer to shift the
5

Online Platforms and Market Power, Part 6: Examining the Dominance of Amazon, Apple,
Facebook, and Google, Subcomm. on Antitrust, Commercial, & Admin. Law of the H.
Comm. on the Judiciary (July 29, 2020),
https://judiciary.house.gov/calendar/eventsingle.aspx?EventID=3113
[https://perma.cc/67V9-V2D8] (last visited Aug. 15, 2020); see Bill Baer, The Tech Antitrust
Hearings are Over: What’s Next for Enforcement?, BROOKINGS (Aug. 11, 2020),
https://www.brookings.edu/blog/techtank/2020/08/11/the-tech-antitrust-hearings-are-overwhats-next-for-enforcement/ [https://perma.cc/2SUF-Y72J] (last visited Aug. 15, 2020).
6
Press Release, Fed. Trade Comm’n, FTC Imposes $5 Billion Penalty and Sweeping New
Privacy Restrictions on Facebook (July 24, 2019), https://www.ftc.gov/news-events/pressreleases/2019/07/ftc-imposes-5-billion-penalty-sweeping-new-privacy-restrictions
[https://perma.cc/2SUF-Y72J].
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consumer’s phone number to a different carrier. As discussed below, phone
number portability has important features that create a stronger rationale for
portability compared with other settings. This article presents seven case
studies of such sectoral requirements, listed with the year of implementation,
where applicable:
1. U.S. and EU phone number portability (2003 implementation
for U.S.);7
2. U.S. health care interoperability regulation (2020);8
3. EU portability requirements concerning health care data
(ongoing);9
4. The EU Payment Services Directives, requiring transfers
among financial services organizations (due to delays, not yet
fully implemented);10
5. Similar issues in the U.S. financial services sector,
implementing Section 1033 of the Dodd-Frank Act of 2010 (with
a notice of proposed rulemaking in 2020);11
6. Open Data requirements for government agencies, especially
in the US (ongoing);12
7. A lesser-known set of recent laws in Arizona and other states
mandating portability for the data of automobile dealers (2019).13

7

Consumer and Governmental Affairs Bureau, Wireless Local Number Portability (WLNP),
FED. COMM. COMMISSION, https://www.fcc.gov/general/wireless-local-number-portabilitywlnp [https://perma.cc/FA6Q-4X3J] (last updated May 18, 2016); Electronic
Communications Policy (Unit B.1), Number Portability, EUR. COMMISSION (last updated
Dec. 19, 2019), https://ec.europa.eu/digital-single-market/en/number-portability; see
Appendix 4.
8
21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT
Certification Program, 85 Fed. Reg. 25,642 (May 1, 2020) (to be codified at 45 C.F.R. pts.
170 and 171) [hereinafter Final Rule]; see Appendix 2.
9
See, e.g., Electronic Cross-Border Health Services, EUR. COMMISSION,
https://ec.europa.eu/health/ehealth/electronic_crossborder_healthservices_en
[https://perma.cc/8E79-SZJH]; see Appendix 6.
10
Directive 2015/2366 of the European Parliament and of the Council of 25 November 2015
on Payment Services in the Internal Market, Amending Directives 2002/65/EC,
2009/110/EC and 2013/26/EU and Regulation (EU) No 1093/2020, and Repealing Directive
2007/64/EC, 2015 O.J. (L 337/35); see Appendix 5.
11
12 U.S.C. § 5481(6) (2010). For discussion, see Michael Barr et al., Consumer Autonomy
and Pathways to Portability in Banking and Financial Services (Univ. of Mich. Ctr. on Fin.,
Law & Policy, Working Paper No. 1, 2019); see Appendix 1.
12
See, e.g., OPEN Government Data Act, 44 U.S.C. § 3501 (1995); see Appendix 3.
13
See, e.g., ARIZ. REV. STAT. § 28-4651 to 28-4655 (LexisNexis 2021); see Appendix 7.
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The article also discusses the EU Free Flow of Data regulation, implemented
in 2019, which applies to cloud and software service providers.14 In summary,
recent years have seen an unprecedented number of sectoral requirements
related to the mobility of data.
In short, these three trends highlight the intense and increasing interest
in data portability – the entry into force of the RtDP in the EU and California,
the current antitrust and privacy debates concerning digital platforms, and the
less-recognized flowering of multiple sectoral portability initiatives. To
address these issues, Part I of the article defines terminology in order to clarify
the difference between “portability” and “other required transfers.” By
“portability,” this article means transfers about a single person. What this
article calls “other required transfers” are transfers about more than one person,
and often transfer of an entire database. Together, the article thus seeks to
provide greater understanding concerning when “Portability and Other
Required Transfers, ” or the acronym “PORTs,” are likely to have the greatest
benefits.
Part II provides context for the current PORTability debates about:
digital platforms; U.S. antitrust and EU competition law issues; and the U.S.
privacy law and EU data protection law issues.
In order to enable a consistent and disciplined evaluation of PORT
initiatives, Part III proposes a Portability and Other Required Transfers Impact
Assessment, or PORT-IA. This approach is similar to Privacy Impact
Assessments required by U.S. laws such as the E-Government Act of 200215
or Data Protection Impact Assessments required by GDPR.16 Based on the
seven case studies and overall research for this article, the PORT-IA sets forth
fourteen “Structured Questions,” with sub-parts. For example, Question 2
examines the possible competition benefits from a PORT initiative, with subquestions for topics such as network effects and barriers to entry.17 On the cost
side, Question 8, with sub-questions, examines possible privacy risks from the

14

Commission Regulation 2018/1807 of the European Parliament and of the Council of 14
November 2018 on a Framework for the Free Flow of Non-Personal Data in the European
Union, 2018 O.J. (L 303/59) [hereinafter FFD Regulation].
15
E-Government Act of 2002, Pub. L. No. 107-347, 44 U.S.C. § 3601.
16
Commission Regulation 2016/679 of the European Parliament and of the Council of 27
April 2016 on the Protection of Natural Persons with regard to the Processing of Personal
Data and on the Free Movement of such Data, and Repealing Directive 95/46/EC (General
Data Protection Regulation), 2016 O.J. (L 119/1) (see art. 35) [hereinafter GDPR].
17
Part III defines these terms, as well as other critical terms for the PORT-IA.
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PORT initiative, for both identified and de-identified data, and for the rights
of third persons -- those other than the person making the portability request.
Part IV provides brief descriptions of the seven case studies. The
descriptions emphasize a clear understanding of the mandated data flows:
where does the data originate; where does it go; what types of data are covered;
and what precisely are the legal requirements. For each of the seven case
studies, there is an appendix examining the mandated data flows, the benefits
of the PORT initiative, the risks and costs of the PORT initiative; and lessons
learned.
Part V of the article “shows the work” for developing the Structured Questions
for the PORT-IA. The methodology for this project began with drafting
Structured Questions and then testing the draft against the seven detailed case
studies. The Structured Questions evolved considerably from the initial draft
to this final form. Based on this testing, I gave greater emphasis to how each
case study and the Structured Questions address issues of authentication,
secure transmission of data, and establishing technical standards for sharing
data. I added sections on “onward transfer” and “fair, reasonable, and nondiscriminatory terms” for protecting privacy and cybersecurity. On the
antitrust side, I clarified the importance of lock-in effects to PORT proposals,
and distinguished them more clearly from network effects. As currently
drafted, the text of the Questions effectively incorporate the lessons from the
case studies and other research to date.
The intent of the article is to create a coherent intellectual framework for
assessing proposed PORTability initiatives. The PORT-IA, with its Structured
Questions, can assist policymakers in deciding whether and how to mandate
PORTability. The PORT-IA can similarly assist companies in deciding
whether and how to implement new PORTability features in their products
and services. My own research experience has assisted with this effort. As a
professor, I have taught antitrust law as well as my regular privacy and
cybersecurity courses, and I have written extensively about EU as well as U.S.
law. 18 More specifically, my writing on the intersection of antitrust and
privacy dates back to 2007 testimony to the Federal Trade Commission,19 and

18

I have continued to write extensively about EU law since the 1998 book, PETER SWIRE &
ROBERT LITAN, NONE OF YOUR BUSINESS: WORLD DATA FLOWS, E-COMMERCE, AND THE
EUROPEAN PRIVACY DIRECTIVE (Editor’s Name, edition number, 1998). Relevant
publications are at https://www.peterswire.net [https://perma.cc/Z7F2-WK7D].
19
Peter Swire, Protecting Consumers: Privacy Matters in Antitrust Analysis, CTR. FOR AM.
PROGRESS (Oct. 19, 2007),
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in 2013 I published a lengthy law review article, with a co-author, on the right
to data portability.20
Looking ahead, thoughtful design and implementation of PORTability
initiatives will draw upon many different types of expertise. PORTability
teams will benefit from having expertise in often-disparate intellectual
discourses, including but not limited to antitrust, privacy, and cybersecurity.
Multiple disciplines may be relevant to a PORTability initiative, such as
policymakers, lawyers, and economists, along with engineers and other
technical experts who actually build the systems for transferring data. To
ensure that individual users actually want the proposed services, it will be
helpful to learn from those knowledgeable about marketing and
human/computer interaction. Privacy and consumer protection advocates, as
well as other civil society stakeholders, may alert those designing a
PORTability initiative to important, otherwise overlooked issues. As
PORTability laws and proposals multiply, it makes sense to create a structured
process for assessing portability and other required transfers. This Article
presents a systematic way for all of these experts to work together on
PORTability issues, based on lessons from seven detailed case studies.
I.

TERMINOLOGY: DEFINING PORTABILITY

To date, even as the topic of data portability has become more prominent, there
has been no systematic method to resolve the tension between opening data
flows, especially for competition reasons, and closing data flows, especially
for privacy and security reasons.
Part of the difficulty lies in terminology. The term “portability” has become a
technical legal term -- Article 20 of the EU General Data Protection
Regulation (“GDPR”) mandates that individuals have a right to data
portability,21 with a somewhat similar portability requirement in the California
Consumer Privacy Act.22 In light of these laws, this article reserves the term
“portability” to a required transfer when one person wishes to transfer the
data.

https://www.americanprogress.org/issues/economy/news/2007/10/19/3564/protectingconsumers-privacy-matters-in-antitrust-analysis [https://perma.cc/74W3-B8Q5].
20
Peter Swire & Yianni Lagos, Why the Right to Data Portability Likely Reduces Consumer
Welfare: Antitrust and Privacy Critique, 72 MD. L. REV. 335 (2013).
21
GDPR art. 20.
22
California Consumer Privacy Act of 2018, supra note 3, § 1798.100(d).
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There are also increasingly broad proposals for mandatory transfers at a larger
scale, such as opening an entire database for transfer in order to promote
competition. In Europe, such proposals are often called “data sharing,” which
is a vague term that can apply in other contexts. In the United States, such
actions are sometimes called “inter-operability,” such as under a recently
finalized regulation from the Department of Health and Human Services
(“HHS”).23 To promote clarity, this article limits the term “inter-operability”
to the technical ability of two or more systems to exchange information. The
article uses the term “other required transfers” for those transfers that are
required and transfer the data of more than one person. Taken together, the
article addresses Portability and Other Required Transfers, with the handy
acronym of “PORT.” To clarify, a “portability” requirement applies only to
transfers by one person, while a “PORTability” requirement or “PORT”
initiative applies both to individual transfers and also mandated transfers
applying to the data of more than one person.
II.

THE NEW IMPORTANCE OF DATA PORTABILITY

Part II explains, for audiences from different backgrounds such as
antitrust and privacy, why data PORTability has a significant and rising
importance for numerous aspects of the law, with a focus on the United States
and the European Union. In an era where data is often called “the new oil,”24
it makes sense that there would be increasing attention to law and policy
concerning when flows of data should be mandated or prohibited.
Part II first highlights the role of data PORTability in current policy and legal
debates about the largest digital platforms.25 Second, it examines U.S. antitrust
23

Press Release, U.S. Dep’t of Health & Human Servs., HHS Finalizes Historic Rules to
Provide Patients More Control of their Health Data (Mar. 9, 2020) (on file with author),
https://www.hhs.gov/about/news/2020/03/09/hhs-finalizes-historic-rules-to-providepatients-more-control-of-their-health-data.html [https://perma.cc/8Z22-T9XB].
24
The phrase “data is the new oil” is attributed to English mathematician Clive Humby. See
generally Charles Arthur, Tech Giants May be Huge, But Nothing Matches Big Data,
GUARDIAN (Aug. 23, 2013),

https://www.theguardian.com/technology/2013/aug/23/tech-giants-data
[https://perma.cc/7JQS-67RB].
25
To date, there has been relatively little literature on how to meet both privacy and other
goals with respect to the large platforms. For one short assessment of the benefits and limits
of portability, see Gabriel Nicholas & Michael Weinberg, Silicon Valley’s Favorite Idea for
Encouraging Competition, SLATE (Nov. 14, 2019),
https://slate.com/technology/2019/11/data-portability-facebook-competition-antitrust.html
[https://perma.cc/7TLB-6GYK]; see also Erin Egan, Charting a Way Forward: Data
Portability and Privacy, FACEBOOK (Sept. 2019),
https://about.fb.com/news/2019/09/privacy-and-data-portability/ [https://perma.cc/8TC6-
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law, explaining in terms accessible to non-antitrust experts why PORTability
has appeared as a promising approach for antitrust regulators and academics.
Third, it examines the multiple laws and proposed laws that have emerged
recently in the U.S. related to PORTability, including the RtDP in the
California Consumer Privacy Act (“CCPA”), which went into effect in 2020.
Fourth, it similarly examines the multiple laws and proposed laws in the EU
for PORTability, beginning with the RtDP in the GDPR, but extending (as
with the U.S.) to a number of important sectoral initiatives. Fifth, Part II
returns to antitrust concerns, showing distinct ways that EU competition law
may go further than U.S. antitrust law to address PORTability concerns.
A.

Digital Platforms and PORTability

Policy and legal deliberations about PORTability have often focused
on the largest digital platforms - GAFAM. The legislative history of the EU’s
GDPR mentions social networks, in particular, as a cause for including the
RtDP into the GDPR. 26 A sizable fraction of the current literature about
WRBR]; Joshua Gans, Enhancing Competition with Data and Identity Portability,
HAMILTON PROJECT (June 2018),
https://www.hamiltonproject.org/assets/files/Gans_20180611.pdf [https://perma.cc/6PTR7UFP]; Barbara Engels, Data Portability Among Online Platforms, INTERNET POL’Y REV.
(June 11, 2016). Other writings since the September 2020 draft of this article include: Ian
Brown, Interoperability as a Tool for Competition Regulation, OPENFORUM ACAD. (Nov.
2020), https://openforumeurope.org/wpcontent/uploads/2020/11/Ian_Brown_Interoperability_for_competition_regulation.pdf
[https://perma.cc/9Y2Q-U798]; Jan Krämer, Pierre Senellart & Alexandre de Streel, Making
Data Portability More Effective for the Digital Economy, CTR. ON REG. EUR. (June 2020),
https://cerre.eu/wp/content/uploads/2020/07/cerre_making_data_portability_more_effective
_for_the_digital_economy_june2020.pdf [https://perma.cc/BZ2F-E5MA]; Organization for
Economic Cooperation and Development, Data portability, interoperability and digital
platform competition – Background Note (June 9, 2021), http://oe.cd/dpic
[https://perma.cc/964V-RR8R]; Jan Krämer, Personal Data Portability in the Platform
Economy: Economic Implications and Policy Recommendations, J. COMPETITION L. &
ECON. (June 2020), at 263.
In the European Union (EU), the most similar research has been led by Professor Inge Graef
at Tilburg University (Netherlands). Inge Graef et al., Spillovers in Data Governance: The
Relationship Between the GDPR’s Right to Data Portability and EU Sector-Specific Data
Access Regimes, TILEC DISCUSSION PAPER (Apr. 2019), http://ssrn.com/abstract=3369509
[https://perma.cc/J2EF-WVVS]; Inge Graef et al. Data Portability and Data Control:
Lessons for an Emerging Concept in EU Law, 19 GERMAN L.J. 1359 (2018); Inge Graef,
Mandating Portability and Interoperability in Online Social Networks: Regulatory and
Competition Law Issues in the European Union, 39 TELECOMM. POL’Y 502 (2015); see also
Orla Lynskey, Aligning Data Protection Rights with Competition Law Remedies? The
GDPR Right to Data Portability, 42 EUR. L. REV. 793 (2017).
26
Commission Proposal for a Regulation of the European Parliament and of the Council on
the Protection of Individuals with Regard to the Processing of Personal Data and on the Free
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PORTability, reviewed for this article, focuses on GAFAM. Despite the fact
that there has been considerable legislative and policy activity on PORTability
outside of these major platforms, such as for the health care and financial
services sectors, the bulk of government, academic, and popular attention has
concerned the large platforms.27
Increasingly, the power held by the largest digital platforms has raised
concerns among government leaders. For instance, in the U.S., David
Cicciline, the chair of the House
subcommittee on antitrust said: ““Because these companies are so central to
our modern life, their business practices and decisions have an outsized effect
on our economy and our democracy. Any single action by any one of these
companies can affect hundreds of millions of us in profound and lasting
ways.”28 In the EU, Commissioner for Competition Margrethe Verstager has
also highlighted concerns about the platforms’ dominance: “We may still find
ourselves dealing with digital platforms that have become so dominant that
they’re effectively private regulators, with the power to set the rules for
markets that depend on those platforms.”29
As policymakers and others consider how to act concerning the digital
platforms, data PORTability has become an increasingly prominent theme. In
2019, the Stigler Center of the University of Chicago produced a major report
on digital platforms, which repeatedly highlighted the importance of data
PORTability.30 For instance, the report stated: (1) “An example of a regulation
Movement of Such Data (General Data Protection Regulation), art. 18, at 26, COM (2012)
11 final (Jan. 25, 2012).
27
This is discussed in detail below.
28
Adi Robertson, Everything You Need to Know From the Tech Antitrust Hearing, VERGE
(July 29, 2020), https://www.theverge.com/2020/7/29/21335706/antitrust-

hearing-highlights-facebook-google-amazon-apple-congress-testimony
[https://perma.cc/L5AD-63L3].
29
Margrethe Vestager, Comm’r, European Comm’n, Address Before the College of Europe:
Keeping the EU Competitive in a Green and Digital World, (Mar. 2, 2020) (transcript
available at https://ec.europa.eu/commission/commissioners/2019-

2024/vestager/announcements/keeping-eu-competitive-green-and-digitalworld_en [https://perma.cc/7T9G-SG5E]). Notably, Shoshana Zuboff provides one
example, among many, of even harsher criticism of the large platforms. Her widely read
critique of “surveillance capitalism” states that the largest platforms’ “antidemocratic and
antiegalitarian juggernaut is best described as a market-driven coup from above.”
SHOSHANA ZUBOFF, THE AGE OF SURVEILLANCE CAPITALISM 513 (Editor name, edition
number, 2019).
30
Stigler Committee on Digital Platforms, Final Report, STIGLER CTR. FOR STUDY ECON. &
ST. 32 (2019), https://research.chicagobooth.edu/-/media/research/stigler/pdfs/digital-
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that would enhance competition is data portability.”31 (2) “If the competitive
environment is improved by data portability and the elimination of
exclusionary conduct, the chance of success will rise and consumers will
benefit from increased competition.”32 (3) “In general, to maintain or improve
their competitive advantage, incumbents have strong incentives to limit
openness or interoperability and to be averse to data-portability policies.”33
Similarly, a 2019 report by NYU School of Law’s Engelberg Center on
Innovation Law & Policy stated: “A robust data portability system might allow
regulators to contain the power of large platforms without having to take the
drastic step of breaking them up.”34
European leaders and enforcers have extensively highlighted the
importance of PORTability. Margrethe Vestager, the European Commissioner
for Competition, said in 2019:
The prominent position of data in digital markets may make it
difficult for new entrants to compete on the market without
access to a significant pool of data... In some settings, we can
expect the foreclosure effects from a refusal to grant access to
data to be high, in particular if a high degree of market
concentration translates into a high degree of data concentration,
and if that data yields an important competitive advantage in
serving neighbouring markets. In such a setting, the need to
ensure the possibility of entry may argue in favour of
mandating access to data.”35

platforms---committee-report---stigler
center.pdf?la=en&hash=2D23583FF8BCC560B7FEF7A81E1F95C1DDC5225E&hash=2D
23583FF8BCC560B7FEF7A81E1F95C1DDC5225E [https://perma.cc/256F-3FC7].
31
Id.
32
Id. at 113.
33
Id. at 41.
34
Gabriel Nicholas & Michael Weinberg, Data Portability and Platform Competition: Is
User Data Exported from Facebook Actually Useful to Competitors?, ENGELBERG CTR. L. &
POL’Y (Nov. 2019),

https://www.law.nyu.edu/sites/default/files/Data%20Portability%20and%20
Platform%20Competition%20-%20Is%20User%20Data%20Exported%20Fr
om%20Facebook%20Actually%20Useful%20to%20Competitors.pdf
[https://perma.cc/3Q6J-DGDZ]; see also supra note 24.
35
See Jacques Crémer, Yves-Alexandre de and Schweitzer, & Heike, “Competition Policy
for the Digital Era,” 99 (Apr. 2019),
https://ec.europa.eu/competition/publications/reports/kd0419345enn.pdf
[https://perma.cc/34HJ-JXQ2] (emphasis supplied).
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Cecilio Madero Villarego, another senior competition official in the
EU, said in late 2019: “Among other things, we will continue to make sure
that digital incumbents don’t make it too difficult for consumers to switch to
competitors or use them in parallel.”36 As discussed further below, the United
Kingdom Competition and Market Authority released a lengthy final report in
2020 called “Unlocking Digital Competition,” which examined competitive
alternatives to incumbent digital platforms and suggested multiple ways to
mandate greater PORTability.
In short, data PORTability has become an increasingly salient theme
in debates about a critical global challenge for policymakers -- the future of
digital platforms -- under U.S. antitrust and privacy law as well as EU
competition and data protection law. The purpose of the PORT-IA is to create
a tool for systematically assessing the multiple effects of mandating, or
prohibiting, required transfers of data for digital platforms, as well as assessing
more general effects of PORTability initiatives.
B.

PORTability and U.S. Antitrust Law

Both U.S. academic experts and government officials have recently
highlighted data PORTability as a potential remedy for antitrust problems,
especially concerning the largest digital platforms. This section explains why
digital platforms can raise antitrust concerns. It then highlights the growing
attention to PORTability issues in recent years, and explains why PORTability
requirements can appear to be an attractive remedy for antitrust concerns
regarding digital platforms and elsewhere.
As a very brief introduction to U.S. antitrust law, three provisions are
most relevant to claims against large digital platforms. Section 1 of the
Sherman Antitrust Act prohibits combinations in restraint of trade, such as
when two companies agree to act in an anti-competitive manner.37 Section 2
prohibits monopolization, or attempts to monopolize.38 A large market share
alone is not enough to violate Section 2; monopolization concerns “the willful
acquisition or maintenance of that power as distinguished from growth or
development as a consequence of a superior product, business acumen, or
36

Cecilio Madero Villarejo, Acting Dir.-Gen. of Eur. Comm’n, Address at the American
Chamber of Commerce to the European Union Competition Policy Conference: The Legacy
of Commissioner Vestager and a Peek into the Future (Nov. 12, 2019),
https://ec.europa.eu/competition/speeches/text/sp2019_12_en.pdf [https://perma.cc/R3ULJ5EB].
37
15 U.S.C. § 1.
38
Id. § 2.
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historic accident.”39 The Clayton Antitrust Act prohibits other, more specific
conduct. Notably, Section 7 prohibits mergers and acquisitions where the
effect may substantially lessen competition.40
1.

Why Digital Platforms Can Raise Antitrust Concerns

The Stigler Committee on Digital Platforms summarized the antitrust
concerns in this way: “In particular, the platforms with which this report is
most concerned demonstrate extremely strong network effects, very strong
economies of scale, remarkable economies of scope due to the role of data,
marginal costs close to zero, drastically lower distribution costs than brick and
mortar firms, and a global reach.”41
For readers less familiar with antitrust, here are succinct definitions to
give an initial sense of the antitrust concerns: First, “network effects” means
that the benefits to users increase as the number of people using a service
increases. For instance, a telephone or text service with one user is not useful,
but it becomes more useful as more people also use the telephone or text
service. Second, “economies of scale” means that the cost per unit goes down
with quantity sold. “Marginal cost” is the cost of adding one additional user.
For instance, suppose it costs $1 million to write software for an online service,
and it costs almost the same to serve 1,000 or 1 million users (“close to zero”
marginal costs). In this example, economies of scale exist, because the average
cost for 1,000 users is about $1,000, but the average cost for 1 million users is
only about $1.00. Third, “economies of scope” means that costs are lower on
average as the provider supplies additional services. For instance, an online
platform with large amounts of users’ data may find that average costs decline
as it adds a second, tenth, or twentieth service to its front page. For the
additional services, the platform already can personalize a new service based
on an existing user profile – the cost of adding a tenth or twentieth service will
be lower, on average, than the first few services, which provided enough data
for the platform to generate a user profile that enables targeted advertising.
Fourth, distribution costs are lower online than in the physical world (“brick
and mortar firms”), because adding an extra 1,000 users costs little online but
requires a costly lease to sell in a physical store.

39

United States v. Grinnell Corp., 384 U.S. 563, 570–71 (1966).
15 U.S.C. § 18.
41
Stigler Committee on Digital Platforms, supra note 30, at 37.These terms, such as
network effects, are discussed in greater detail in Part V, when explaining how the case
studies provide the basis for the Structured Questions in the PORT-IA.
40
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It is important to understand that many of the antitrust concerns about
digital platforms focus on the role of data – the information about individuals
that the platform accumulates. In terms used by Shoshanna Zuboff, this
information includes both the “first text” and “second text.”42 In her usage, the
“first text” is the actual words, transactions, or other information that a user
experiences. For example, “first text” includes search terms, the words in a
social network post, the map locations for a driver, or the list of purchases on
a platform. The “second text” includes what the platform can infer or derive
from the first text. For example, the second text may include statistical
assessments of a person’s likely demographic groups, political views,
propensity to buy certain types of goods, and so on. This inferred and derived
data can provide powerful economic advantages to the companies that hold
the largest and most nuanced databases about individuals.
Taken together, the Stigler Committee list of antitrust concerns, which
is similar to other analyses of antitrust risk, highlights the possibility that it
may be difficult to compete with large, established digital platforms. The
platforms that gain scale can get more data about users than new entrants,
resulting in network effects, economies of scale, and economies of scope. For
a new competitor to compete with the incumbent platform, substantial
investments could be required of the new competitor; in antitrust terms, there
can be “barriers to entry” into the market. Once users are accustomed to
multiple services from the same platform, it could be difficult or costly for
those users to switch to different services. This means users may get “locked
in” to the platform where their search history, friends list, map destinations,
video preferences, shopping history, or other services are already personalized.
These services work more seamlessly for the user than starting over with a
new company that lacks that personalized knowledge.
2.

Why Data PORTability May Address These Antitrust Concerns

To the extent that these large, nuanced databases provide a competitive
advantage, a logical antitrust remedy would be to level the playing field. In
the terminology of this article, one remedy would be the right to data
portability, making it easier for the individual to transfer her or his data to a
competing service. Another remedy would be to mandate “other required
transfers” – transfers of data concerning multiple individuals, to enable
stronger competition by new entrants against the incumbent platform. The
vivid title for one recent law review article by Przemyslaw Palka is “The
42

SHOSHANA ZUBOFF, THE AGE OF SURVEILLANCE CAPITALISM 186 (Editor Name, Edition
Number, 2019).
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World of Fifty (Interoperable) Facebooks.” 43 In Palka’s view, Facebook
“should be obliged by the law to allow potential competitors to become
interoperable with its platform and to grant them access to its network.”44 As
discussed further below, there would be serious privacy and cybersecurity
objections to opening up each user’s social media activity to multiple other
companies without user consent. 45 Nonetheless, Palka’s title illustrates the
fundamental antitrust intuition – PORTability can increase competitors’
access to personal data, providing new entrants the opportunity to compete
more effectively with the incumbent platforms.
Along with antitrust academics’ calls for PORTability, U.S. antitrust
officials have expressed interest in this approach. In a speech in early 2020,
FTC Director of the Bureau of Competition Ian Conner noted that the agency
may consider a wide-range of remedies for anticompetitive mergers, including
imposing a data portability remedy to ensure that entrants have access to data
or other inputs controlled by a merged firm. Connor stated:
[W]e may require the merged firm to affirmatively engage in
behaviors, or enter into agreements to license assets and provide
other competitive resources to new entrants…. The breadth of
additional relief that may be considered include obligations to
provide inputs, distribution, access or other rights, data, or
supply of products and services to one or more entrants on
specified terms or a non-discriminatory basis for some period of
time.46
In furtherance of such an approach, the FTC held its first data portability
workshop on September 22, 2020. The workshop addressed topics including
potential benefits to consumers and competition of data portability, risks to
consumer privacy and strategies for mitigating those risks, corporate impact
of mandatory data sharing and access, potential effects on innovation, data
security best practices during data transmission, and what party should bear
43

Przemyslaw Palka, The World of Fifty (Interoperable) Facebooks, 51 SETON HALL L.
REV. (forthcoming 2021), https://ssrn.com/abstract=3539792 [https://perma.cc/24EGDLYT].
44
Id.
45
In the version of Palka’s article accessed in August 2020, Palka provides no discussion of
the risks to privacy and cybersecurity that his proposal creates. There also is no discussion
of the lack of users’ consent to having their personal data transferred to other companies.
46
Ian Conner, Dir. of Fed. Trade Comm’n, Remarks at Global Competition Review Live
Ninth Annual Antitrust Law Leaders Forum (Feb. 8, 2020),
https://www.ftc.gov/system/files/documents/public_statements/1565915/conner_gcr_live_co
nduct_remedies_2-8-20.pdf [https://perma.cc/2NDL-LPY3] (emphasis added).
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the burden for ensuring interoperability.47 As the workshop description stated:
“Data portability may also promote competition by allowing new entrants to
access data they otherwise would not have, enabling the growth of competing
platforms and services.”48
State antitrust enforcers also appear to be considering data portability
obligations to address competition concerns. In a 2020 American Bar
Association panel discussing big data and competition, Texas Attorney
General Ken Paxton noted that while data portability is not “a cure-all” for
antitrust concerns, it “certainly is something that would be very helpful to
consumers, giving them more control over the massive amount of data that
companies are collecting from them.”49
Notably, in U.S. discussions of PORTability, the remedy of required
transfers of data is especially attractive because it is less drastic than possible
alternatives. The Engelberg Center report in 2019 stated: “A robust data
portability system might allow regulators to contain the power of large
platforms without having to take the drastic step of breaking them up.” 50
According to that report:
This theory is especially attractive in the context of services
that rely on network effects, such as social networks. Users
have years of conversations, shared photos, and connections
with others on existing platforms. Being forced to leave that
information behind would create a significant disincentive to
jump to a competing platform, no matter how much better it
is. Data portability allows users to bring their history
somewhere new, even if they leave or delete their data from
another platform.51
47

FED. TRADE COMM’N, DATA TO GO: AN FTC WORKSHOP ON DATA PORTABILITY (Sept.
22, 2020), https://www.ftc.gov/news-events/events-calendar/data-go-ftc-workshop-dataportability [https://perma.cc/5TNS-E3C7]. In furtherance of this purpose, the FTC permitted
interested parties to submit public comments on a variety of issues. See Press Release, Fed.
Trade Comm’n, FTC Announces September 22 Workshop on Data Portability (Mar. 31,
2020), https://www.regulations.gov/document/FTC-2020-0062-0001
[https://perma.cc/85KN-MP6B]. I presented opening remarks for the FTC Workshop and
participated on one of the panels.
48
FED. TRADE COMM’N, supra note 47.
49
Our Curious Amalgam: Big Data as an Antitrust Issue, AM. BAR ASS’N (Apr. 22, 2020),
https://ourcuriousamalgam.com/our-curious-amalgam-podcast-release-big-data-as-anantitrust-issue/ [https://perma.cc/8BX7-ZHJP].
50
Nicholas & Weinberg, supra note 34.
51
Id.
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In summary on U.S. antitrust law, policymakers and academics have
recently given considerable attention to mandatory transfers of data to
encourage competition. The writings to date have not, however, provided
theoretical structure or practical guidance about how the antitrust analysis
should fit with other effects of such mandatory transfers, including the privacy
and cybersecurity risks.52
C.

PORTability in Proposed and Enacted U.S. Privacy Laws, and
Important Sectoral Requirements

At the same time that data PORTability has attracted intense interest
in U.S. antitrust law, new PORTability obligations are being enacted or
proposed in multiple ways in U.S. privacy laws both at the state and federal
level. California has implemented its RtDP in its new comprehensive privacy
law known as California Consumer Privacy Act (“CCPA”), and numerous
other states have recently enacted or considered similar measures. The
strongest candidates for national privacy legislation contain RtDP as well. In
addition, there are newly enacted PORTability requirements in the health care
and automobile industry sectors, joining long established requirements for
telephone numbers and financial services. Taken together, these laws and
proposals demonstrate considerably greater interest in PORTability than most
have realized.
1.

Newly Enacted California Requirements and Other State Legislation

In 2020, the CCPA applied the RtDP - for the first time - to numerous
U.S. businesses doing business in California. 53 Other states have recently
enacted or considered similar laws.

52

One document that has addressed this set of issues is an OECD study released in 2021,
which cites the 2020 version of this article and is broadly consistent with the analysis here.
ORG. FOR ECON. COOPERATION AND DEV., DATA PORTABILITY, INTEROPERABILITY AND
DIGITAL PLATFORM COMPETITION: BACKGROUND NOTE (Jun. 9, 2021),
https://www.oecd.org/daf/competition/data-portability-interoperability-and-digital-platformcompetition-2021.pdf [https://perma.cc/7X2B-9MYX].
53
Cal. Civ. Code § 1798.140(c) (West 2021) defines a covered business as a for-profit
organization or entity that: collects consumers’ personal information or has consumers’
personal information collected on its behalf; determines the purposes and means of
processing consumers’ personal information; does business in the State of California; and
satisfies one or more of the following thresholds: (1) has annual gross revenues over $25
million, (2) annually buys, receives, sells or shares for commercial purposes, either alone or
in combination, the personal information of 50,000 or more consumers, households, or (3)
derives 50% or more of its annual revenues from selling consumers’ personal information.
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The CCPA, which went into effect in January, 2020, 54 guarantees
consumers the right to access their data and to have their data provided to them
in a “portable” and “readily useable format.” 55 In this sense, a consumer’s
“right to access” has been merged with the RtDP.56 Because the CCPA merges
the RtDP with the right to access, there is no requirement for consumers to
make a specific “portability” request under the CCPA. Rather, when a
consumer requests access to the personal information that a business has
collected, the business must produce the information in a “portable” format.57
The CCPA is part of a flurry of other state-level proposed privacy
legislation, often including the RtDP. In 2020 bills were introduced in at least
Illinois, Maryland, Massachusetts, and New Hampshire with language
identical to the CCPA, including its merger of the rights to access and
portability, requiring that data provided to a consumer electronically “be in a
portable and, to the extent technically feasible, in a readily useable format that
allows the consumer to transmit this information to another entity without
hindrance.” 58 In 2021, both Colorado and Virginia enacted privacy laws
containing the same portability language. 59 Multiple other states have
54

Id. § 1798.140.
Id. § 1798.100(d).
56
This is unlike the approach in the EU. Under the GDPR, access is protected under Article
15 and data portability under Article 20. See Section D for additional explanation of these
concepts in the GDPR. GDPR, supra note 16,
57
The regulations proposed by the California Attorney General impose some limits on these
rights. The regulations would not require businesses to search for or provide archived data
that (a) is not maintained in searchable or readily accessible form, (b) is maintained “solely
for legal or compliance purposes;” and (c) is not sold or used for commercial purposes,
provided the business describes to the consumer the categories of records that it did not
search, because it meets the foregoing enumerated requirements in sections (a) through (c)
of CAL. CODE REGS. tit. 20 § 999.313(c)(3),
https://govt.westlaw.com/calregs/Document/IA57ACCFF5944430C841DDD8253FA66C8?
viewType=FullText&originationContext=documenttoc&transitionType=CategoryPageItem
&contextData=(sc.Default) [https://perma.cc/Q4SP-UABW].
58
Illinois Data Transparency and Privacy Act, S.B. 2330 § 30(d)(1), 101st Gen. Assemb.,
Reg Sess. (Ill. 2020),
http://www.ilga.gov/legislation/fulltext.asp?DocName=&SessionId=108&GA=101&DocTy
peId=SB&DocNum=2330&GAID=15&LegID=122685&SpecSess=&Session=; Maryland
Online Consumer Protection Act, S.B. 957 § 14-4203(C)(2)(II), 441st Gen. Assemb., Reg.
Sess (Md. 2020), https://trackbill.com/bill/maryland-senate-bill-957-maryland-onlineconsumer-protection-act/1884066/; S. 120 (Draft Legislation), 191st Gen. Court, Reg. Sess.
(Mass. 2019) https://malegislature.gov/ Bills/191/SD341; H.B. 1680, chp. 359-R:2(IV),
Gen. Court, Reg. Sess. (N.H. 2020), https://legiscan.com/NH/text/HB1680/id/2082421.
59
Colorado Protection Act, S.B. 190 § 6-1-306(1)(a)(IV)(C)(e), 73rd Gen. Assemb., Reg.
Sess. (Colo. 2021), https://legiscan.com/CO/text/SB190/id/2419357; Virginia Consumer
Data Protection Act, S.B. 1392 § 59.1-573(A)(4), Gen Assemb., Reg. Sess. (Va. 2021),
https://lis.virginia.gov/cgi-bin/legp604.exe?211+ful+SB1392ES1+pdf.
55
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considered RtDP legislative proposals. 60 Bills were introduced with standalone data portability provisions in the states of Washington and Minnesota,61
and other states with recent RtDP legislative proposals include Arizona,
Hawaii, New Jersey, New Mexico, New York, Rhode Island, Texas, Virginia,
and Wisconsin.62
2.

Proposed Federal Legislation

At the national level, PORTability has been the focus of one specific
bipartisan proposal, and the RtDP has also become a standard feature of
proposed comprehensive privacy laws. If a comprehensive federal privacy law
does pass, it seems likely to include the RtDP.
The RtDP and interoperability are the primary focus of a proposed
national law, the Augmenting Compatibility and Competition by Enabling
Service Switching (ACCESS) Act introduced in 2019 by Democratic Senators
Mark Warner of Virginia and Richard Blumenthal of Connecticut, and
Republican Senator Josh Hawley of Missouri.63 and reintroduced in 2021 by

60

Illinois Data Transparency and Privacy Act, S.B. 2330 § 30(d)(1), 101st Gen. Assemb.,
Reg Sess. (Ill. 2020),
http://www.ilga.gov/legislation/fulltext.asp?DocName=&SessionId=108&GA=101&DocTy
peId=SB&DocNum=2330&GAID=15&LegID=122685&SpecSess=&Session=; Maryland
Online Consumer Protection Act, S.B. 957 § 14-4203(C)(2)(II), 441st Gen. Assemb., Reg.
Sess (Md. 2020), https://trackbill.com/bill/maryland-senate-bill-957-maryland-onlineconsumer-protection-act/1884066/; S. 120 (Draft Legislation), 191st Gen. Court, Reg. Sess.
(Mass. 2019) https://malegislature.gov/ Bills/191/SD341; H. B. 1680, chp. 359-R:2(IV),
Gen. Court, Reg. Sess. (N.H. 2020), https://legiscan.com/NH/text/HB1680/id/2082421;
Washington Privacy Act, S.B. 6281 § 6(4), 66th Leg., Reg. Sess. (Wa. 2020); Minnesota
Consumer Data Privacy Act, H.F. 3936 § 325O.05, subd. 1(4), 91st Leg., Reg. Sess. (Mn.
2020),
https://www.revisor.mn.gov/bills/text.php?number=HF3936&type=bill&version=0&session
=ls91&session_year=2020&session_number=0.
61
Washington Privacy Act § 6(4), S.B. 6281, 66th Leg., Reg. Sess. (Wa. 2020); Minnesota
Consumer Data Privacy Act § 325O.05, subdiv. 1(4) H.F. 3936, 91st S. Leg., Sess. (Mn.
2020),
https://www.revisor.mn.gov/bills/text.php?number=HF3936&type=bill&version=0&session
=ls91&session_year=2020&session_number=0.
62
State Comprehensive Privacy-Law Comparison, INTERNATIONAL ASSOCIATION OF
PRIVACY PROFESSIONALS,
https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law.pdf
[https://perma.cc/NPF3-R6ZH] (last updated July 6, 2020).
63
Augmenting Compatibility and Competition by Enabling Service Switching Act, H.R. Res
3849, 116th Cong. (2019), https://www.scribd.com/document/431507473/GOE19968
[hereinafter ACCESS Act of 2019].
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Democratic Representative Mary Gay Scanion.64 The bill applies to the largest
online “covered platforms,” generally those with over 50 million users and a
market capitalization of over $600 billion.65 The 2021 ACCESS Act would
specifically impose a duty on large communications platform providers to
“maintain transparent, third-party accessible interfaces” that would “enable
the secure transfer of data to a user, or…to a business user”, including any
competing business users, “at the direction of a user, in a structured,
commonly used, and machine-readable format.”66
Along with the stand-alone proposal in the ACCESS Act, the RtDP has
become an increasingly standard feature in the proliferating number of
Congressional proposals for comprehensive commercial privacy legislation.
Cam Kerry has identified the bills introduced in the Senate Commerce
Committee that “frame the issues for this discussion going into the next
session of Congress.” 67 Although the bills differ in other respects, such as
federal preemption and a private right of action, the RtDP is included in the
bills introduced in 2020 by both the Committee’s senior Republican, Senator
Roger Wicker, 68 and by the Committee’s senior Democrat, Senator Maria
Cantwell. 69 Bipartisan consensus on the RtDP is further indicated in other
proposals by Democratic70 and Republican71 lawmakers.

64

ACCESS Act of 2019; Augmenting Compatibility and Competition by Enabling Service
Switching Act of 2021, 117th Cong. (2021),
https://www.scribd.com/document/431507473/GOE19968 [hereinafter ACCESS Act of
2021]
65
ACCESS Act of 2021 § 5(6).
66
Id. at § 3.
67
Cameron F. Kerry, Game on: What to make of Senate privacy bills and hearing,
BROOKINGS, (Dec. 3, 2019), https://www.brookings.edu/blog/techtank/2019/12/03/game-onwhat-to-make-of-senate-privacy-bills-and-hearing/ [https://perma.cc/7V9Y-TK5Z]; see also
Cameron F. Kerry et al., Bridging the gaps: a path forward to federal privacy legislation,
Brookings, (June 3, 2020), https://www.brookings.edu/research/bridging-the-gaps-a-pathforward-to-federal-privacy-legislation [https://perma.cc/QYQ6-XNEW] (updating
legislative developments).
68
U.S. Consumer Data Privacy Act of 2019, § 103.
69
Consumer Online Privacy Rights Act (COPRA), S. 2968, 116th Cong. § 105(a) (2019),
https://www.cantwell.senate.gov/imo/media/doc/COPRA%20Bill%20Text.pdf.
70
Press Release, Rep. Zoe Lofgren, Eshoo & Lofgren Introduce the Online Privacy Act
(Nov. 5, 2019), https://lofgren.house.gov/media/press-releases/eshoo-lofgren-introduceonline-privacy-act [https://perma.cc/V5D4-T7BJ].
71
Caitlin Fennessy, US Sen. Moran’s New Privacy Bill: Stacking Up the Federal Proposals,
INTERNATIONAL ASS’N OF PRIVACY PROFESSIONALS (Mar. 20, 2020),
https://iapp.org/news/a/us-sen-morans-new-privacy-bill-stacking-up-the-proposals
[https://perma.cc/MU9X-K32X].
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Sectoral PORTability Requirements

Discussions about these U.S. state and federal legislative proposals
have contained surprisingly little discussion of important U.S. sectoral
PORTability initiatives. This article examines the following initiatives: (i)
phone number portability; (ii) consumer financial services; (iii) automobile
dealer software; and (iv) the health care system. Another case study examines
analogous PORTability requirements in government Open Data initiatives.
The discussion below explains these mandates in greater detail,
highlights the benefits and risks associated with each initiative, and reviews
lessons learned. The principal point is to highlight the variety of ways that U.S.
law is already creating PORT requirements. Two of these requirements have
been in place for at least a decade, while the other two sectors recently enacted
the requirements, as part of the broader interest in the topic.
Phone number portability - The most familiar of the existing
requirements concerns phone number portability. For nearly twenty years,
phone number portability has enabled consumers and businesses to transfer
their phone number from one service to another (e.g, from Verizon to ATT or
other services).72
Consumer financial services - This sort of consumer mandate exists as
well under Section 1033 of Dodd-Frank Act of 2010.73 That law includes a
requirement that consumers be able to access their financial services records.
It also specifies that the records, “shall be made available in an electronic form
usable by consumers,” thereby enabling portability of those consumer records.
In 2020, the Consumer Financial Protection Board issued an advance notice
of proposed rulemaking, to further implement Section 1033.74
Auto dealership software - In contrast to these consumer-focused
requirements, Arizona and at least three other states in 2019 enacted
protections for automobile dealers, enabling them transfer dealer-related data
from one Dealer Management System (“DMS”) to another. 75 The statute
72

See Appendix 4.
See Appendix 1.
74
Id.
75
See Ariz. Rev. State. § 28-4651, H.B. 2418, 54th Leg., Reg. Sess. (Ariz. 2019). The states
of Montana, North Carolina, and Oregon have enacted substantively similar statutes. See
H.B. 617, 66th Leg., Reg. Sess. (Mont. 2019) (enacted on May 6, 2019, and currently in
effect); H.R. 3152, 80th Leg. Assemb., Reg. Sess. (Or. 2019) (enacted on July 2, 2019, and
73
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specifically prohibits “cyber ransom,” defined as “encrypting, restricting or
prohibiting or threatening or attempting to encrypt, restrict of prohibit a
Dealer’s or a Dealer’s Authorized Integrator’s Access to Protected Dealer
Data for monetary gain.” 76 In other words, DMS providers must permit
Protected Dealer Data to be ported to an Authorized Integrator or other party
upon direction of the Dealer.
Health care databases – HHS issued a final regulation in March, 2020,
which contains PORTability rights for individuals, similar to phone number
portability and financial services. 77 For instance, a company subject to the
regulation cannot engage in “information blocking,” if individuals wish to
transfer their health records to an app or other destination. The regulation also
contains PORTability rights for companies, similar to the automobile dealer
laws. Companies that use certified health information technology services gain
new rights to PORT data to a different software provider, such as to avoid
being locked-in to their current software system.
4.

Summary on U.S. PORTability Requirements

The discussion here documents the sharp increase in PORTability
proposals and enactments since California enacted the CCPA in 2018,
containing the RtDP. Since that enactment, the RtDP has become an
increasingly pervasive feature of privacy reform efforts at the state and federal
level. Individuals have similarly received a RtDP for their health records under
the 2020 regulation. Meanwhile, several states have enacted database-level
PORTability for automobile dealers, and the Consumer Financial Protection
Board is considering a regulation for the financial services sector. Taken
together with the earlier RtDP rules for phone numbers, we are in an
unprecedented period for considering PORTability requirements. This article,
with its proposed PORT-IA, seeks to provide a rigorous analytical structure
for assessing such PORTability requirements.
D.

PORTability in EU Data Protection Law and Important Sectors

There are important similarities in the ways that the U.S. and EU have
recently approached PORTability issues. With the implementation in
California of portability requirements, many U.S. firms are required to provide
individual portability that is broadly similar to the RtDP in the GDPR. On a
currently in effect); S.B. 384, Gen. Assemb. 384th Sess. (N.C. 2019) (enacted on July 19,
2019, and currently in effect).
76
See Appendix 7.
77
See Appendix 2.
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database level, the EU Free Flow of Data Regulation (“FFD Regulation”) went
into effect in 2019,78 with an approach similar to how the U.S. is requiring
PORTability to enable companies in health care and the auto industry to switch
to different cloud or software providers. The EU has also created a number of
sectoral PORTability initiatives, including for health care and financial
services, allowing this article’s direct EU/U.S. comparison in case studies
about these sectors.
1.

The GDPR Right to Data Portability

The EU Commission proposed the General Data Protection Regulation
in 2012. As a co-author and I discussed in our 2013 law review article, to that
point “no jurisdiction ha[d] experimented with anything resembling” the
proposed RtDP. 79 The GDPR entered into effect in 2018, with Article 20
defining individuals’ rights to transfer their personal data to themselves or to
other services. Article 20 provides individuals, subject to certain conditions,
“the right to receive the personal data concerning him or her, which he or she
has provided to a controller, in a structured, commonly used and machinereadable format and have the right to transmit those data to another controller
without hindrance from the controller to which the personal data have been
provided.”80 Where technically feasible, the individual has “the right to have
the personal data transmitted directly from one controller to another,” such as
from one online service to another.81 Article 20 also states that the right “shall
not adversely affect the rights and freedoms of others.”82 As discussed below,
that provision is especially important in connection with social networks,
because so much of the relevant data is about other people.
Because so much of this article discusses the direct and indirect effects
of the EU enacting the RtDP, I highlight five points here. First, as I wrote in
2013,83 the GDPR’s RtDP was without precedent as a legal mandate. Actual
experience with implementing the right began only in May 2018, when the
GDPR went into effect. The European Data Protection Board has issued non-

78

Commission Regulation (EU) 2018/1807 of the European Parliament and of the Council
of Nov 2018 on a Framework for the Free Flow of Non-Personal Data in the European
Union, 2018 O.J. (L 303) [hereinafter FFD Regulation].
79
Peter Swire & Yianni Lagos, Why the Right to Data Portability Likely Reduces Consumer
Welfare: Antitrust and Privacy Critique, 72 Md. L. Rev. 535, 580 (2013).
80
GDPR, art. 20(1).
81
Id. at art. 20(2).
82
Id. at art. 20(4).
83
Swire & Lagos, supra note 79
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binding guidance on Article 20,84 but that guidance does not provide detailed
analysis of how to meet possibly conflicting goals such as competition,
privacy, and cybersecurity. Second, as mentioned in the introduction, the word
“portability” has become a term of art for European lawyers, focused on
implementing the requirements of Article 20 into practice. This article thus
limits the term “portability” to transfers of an individual’s data. Third, some
EU scholars have highlighted how portability exists at the intersection of data
protection, competition, and consumer protection law. 85 Different EU
regulators typically enforce in these distinct areas of law, so there are intricate
institutional questions about which actors are charged with enforcement, and
the possibility exists that no one enforcement agency has legal competence to
assess how best to meet the goals of data protection, competition, and
consumer protection law.86 Fourth, EU scholars have also explained that the
RtDP is designed to foster individual autonomy, i.e., individuals’ control over
their own data.87 The RtDP applies not only to large platforms but also to small
and medium enterprises, demonstrating that the right goes beyond prevention
of monopoly market power. Fifth, possible amendment to the RtDP is under
consideration. The EU issued a proposed Data Strategy in early 2020.88 As
part of that strategy, the EU has put forward a proposed Data Act that could
84

GDPR, Art. 20 ; Guidelines on the Right to Data Portability Under Regulation 2016/679,
WP242 rev.01, p. 3-4, [hereinafter WP242].
85
See Inge Graef et al., Spillovers in Data Governance: The Relationship Between the
GDPR’s Right to Data Portability and EU Sector-Specific Data Access Regimes, 9 J. EUR.
CONSUMER AND MKT. L. 3 (2020); Orla Lynsky, Aligning Data Protection Rights with
Competition Law Remedies? The GDPR Right to Data Portability, 42 EUR. L. REV. (2017);
Ian Brown, Interoperability as a Tool for Competition Regulation, OPEN FORUM EUR. (Nov.
2020), https://openforumeurope.org/publications/ofa-research-paper-interoperability-as-atool-for-competition-regulation/ [https://perma.cc/3RVW-WVCR].
86
The EU separation of legal domains is different than in the U.S., where the FTC is a
consumer protection agency, which brings enforcement actions to address privacy,
cybersecurity, and antitrust concerns. See Inge Graef, supra note 85. ; Graef et al., Data
Portability and Data Control: Lessons for an Emerging Concept in EU Law, 19 GER. L.J.
1359 (2018); Orla Lynsky, Aligning Data Protection Rights with Competition Law
Remedies? The GDPR Right to Data Portability, 42 EUR. L. REV. (2017).
87
Graef et al., Data Portability and Data Control: Lessons for an Emerging Concept in EU
Law, 19 GERMAN L.J. 1359 (2018) (“The RtDP of the GDPR is a first attempt to establish a
general-purpose control mechanism of horizontal application that will mainly facilitate the
sharing and reuse of data.”); Maria Tzanou, Data Protection as a Fundamental Right Next to
Privacy? “Reconstructing” a Not So New Right, (2013) 3 INT’L. DATA PRIV. L. 88, 90
(“Data protection is not simply about informational privacy; it is about informational
autonomy.”).
88
EUROPEAN DATA STRATEGY: MAKING THE EU A ROLE MODEL FOR A SOCIETY
EMPOWERED BY DATA, Eur. Comm’n (2020), https://ec.europa.eu/info/strategy/priorities2019-2024/europe-fit-digital-age/european-data-strategy_en [https://perma.cc/FWP7UKDB].
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include, among other things, new rules to broaden the RtDP. According to the
Data Act Inception Impact Assessment published by the EU, the Data Act aims
to improve technical standards for portability, including for sectors such as
smart home appliances, wearables, and home assistants.89 The EU’s proposal
for a Digital Markets Act (which targets large online platforms designated as
‘gatekeepers’) would expand portability to require gatekeepers to include
continuous and real-time access.90 Implementation of a PORT-IA, as proposed
by this article, could be useful as the EU seeks to meet the multiple goals put
forward in its Data Strategy.
2.

The Free Flow of Data Regulation

The Article 20 RtDP applies to “personal data,” the EU data protection
term that roughly corresponds to “personally identifiable information” in U.S.
usage. In 2018, the EU issued the FFD Regulation, applying to non-personal
data. One goal of the FFD Regulation was to enable easier porting of data of
a company’s data from one service provider to another.91 By reducing legal,
contractual, and technical obstacles to porting, the FFD Regulation sought to
address vendor lock-in issues, including for cloud services. 92 This concern
about vendor lock-in is similarly a prominent theme for justifying the U.S.
health care and automobile dealer PORTability requirements.

89

DATA ACT & AMENDED RULES ON THE LEGAL PROTECTION OF DATABASES, EUR. COMM’N
(2020), https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13045-DataAct-&-amended-rules-on-the-legal-protection-of-databases_en [https://perma.cc/95GXQ4VU]. The approach reflects a recent report which supports shifting the RtDP from merely
a one-time request (the personal data held about an individual at a moment in time) to the
option of a continuous request (the individuals can submit standing requests to transfer data
to themselves or a different service). Jan Krämer et al., Making Data Portability More
Effective for the Digital Economy: Economic Implications and Regulatory Challenges, CTR.
ON REGUL. IN EUR. (June 2020), https://www.cerre.eu/publications/report-making-dataportability-more-effective-digital-economy [https://perma.cc/RPW9-J7VE].
90
PROPOSAL FOR A REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL ON
CONTESTABLE AND FAIR MARKETS IN THE DIGITAL SECTOR, EUR. COMM’N. (2020),
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A842%3AFIN
[https://perma.cc/Y5UD-V2BJ].
91
Recital 5 FFD Regulation (emphasis added); Recital 29 FFD Regulation(“The ability to
port data without hindrance is a key factor in facilitating user choice and effective
competition on markets for data processing services. The real or perceived difficulties in
porting data cross-border also undermine the confidence of professional users when taking
up cross-border offers, and thereby their confidence in the internal market. Whereas
individual consumers benefit from existing Union law, the ability to switch between service
providers is not facilitated for those users who act in the course of their business or
professional activities.”).
92
Recital 6 FFD Regulation.
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The FFD Regulation specifically addresses the lack of technical
interoperability among service providers. Article 6 of the FFD Regulation
requires the Commission to “encourage and facilitate the development of selfregulatory codes of conduct” to cover key aspects of porting non-personal data,
such as: (i) the processes used for, and the location of, data back-ups; (ii) the
available data formats and supports; (iii) the required IT configuration and
minimum network bandwidth; (iv) the time required to complete the porting
process; and (v) the guarantees for accessing data in the case of the bankruptcy
of the service provider. 93 Standards were issued in November, 2019 for
Infrastructure as a Service (“IaaS”) and Software as a Service (“SaaS”).94
3.

EU Sectoral PORTability Initiatives

The RtDP and FFD Regulation are cross-sectoral, in the sense that
individuals have the right to port data from services in any sector, and the FFD
Regulation provides businesses from any sector the ability to switch to a
different service provider. The EU has also promulgated important sectoral
initiatives. The case studies, below, provide detailed information on EU
PORTability initiatives for the substantial sectors of health care and financial
services. The case studies more briefly compare the EU and U.S. experience
with telephone number portability and government Open Data initiatives.
In addition, the EU has had sectoral initiatives in the automobile,
energy, and digital content areas, further highlighting the variety of
PORTability requirements as well as the growing number of sectors with these
requirements. In the automobile sector, there has been tension between the
interests of car manufacturers and providers of third-party aftersales services
as regards data access. The latter have wished to access in-vehicle data in order
to provide services. Car manufacturers had resisted such access, however,
citing security and safety risks. Since 2007, an EU Regulation has required
manufacturers to provide standardized access for vehicle repair and
maintenance information to independent operators.95 Recently, two additional
93

Recital 31 FFD Regulation.
CODES OF CONDUCT FOR DATA PORTABILITY AND CLOUD SERVICE SWITCHING FOR
INFRASTRUCTURE AS A SERVICE (IAAS) CLOUD SERVICES; CODE OF CONDUCT – SWITCHING
AND PORTABILITY OF DATA RELATED TO SOFTWARE AS A SERVICE (SAAS), EUR. COMM’N
(2019), https://swipo.eu/wp-content/uploads/2020/07/SWIPO-IaaS-Code-of-Conduct.pdf
[https://perma.cc/82VZ-SZQV].
95
Commission Regulation 715/2007 (EC). See Wolfgang Kerber & Jonas Severin Frank,
Data Governance Regimes in the Digital Economy: The Example of Connected Cars, SSRN
(2017), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3064794
[https://perma.cc/SRU6-C9CZ]; B. MARTENS & F. MUELLER-LANGER, ACCESS TO DIGITAL
CAR DATA AND COMPETITION IN AFTERSALES SERVICES, JRC Digital Economy Working
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sectors added PORTability initiatives. In the energy sector, Member States
must specify rules on access to customer data by eligible parties, such as data
required for customer switching. 96 Under the Digital Content Directive,
consumers have a right, in the event of termination of the contract for the
supply of digital content or a digital service, to retrieve content other than
personal data which was provided or created by the consumer when using
digital content or digital service.97
4.

Summary on EU PORTability Initiatives

The multiple EU and U.S. PORTability initiatives together provide a
more extensive basis for comparison and analysis than previous scholarship
has recognized. Along with these initiatives, other jurisdictions have been
promulgating new PORTability requirements, including Australia 98 and
Singapore.99 Available time and limits of the author’s expertise are reasons
why this article focuses on the EU and U.S. In addition, there have been
enough PORTability examples in the EU and U.S. to provide a diverse sample
of sectors and legal approaches, in order to develop and then stress test the
Structured Questions of the PORT-IA.
E.

PORTability and EU Competition Law

The discussion above of U.S. antitrust law highlighted the Stigler
Committee’s competitive concerns regarding digital platforms, such as
network effects, economies of scale, economies of scope, marginal costs close
to zero, and global reach.100 These same concerns have been highlighted in
Europe, as shown in Calvano and Polo’s helpful survey of the economic
literature on market power, competition, and innovation in digital markets.101
Paper 2018-06 (2018), https://ec.europa.eu/jrc/sites/default/files/jrc112634.pdf
[https://perma.cc/559B-QEMP].
96
Directive (EU) 2019/944 (updating Directive 2012/27/EU and creating common rules for
the internal market for electricity).
97
Council Directive 2019/770, art. 16, 2019 (EU).
98
AUSTRALIAN COMPETITION & CONSUMER COMM’N.: CONSUMER DATA RIGHT (CDR):
PROJECT OVERVIEW, https://www.accc.gov.au/focus-areas/consumer-data-right-cdr-0
[https://perma.cc/FE2B-MQHJ] (last accessed Sept. 4, 2020).
99
See PERS. DATA PROT. COMM’N. OF SING.: DISCUSSION PAPER ON DATA PORTABILITY
(2019), https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-forOrganisation/Data-Portability/PDPC-CCCS-Data-Portability- Discussion-Paper--250219.pdf.
100
See Stigler, supra note 30.
101
Emilio Calvano & Michele Polo, Market Power, Competition and Innovation in Digital
Markets: A Survey, Info. Econ. and Pol’y (2019), https://ssrn.com/abstract=3523611
[https://perma.cc/7U99-4YE5].
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The discussion here adds two topics that are not as prominent in U.S.
discussions – the EU law concerning “dominant” firms, and the discussion of
promulgating regulations for digital platforms to mandate PORTability in
advance, rather than treating PORTability primarily as a possible remedy after
an antitrust violation is shown.
1.

Article 102 Dominant Firm Analysis

There are important similarities between U.S. antitrust law and EU
competition law. For instance, Article 101 of the Treaty on the Functioning of
the European Union (“TFEU”) prohibits agreements that restrict competition,
similar to the Sherman Act’s prohibitions on agreements in restraint of
trade.102
With that said, EU competition law goes beyond U.S. antitrust law in
one important respect, potentially relevant to large digital platforms. Article
102 of the TFEU prohibits abuse “of a dominant position.” 103 As Spencer
Waller has recently documented, U.S. antitrust law differs from other nations
because it lacks this prohibition on abuse of dominance, defined “as the ability
to act independently from competition, consumers, or competitors.” 104
Commissioner of Competition Vestager has stated: “dominant companies
have a special responsibility not to misuse their power, to harm competition.”
EU and member state cases have found a rebuttable presumption of dominance
at a 50% market share.105 By contrast, market shares under current U.S. law
would normally need to be significantly higher to trigger enforcement under
Section 2 of the Sherman Antitrust Act.106
EU regulators have expressed concern about the possibility of a
dominant firm extending market power into adjacent markets. In 2019, Cecilio
Madero Villarejo, Acting Director-General for Competition said: “Because
often in digital cases, we see there are smaller specialized companies or
102

Treaty on the Functioning of the European Union, art. 101, Mar. 25, 1957, 2008 O.J. (C
115) 01.
103
Id.
104
Spencer Weber Waller, The Omega Man or the Isolation of U.S. Antitrust Law, at 5 (Dec.
4, 2018), https://ssrn.com/abstract=3295988 [https://perma.cc/5A7Q-66GK] (citing Case
AT.39740, Re: Google Search (Shopping), 4 C.M.L.R. 12 at ¶ 264-65 (2018); C-85/76,
Hoffman-La Roche & Co. v. Commission, at ¶38 , 1979 E.C.R 461, 3 CMLR 211; C-27/76,
United Brands v. Commission, at ¶ 62, 1978 ECR 207, 1 CMLR 429).
105
Google S
earch at ¶ 267; C-62/86, AKZO Chemie BV v. Commission, 1991 ECR I-3359, 5 CMLR
215.
106
Waller, supra note 104, at 5.
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startups in adjacent markets that the dominant company is trying to
monopolize. So our aim is to make sure that such companies can innovate and
grow for the benefit of consumers. We need to preserve the opportunity for
smaller rivals to break into the market by offering something different.”107
A related concern is the possibility of the firm abusing its dominant
position to advantage its own products and services. Villarejo has called “selfpreferencing” a “recurring concern regarding big tech platforms.” 108 Such
concerns were a basis for the EU’s case concerning Google Search, based on
claims of Google advantaging its own services in search results. Vestager has
stated that the EU has investigated whether Amazon “has used its control of a
platform to benefit its own services.” 109 She said: “Millions of sellers use
Amazon to connect with their customers. But Amazon also sells on the
platform – competing with those sellers. And we’re investigating whether the
company used data which it collected, as the operator of the platform, to deny
other sellers a chance to compete on equal terms.”110 She added: “And this sort
of thing can happen any time that a platform is both player and referee in this
way.” 111 The European Commission has since informed Amazon of its
preliminary view that Amazon has breached EU antitrust rules by unfairly
relying on non-public business data of independent sellers.112

107

Cecilio Madero Villarejo, Acting Director-General for Competition, Eur. Comm’n,
Speech at the 2019 Global Antitrust Enforcement Symposium (Sept. 10, 2019),
https://ec.europa.eu/competition/speeches/text/sp2019_11_en.pdf [https://perma.cc/BC7J6RM8 ] (emphasis added).
108
Id.
109
Margrethe Vestager, Commissioner for Competition, Eur. Comm’n, Speech at the 2019
Digital Summit (Oct. 29, 2019), https://wayback.archiveit.org/12090/20191130020041/https://ec.europa.eu/commission/commissioners/20142019/vestager/announcements/building-positive-digital-world_en [https://perma.cc/XPM3ATEU].
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Id.
111
Id.
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See ANTITRUST: COMMISSION SENDS STATEMENT OF OBJECTIONS TO AMAZON FOR THE
USE OF NON-PUBLIC INDEPENDENT SELLER DATA AND OPENS SECOND INVESTIGATION INTO ITS
E-COMMERCE BUSINESS PRACTICES, EUR. COMM’N (2020),
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2077 [https://perma.cc/58GG6AVC]; ANTITRUST: COMMISSION OPENS INVESTIGATION INTO POSSIBLE ANTICOMPETITIVE
CONDUCT OF FACEBOOK, EUR. COMM’N (2021),
https://ec.europa.eu/commission/presscorner/detail/en/IP_21_2848 [https://perma.cc/V3XYTRNG]; ANTITRUST: COMMISSION OPENS INVESTIGATION INTO POSSIBLE ANTICOMPETITIVE
CONDUCT BY GOOGLE IN THE ONLINE ADVERTISING TECHNOLOGY SECTOR, EUR. COMM’N
(2021), https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3143
[https://perma.cc/NR9B-ED8N].
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These concerns about dominant platforms reinforce the importance of
data portability. Vestager states that large digital companies are often “active
in a whole range of different areas,” and “it can be difficult for consumers to
switch from one ecosystem to another.”113 Therefore, “there may be times
when we also need to look at the way that these ecosystems can leave
consumers locked in.”114 One response to “locked in” data is to find ways to
unlock it, by porting the data to a different company. More broadly, failure of
a dominant firm to act appropriately concerning data PORTability could be
seen as an abuse of dominance and thus violative of Article 102.
2.

The Possibility of Ex Ante Regulation of PORTability

In the U.S., much of the antitrust discussion has focused on data
PORTability only after an antitrust violation is shown. By contrast, more of
the discussion in the EU has been about the possibility of ex ante regulation –
regulation before showing a violation, without the prior requirement of
proving violation of the law.115
For possible regulation, the most detailed discussion comes from the
U.K. Competition and Markets Authority. In 2019, it published a report on
“Unlocking Digital Competition,” led by U.S. economist Jason Furman.116
The CMA published an interim market study in 2019 on “Online platforms
and digital advertising,”117 with its final report in July, 2020.118 All three of
these documents stressed the importance of regulating to promote
PORTability, in somewhat different ways. The Furman-led report emphasized
the importance of new regulatory tools, stating on its first page: “The biggest
gains, however, will come from going beyond these tools to focus on policies
that actively promote competition, foster entry by new competitors, and
113

See Waller, supra note 104.
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115
Some of the sectoral PORTability initiatives in the U.S. also constitute ex ante regulation.
For instance, the automobile case study shows that there is ongoing antitrust litigation about
the actions of the Dealer Management Services, seeking ex post remedies. In addition, the
legislation in Arizona and other states are examples of ex ante regulation – the laws take
effect without a judicial finding of antitrust violation.
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JASON FURMAN, UNLOCKING DIGITAL COMPETITION: REPORT OF THE DIGITAL
COMPETITION EXPERT PANEL (2019)
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benefit consumers. This will entail a code of conduct for the most significant
digital platforms, measures to promote data mobility and systems with open
standards, and expanding data openness.” 119 The interim market study
concluded that there is “a strong argument for the development of an ex ante
regulatory regime to govern the activities of large online platforms funded by
digital advertising.” 120 The interim market study also included detailed
appendices examining possible business structures that would PORT
substantial flows of data from the largest platforms to other companies, in
order to foster competition in online advertising and social media.121
The final market study also supported ex ante regulation, stating:
“There is a compelling case for the development of a pro-competition ex ante
regulatory regime, to oversee the activities of online platforms funded by
digital advertising.” It proposes creation of a Digital Markets Unit, with
powers to mandate both individual data portability and other required transfers:
o Increasing consumer control over data, which includes
providing choices over the use of data and facilitating
consumer-led data mobility;
o Mandating interoperability to overcome network effects and
coordination failures;
o Mandating third-party access to data where data is valuable
in overcoming barriers to entry and expansion and privacy
concerns can be effectively managed; and
o Mandating data separation / data silos, in particular where the
data has been collected by the platforms through the
leveraging of market power.
In summary on EU competition law and PORTability, the economic analysis
of risks to competition overlaps considerably with U.S. antitrust analysis. The
EU notably goes beyond the U.S. approach in two respects. First, Article 102
TFEU provides a jurisprudence about abusive actions by a dominant firm, and
failure to provide PORTability, depending on the facts, might be considered
such an abuse. Second, the CMA reports show considerably greater attention
to the possibility of ex ante regulation in order to foster data mobility,
especially for digital platforms, whereas in the U.S. the discussion to date has
been more focused on PORTability as an ex post remedy, after a showing of
antitrust violation.
119

Furman, supra note 116 (emphasis added).
Interim Market Study, supra note 117, at 273.
121
Id. at Appendix K, L.
120
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THE PORT-IA AND STRUCTURED QUESTIONS

Part II, above, documents the large and growing interest in PORT
initiatives. Part III first gives a brief descriptive overview of the elements of
the PORT-IA. It then sets forth the full proposed text for Structured Questions
to implement such an impact assessment. The current version of the Structured
Questions is based on lessons learned in applying a draft version of the
Structured Questions to the seven case studies.
A.

Overview of the PORT-IA

The PORT-IA begins with a description of the proposed data flows –
the origination, the destination, what data is covered, and what is the
applicable law or other requirement. As I tell my students in the first day of
class, clear mapping of data flows is often essential for analyzing privacy and
security risks. When the topic is portability - transfers of data – no accurate
analysis can succeed without a data map and understanding of the law or other
constraints that may affect the data transfer.
The PORT-IA next examines the benefits of the proposed PORT from
multiple perspectives. For example, there are distinct theories of harm to
competition, any of which might be addressed by a PORT initiative. These
include: lock-in effects, when it is costly to switch to an alternative provider;
network effects, where the benefits to users increase with the size of the
service; dominant firm actions, where market leaders may create anticompetitive effects; and increased barriers to entry. 122 There are also noncompetition rationales for a PORT, including: user control/autonomy and
other non-commercial benefits; innovation and other commercial benefits; and
regulatory or other legal benefits of the initiatives. The benefits discussion also
assesses whether the benefits contemplated by proponents of a PORT initiative
can be achieved in practice; the PORT-IA examines technical or market
obstacles to adoption, so that the ”gross” benefits (the benefits anticipated by
proponents) are reduced to the “net” benefits (a realistic assessment of what is
actually achievable).
The PORT-IA provides the equivalent analysis of likely costs and
potential risks from the PORT initiative. Privacy risks can exist for the data
subject (the person seeking portability), or third persons, such as when the data
122

For one detailed recent explanation of different theories of competitive harm, see Emilio
Calvano & Michele Polo, Market Power, Competition and Innovation in Digital Markets: A
Survey, Info. Econ. Pol’y (Dec. 1 2019), https://ssrn.com/abstract=3523611
[https://perma.cc/GYP8-LZ4P].
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subject seeks to transfer a photograph or other personal data of another person.
Privacy risks can also exist for data that is supposed to be de-identified or
anonymized; in practice, greater transfers of data may increase the risk that a
person can be re-identified. For cybersecurity, a pervasive concern is
authentication, how to determine that the person seeking to transfer data is
authorized, rather than a hacker or other unauthorized person. Once
authentication exists, it is important to transfer the data securely to the
recipient, often through an encrypted Application Programming Interface
(API). There can also be risks once the data is transferred to the receiving party,
particularly where the data subject has not consented to onward transfers to
additional parties. In addition, there may be competition risks from a PORT
initiative, such as where incumbents create standards or compliance costs that
can act as barriers to entry, restricting competition. Finally, there can be
regulatory or legal costs from a PORT initiative, such as if existing consumer
protection laws no longer apply once the data is transferred.
The purpose of the Structured Questions is to facilitate a consistent and
rigorous analysis of the usefulness of any particular PORT initiative; the
methodology is agnostic about whether an initiative, on balance, has net
benefits or costs. As stated in my previous writing, “data portability is an
attractive concept – we as consumers would like to be able to move ‘our’ stuff
from one system to another.”123 With that said, implementing portability can
have substantial cybersecurity and other risks, and may actually reduce
consumer welfare.124 The agnostic approach in evaluating possible initiatives
is consistent with the breadth of the issues under consideration – facts will
vary considerably about when is it beneficial either to support data flows or
reject them.
As another point, the structured questions include an assessment of the
financial and other incentives of those presenting evidence of risks and
benefits of a PORT initiative. Just because a party has an economic interest to
support or oppose an initiative does not mean the facts it cites are incorrect;
however, the PORT-IA should assess the evidence in light of possible bias.
Where available, the PORT-IA should use evidence based on sources that are
as objective as possible.
The next part of the article presents the actual Structured Questions to use in
an impact assessment.

123
124

Swire & Lagos, supra note 20, at 379.
Id. at 380.
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Portability and Other Required Transfers Impact Assessments
(PORT-IA): Structured Questions

1. Define the challenge or opportunity that leads to a data portability
or other required transfer initiative
a. Describe the origination, where the data comes from (who is
subject to a PORT)
b. Describe the destination, where the data goes to (who can
trigger a PORT)
c. Describe the data that is subject to the PORT
d. Describe the applicable law that governs the proposed PORT
policy, regulation, product, or practice
Data PORTability Benefits:
2. Assess PORT rationales based on competition
a. Does the PORT reduce lock-in effect and facilitate switching
to competing providers? (Note: a lock-in effect can exist even
in a market that is otherwise competitive, such as a low HHI.)
b. Does the PORT reduce network effects that might exist even
after users have the right/capacity to transfer their data?
c. Does the PORT reduce any effect on competition from abuse
by a dominant firm? For instance, does the PORT reduce the
ability of a dominant firm to impose anti-competitive contract
provisions or deny access to an essential facility?
d. Does the PORT reduce barriers to entry in ways that made it
easier for competitors to gain necessary scale?
e. Are there any other competition rationales for the PORT?
f. Note: for any competition analysis, define the market(s) where
relevant.
3. Assess innovation and other commercial benefits due to the PORT
a. Apart from any pro-competitive effects on existing markets,
what commercial innovation may result due to the PORT?
b. Are there any other significant commercial benefits?
4. Assess non-commercial benefits due to the PORT
a. Apart from competition and commercial effects, does the
PORT provide benefits for user autonomy, user control over
information, or other individual benefits?
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b. Apart from competition and commercial effects, does the
PORT provide any public benefits, such as research for the
benefit of the public?
5. Assess regulatory or legal benefits of the initiative
a. As a result of the PORT, would consumers receive any legal
benefits, such as expanded coverage of consumer protection
laws?
b. Would any other actors receive any legal benefits, such as
enforceability of contracts?
6. Assess any reduced benefits due to lack of technical or market
feasibility
a. Are there technical obstacles to realizing the hoped-for benefits
of the PORT? For instance, the data may be of poor quality or
available in an incompatible format.
b. Are there market obstacles to realizing the hoped-for benefits
of the PORT? For instance, the demand for data may not fit
well with the available supply of data from the PORT.
c. Note: reserve discussion of privacy, cybersecurity or other
specific risks for discussion below of Data PORTability Risks
and Costs.
7. Assess incentives for those presenting evidence of benefits
a. What parties have an economic or other incentive to support
the PORT? Explain the incentives. Assess the asserted benefits
in light of the incentives of some actors to support the initiative.
Just because a party has an economic interest to support or
oppose an initiative does not mean the facts it cites are incorrect;
however, assess the evidence supporting the initiative in light
of possible bias. Where available, identify evidence based on
sources that are as objective as possible.
Data PORTability Risks and Costs:
8. Assess privacy risks from the PORT (alternatively, use existing
privacy or data protection impact assessment)
a. Privacy concerns related to personal data (personally
identifiable information) of the data subject
i. What are the risks to the data subject’s own identifiable
data? What steps (technical, administrative, etc.) can be
taken to mitigate these risks?
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ii. Other than costs of compliance itself, to what extent do
the steps taken to protect privacy impede the goals of
the data portability initiative?
b. Privacy concerns related to personal data (PII) of third persons
i. What are the risks from the PORT to third persons’
identifiable data (that is, data about persons other than
the data subject whose data is PORTed)? What steps
(technical, administrative, etc.) can be taken to mitigate
these risks?
ii. Other than costs of compliance itself, to what extent do
the steps taken to protect privacy impede the goals of
the data portability initiative?
c. Privacy concerns relating to de-identified data
i. De-identified data is designed to be no longer linkable
to a particular data subject. Some PORT initiatives
contemplate sharing of de-identified data with other
companies, for reasons including research and
promotion of competition. The Federal Trade
Commission test for proper handling of de-identified
data is that there should be (1) reasonable technical
controls, (2) no re-identification by the recipient; and (3)
downstream controls on re-identification.
ii. What are the risks from the PORT related to reidentification of data? What steps (technical,
administrative, etc.) can be taken to mitigate these risks?
iii. Other than costs of compliance itself, to what extent do
the steps taken to protect the privacy of de-identified
data impede the goals of the PORT initiative?
9. Assess security risks from portability
a. Risks from unauthorized access
i. What are the risks from a hacker or other unauthorized
person taking advantage of the PORT?
1. What authentication is appropriate to the risk?
2. Besides authentication, are there any other steps
(technical, administrative, etc.) that can be
taken to mitigate these risks? To what extent are
these steps consistent with the PORT’s possible
requirements about “without hindrance”?
b. Risks from insecure transmission of data. Once authentication
is complete, what are the risks arising during transmission to
the authorized recipient?
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i. Is there effective encryption in transit, such as through
a secure Application Programming Interface?
ii. Are there other security risks that can be better
managed, arising from the method of transmission,
such as the means for transferring credentials or other
sensitive data?
c. Does the PORT reveal any information that assists hackers or
other unauthorized access? For instance, are sources and
methods of system security or surveillance compromised?
Does the PORT make visible other data that was previously
hidden or obscure, in ways that assist unauthorized access?
d. To what extent do the steps taken to prevent unauthorized
access, such as stronger authentication requirements, impede
the goals of the PORT initiative?
10. Assess risks from PORTability that may arise for either security and
privacy
a. Onward transfer: risks from access following authorized
PORTing
i. The concern is that once data is transferred from the
controller to the recipient, there may be security or
privacy risks arising after transfer to the recipient of the
data.
ii. To what extent is there notice about, and consent by,
the data subject to explain privacy and security risks
after transfer to the recipient? For instance, if the
transfer is from a controller under stricter legal rules, to
a recipient with less strict rules, is the data subject
notified and does the data subject provide consent to
any increased risk?
iii. Would the goals of the PORT be met by transfer of
pseudonymous or de-identified data? Are there other
technical, administrative or other steps that can mitigate
risk once data is transferred to the recipient?
iv. To what extent are the goals of the PORT initiative
impeded by steps taken to reduce risks from access
following authorized porting?
b. Fair, reasonable, and non-discriminatory (FRAND) terms for
security and privacy
i. To what extent, if any, are security requirements
different in their application to the controller initially
holding the data than for the recipient of the PORT? Are
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such differences justified on security grounds, or do
they appear to unfairly discriminate against transfers to
the recipient?
ii. To what extent, if any, are privacy requirements
different in their application to the controller initially
holding the data than for the recipient of the PORT? Are
such differences justified on privacy grounds, or do
they appear to unfairly discriminate against transfers to
the recipient?
11. Assess risks to competition from the PORT
a. Do the costs or burdens of compliance with the PORT’s
requirements create a barrier to entry or competitive advantage
for incumbents?
b. Are there any competitive risks from established incumbents
designing the standards for the PORT to favor incumbents? Are
the PORT’s standards open and non-discriminatory?
c. In practice does the PORT’s functionality discriminate in favor
of affiliates of entrenched incumbents? For instance, is pricing
data subject to the PORT, enabling incumbents to benefit from
that pricing data? Have incumbents used porting to extend their
dominance to related applications or properties?
d. What steps can be taken to mitigate any such risks to
competition?
e. To what extent do such risks to competition impede the goals
of the PORT initiative?
12. Assess regulatory or legal risks of the initiative
a. As a result of the PORT, would consumers suffer any legal
risks, such as reduced coverage of consumer protection laws?
b. Would any other actors suffer any legal risks? Specifically,
would the PORT affect the protection of trade secrets,
copyright, or other intellectual property rights?
13. Assess any other significant costs or risks from portability, including
obstacles to adoption
a. Are there any other significant costs or risks from the PORT?
For instance, one obstacle to adoption of a PORT can be the
expense and time required to create standards for implementing
the PORT.
b. To what extent can such costs or risks be mitigated, such as by
altering the design of the PORT initiative?
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14. Assess incentives for those presenting evidence of risks
a. What parties have an economic or other incentive to oppose the
PORT? Explain the incentives. Assess the asserted risks in light
of the incentives of some actors to oppose the initiative. Just
because a party has an economic interest to support or oppose
an initiative does not mean the facts it cites are incorrect;
however, assess the evidence opposing the initiative in light of
possible bias. Where available, identify evidence based on
sources that are as objective as possible.
Conclusion of PORT-IA: Conduct a summary analysis of the benefits and
risks of the PORT initiative, along with analysis of measures that might
be taken to increase benefits or reduce risks.
IV.

SUMMARY OF THE CASE STUDIES

Part IV provides a concise description of the data flows for each of the
seven case studies, drawn from the seven appendices. Each case study begins
with origination – where does the data come from. Next comes destination –
where does the data go. It next defines the type of data subject to the PORT,
and then sets forth the applicable law. Each full appendix also contains:
benefits of the PORT; costs of the PORT; and lessons learned.
I emphasize two points about the case studies. First, phone number
portability (the earliest implemented PORT initiatives) represents an
uncharacteristically asymmetrical example of the potential benefits of PORT
initiatives. To the extent observers or policymakers implicitly are relying on
the phone number case study, they may have an unrealistically positive view
about how easy and beneficial PORT initiatives will generally be. On the one
side, phone number portability has significant pro-competitive benefits.
Absent portability, individuals would be required to give up their cell phone
numbers when switching to another carrier. The individual can suffer from
“lock in” – losing the current cell phone number mean losing touch with
friends and business contacts, with social and business costs. Incumbent
providers thus may have the ability to gain monopoly profits from existing
subscribers. On the cost side, there are low privacy risks with porting phone
numbers– individuals actually want others to know the phone number so they
can call them. In addition, there are manageable cybersecurity risks. Switching
to a new cell carrier has often been done in person, in a way that involves
effective authentication of the user. Overall, phone number portability thus has
offered high benefits (consumer choice and avoiding lock-in) and low costs to
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privacy and cybersecurity. My research shows that phone number portability
is not representative of other PORT initiatives, which have a more complicated
mix of costs and benefits.
The second point is that my examination of PORT initiatives
intentionally omits detailed consideration of large online platforms. The
ability to transfer data out of Facebook was a significant stated rationale for
including the right to data portability in GDPR. 125 However, focusing on
PORT requirements for online platforms such as Facebook can actually stand
in the way of dispassionate assessment of the benefits and costs of PORT
initiatives. Some experts and actors already hold strong views about what
PORT obligations to require of online platforms; in addition, focusing on
Facebook or other major platforms is potentially confusing because there are
so many different types of data that the platforms hold, with varying possible
types of requirements. Attention to the seven current case studies thus may
facilitate a more open-minded discussion of the strengths and weaknesses of
various types of PORT initiatives.
A.

U.S. Financial Services

1. Origination. Consumer financial services providers, notably banks.
2. Destination. Consumers and their financial technology (“fintech”)
providers, such as Mint and Quicken.126
3. Types of Data. Along with other use cases, consumers can use the fintech
software to consolidate their multiple accounts into one place, for
budgeting or other personal financial purposes.
4. Applicable Law. Section 1033 of the Dodd Frank Act requires consumer
access to financial information, in an electronic form usable by consumers.
“Covered persons” are those “offering or providing a consumer financial
product or service.” 127 A covered person shall make to a consumer
available information concerning the financial product or service. Such
125

See id. at 335–36, citing Commission Proposal for a Regulation of the European
Parliament and of the Council on the Protection of Individuals with Regard to the
Processing of Personal Data and On the Free Movement of Such Data (General Data
Protection Regulation), art. 18, at 26, COM (2012) 11 final (Jan. 25, 2012).
126
See Greg Johnson, 12 Mint.com Alternatives You’ll Love: Our Top Picks for 2020, CLUB
THRIFTY (Jan. 14, 2020), https://clubthrifty.com/mint-com-alternative
[https://perma.cc/NK96-5AB4] (providing current list of similar providers).
127
Dodd-Frank Wall Street Reform and Consumer Protection Act, 12 U.S.C. § 5481(6)
(2020).
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information shall include “information relating to any transaction, series
of transactions, or to the account including costs, charges and usage
data.”128 The information shall be made available in an electronic form.
The Consumer Financial Protection Bureau (“CFPB”) has the authority to
issue rules for “standardized formats for data,”129 and announced in 2020
an advance notice of proposed rulemaking to do so.130
B.

U.S. Health Care

1. Overview of Three PORT Initiatives in the Proposed and Final Rule
Implementing the 21st Century Cures Act
1.1. There are at least three, somewhat overlapping, PORT initiatives in
the Proposed and Final Rule implementing the 21st Century Cures Act
(“the Act”). 131 The three initiatives, each of which are described
below, relate to: Prohibitions on Information Blocking (Port Initiative
A); Health IT Developer Certification Requirements (Port Initiative
B); and Standardization of APIs (Port Initiative C).
1.2. The Proposed Rule for “Interoperability, Information Blocking, and
the ONC Health IT Certification Program” was published on March
4, 2019, by the Office of the National Coordinator for Health
Information Technology (“ONC”) of the U.S. Department of Health
and Human Services (“HHS”). ONC’s stated purposes in
implementing the Act are to: increase innovation and competition;
reduce burden and advance interoperability; and promote patient
access. 132 The Final Rule was published on March 9, 2020, with
regulatory text and accompanying material of over 1200 pages.133
1.3. Note - the term “interoperability” is used in the Proposed Rule and the
Final Rule to apply broadly, to: (1) technical interoperability (as I use
128

Id.
12 U.S.C. § 55339(d).
130
Consumer Financial Protection Bureau Releases Advance Notice of Proposed
Rulemaking on Consumer Access to Financial Records, CONSUMER FIN. PROTECTION
BUREAU (Oct. 22, 2020), https://www.consumerfinance.gov/about-us/newsroom/consumerfinancial-protection-bureau-releases-advance-notice-proposed-rulemaking-consumer-accessfinancial-records/ [https://perma.cc/3NS7-TYE3].
131
21st Century Cures Act, Pub. L. No. 114-255, 130 Stat. 1033; 21st Century Cures Act,
supra note 8
132
Elise Sweeney Anthony & Michael Lipinski, 21st Century Cures Act: Interoperability,
Information Blocking, and the ONC Health IT Certification Program Proposed Rule, THE
OFFICE OF THE NAT’L COORDINATOR FOR HEALTH INFO. TECH.,
https://www.healthit.gov/cures/sites/default/files/cures/2020-04/IBQAWebinar.pdf
[https://perma.cc/76WY-G887]; 21st Century Cures Act, supra note 8.
133
21st Century Cures Act, supra note 8, at 1149.
129
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the term generally in this article); (2) portability, or transfers involving
one person; and (3) other required transfers, such as when a health
care provider transfers all of its records from one information
technology (“IT”) vendor to another.
2. PORT Initiative A: Information Blocking
2.1. Origination: Any (1) health care provider; (2) health IT developers of
certified health IT; (3) health information exchanges; or (4) health
information network.
2.2. Destination: An authorized recipient where there is patient consent, or
for treatment, payment, or operations of an entity covered by the
Health Information Portability and Accountability Act (“HIPAA”).134
2.3. Types of Data: The scope of covered data is broad, covering
“electronic health information” (“EHI”), which corresponds to the
electronic Personal Health Information (“PHI”) covered by HIPAA.
135

2.4. Legal requirements. The Act prohibits “information blocking” as
defined in section 171.103 of the Final Rule, subject to eight
exceptions. Information blocking is any activity that “is likely to
interfere with, prevent, or materially discourage access, exchange, or
use of electronic health information.”136 ONC can impose significant
penalties for information blocking, unless one of the exceptions
applies. The eight exceptions are divided into two categories. The first
category includes exceptions that allow for not fulfilling requests to
access, exchange or use of EHI, including for (1) preventing harm; (2)
promoting the privacy of EHI; (3) promoting the security of EHI; (4)
responding to requests that are infeasible; and (5) maintaining and
improving health IT performance. 137 The second category of
exceptions includes those that involve establishing procedures for
fulfilling requests to access, exchange or use of EHI, including for: (6)
recovering costs reasonably incurred; (7) licensing of interoperability
elements on reasonable and non-discriminatory terms; and (8)
limiting the content of responses to requests and establishing the
manner for fulfilling requests.138
134

Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191,110
Stat. 1936 (codified as amended in scattered section of Title 42).
135
21st Century Cures Act, supra note 8, at 1149 (“Electronic health information (EHI) is
defined as it is in § 171.102.”).
136
Id. at § 171.103.
137
Id. at §§ 170, 170.200–05.
138
Id. at §§ 171.300–171.303.
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3. PORT Initiative B: Health IT Developer Certification Requirements
3.1. Origination: Software of a covered health IT developer.
3.2. Destination: (1) For an individual patient, to the patient or a third party
chosen by the patient (portability for the individual patient); and (2)
For all patients of a provider when the provider seeks to change health
IT systems (transfer of data by the health provider from one IT
provider to another).
3.3. Types of Data: Electronic health information. The export file must be
computable and include documentation to allow for interpretation and
use of EHI.
3.4. Legal requirements: Section 4002 of the Act requires HHS to establish
“Conditions and Maintenance of Certifications Requirements for the
ONC Health IT Certification Program.” ONC enforces any
noncompliance. There are seven Conditions of Certification for health
IT developers. Most relevant for purposes of this case study are: (1)
information blocking (discussed above) and (2) Application
Programming Interfaces (“APIs”), discussed below. Among the other
requirements that apply to health IT developers is that that the
developer does not prohibit or restrict communications for specific
subjects including: usability; interoperability; security; user
experiences; business practices; and the manner in which a user of
health IT has used such technology.139
4. PORT Initiative C: Standardized API
4.1. Origination: A health IT developer must “publish APIs and must
allow health information from such technology to be accessed,
exchanged, and used without special effort through the use of
APIs.”140 For instance, the API would enable export of the patient’s
data from a health care provider to a smartphone app.141

139

Sweeney & Lipinski, supra note 132; 21st Century Cures Act: Interoperability,
Information Blocking, and the ONC Health IT Certification Program, 84 Fed. Reg. 7424,
7469 (proposed March 4, 2019) (to be codified at 45 C.F.R. parts 170 and 171),
[https://perma.cc/Y6BN-QHU4].
140
21st Century Cures Act, supra note 8, at §§ 170, 170.404(a).
141
21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT
Certification Program, 84 Fed. Reg. 7424, 7481 (proposed Mar. 4, 2019) (to be codified at
45 C.F.R. parts 170 and 171), https://www.federalregister.gov/d/2019-02224/p-830
[https://perma.cc/T3AL-LYQ4].
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4.2. Destination: (1) For a single patient, to the patient or a third party
chosen by the patient (portability for the individual patient); (2) For
all patients of a provider when a provider seeks to change health IT
systems (transfer of data by the health provider from one IT provider
to another).
4.3. Types of data: A developer must provide access in the API to all data
elements of a patient’s Electronic Health Record (EHR), to the extent
permitted by privacy law. The Final Rule defines the “United States
Core Data for Interoperability,” which sets forth the extensive
required data elements, including clinical notes.142
4.4. Legal requirements: The Rule sets forth detailed requirements,
including that: (1) the API be usable “without special effort” by those
using the API; (2) a developer publish business and technical
documentation to enable the API to be used at scale; (3) the developer
grants the health care providers “the sole authority and autonomy to
permit API Users to interact with the API technology,”143 and (4) the
API be licensed on reasonable and non-discriminatory terms, and
include limits on fees.
C.

U.S. Open Data

1. Open Data refers to public sector data published online by local, state, and
federal agencies for free public access. With Open Data, government
agencies are required or encouraged to transfer data into publicly-available
websites. This case study focuses on the United States, and on data that is
not intended to be personally identifiable.
2. Origination: The data comes from public agencies. Previously, this data
was in printed form or otherwise not readily available online. Some of it,
such as court records, was accessible in person but in a less convenient
form than online access. Some of it was not available to the public or
available only via a request under the Freedom of Information Act or
similar state and local laws.144
3. Destination: Publicly available websites.

142

21st Century Cures Act, supra note 8, at §§ 170, 170.404(a).
Sweeney & Lipinski, supra note 132, at 20.
144
See Beth Simon Noveck, Forum: Is Open Data the Death of FOIA?, 126 YALE L. J. F.
273 (2016); Martin, Kristen et al., Privacy Interests in Public Records: An Empirical
Investigation, 31 HARV. J. LAW & TECH. 111, 114-17 (2017).
143
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4. Types of Data: Public sector data that may be published includes, for
example, National Oceanographic and Atmospheric Administration
weather data, government procurement data, transportation data, public
health data, agricultural data, and de-identified data regarding
populations. 145 In addition to Data.Gov, more than 260 cities and
municipalities have launched their own open data initiatives.146 Each of
the individual states have also made data publicly available and accessible
online, to varying degrees.147
5. Applicable law: The federal Data.Gov portal launched in 2009. 148 The
federal Data.Gov portal is now mandated by the OPEN Government Data
Act, 44 U.S.C. § 3501 (Jan. 24, 2019).149 The OPEN Government Data
Act requires “timely and equitable access to the agency’s public
information.”150 However, each agency is left to interpret the meaning of
“public information,” design its own Open Data policy, and decide which
datasets to publish.151 The various state and local open data portals are
each governed by state and municipal laws, regulations, policies, terms of
use, and privacy policies.
D.

U.S. and EU Phone Number Portability

1. This case study focuses primarily on the U.S. legal framework governing
telephone number portability. It also includes, in Section 1.6, a summary

145

See Joan Whittington et al., ARTICLE: Push, Pull, and Spill: A Transdisciplinary Case
Study in Municipal Open Government, 30 BERKELEY TECH. L. J. 1899, 1926-30 (2015);
Frederick Borgesius, Open Data, Privacy, and Fair Information Principles: Towards a
Balancing Framework, 30 BERKELEY TECH. L.J. 2073, 2081 (2015); see also, e.g., STATE OF
ILLINOIS DATA PORTAL, https://data.illinois.gov/ (last visited Feb. 14, 2022)
[https://perma.cc/W63N-XGS3].
146
OPEN KNOWLEDGE INTERNATIONAL: U.S. CITY OPEN DATA CENSUS, http://uscities.survey.okfn.org/ (last visited Feb. 14, 2022) [https://perma.cc/U497-HYA5].
147
Meta S. Brown, States Offer Information Resources: 50+ Open Data Portals, FORBES
(Apr. 30, 2018), https://www.forbes.com/sites/metabrown/2018/04/30/us-states-offerinformation-resources-50-open-data-portals/?sh=2aa1cf1f5225#3c5ff1245225
[https://perma.cc/4SXK-E2M5].
148
See Memorandum: Transparency and Open Government, THE WHITE HOUSE BRIEFING
ROOM (Jan. 21, 2009), https://obamawhitehouse.archives.gov/the-press-office/transparencyand-open-government [https://perma.cc/Z77W-PCT6].
149
See Summary H.R.4174, 115th Cong. (# Sess. 2017-2018), Pub. L. No.: 115-435; 44
USCS §3501.
150
44 U.S.C.S. §3506(d)(1).
151
See id. at §3506(d)(5) (defining public information as “any information, regardless of
form or format, that an agency discloses, disseminates, or makes available to the public”).
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of the laws governing number portability in the E.U. The two regimes offer
substantially similar rights to users with similar benefits, costs, and risks.
2. Origination. The Number Portability Administration Center, for the United
States.152 NPAC serves as the authoritative database for routing and billing
calls for telephone numbers no longer assigned to phone end users. 153
NPAC facilitates phone number portability when an end user switches
from one communications provider to another. Congress created and
funded NPAC solely for the purpose of administering phone numbers.154
3. Destination. Wireless and wireline phone service providers.155
4. Types of Data. The information that is exchanged between new and old
phone service providers consists of the following: (1) telephone number;
(2) current assigned service provider ID; (3) the location routing number
(LRN); (4) SS7 Destination Point Codes; (5) Service Type; (6) Alternative
SPID (to identify a reseller); (7) billing ID; and (8) end user location and
type.156
5. Applicable Law. Phone number portability is mandated by the
Telecommunications Act of 1996 and regulated by the Federal
Communications Commission (FCC). 157 The purpose of the
Telecommunications Act is to establish a “procompetitive, deregulatory
national policy framework” intended to “promote competition and reduce
regulation. . . to secure lower prices and higher quality services for
American telecommunications consumers and encourage the rapid
deployment of new telecommunications technologies.” 158 In the 1996
152

The NPAC, Neustar & LNP, NUMBER PORTABILITY ADMIN. CTR.,
https://www.npac.com/number-portability/the-npac-neustar-lnp (last accessed Mar. 11,
2020) [https://perma.cc/QP9P-S6XR].
153
Id.
154
Id. NPAC also operates in Canada where their phone numbers are administered and
regulated by Neustar.
155
Wireless Local Number Portability, FED. COMMC’NS COMM’N,
https://www.fcc.gov/general/wireless-local-number-portability-wlnp (May 18, 2016)
[https://perma.cc/W89Y-5853]. Note from the author: The FCC is authorized to regulate
telecommunications because of the 1934 Communications Act.
156
How LNP Works, NUMBER PORTABILITY ADMIN. CTR., https://www.npac.com/numberportability/how-lnp-works (last visited Mar. 11, 2020) [https://perma.cc/C4CY-63N2].
157
See 47 C.F.R. § 52.3 (2020) (“The Commission shall have exclusive authority over those
portions of the North American Numbering Plan (NANP) that pertain to the United
States.”). See also WIRELESS LOCAL NUMBER PORTABILITY, supra note 155.
158
Telecommunications Act of 1996, 27 U.S.C. § 251(b)(2) (1996). See also Thomas G.
Krattenmaker, The Telecommunications Act of 1996, 49 FED. COMM. L.J. 1, 5 (1996).
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Telecommunications Act, “Section 251(b)(2) requires LECs (local
exchange carriers) ‘to provide, to the extent technically feasible, number
portability in accordance with the requirements prescribed by the
Commission.’”159 In 2003, the FCC issued an order that mandated number
portability between wired to wireless and wireless to wireless phone
service providers beginning in November 2003.160
6. The European Union similarly mandated phone number portability via
Article 30 of the Universal Services Directive (“USD”) of 2002.161 The
USD mandated that consumers could change, in one working day, their
fixed or mobile operator while keeping their old phone number. More
specifically, Article 30 of the USD required telecoms operators to set a
maximum time limit of one working day from the moment of concluding
an operator change agreement to the moment of activating the number with
another operator. The time limit shall not exceed one working day's loss
of service during the process of changing operator and carry out the overall
process within the shortest time possible.162
E.

EU Financial Services

1. This case study examines portability developments in the EU financial
services sector. The primary focus is on the Payment Services Directive of
November 2007 (“PSD1”) 163 as updated and expanded in the Payment
Services Directive of November 2015 (“PSD2”).164 In the UK, after study
by the Open Banking Working Group, 165 the Competition & Markets
Authority (“CMA”) created the Open Banking Implementation Entity
(“OBIE”) to set software standards and industry guidelines to implement
PSD2. 166 Notably, the OBIE issued specifications for Application

159

William Drexel, Telecom Public Policy Schizophrenia: Schumpeterian Destruction
Versus Managed Competition, 9 VA. J.L. & TECH. 5, 13-14 (2004).
160
See Stephen M. Kessing, Wireless Local Number Portability: New Rules Will Have
Broad Effects, 3 DUKE L. & TECH. REV. 1, 6 (2004).
161
Council Directive 2002/11, art. 30, 2002 O.J. (L 108) 51, 56 (EC).
162
Id.
163
Council Directive 2007/64, 2007 O.J. (L 319), 1 (EU).
164
Council Directive 2015/2366, 2015 O.J. (L 337) 35, 36 (EU).
165
The Open Data Institute set up the Open Banking Working Group in September 2015 at
the request of the UK Government. See Open Banking: Setting a Standard and Enabling
Innovation, OPEN DATA INST., https://theodi.org/project/open-banking-setting-a-standardand-enabling-innovation/ (last visited July 27, 2020) [https://perma.cc/9MWY-Y4X5].
166
See generally About Us, OPEN BANKING, https://www.openbanking.org.uk/about-us/ (last
visited July 27, 2020) [https://perma.cc/QX5A-JT89].
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Programming Interfaces (“APIs”) to mandate secure connections between
banks and other payment service providers (“PSPs”).
2. Origination. Consumer PSPs, including banks.
3. Destination. (1) Consumers and (2) PSPs, including “account servicing
payment service providers,” “payment initiation service providers,” and
“account information service providers,” as defined in PSD2.167
4. Types of Data. The payments data in question relates to the various forms
of payments information handled by payment processors of all types
within the industry.168 The relevant product market is the retail payments
market which includes card, internet, and mobile payments.
5. Applicable Law. Recital 16 and Article 28 of PSD1 granted access to
payment systems for “authorised or registered payment service providers”
on an “objective, non-discriminatory and proportionate” basis, which is
similar to the term “fair, reasonable, and non-discriminatory” used in
patent and other settings (“FRAND”).169 PSD2 notably widened the scope
of PSD1 to cover third party “payment initiation services,” such as Sofort
in Germany, IDeal in the Netherlands and Trustly in Sweden.170 Prior to
PSD2, such new providers had not been regulated at the EU level, so PSD2
covered them, in order to address issues that may have arisen with respect
to confidentiality, liability, or security of transactions with such providers.
F.

EU Health Care

1. In 2011, the European Parliament and the Council of the European Union
adopted Directive 2011/24/EU (the Cross-Border Healthcare Directive),171
167

These terms are defined in Article 4 of PSD2. E.g., PSD2 art. 4. (“‘account servicing
payment service provider’ means a payment service provider providing and maintaining a
payment account for a payer”).
168
Pursuant to, respectively, Articles 45, 46, 47, 48, and 49 of PSD2.
169
See Yann Ménière, Fair, Reasonable and Non-Discriminatory (FRAND) Licensing
Terms. Research Analysis of a Controversial Concept, EUROPEAN COMM’N (2015),
https://ec.europa.eu/jrc/en/publication/eur-scientific-and-technical-research-reports/fairreasonable-and-non-discriminatory-frand-licensing-terms-research-analysis-controversial
[https://perma.cc/Z7AU-2H5Y].
170
Payment Services Directive: Frequently Asked Questions, EUR. COMM’N (Jan. 12, 2018),
https://ec.europa.eu/commission/presscorner/detail/en/MEMO_15_5793
[https://perma.cc/X7SN-JERK].
171
Council Directive 2011/24, 2011 O.J. (L 088) 45 (EU) [hereinafter Cross-Border
Healthcare Directive] [https://perma.cc/L7SJ-WYMC].
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which is designed to assist EU citizens travelling between Member States
to have seamless access to healthcare services by giving Member States
the possibility of exchanging health data electronically, in a secure and
interoperable way. Despite the many efforts further described in the
Appendix, there has been limited success implementing the exchange of
such “eHealth” data. Exchanges of eHealth data are currently limited to (1)
“ePrescription”/”eDispensation;” and (2) “Patient Summaries.” Only one
Member State is currently exchanging both of these types of data, and only
with a small number of other Member States. In short, the initiatives for
greater interoperability and portability have produced much more limited
results than proponents have wished.
2. Origination. The health care practitioner (HCP) or health care system in
the Member State where the individual resides.
3. Destination. (1) With respect to ePrescription/eDispensation data, the data
will be received by a pharmacy used by that individual in another Member
State; and (2) with respect to Patient Summary data, the data will be
received by an HCP who is consulted by the individual in another EU
Member State.
4. Types of Data. (1) ePrescription/eDispensation data contains the data in a
medical prescription which has been provided to the individual; and (2)
the Patient Summary contains important health-related information about
the individual such as an individual’s allergies, current medication,
previous illness, and surgeries,172 as well as data for the administration of
the patient, such as identifying data and contact information.173
5. Applicable Law, Actions, and Initiatives. This PORT initiative is the
output of a lengthy history of action and initiatives in the EU linked to
eHealth interoperability and standardization. References to multiple
resources are provided at the end of this Appendix.
172

See Electronic Cross-Border Health Services, EUR. COMM’N (2016),
https://ec.europa.eu/health/ehealth/
electronic_crossborder_healthservices_en [https://perma.cc/5NBQ-UDDY].
173
See eHealth Network Guideline on the Electronic Exchange of Health Data Under CrossBorder Directive 2011/24/EU, Release 2, Patient Summary for Unscheduled Care, EHEALTH
NETWORK (Nov. 2016),
https://ec.europa.eu/cefdigital/wiki/download/attachments/55878732/%28Adopted%29%20
Patient%20Summary%20Guideline%20crossborder%20exchange%20of%20health%20data%20%28release%202%29.pdf?version=1&
modificationDate=1512129673394&api=v2 [https://perma.cc/P9N2-5RJ8].
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U.S. Automobile Dealers

1. Automobile dealers typically contract with software companies for
“Dealer Management System” (“DMS”) services to assist dealers with
their business operations. The DMS is a software platform that provides a
wide range of functions including accounting, vehicle inventory, financing
and insurance, and managing service and parts operations. Historically,
many or all of these functions have been performed by the DMS software.
The two largest in the United States, CDK Global, LLC (“CDK”) and The
Reynolds & Reynolds Company (“Reynolds”), have a large market share
with their combined market share exceeding 90% of vehicles sold. 174
Automobile dealers have also contracted with third-party systems
integrators and application developers (“third-party software providers”)
to provide some of these services, most typically when they charged less
for a particular application than DMS providers or provided additional
functionality or a better product.
2. CDK and Reynolds have changed their position over time concerning a
dealer’s ability to authorize third-party software providers to access dealer
data on the DMS on behalf of the dealer. Previously, both CDK and
Reynolds permitted such authorization. First Reynolds and later CDK
changed their practices to generally prohibit those dealers from allowing
such authorization. In 2019, Arizona and at least three other states enacted
statutes that require a PORT for the transfer of data from the DMS to
recipients authorized by automobile dealers, including systems integrators
or other third-party software providers. The laws are intended to give
dealers more control over their data stored in the DMS.
3. CDK and Reynolds have challenged the Arizona statute in federal court,
claiming that the statute is unlawful.175 Separately, third-party software
providers, dealers, and others have brought lawsuits against CDK and
Reynolds, alleging (among other things) that they entered into an
agreement to exclude third-party software providers in violation of
174

Dealer Mgmt. Sys. Antitrust Litig. v. CDK Glob., No. 18-cv-864, 2018 U.S. Dist. LEXIS
214398, at *21 (N.D. Ill. Oct. 22, 2018) (stating that
"Defendants CDK and Reynolds control close to 80 percent of the United States market by
number of dealers and approximately 90 of the United States market by vehicles sold.").
175
See e.g., David Muller, CDK, Reynolds Challenge Ariz. Dealer Data Law, 93 AUTO
NEWS 34 (Aug. 26, 2019), https://www.autonews.com/dealers/cdk-reynolds-challenge-arizdealer-data-law [https://perma.cc/U3WM-LPAL]. Peter Swire has submitted an expert
declaration on behalf of the Arizona Automobile Dealers Association in CDK Global, LLC
v. Brnovitch, No. 2:19-cv-04849-GMS (D. Ariz. Mar. 19, 2020).
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antitrust laws. 176 Peter Swire has served as an expert witness for the
Arizona Automobile Dealers Association in the suit concerning the
Arizona statute, and for Authenticom and other software providers in the
antitrust suits against CDK and Reynolds.177
4. Origination. A “Dealer Data System.” 178 “Dealer Data System” is a
defined term under the Arizona law which refers to a DMS.179
5. Destination. A recipient authorized by the automobile dealer (“Dealer”).
Notably, the statute provides that a Dealer can give consent to port data
from the Dealer Data System to an “Authorized Integrator.” An
Authorized Integrator is defined as a “third party with whom the Dealer
enters into a contractual relationship to perform a specific function for a
Dealer that allows the third party to access Protected Dealer Data or to
write data to a Dealer Data System, or both, to carry out the specified
function.” 180 For example, a Dealer might contract with an Authorized
Integrator to support third party applications for service appointments,
inventory management, and customer relationship management.
6. Types of Data. The PORT statute applies to “Protected Dealer Data,”
which it defines as: (i) “personal, financial, or other data relating to a
consumer that a consumer provides to a dealer or that a dealer otherwise
obtains and that is stored in the Dealer’s Dealer Data System;” and (ii)
“other data that relates to a Dealer’s business operations in the Dealer’s
Dealer Data System.”181 More colloquially, the statute applies to the data

176

Swire has submitted expert declarations on behalf of Authenticom in Authenticom, Inc. v.
CDK Global, LLC, No. 17-cv-318-jdp, 2017 U.S. Dist. LEXIS 109409 (W.D. Wis. July 14,
2017).
177
Swire testified publicly in a preliminary injunction hearing in 2017 in federal court in
Wisconsin. After that hearing, the district court enjoined CDK and Reynolds from
continuing their activities that limited portability. Expert report/ declaration of Peter Swire,
Authenticom, Inc. v. CDK Global, LLC, No. 17-cv-318-jdp, 2017 U.S. Dist. LEXIS 109409
(W.D. Wis. July 14, 2017); Authenticom, Inc. v. CDK Glob., LLC, No. 17-cv-318-jdp, 2017
U.S. Dist. LEXIS 109409, at *1 (W.D. Wis. July 14, 2017), rev’d on other grounds, 874
F.3d 1019, 1020 (7th Cir. 2017). This case study makes no assertions about the validity of
facts in the ongoing litigation; instead, the case study relies on publicly available documents,
and presents facts in the form: “PORT proponents claim” or “PORT opponents claim.”
178
ARIZ. REV. STAT. § 28-4651 (2020).
179
Id. at 3(b).
180
Id. at 1.
181
Id. The definition of “Protected Dealer Data” also includes “motor vehicle diagnostic
data that is stored in a Dealer Data System.” This case study addresses all Protected Dealer
Data except requirements concerning motor vehicle diagnostic data.
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in a DMS that pertains specifically to that dealer’s business operations –
not to data about other dealers.
7. Applicable Law. Arizona Revised Statute (“A.R.S.”) Sections 28-4651 to
28-4655, and similar laws passed in other states.182 The law enables the
Dealer to select and authorize third parties to receive Protected Dealer Data.
The law prohibits what it defines as “cyber ransom,” which means “to
encrypt, restrict or prohibit or threaten or attempt to encrypt, restrict or
prohibit a Dealer’s or a Dealer’s Authorized Integrator’s Access to
Protected Dealer Data for monetary gain.”183 In other words, under the
statute, a DMS provider must permit Protected Dealer Data to be ported to
an Authorized Integrator or other party, where the Dealer so directs. The
law also makes it illegal to otherwise prohibit or restrict a Dealer’s ability
to protect, store, copy, share, or use Protected Dealer Data, including
charging fees for such access.184
V.

DOCUMENTING HOW THE STRUCTURED QUESTIONS ARE CONSISTENT
WITH THE CASE STUDIES AND OTHER RESEARCH TO DATE

Part V “shows the work” for developing the Structured Questions for
the Portability and Other Required Transfers Impact Assessment (“PORTIA”). The methodology for this project began with draft Structured Questions
and then tested the draft against the seven detailed case studies. The Structured
Questions evolved considerably during the research phase of the case studies.
Based on this testing, I gave greater emphasis to how each case study and the
Structured Questions address issues of authentication, secure transmission of
data, and establishing technical standards for sharing data. The sections on
“onward transfer” and “fair, reasonable, and non-discriminatory terms” for
protecting privacy and cybersecurity were added. On the antitrust side, the
importance of lock-in effects to PORT proposals was clarified, and lock-in
effects were distinguished more clearly from network effects. As currently
drafted, the text of the Questions effectively incorporates the lessons from the
case studies and other research to date.

182

The states of Montana, North Carolina, and Oregon have enacted substantively similar
statutes. See H.B. 617, 66th Leg., Reg. Sess. (Mont. 2019); H.R. 3152, 80th Leg. Assemb.,
Reg. Sess. (Or. 2019) enacted on July 2, 2019, and currently in effect; S.B. 384, 2019-2020
Sess., Gen. Assemb. (N.C. 2020).
183
ARIZ. REV. STAT. §§ 28-4651(2), 28-4653(A)(2).
184
Id. § 28-4653(A)(3).
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The work to date provides validation for the Structured Questions as
an effective tool for identifying and assessing the key issues for a PORTability
initiative. The discussion here builds on background research on existing and
proposed PORTability requirements, in both the United States and EU,
including the “Free Flow of Data” Regulation in the EU for non-personal
data.185 It also builds on background research on competition/antitrust issues
for both the United States and EU.186 The text of the Structured Questions
evolved through application to case studies in diverse sectors (financial, health
care, phone, Open Data, and automobile), and under the differing EU and U.S.
legal systems. As currently drafted, the text of the Questions effectively
incorporates the lessons from the research performed to date. Policymakers
and companies can thus use the discussion here to perform their own PORTIAs of PORTability initiatives.
Question 1: Define the challenge or opportunity that leads to a possible
data portability or other required transfer initiative
a) Describe the origination, where the data comes from (who is
subject to a PORT)
b) Describe the destination, where the data goes to (who can trigger
a PORT)
c) Describe the data that is subject to the PORT
d) Describe the applicable law that governs the proposed PORT
policy, regulation, product, or practice
In order to analyze a PORTability requirement, the first step is to
accurately map the relevant data flows. There is no way to understand the
benefits and costs of a PORTability requirement unless one first clearly
describes the data flow.
Question 1(a) asks for the origination —where the data comes from. This
is the entity that is the subject of the PORT obligation and is required to make
data available when the PORT applies. Next, for 1(b), there must be a clear
definition of the destination of the PORT—to whom does the data flow? There
may be multiple possible recipients. For instance, the GDPR’s RtDP has two
major destinations—the individual data subject or, under certain
circumstances, a different controller that receives the data on the individual’s
behalf.187 Defining each recipient class is a useful exercise—the conditions
that apply to the individual’s request may be different than those that apply to
185

FFD Regulation, supra note 14.
Thanks to John Snyder for assistance with U.S. antitrust law and Simon Albert, James
Ashe-Taylor, and Lydia Rachionati for assistance with EU competition law.
187
GDPR, supra note 2, art. 6.
186
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a service that competes with or supplements the original service. For instance,
an individual likely authenticates himself or herself differently than would a
large corporation that exchanges data regularly with the company subject to
the PORT requirement.
Similarly, Question 1(c) indicates there must be a clear understanding
about what data is subject to the PORT. Imagine you are an engineer tasked
with implementing a PORT. Your team must precisely enable the data types
and data fields for which compliance is required. As a policy matter, careful
attention to the scope of data under the PORT is also important. Failure to
approach this task with rigor can lead to confusion. For example, the GDPR
RtDP has puzzling coverage—it applies to only two of the six legal bases for
processing data provided by GDPR Article 6. 188 The right applies to data
processed based on (i) consent or (ii) on a contract, but not to data processed
under (iii) a legal obligation; (iv) to protect the vital interests of a person; (v)
for a task in the public interest; or (vi) where necessary for legitimate
interests. 189 The exception for processing based on legitimate interests is
especially puzzling, given that that basis for processing is used widely by
entities complying with GDPR. 190 More generally, these complexities of
GDPR Article 6 illustrate the practical importance of carefully defining what
data is subject to the PORT.
Question 1(d) asks for a description of the law (or non-legal requirement)
that governs the proposed PORT. Statutory or regulatory obligations, whether
of general applicability or industry specific, provide a baseline for
consideration of any PORTability policy, and must be matched in the
implementation. As described below, some analysis may be required to
confirm: (1) who must transfer data, (2) who can request the PORT, (3) what
data is covered, and (4) what specific legal (or other) provisions apply to each
of these.
Under any regulatory system, perhaps the single most important element is
defining the scope of what entities are covered. It may take careful research to
identify all of the parties subject to a regulatory system. For example, the
Gramm-Leach-Bliley Act (“GLBA”), as described in the U.S. financial

188

GDPR, supra note 2, art. 20.
GDPR, supra note 2, art. 20(1); see also GDPR, supra note 187, recital 68.
190
See generally Richie Koch, Everything you need to know about GDPR compliance,
GDPR.EU, https://gdpr.eu/compliance/ (last visited July 20, 2020) (acting as a guide for
GDPR compliance for small and medium-sized businesses) [https://perma.cc/U2HCDHLT].
189
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services case study, covers “financial institutions.” 191 Although it is
straightforward to determine that a bank is a “financial institution,” there are
some companies that require additional analysis. For instance, the FTC in
2019 issued a proposed rule to add the category of “finder” to those who must
comply with the privacy and security requirements of GLBA.192
Likewise, the lengthy HHS Rule relating to PORTability of health care
information has separate provisions that apply the prohibition on information
blocking to: (1) health care providers; (2) IT developers of certified health IT;
(3) health information exchanges; and (4) health information networks.193 The
scope of the rule’s requirements varies among these four categories.
In many instances, it is relatively straightforward to define who can
request the PORT. As discussed further in the cybersecurity discussion, for
requests from individuals, the main concern is to authenticate the individual
and to exclude unauthorized persons. Authentication can be more complex for
a company claiming to conduct a PORT on behalf of an authorized individual.
The company requesting the data must both authenticate itself and also prove
that it has the requisite consent from the individual.
With respect to what data is covered, the answer can vary greatly
depending on a person’s role in the organization. Article 20 of GDPR says the
RtDP applies “to the personal data concerning him or her”, and more
specifically the personal data that person has “provided to a controller.”194
Also, the data must be transferred “without hindrance.”195 For an attorney,
these words constitute the legal requirement. For a software engineer, however,
those words are merely the starting point. Next, the engineer must “specify
functional and nonfunctional requirements to support business processes, user
interactions, data transforms and transfers, security and privacy requirements,

191

Gramm-Leach-Bliley Act, 16 C.F.R. § 313.3(k)(1) (2020) [hereinafter GLBA] (defining
financial institution as “any institution the business of which is engaging in financial
activities as described in section 4(k) of the Bank Holding Company Act of 1956 (12 U.S.C.
1843(k)). An institution that is significantly engaged in financial activities is a financial
institution.”).
192
The proposed rule would extend the definition of “financial institution” to include “a
finder in bringing together one or more buyers and sellers of any product or service for
transactions that the parties themselves
negotiate.” GLBA, supra note 191, at § 314.2(f)(2)(xiii); 84 Fed. Reg. 13158 (proposed Apr.
4, 2019). Such “finders” have not previously been listed as financial institutions.
193
See 21st Century Cures Act, § 201; see also The Final Rule, supra note 8.
194
GDPR, supra note 2, art. 20.
195
Id.
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as well as corresponding system tests.”196 Similarly, while a lawyer may think
the legal requirement is defined by what is “reasonable” or “proportionate,”
an engineer may respond: “I can’t code for reasonable.” In preparing a PORTIA, the analysis of benefits and costs should take account of the perspectives
of different members of a team. The costs of building a new system for
PORTability may vary enormously, for instance, depending on whether the
requirement applies to a few data fields or a multitude.
Finally, for Question 1(d), the team performing the PORT-IA must
know the full set of applicable requirements. Those requirements may come
from a binding statute or regulation, such as GDPR or the mandates on a U.S.
health IT developer. Other legal requirements may arise that are not from a
statute or regulation. For instance, there may be an internal company policy
that describes which data fields it will transfer. If that internal company policy
is memorialized in a public policy or statement, violating that policy may be
considered a deceptive trade practice, with enforcement by the FTC.197
In conclusion on Question 1, clear definition of the data flow(s) is
essential to an accurate assessment of benefits and costs. Once a clear
definition exists, it is far easier to conduct the PORT-IA. The analysis can
focus on the defined data flows without being distracted by issues that are
irrelevant to the data flows actually within scope.
Data PORTability Benefits:
Question 2: Assess PORT rationales based on competition
a) Does the PORT reduce lock-in effect and facilitate switching to
competing providers? (Note: a lock-in effect can exist even in a
market that is otherwise competitive, such as a low HHI.)
Question 2(a) addresses lock-in effects. The term “lock-in” is evocative—
it is a big problem if someone is locked into a room and cannot get out. In the
physical world, locking someone into a room is generally illegal, triggering
the rules against false imprisonment.198 As a linguistic matter, considering the
196

Peter Swire & Annie Antón, Engineers and Lawyers in Privacy Protection: Can We Just
Get Along?, THE IAPP (Jan. 13, 2014), https://iapp.org/news/a/engineers-and-lawyers-inprivacy-protection-can-we-all-just-get-along [https://perma.cc/AF5N-GTKM].
197
PETER P. SWIRE & DEBRAE KENNEDY-MAYO, U.S. PRIVATE SECTOR PRIVACY (3d ed.
2020).
198
See RESTATEMENT (THIRD) OF INT’L TORTS TO PERS. § 7 (AM. LAW INST., Tentative Draft
No.3-8, 1997) (explaining that “an actor is subject to liability to another for false
imprisonment if: (a) the actor intends to confine the other within a limited area . . .; (b) the
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metaphor of a “lock-in” helps to illuminate why proponents use the term in
justifying each PORT proposal. If the doors and windows are always unlocked
or wide open, then there is little reason to pass a law requiring them to be open.
That is, PORTability proposals exist where critics can claim that something is
locked that should be open.
The case studies illustrate that portability initiatives have sought to
address a wide-range of causes of lock-in, including technological, practical,
contractual, and competitive restraints:
1. Phone portability. The mobile phone provider locks in the customer if
the customer cannot switch to a competing service. Without portability,
social and business contacts may not be able to call the customer.
Historically, this lock-in effect reflected a combination of contractual
and technological barriers to switching.199
2. Banks and competing financial services. Both PSD2 in the EU and
Dodd-Frank in the United States target the problem that a consumer
may get locked in to one bank, without the ability to export transaction
history to a competing bank or innovative fintech service. PSD2
expanded the scope of PSD1 to include “payment initiation services,”
in hopes of reducing lock-in effects even further.200
3. Patient health records. The HHS rule seeks to unlock the ability of a
patient to transfer medical records to innovative apps. 201 The EU
health care case study addresses the problem of the resident of one
Member State being geographically locked-in, unable to travel for
work and vacation and have medical records readily available in other
countries.
4. Auto dealers. It is expensive, in terms of time and money, for an auto
dealer to switch from one Dealer Management System (“DMS”) to
another, so dealers say they are locked in to their current DMS.
5. Open Data. The lock-in for Open Data is more metaphorical. Before
an Open Data initiative, one can consider the government data to be
actor's affirmative conduct causes a confinement of the other . . .; (c) the other is aware that
he or she is confined . . .; and (d) the other does not consent to the confinement . . . .”).
199
See Appendix 4, Phone Portability Case Study.
200
Council Directive 2015/2366, art. 4 of November 25, 2015, on Payment Services in the
Internal Market, 2015 O.J. (L 337) (EU) [hereinafter PSD2] (“‘[P]ayment initiation service’
means a service to initiate a payment order at the request of the payment service user with
respect to a payment account held at another payment service provider[.]”); Dodd-Frank Act
§ 5533(d).
201
See 42 U.S.C. § 201; see also 21st Century Cures Act: Interoperability, Information
Blocking, and the ONC Health IT Certification Program, 84 Fed. Reg. 7424 (Mar. 4, 2019)
(to be codified at 45 C.F.R. §§ 170, 171).
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“locked away,” inaccessible to the general public. With an Open Data
requirement, the data is unlocked.
6. The GDPR right to data portability. One important motivation for the
inclusion of the RtDP in GDPR was to address concerns that
individuals would get locked-in to digital platforms, without a ready
way to export their own data.202
7. The Free Flow of Data Regulation. An important motivation for the
FFD Regulation was to address “various lock-in issues.”203
For competition purposes, it is relevant that lock-in problems can arise
even in the absence of a concentrated market. Put another way, there need not
be a monopoly or dominant firm in order for a lock-in effect to exist. For
example, the U.S. banking market for domestic deposits lacks a dominant firm.
The largest firm in the market is JP Morgan Chase, which has roughly a 10%
market share for domestic deposits.204 Second, consumer lock-in for mobile
phone numbers does not seem to depend on market concentration. Absent a
regulatory obligation, even a small carrier would have rational incentives to
make it difficult for subscribers to leave.205
These two examples illustrate that lock-in may be due to high
switching costs, rather than the existence of monopoly power at the moment
the consumer chooses a mobile carrier or bank. For mobile phones, the
switching costs are due to the hassle of telling everyone the new number, plus
the calls the individual or company may not receive from social or business
contacts. For banks, scholars have identified a variety of switching costs,
including “transactional costs related to changing a bank account from one
bank to another or to taxes related when closing financial securities earlier
than contractually planned.”206 For consumers considering shifting to a new
202

See GDPR, supra note 2, at art. 20, recital 68.
FFD Regulation, supra note 14.
204
Market Share of Leading Banks in the United States in 2020, by Value of Domestic
Deposits, STATISTA, https://www.statista.com/statistics/727546/market-share-of-leadingbanks-usa-domestic-deposits/ (last visited Nov. 11, 2021) [https://perma.cc/8AU6-G6ZJ].
205
The carrier would have an incentive to make it difficult for the customer to leave if the
value to the carrier of locking in the customer exceeds the value to the carrier of offering
consumers an easy way to port the phone number to a different carrier. Suppose, for
example, that a barrier to leaving gains the carrier $50 on average in customer retention,
while customers would only pay $10 on average to have an easy mechanism for porting.
Under those facts, it is rational, even in a competitive market, for the carrier to make it
difficult to leave.
206
Damien Egarius & Laurent Weill, Switching costs and market power in the banking
industry: The case of cooperative banks, 42 J. OF INT’L FIN. MKT., INST. MONEY 155, 156
(2016).
203
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fintech company, such as to consolidate all of a family’s financial records, a
particularly high switching cost may be retrieving the transactional history and
other historical records from the previous bank. Thus, even where financial
markets have numerous competitors, a PORT requirement may facilitate
consumers having the ability to move that historical record to a new firm.
In conclusion, the prominence of lock-in effects in all the case studies
suggests the importance of identifying the cause of lock-in effects early in
consideration of a PORT initiative. To determine the benefits of a PORT
initiative, determine what data is actually locked-in, as well as the benefits that
would result from unlocking. In the absence of a coherent story of lock-in, it
may be hard to justify requiring a PORT.
b) Does the PORT reduce network effects that might exist even after
users have the right/capacity to transfer their data?
Question 2(b) addresses network effects. There are two important
types of networks effects. Direct network effects cause a customer to value a
service, network, or platform more as the number of users increases. 207
Indirect network effects can be generated where the growth of one side of a
platform (such as user engagement) leads to increased demand on the other
side of the platforms (such as advertising).208 Both types of network effects
have been cited as barriers to entry that protect incumbent social networks and
other digital platforms, and therefore are a central rationale for PORT
initiatives related to platforms and other multi-sided markets.209
Perhaps surprisingly, network effects have been much less prominent
explanations for the PORT initiatives examined in the case studies:
1. Phone portability. This case study shows an important interaction of
technical interoperability with PORT requirements. For phone calls,
there is a long history of interoperability, in the sense that subscribers
to one carrier, such as AT&T, can easily make a call to subscribers of
another carrier, such as T-Mobile or a new start-up. In this respect,
207

See generally David S. Evans & Richard Schmalensee, Network Effects: March to the
Evidence, Not to the Slogans, COMPETITION POLICY INT’L, INC. (2017),
https://mitsloan.mit.edu/shared/ods/documents/?Publication
DocumentID=4243 (discussing indirect and direct network effects, and an economist’s
perspective that the normalized “winner-take-all notion” has been disproven in some
instances) [https://perma.cc/T9QF-BDBX].
208
Id.
209
See infra Appendix 4: U.S. and EU Phone Number Portability.
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easy interoperability reduces or eliminates the network effect of a
consumer choosing the largest carrier. 210 The rationale for phone
number portability thus appears to rely much more on high switching
costs, as discussed above, rather than on network effects.
2. Financial services. A system for payment services can have strong
network effects—the more places a credit card can be used, for
instance, the greater value to consumers. The PSD2 and U.S. case
studies, however, do not seem primarily to involve individual firms
taking advantage of that sort of network effect. Instead, the focus of
the PORT initiatives is more on opening the traditional banking
industry to fintech competitors. European competition regulators
brought an action against the banking industry’s European Payments
Council, leading to the opening the payments system to non-banks on
a fair, reasonable, and non-discriminatory basis.211 Similarly, a major
theme in the United States has been to assure that non-banks can interoperate with the banking system.
3. Health care. The U.S. health case study offers some lessons concerning
network effects. One way to view the recent HHS regulation is that it
encourages “multi-homing” —where patients so choose, the patient
data can port to new apps, as well as continuing to reside within the
traditional healthcare providers and insurers.212 This porting has the
potential to create network effects for apps that enter the market, where
such apps could offer improved services to patients, such as better data
analysis, if more patients use the app. A secondary theme for the HHS
regulation may be to reduce the advantages of network effects on the
largest existing databases of health data, but combatting incumbents’

210

There may be other network effects. For instance, a large network may find it more
economical to invest in a large network of cell towers. A small competitor may lack the
budget to build cell towers, and thus its subscribers may have to pay a higher price or
receive a lower-quality service. The point in the text is that there is effective interoperability for the subscriber of one service to call subscribers of the other services –
choosing a carrier therefore does not create network effects in the ability to call more
people.
211
See European Comm’n Case 39876 Payment Network / EPC of 5 Oct. 2011,
https://ec.europa.eu/competition/
elojade/isef/case_details.cfm?proc_code=1_39876 (Apr. 4, 2019) [https://perma.cc/QVL6YNLU]; See also European Commission Press Release, Antitrust: Commission closes
investigation of EPC but continues monitoring online payments market (June 13, 2013),
https://europa.eu/rapid/press-release_MEMO-13-553_en.htm [https://perma.cc/3KMXLLDU].
212
See 21st Century Cures Act, 114 Pub .L. No. 255, 114 H.R. 34 (enacted 2016); see also
The Final Rule, supra note 8.

120

GEORGETOWN LAW TECHNOLOGY REVIEW

2022

network effects has not been a primary theme in justifying the
PORT.213
4. Auto dealers. Network effects are not a primary theme in the
competition analysis of the U.S. state laws concerning auto dealers and
dealer management software.
5. The Open Data case study concerns PORT requirements on
government agencies and does not implicate antitrust law and network
effects.
In contrast, the importance of network effects to social networks and
other digital platforms becomes more apparent. By definition, social networks
are likely to exhibit strong network effects: the ability to connect with many
people is a prime attraction for users.
c) Does the PORT reduce any effect on competition from abuse by a
dominant firm? For instance, does the PORT reduce the ability of
a dominant firm to impose anti-competitive contract provisions or
deny access to an essential facility?
Question 2(c) addresses how abuse by a dominant firm affects
competition. The role of a dominant firm is important to PORT initiatives in
at least two ways. First, a dominant firm may be able to exert market power in
various ways, including raised prices and lower quality. Lack of portability
can be an example of lower quality – the users may have preferences to transfer
their data, and would benefit if they could (i.e., gain greater consumer surplus),
but the dominant firm fails to provide portability. Second, mandatory
PORTability is a potentially attractive remedy for abuse by a dominant firm.
The ability to gain access to data can arguably facilitate and encourage nascent
competitors and help create or restore competition to a market segment
previously controlled by a dominant firm. This approach may be attractive
because it is less drastic than other possible remedies, such as breaking up a
dominant firm.
As discussed in Part II, EU competition law has broader theories of
liability concerning dominant firms than U.S. antitrust law. Article 102 TFEU
prohibits undertakings, which are dominant within a relevant European market
or a substantial part of it, from abusing their market power. 214 A firm is
considered to be dominant when it is able to behave “independently of its
213

The EU case study primarily concerns overcoming barriers to expanding the geographic
scope of health markets, and combatting network effects has not been a major theme.
214
Consolidated Version of the Treaty on the Functioning of the European Union art. 102,
May 9, 2008, 2008 O.J. (C 115) 89 (ex Article 82 TEC) [hereinafter TFEU].
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competitors, its customers and ultimately of consumers.”215 The Commission
uses various tools to determine dominance; it has stated that dominance is not
likely with market share below 40%,216 and that market shares above 50% may
lead to a rebuttable presumption of dominance.217 European competition law
places on dominant companies a special responsibility to act fairly on the
market. 218 For a firm considered ‘dominant,’ imposing certain contractual
restrictions or acquiring certain contractual rights could be abusive, as well as
refusing to deal with third parties seeking access to essential inputs or facilities.
Competition authorities in Europe have also brought enforcement, including
against Google, on the theory that the company was a dominant firm,
discriminating in search results in favor of its own services.
By contrast, U.S. antitrust law lacks a comparable counterpart to
Article 102. Generally, even dominant firms are encouraged to compete
aggressively, and run afoul of U.S. antitrust law when they engage in
“exclusionary conduct.” 219 Historically, the closest doctrinal match to
Europe’s special responsibility would attach in the narrow circumstances
where a monopolist was found to control an “essential facility,” thereby
reducing any plausible competition.220 Where such an essential facility exists,
215

Guidance on the Commission's enforcement priorities in applying Article 82 of the EC
Treaty to abusive exclusionary conduct by dominant undertakings, at para. 10, 45 COM
(2009) 7 final (Feb. 24, 2009).
216
Id. at para. 14.
217
See Case C-62/86, AKZO Chemie BV v. Comm’n of the Eur. Cmtys., 1991 E.C.R. I3453, para. 60.
218
E.g., Case 322/81, Nederlandsche Banden Industrie Michelin (Michelin I) v. Comm’n,
1983 E.C.R. 3461, para. 57; Case T-83/91, Tetra Pak v. Comm’n (Tetra Pak II), 1993 E.C.R.
II-755, para. 114; Case T-111/96, ITT Promedia v. Comm’n, 1998 E.C.R. II-2937, para.
139; Case T-228/97, Irish Sugar v. Comm’n, 1999 E.C.R. II-2969, para. 112; Case T203/01, Michelin v. Comm’n (Michelin II), 2003 E.C.R. II-4071, para. 97.
219
See 15 U.S.C. § 2 (2018); see also Verizon Commc’ns., Inc. v. Law Offices of Curtis V.
Trinko, LLP, 540 U.S. 398, 407 (2004); U.S. v. Grinnell Corp., 384 U.S. 563, 570-71 (1966)
(holding that “[t]he offense of monopoly under § 2 of the Sherman Act has two elements:
(1) the possession of monopoly power in the relevant market and (2) the willful acquisition
or maintenance of that power”).
220
See e.g., Case 322/81, Nederlandsche Banden Industrie Michelin v. Comm’n 1983 E.C.R.
3461 (Michelin I), para. 57; Case T-83/91 Tetra Pak v. Comm’n (Tetra Pak II) 1993 E.C.R.
II-755, para. 114; Case T-111/96 ITT Promedia v. Comm’n 1998 E.C.R. II-2937, para. 139;
Case T-228/97 Irish Sugar v. Comm’n, 1999 E.C.R. II-2969, para. 112; and Case T-203/01,
Michelin v. Comm’n, 2003 E.C.R. II-4071 (Michelin II), para. 97. See Opinion of Attorney
General Jacobs on Case C-7/97, Oscar Bronner GmbH & Co. KG v. Mediaprint Zeitungsund Zeitschriftenverlag GmbH & Co. KG and Others (May 28, 1998), https://eurlex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:61997CC0007&from=EN (“An
essential facility can be a product such as a raw material or a service, including provision of
access to a place such as a harbour or airport or to a distribution system such as a
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a logical remedy is to require the facility to mandate access, such as through
PORTability obligations. Today, the essential facilities doctrine is rarely
successful. 221 However, the FTC and other regulators are apparently
contemplating imposing data PORTability as a remedy for a broader range of
antitrust concerns, including, for example, as a remedy for prior acquisitions
challenged under the antitrust laws.222
Concerns about dominant firm behavior have been prominent
rationales for PORTability requirements applied to digital platforms.
Facebook was specifically mentioned in the legislative history for the Article
20 RtDP. The ACCESS Act in the United States and the recommendations of
the UK CMA illustrate the regulatory interest in spurring PORTability to
address perceived risk to competition by incumbent digital platforms.223 Such
initiatives can be based on legislators’ views about possibly dominant
behavior, without the need for proof or adjudication of a violation of antitrust
or competition laws.
Importantly, the case studies illustrate that PORT initiatives can be
initiated even in the absence of a finding that market participants have
undertaken conduct actionable under general EU competition or U.S. antitrust
law. The auto dealer case study illustrates the possibility of ex ante regulation
instead of ex post enforcement of general antitrust rules. Dealers and thirdparty software providers are currently pursuing an antitrust lawsuit against the
two largest DMS providers, alleging among other things an illegal, contractual

telecommunications network. In many cases the relationship is vertical in the sense that the
dominant undertaking reserves the product or service to, or discriminates in favour of, its
own downstream operation at the expense of competitors on the downstream market. It may
however also be horizontal in the sense of tying sales of related but distinct products or
services.”) [https://perma.cc/BP53-9XQB].
221
See PHILLIP AREEDA & HERBERT HOVENCAMP, FUNDAMENTALS OF ANTITRUST LAW
(Wolters Kluwer Law & Business, Aspen Publishers 4th ed., 2011).
222
See, e.g., Conner, supra note 46 (“[W]e may require the merged firm to affirmatively
engage in behaviors, or enter into agreements to license assets and provide other competitive
resources to new entrants…. The breadth of additional relief that may be considered include
obligations to provide inputs, distribution, access or other rights, data, or supply of products
and services to one or more entrants on specified terms or a non-discriminatory basis for
some period of time.”).
223
See ACCESS Act of 2019, supra note 63; COMPETITION MARKETS & AUTHORITY Online
platforms and digital advertising: Market study interim report, 1, 228 (2019),
https://assets.publishing.service.gov.uk/media/
5dfa0580ed915d0933009761/Interim_report.pdf [https://perma.cc/9367-QEZ8]; see also
supra notes 116-21 (discussing CMA studies).
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restraint of trade by two firms with high market power.224 At the same time,
without waiting for a court determination of antitrust liability, Arizona and
other states have already enacted legislation to allow Dealers to transfer Dealer
Data to their authorized third-party software providers.225
In conclusion, a PORT-IA should consider any claim about abuse of a
dominant market position under the law applying in that jurisdiction and
evaluate the extent to which the PORT initiative would remedy any such abuse.
More than for other theories of harm, the legal doctrines currently vary
considerably under EU competition and U.S. antitrust law. A strict finding of
legal liability is not necessary, however, as a predicate for legislative action to
address concerns about dominant firms.
d) Does the PORT reduce barriers to entry in ways that made it
easier for competitors to gain necessary scale?
Reducing barriers to entry is one of the most commonly cited ways in
which data portability has been advocated as a remedy for competition
concerns. Incumbent firms, particularly digital platforms, have been viewed
as the beneficiaries of network effects that result in a competitive tipping point,
leading to a “winner take all” situation. 226 Access to an incumbent’s data
through PORT initiatives may facilitate a nascent competitor’s efforts to
obtain necessary scale and to facilitate switching in sufficient numbers to
overcome these barriers to entry.
The case studies illustrate ways in which data PORTability initiatives in a
range of industries have been implemented with the goal of overcoming
barriers to entry:
• In the EU, significant areas of the payments market had remained
fragmented along national borders. The Payment Services Directives
sought to address both (a) geographic barriers to entry, existing
previously in national markets; and (b) product barriers to entry, to

224

Dealer Mgmt. Sys. Antitrust Litig. v. CDK Glob., No. 18-cv-864, 2018 U.S. Dist. LEXIS
214398, at 21 (N.D. Ill. Oct. 22, 2018) ("Defendants CDK and Reynolds control close to 80
percent of the United States market by number of dealers and approximately 90 of the
United States market by vehicles sold.").
225
See e.g. ARIZ. REV. STAT. §§ 28-4651 to 28-4655 (2019) (also known as the Dealer Data
Security Law); see also David Muller, supra note 175.
226
See David McIntyre, Beyond a ‘Winner-Takes-All’ Strategy for Platforms, MIT SLOAN
MGMT. REV. (Jan. 3, 2019), https://sloanreview.mit.edu/article/beyond-a-winner-takes-allstrategy-for-platforms/ [https://perma.cc/LT68-ZM2D].
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allow entry by fintech and other competitors to provide consumers
with new services, such as mobile payments.227
For U.S. health care, a significant goal of the HHS rule was to reduce
barriers to entry for smartphone apps and other non-traditional
participants in the health care system.228
Reducing barriers to entry appears to be a secondary goal for the EU
health care initiative.229 The emphasis has been more on enabling a
data subject to receive health care in a different Member State, rather
than enabling new competitors to sell services in a different country.
The Arizona statute sought to reduce barriers to entry in the market for
software services used by automobile dealers. 230 Under the statute,
Dealers can choose to buy from Authorized Integrators, who were
previously denied access to the two largest DMS Providers.231
Open Data proponents have discussed positive competitive effects for
government procurement, such as by enabling new entrants to bid
effectively.232 The magnitude of any such effect is unclear and appears
to vary by program. Outside of the government procurement context,
reduction of market power of dominant firms has been at most a
secondary rationale for Open Data initiatives.

e) Are there any other competition rationales for the PORT?
Although there were not particular examples in the case studies, there may
be other competition considerations in addition to the four theories discussed
already – lock-in, network effects, dominant firm behavior, and reducing
barriers to entry.
The Open Data discussion suggests a conceptual limit on the likely
benefits to competition due to PORTability. Conceptually, Open Data in the
227

Directive 2007/64 of the European Parliament and of the Council of 13 November 2007
on Payment Services in the Internal Market, 2007 O.J. (L 319) (EC) (repealed by PSD2)
[hereinafter PSD1]; PSD2, supra note 200.
228
See 21st Century Cures Act, 114 P.L. 255, 114 H.R. 34 (enacted 2016); see also The
Final Rule, supra note 8.
229
See The New European Interoperability Framework, EUROPEAN COMMISSION,
https://ec.europa.eu/isa2/eif_en (last visited Jan. 29, 2020) [https://perma.cc/GA2N-5KJE];
see also Refined eHealth European Interoperability Framework, EHEALTH NETWORK (Nov.
23, 2015), https://ec.europa.eu/health/sites/health/files/ehealth/
docs/ev_20151123_co03_en.pdf [https://perma.cc/YU7H-DYX4].
230
See ARIZ. REV. STAT. §§ 28-4651-28-4655.
231
Id.
232
See Jan Whittington et al., Push, Pull, and Spill: A Transdisciplinary Case Study in
Municipal Open Government, 30 BERKELEY TECH. L. J. 1899, 1912 (2015).
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public sector is equivalent to maximum PORTability in the private sector –
the maximum amount of data is available to data recipients at zero or low cost.
Nonetheless, even with easy and free access to data, often there are little or no
innovation or other business impacts from a particular Open Data dataset.
Similarly, modest benefits can easily exist in the private sector, even where
there are extensive PORTability requirements, unless the data that is subject
to the PORT is economically useful.
Question 3: Assess innovation and other commercial benefits due to the
PORT
a) Apart from any pro-competitive effects on existing markets, what
commercial innovation may result due to the PORT?
b) Are there any other significant commercial benefits?
1. Open Data proponents claim that the data enables innovative new
market entrants. 233 Positive examples may include apps, such as
weather apps, traffic apps, restaurant health violation apps, and crime
and safety apps.234 Open Data initiatives have also been promoted as
spurring growth of new businesses in general. 235 In practice, the
innovation and commercial benefits are quite possibly smaller than
some proponents have envisioned—the supply of data from an Open
Data initiative is not necessarily matched with the demand for data by
potential entrants.
2. Large-scale PORTs at the enterprise level. Conceptually, proposals for
large-scale PORTs in the private sector are similar to Open Data
mandates in the public sector: the mandate requires openness for a
category of data. For both, the openness is subject to constraints, such
as for privacy and security. In addition, the supply of data under the
initiative may not prove a good match for the demand for data, creating
less innovation and competition than proponents had hoped.
3. U.S. financial services. Proponents have emphasized how portability
may lead to innovation, such as by facilitating entry of a broader range
of fintech companies who can compete with traditional banks. 236
233

See, e.g., Open government data powers software applications that help consumers make
informed decisions, DATA.GOV, www.data.gov/consumer/consumer-apps-page (last visited
Jan. 2020) [https://perma.cc/7VCE-DGDS]; see also Stefaan Verhulst & Andrew Young,
Open Data Impact: When Demand and Supply Meet, GOVLAB (Mar. 2016),
https://www.thegovlab.org/static/files/publications/open-data-impact-key-findings.pdf
[https://perma.cc/3PC6-PVC6].
234
See id.
235
See id.
236
See U.S. DEPT. OF TREASURY, A FINANCIAL SYSTEM THAT CREATES ECONOMIC
OPPORTUNITIES: NONBANK FINANCIALS, FINTECH, AND INNOVATION, 31-33 (Report on
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Similarly, PSD2 stated: “the current degree of innovation in the field
of payments might lead to the rapid emergence of new payment
channels in the forthcoming years.”237
4. U.S. and EU health care. The U.S. prohibition on information blocking
is designed to reduce the ability of incumbents to insist that local
physicians adopt a particular electronic health record platform,
opening the possibility of innovative services.238 The mandatory APIs
are designed to enable patients and others to take advantage of
innovations such as smartphone apps.239 By contrast, the focus of the
EU health care PORTability initiative is on smoother data flows among
incumbent health systems.240 There is far less focus on moving patient
data from traditional providers to innovations such as smartphone apps.
5. U.S. automobile dealers. Proponents of the PORT claim that CDK’s
and Reynolds’ limits on transfers impair competition in the app market,
reducing the possibility of new entrants and innovation in provisioning
software services to Dealers.
Question 4: Assess non-commercial benefits due to the PORT
a) Apart from competition and commercial effects, does the
PORT provide benefits for user autonomy, user control over
information, or other individual benefits?
A major, repeatedly used rationale for PORTability is to provide users
with greater control over “their” data. This idea of user control over data is
often called “user autonomy” or “freedom of choice.”241
Executive Order 13772, 2018) (Professor Barr notes, “As a drafter of the provision that
became §1033, I can state that the scope of the provision was intended to be broad –
providing a framework for customer access that would encourage competition and
innovation, including through the use of third-party providers and aggregators. The Treasury
Department has taken a similar view.”); see also PLAID, Plaid Unveils Investments by Citi
Ventures and American Express Ventures, PRNEWSWIRE (Feb. 6, 2017),
http://www.prnewswire.com/news-releases/plaid-unveils-investments-by-citi-ventures-andamerican-express-ventures-300402531.html (Both Citi and American Express announced
investments in data aggregator Plaid (joining Goldman Sachs), citing the goal of “better
access to clean, high-quality financial data, enabling innovation and a secure infrastructure
for the financial services ecosystem.”) [https://perma.cc/P8KE-85Z8].
237
PSD2, supra note 200, at recital 67
238
See 21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health
IT Certification Program, 85 Fed. Reg. 25642, 25643-44 (May 1, 2020).
239
Id. at 25924.
240
See GDPR, supra note 2, at 45.
241
See, e.g., Angela Daly, The Internet, User Autonomy and EU Law (May 17, 2016)
(unpublished working paper) (on file with the Social Science Resource Network),
https://poseidon01.ssrn.com/delivery.php?ID=
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The GDPR RtDP illustrates the importance of user control over data.
The portability requirement is not simply about enhancing competition
– small companies face the same portability requirements under
Article 20 as monopolists.242
U.S. financial services. The Consumer Financial Protection Bureau
published nonbinding principles in October 2017 that expressed a
vision of consumers “enhanc[ing] their financial lives when they
control information regarding their accounts or use of financial
services.” 243 Similarly, PSD2 emphasized freedom of choice. The
goals of PSD2 are to provide individual bank customers a greater
freedom of choice in selecting payment providers and accessing new
entrants and innovative providers, in addition to any improved price
and quality that results from greater competition.244

70102006811110110208011509407312310605005102600703401002811806807411501909
91020870740520060960990981230621200861270780981180001210510660220580930701
23030003014102080025003000087076064116076107003095075124006109102023110010
005105023096064009028018004090&EXT=pdf&INDEX=TRUE [perma.cc/5WTKRWUH]; Ernest A. Young, Protecting Member State Autonomy in the European Union:
Some Cautionary Tales from American Federalism, 77 N.Y.U. L. REV. 1612 (2002).
242
See GDPR, supra note 2, at 45.
243
Consumer Protection Principles: Consumer-Authorized Financial Data Sharing and
Aggregation, CONSUMER FIN. PROT. BUREAU (Oct. 18, 2017),
https://www.consumerfinance.gov/data-research/research-reports/consumer-protectionprinciples-consumer-authorized-financial-data-sharing-and-aggregation/
[https://perma.cc/GY4B-EW2S]. Commenters complain that little progress has been made
toward that vision. See Capital One, Comment Letter on Consumer Financial Protection
Bureau Symposium on Consumer Access to Financial Records, Section 1033 of the DoddFrank Act (Feb. 18, 2020), https://files.consumerfinance.gov/f/documents/cfpb_heironimusstatement_symposium-consumer-access-financial-records.pdf [https://perma.cc/2KRBFWSX] (“Unfortunately, two years later, consumers continue to lack a sufficient
understanding of aggregator and fintech data sharing practices and are not offered a
meaningful opportunity to consent or object to the privacy and data sharing practices of
these services.”). A Clearing House survey found that most consumers had little
understanding of how their data was accessed by third-party providers. See THE CLEARING
HOUSE, CONSUMER SURVEY: FINANCIAL APPS AND DATA PRIVACY (2019),
https://www.theclearinghouse.org/-/media/New/TCH/Documents/Data-Privacy/2019-TCHConsumerSurveyReport.pdf [https://perma.cc/E6M9-MC5E]. The Financial Data Exchange,
representing almost 100 financial institutions, aggregators, and companies that use financial
information, also has among its core principles that consumers “should have access to their
data” and “be able to permission their financial data for services or applications” of their
choice. The Global Industry Standard for Consumer Access to Financial Data, FIN. DATA
EXCH. 6, https://financialdataexchange.org/pages/white-paper (last visited July 20, 2020)
[https://perma.cc/XAE2-7U9K].
244
See PSD2, supra note 10, at 36 (“The continued development of an integrated internal
market for safe electronic payments is crucial in order to support the growth of the Union
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Phone number portability provides consumers greater autonomy over
their phone numbers because they can respond to price and service
changes without having to change their telephone number. This is
especially true for business customers whose costs could include
revising marketing materials, keeping track of customers’ information
once they change numbers, and the possibility of losing customers
because a business changed its phone number.
For both U.S. and EU health care, improved patient choice and control
over information have been important rationales for the PORTability
requirements.
User control can refer to companies, and not only to individuals. User
control is a rationale for several of the PORT initiatives, so that
companies can control “their” data:
o The HHS regulation requires a certified IT health software
provider to enable transfer “without special effort” of a medical
provider’s data to a competing IT software provider.245
o The Arizona auto dealer statute requires Dealer Data Providers
to follow directions of Dealers on the ability to access and
transfer Dealer Data.246
o A principal goal of the FFD Regulation is to enable companies
to port “their data from one service provider to another or back
to their own information technology (IT) systems, not least
upon termination of their contract with a service provider.”247
o Phone number portability benefits business customers, so that
they can change their phone number(s). Otherwise, shifting to
new phone numbers could include costs such as revising
marketing materials, keeping track of customers’ information

economy and to ensure that consumers, merchants and companies enjoy choice and
transparency of payment services to benefit fully from the internal market.”); see also id.
(“This should generate efficiencies in the payment system as a whole and lead to more
choice and more transparency of payment services while strengthening the trust of
consumers in a harmonized payments market.”); see also id. at 43 (“This Directive should
specify the obligations on payment service providers as regards the provision of information
to the payment service users who should receive the same high level of clear information
about payment services in order to make well-informed choices and be able to choose freely
within the Union.”); see also id. at 46 (“The issuing of a card-based payment instrument by
a payment service provider, whether a credit institution or a payment institution, other than
that servicing the account of the customer, would provide increased competition in the
market and thus more choice and a better offer for consumers.”).
245
21st Century Cures Act, supra note 8, at §§ 170, 170.404(a).
246
See ARIZ. REV. STAT. § 28-4651 (LexisNexis 2019).
247
FFD Regulation, supra note 14, at 60.
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once they change numbers, and the possibility of losing
customers because a business changed its phone number.
Many or most Open Data initiatives occur without an opt-in or opt-out
by the individual person in the dataset. Because individuals have little
control in determining the data that is published, they have little means
of mitigating their own individual privacy concerns and are ultimately
reliant on the government agency to erect adequate privacy protections
around the data that is released.
b) Apart from competition and commercial effects, does the
PORT provide any public benefits, such as research for the
benefit of the public?

•
•

•

248

HHS hopes that the interoperability rule’s information transfers will
benefit medical research.248
Proponents of Open Data have emphasized how it contributes to
scientific research, for areas including, but not limited to, medicine,
environmental science, social sciences, computer science, and
agricultural and biological sciences.249 National open data portals are
cited in scientific research more frequently than local portals, likely
because national portals tend to include more data sets. 250 Beyond
scientific research,
Proponents of Open Data have identified a range of possible public
benefits, beyond scientific research. For example: (1) Open Data can
be relevant for legal proceedings. 251 (2) NOAA weather data has
“significantly lowered the economic and human costs of weatherrelated damage through forecasts.”252 (3) Opening Global Positioning
System data has “improved safety, emergency response times and

See Kathy Kenyon, Overcoming Contractual Barriers to EHR Research, HEALTH
AFFAIRS (Oct. 14, 2015), http://healthaffairs.org/blog/2015/10/14/overcoming-contractualbarriers-to-ehr-research/ [https://perma.cc/GZ8L-YR77]; see also The Final Rule, supra
note 8.
249
An Yan & Nicholas Weber, Mining Open Government Data Used in Scientific Research,
INFO. SCHOOL, UNIV. OF WASH. (Mar. 24, 2018), https://arxiv.org/pdf/1802.03074.pdf
[https://perma.cc/E8HY-ULTA].
250
Id. at 5.
251
See Stefaan Verhulst & Andrew Young, When Demand and Supply Meet, OPEN DATA
IMPACT, 13 (Mar. 2016), https://www.thegovlab.org/static/files/publications/open-dataimpact-key-findings.pdf (discussing how, in a lawsuit, Ohio residents used a map derived
from open data to prove that the distribution of clean water in their town was racially
inequitable) [https://perma.cc/H5D8-YRDL].
252
Id.
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environmental quality.”253 (4) The Opioid Mapping Initiative created
a comprehensive map to address the opioid crisis.254
Question 5: Assess regulatory or legal benefits of the initiative
a) As a result of the PORT, would consumers receive any legal
benefits, such as expanded coverage of consumer protection laws?
b) Would any other actors receive any legal benefits, such as
enforceability of contracts?
Beyond possible use of Open Data information in a lawsuit, the case studies
did not provide any significant illustrations of such legal benefits. This
question is included for symmetry with Question 12, which discusses legal
harms from a PORT requirement, such as loss of consumer protection or
intellectual property rights.
Question 6: Assess any reduced benefits due to lack of technical or market
feasibility
a) Are there technical obstacles to realizing the hoped-for benefits of
the PORT? For instance, the data may be of poor quality or
available in an incompatible format.
•

•

•

253

Phone number portability for the United States did not become
generally operative until seven years after passage of the
Telecommunications Act of 1996. 255 One important reason for the
delay was the lack of technical means to ensure successful transfer of
the phone number from one carrier to another.
For EU financial services, despite mandates and deadlines for
achieving interoperability, there have been repeated delays in meeting
requirements for APIs and other components needed for effective
implementation.
For EU health care, the exchange of ePrescription/eDispensation and
Patient Summaries data relies on the voluntary cooperation of health
authorities connecting to the eHealth digital service infrastructure
(eHDSI). 256 It appears that this voluntary approach to technical
standards has led to even more delays than the mandatory approaches

Id.
Id.
255
See Kessing, supra note 160.
256
See My Health in the EU: Digital Exchange of ePrescriptions and Patient Summaries,
EUR. COMM’N 1, 4 (2019),
https://ec.europa.eu/health/sites/health/files/ehealth/docs/2019_ecrossborder_healthservices_
qa_en.pdf [https://perma.cc/3XAE-PWPH].
254
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under the Open Banking program in the UK. There are continued,
serious problems of incompatible health IT systems across the Member
States.257
b) Are there market obstacles to realizing the hoped-for benefits of
the PORT? For instance, the demand for data may not fit well with
the available supply of data from the PORT.
•
•
•

•

257

For Open Data, data sets are often published in a manner that can be
accessed and analyzed manually but cannot be readily used by
software programs.258
Once Open Data is published (and businesses may begin to rely upon
that data), data may not be updated in a complete and timely manner.
For Open Data, there has been a disconnect between the supply of
public sector data and the demand for that data. Agencies appear to
tend to publish data without proof whether it is the type of data that is
useful to businesses and individuals.
For EU health care, the technical problems described above are
compounded by the fact that each Member State retains the
competency to govern its own health policy, and national markets for
health care are mostly separate. In the absence of any regulatory
requirements at the EU level, progress on interoperability and
PORTability has remained very slow, despite numerous policy
statements supporting such initiatives.259

See Directive 2011/24, of the European Parliament and of the Council of 9 March 2011
on the Application of Patients’ Rights in Cross-Border Healthcare, 2011 O.J. (L 88) 45, 52
(stating that “widely different and incompatible formats and standards are used for provision
of healthcare using ICTs throughout the Union, creating both obstacles to this mode of
cross-border healthcare provision and possible risks to health protection”).
258
Erna Ruijer & Albert Meijer, Open Government Data as an Innovation Process: Lessons
from a Living Lab Experiment, 43 PUB. PERFORMANCE & MGMT. REV. 613, 626 (2020),
https://www.tandfonline.com/doi/epub/10.1080/15309576.2019.1568884?needAccess=true
[https://perma.cc/REZ4-YY9H]; see also Alison Gill et al., The State of the Union of Open
Data, DATA FOUND. (Nov. 14, 2016), https://www.datafoundation.org/state-of-the-union-ofopen-data-2016 [https://perma.cc/NF29-USNF].
259
See, e.g., Commission Recommendation of 2 July 2008 on Cross-Border Interoperability
of Electronic Health Record Systems, O.J. (L 190) 37, https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32008H0594&from=GA [https://perma.cc/4GDV6Y64]; Commission Communication Towards Interoperability for European Public
Services, COM (2010) 744 final (Dec. 16, 2010), https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=CELEX:52010DC0744&from=EN [https://perma.cc/F362UT49]; Commission Recommendation (EU) 2019/243 of 6 February 2019 on a European
Electronic Health Record Exchange Format, O.J. (L 39) 18, https://eur-lex.europa.eu/legal-
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c) Note – reserve discussion of privacy, cybersecurity or other
specific risks for discussion below of Data PORTability Risks and
Costs.
Question 7: Assess incentives for those presenting evidence of benefits.
a) What parties have an economic or other incentive to support the
PORT? Explain the incentives. Assess the asserted benefits in light
of the incentives of some actors to support the initiative. Just
because a party has an economic interest to support or oppose an
initiative does not mean the facts it cites are incorrect; however,
assess the evidence supporting the initiative in light of possible bias.
Where available, identify evidence based on sources that are as
objective as possible.
•

•

EU and U.S. financial services. An important rationale for the benefits
of PSD and U.S. financial services portability has been to enable nonbanks to compete with banks. 260 Non-banks have often favored the
PORT initiatives while banks have sometimes opposed.
U.S. automobile dealers. Automobile dealers and software providers
have filed lawsuits against CDK and Reynolds, alleging that those
providers’ contracts, and the limits on PORTability, violate the
antitrust laws.261

Data PORTability Risks and Costs:

content/EN/TXT/PDF/?uri=CELEX:32019H0243&from=EN [https://perma.cc/9YPAKSN4].
260
U.S. DEP’T OF THE TREASURY, A FINANCIAL SYSTEM THAT CREATES ECONOMIC
OPPORTUNITIES: NONBANK FINANCIALS, FINTECH, AND INNOVATION 31–33 (2018),
https://home.treasury.gov/sites/default/files/2018-08/A-Financial-System-that-CreatesEconomic-Opportunities---Nonbank-Financials-Fintech-and-Innovation.pdf
[https://perma.cc/QE3H-QCUR]. Professor Barr notes, “As a drafter of the provision that
became §1033, I can state that the scope of the provision was intended to be broad –
providing a framework for customer access that would encourage competition and
innovation, including through the use of third-party providers and aggregators. The Treasury
Department has taken a similar view.” Michael S. Barr, Abigail DeHart & Andrew Kang,
Consumer Autonomy and Pathways to Portability in Banking and Financial Services 4 (U.
Mich. Ctr. on Finance, Law & Policy, Working Paper No. 19-022).
261
See Authenticom, Inc. 2017 U.S. Dist. LEXIS 109409, at *1, rev’d on other grounds, 874
F.3d 1019, 1020 (7th Cir. 2017) (Swire submitted expert declarations on behalf of
Authenticom); see also Dealer Mgmt. Sys. Antitrust Litig. v. CDK Glob., LLC, No. 18-cv864, 2018 U.S. Dist. LEXIS 214398 (N.D. Ill. Oct. 22, 2018).
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Question 8: Assess privacy risks from the PORT (alternatively, use
existing privacy or data protection impact assessment)
a) Privacy concerns related to personal data (personally identifiable
information) of the data subject
i.
What are the risks to the data subject’s own identifiable
data? What steps (technical, administrative, etc.) can be
taken to mitigate these risks?
ii.
Other than costs of compliance itself, to what extent do
the steps taken to protect privacy impede the goals of
the data portability initiative?
1. Privacy risks for phone number portability are generally very low–
people usually want their personal and business contacts to be able to
continue to call them. Phone number portability thus contrasts greatly
with other case studies: users generally want dissemination of the
phone number, but often have privacy concerns about other categories
of personal data, such as financial and medical data.
2. Financial services. Privacy issues exist, to reveal personal financial
data generally, and especially because unauthorized access to personal
financial data can be used for identity theft. Greater security issues
exist in addition when the portability mechanism enables transfer of
funds.
3. For EU financial services, European data protection regulators made it
a priority to include concrete data protection rules in PSD2 itself, rather
than accepting vague assertions of compliance with applicable data
protection laws.262 This precedent may suggest that other PORTability
initiatives in the EU will have specific data protection rules in the text,
going beyond the text of GDPR.
4. For Open Data, one type of privacy risk comes from public records
about individuals that have historically been open to the public, but
relatively difficult to access. For instance, the U.S. National Center for
State Courts has held multiple conferences on issues of privacy and

262

See EUR. DATA PROT. SUPERVISOR, OPINION OF THE EUROPEAN DATA PROTECTION
SUPERVISOR ON A PROPOSAL FOR A DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL ON PAYMENT SERVICES IN THE INTERNAL MARKET AMENDING DIRECTIVES
2002/65/EC, 2006/48/EC AND 2009/110/EC AND REPEALING DIRECTIVE 2007/64/EC, AND
FOR A REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL ON INTERCHANGE
FEES FOR CARD-BASED PAYMENT TRANSACTIONS (Dec. 5, 2013),
https://edps.europa.eu/sites/edp/files/publication/13-12-05_opinion_payments_en.pdf
[https://perma.cc/YVZ7-NTHB].
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online access to court records.263 Due to privacy concerns, courts have
amended various rules, such as requiring redaction of Social Security
numbers and other sensitive information.264
5. For Open Data identifiable records, there are sometimes privacy
concerns about sub-categories of records or populations. For instance,
government employees have expressed privacy concerns because their
employment data may technically be “public information” and could
be published unless excluded from publication by the applicable Open
Data policy. There may similarly be reasons to exclude data about
other populations, such as the address and other information of first
responders or victims of crime and domestic violence.
6. U.S. health care illustrates complexity that can exist for individual
consent to processing. As transfers of EHI occur to more recipients,
there are risks to user trust. It is not clear how well patients will
understand where their patient data is going. How to manage patient
consent may therefore be a challenging task. If patients lose trust in
how their data is protected, there may be patient reluctance to disclose
fully to their medical providers.
7. U.S. automobile dealer data. Personal data of the customers of
automobile dealers, such as lending data, is often covered by the
GLBA. Entities processing data on behalf of auto dealers, such as
software providers, thus are often service providers that must similarly
comply with GLBA requirements.265
b) Privacy concerns related to personal data (PII) of third persons
i.
What are the risks from the PORT to third persons’
identifiable data (that is, data about persons other than
the data subject whose data is PORTed)? What steps
(technical, administrative, etc.) can be taken to mitigate
these risks?
ii.
Other than costs of compliance itself, to what extent do
the steps taken to protect privacy impede the goals of
the data portability initiative?
263

Privacy/Public Access to Records Resource Guide, NAT’L CTR. FOR STATE COURTS,
https://www.ncsc.org/Topics/Access-and-Fairness/Privacy-Public-Access-to-CourtRecords/Resource-Guide.aspx (last updated Oct. 16, 2017).
264
Id.
265
See Bd. of Governors of the Fed. Rsrv. Sys., Interagency Guidelines Establishing
Information Security Standards, FED. RSRV. (last updated Aug. 2, 2013),
https://www.federalreserve.gov/supervisionreg/interagency
guidelines.htm (“[A] service provider is any party that is permitted access to a financial
institution’s customer information through the provision of services directly to the
institution.”) [https://perma.cc/9BGM-MGAV].
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For the case studies, privacy concerns about third persons – persons
other than the data subject – were not a significant issue. The case studies thus
sharply contrast with social networks, where personal data pervasively applies
to more than one person. Outside of the realm of social networks, the research
has not identified any successful PORTability initiative that has substantially
included data implicating the rights of third persons.
c) Privacy concerns relating to de-identified data
i.
De-identified data is designed to be no longer linkable
to a particular data subject. Some PORT initiatives
contemplate sharing of de-identified data with other
companies, for reasons including research and
promotion of competition. The Federal Trade
Commission test for proper handling of de-identified
data is that there should be (1) reasonable technical
controls, (2) no re-identification by the recipient; and (3)
downstream controls on re-identification.
ii.
What are the risks from the PORT related to reidentification of data? What steps (technical,
administrative, etc.) can be taken to mitigate these risks?
iii.
Other than costs of compliance itself, to what extent do
the steps taken to protect the privacy of de-identified
data impede the goals of the PORT initiative?
1. U.S. financial services. There have been press accounts of fintech
companies, such as Yodlee, allegedly making de-identified data
available to its business customers.266 This sort of database may be
subject to re-identification by the business customers. It is also an
example of an onward transfer problem, discussed below: the business
customers may be able to violate a data subject’s privacy when they
receive supposedly de-identified data from the data recipient (Yodlee).

266

See Joseph Cox, Leaked Document Shows How Big Companies Buy Credit Card Data on
Millions of Americans, VICE (Feb. 19, 2020),
https://www.vice.com/en_us/article/jged4x/envestnet-yodlee-credit-card-bank-data-notanonymous [https://perma.cc/Y9HK-8S3U]; see also Bradley Hope, Provider of Personal
Finance Tools Tracks Bank Cards, Sells Data to Investors, DEMOCRATIC UNDERGROUND
(Aug. 6, 2015), https://www.democraticunderground.com/10141169602 (explaining that
Yodlee, an FSP that provides personal financial management tools by aggregating and
processing consumer data from a number of different accounts, sells scrubbed and
anonymized transactional data) [https://perma.cc/A45G-ESJ2].
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2. A major constraint on the usefulness of Open Data is the risk of reidentifying individuals in a data set. For example, GPS data for
commuters may be de-identified before being published in an open
database. Individual users, however, may repeatedly drive between
home and work. Assisted by these important data points, an analyst
may find it relatively easy to re-identify individuals in the database,
such as by consulting publicly available information about people’s
home addresses and jobs.
3. The European experience with Open Data is consistent with privacy
being a significant limiting factor. The Open Sector and Public Sector
Information Directive entered into force in 2019, replacing earlier
European Union Directives. 267 The new Directive “focuses on the
economic aspects of the re-use of information rather than on access to
information by citizens.”268 Notably, its “high-value datasets” apply
predominantly to non-personal data: (1) geospatial; (2) earth
observation and environment; (3) meteorological; (4) statistics; and (5)
mobility. 269 The only exception appears to be a “companies and
company ownership” dataset, which would reveal personal data for
individuals who own companies of public record.270
4. The research to date has not included a case study about Smart
Cities. 271 Initiatives for Smart Cities, however, have repeatedly
encountered concerns about re-identification of supposedly
anonymized databases.272 In this respect, the risks of re-identification
show an important overlap between Open Data and Smart Cities
initiatives.

267

European Legislation on the Re-Use of Public Sector Information, EUR. COMM’N (last
updated Jan. 24, 2019), https://ec.europa.eu/digital-single-market/en/european-legislationreuse-public-sector-information [https://perma.cc/V5VG-38B7].
268
Id.
269
Id.
270
See id.
271
See Teena Maddox, Smart Cities: A Fact Sheet, TECHREPUBLIC (July 16, 2018),
https://www.techrepublic.com/article/smart-cities-the-smart-persons-guide/ (“A smart city
uses [Internet of Things] sensors and technology to connect components across a city to
derive data and improve the lives of citizens and visitors. . . .Oftentimes, a mobile app is
provided to give immediate access to data, communication channels, and more so that
people can do everything from avoiding traffic jams, to finding a parking spot, and reporting
a pothole or an overflowing dumpster.”) [https://perma.cc/9GVM-CKH5].
272
See, e.g., Nick Summers, Google’s smart city dream is turning into a privacy nightmare,
ENGADGET (Oct. 26, 2018), https://www.engadget.com/2018-10-26-sidewalk-labs-anncavoukian-smart-city.html (discussing privacy issues with Google’s smart city attempts, as
well as a Google expert consultant’s decision to leave her position after discovering the data
collected would not be de-identified) [https://perma.cc/X4RP-K3YZ].
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Question 9: Assess security risks from the PORT
a) Risks from unauthorized access
i.
What are the risks from a hacker or other unauthorized
person taking advantage of the PORT?
1. What authentication is appropriate to the
risk?
2. Besides authentication, are there any other
steps (technical, administrative, etc.) that can
be taken to mitigate these risks? To what
extent are these steps consistent with the
PORT’s possible requirements about
“without hindrance”?
Authentication is an important feature in each case study.
1. Effective authentication is vital for financial services portability, in
both the EU and United States, given the risk of an unauthorized person
using a portability mechanism to steal from an account. Read-only
access may be a technique to reduce unauthorized access from a PORT
initiative. By providing a read-only access code to data aggregators,
financial institutions may limit third parties to viewing account
balances and histories, rather than being able to initiate funds transfers
or modify important financial account information.
2. EU financial services. PSD2 explicitly requires “strong customer
authentication” (“SCA”). 273 The European Banking Association
produced technical regulatory standards, and Member States were
required to apply the resulting SCA measures within 18 months.274
3. EU health care. The Cross-Border Healthcare Directive states that the
eHealth Network’s objectives are to “support Member States in
developing common identification and authentication measures to

273

See Strong Customer Authentication Requirement of PSD2 Comes Into Force, EUR.
COMM’N (Sept. 13, 2019), https://ec.europa.eu/info/publications/190913-safer-paymentservices_en [https://perma.cc/97A5-NUQQ]; see also PSD2, supra note 10, at art. 4
(“‘[S]trong customer authentication’ means an authentication based on the use of two or
more elements categorised as knowledge (something only the user knows), possession
(something only the user possesses) and inherence (something the user is) that are
independent, in that the breach of one does not compromise the reliability of the others, and
is designed in such a way as to protect the confidentiality of the authentication data[.]”).
274
See PSD2, supra note 10, at art. 115(4) (“By way of derogation from paragraph 2,
Member States shall ensure the application of the security measures referred to in Articles
65, 66, 67 and 97 from 18 months after the date of entry into force of the regulatory
technical standards referred to in Article 98.”).
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facilitate transferability of data in cross-border healthcare.” 275 It
appears that standardized authentication has been difficult to develop.
4. For U.S. health care, the certification requirements under the rule
require the authentication protections of SMART Health IT, including
regular re-authorization required through the use of “refresh
tokens.”276
5. For phone number portability, new phone service has often occurred
in the United States by in-person visits to retail stores, often involving
contracts that require a driver’s license or other effective identification.
These practices have likely reduced the authentication/security risks
from phone number portability.
6. U.S. automobile dealers. Authentication has been a significant area of
disagreement in this case study. DMS providers have instituted
policies that allow Dealers to issue credentials to their employees, but
not to certain software providers. 277 DMS providers have claimed
cybersecurity risks from software providers selected by the Dealers,
who could access the DMS with dealer-provided credentials.278 PORT
proponents have responded that Dealers should be able to authorize
access to Dealer Data for both employees and software providers, and
that authorizing software providers does not increase cybersecurity
risk.279 The Arizona statute requires a DMS provider to grant access to
a software provider authorized by the Dealer, if the provider meets the
requirements of an automobile industry cybersecurity standard.280
b) Risks from insecure transmission of data. Once authentication is
complete, what are the risks arising during transmission to the
authorized recipient?
275

Council Directive 2011/24, art. 14(c), 2011 O.J. (L 088) (EU).
Best Practices in Authorization for SMART on FHIR EHRs, SMART HEALTH IT,
https://docs.smarthealthit.org/authorization/best-practices/ [https://perma.cc/L5AY-MU6L]
(last visited Mar. 10, 2020); see Overview: What is a Refresh Token, OKTA
https://developer.okta.com/docs/guides/refresh-tokens/overview/ (“A refresh token is a
special token that is used to generate additional access tokens. This allows you to have
short-lived access tokens without having to collect credentials every time one expires. You
request this token alongside the access and/or ID tokens as part of a user's initial
authentication flow.”) [https://perma.cc/85XD-FWJK] (last visited July 7, 2020).
277
See Dealer Mgmt. Sys. Antitrust Litig., 2018 U.S. Dist. LEXIS 214398 (N.D. Ill. Oct. 22,
2018).
278
See id.
279
See id.
280
ARIZ. REV. STAT. § 28-4653(B) (2019). The requirement is for the entity accessing the
data be “compliant with the Star Standards or other generally accepted standards that are at
least as comprehensive as the Star Standards.” Id.
276
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Is there effective encryption in transit, such as through
a secure Application Programming Interface?
Are there other security risks that can be better
managed, arising from the method of transmission,
such as the means for transferring credentials or other
sensitive data?

Every PORT initiative has to address the issues of how, at a technical
level, to transfer data from the data controller to the data recipient. For each
initiative, there will need to be a technical mechanism for transfer, an
assessment of its costs, and the question of how secure the transfer is.
For data in transit, effective encryption reduces the possibility of unauthorized
parties gaining access to the data. To implement encryption effectively, there
may be other security risks to manage, including how credentials or other
sensitive data are distributed. Security and cost are important considerations
in crafting interoperability standards or other mechanisms for transfers.
My research to date has focused on portability (transfers of data about
one person) and other required transfers (transfers about more than one person),
rather than interoperability, which is defined as “the ability of two or more
systems or components to exchange information and to use the information
that has been exchanged.” 281 Defining the conditions for when technical
interoperability efforts will be successful has largely been beyond the scope
of the research to date. Some interoperability issues, such as for APIs, are
discussed in detail in the case studies; additional factors would need to be
considered, however, to generalize about when efforts to craft technical
standards for PORTability are likely to succeed.
1. U.S. health care. HHS extensively seeks to define standards to improve
interoperability for electronic health information.282 The creation of such
standards in the EU health care sector has been far slower than proponents
have wished.

281

Moritz Lehne, et. al., Why digital medicine depends on interoperability, 2 NPJ DIG. MED.
79 (2019), https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6702215/#CR17
[https://perma.cc/7MPF-JVV7] (internal quotation and internal citation omitted).
282
HHS Proposes New Rules to Improve the Interoperability of Electronic Health
Information, U.S. DEP’T OF HEALTH & HUMAN SERVS. (Feb. 11, 2019),
https://www.hhs.gov/about/news/2019/02/11/hhs-proposes-new-rules-improveinteroperability-electronic-health-information.html [https://perma.cc/7PYQ-4T6F].
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2. U.S. financial services. The CFPB has not issued regulations, authorized
under Dodd-Frank, for “standardized formats for data,” 283 although in
2020 it released an advanced notice of proposed rulemaking.
3. EU financial services. Implementation of APIs has been a major issue in
the implementation of PSD2.
a. The text of PSD2 has only one passing reference in a recital to
“online interfaces” which “provide the payment service user with
aggregated online information on one or more payment accounts
held with one or more other payment service providers.”284 PSD2
itself does not provide detailed requirements for the APIs to
achieve the collaboration and resulting market entry which it
foresees.
b. By contrast, when the UK implemented PSD2, its Open Banking
requirements mandated specific standards for APIs, for the nine
leading banking institutions, as well as licensing by the Financial
Conduct Authority for third parties using the APIs.285
c. The trade press has reported: “Many European banks have
continued to drag their heels on their PSD2 implementation,
causing huge frustration across the fintech community which has
been holding its breath for the quality APIs they need for their
cutting-edge open banking innovations to work.”286
4. U.S. health care. Under the HHS Rule, a health IT developer “must publish
APIs and must allow health information from such technology to be
accessed, exchanged, and used without special effort through the use of
APIs.”287
5. U.S. automobile dealer data. The Arizona statute requires a DMS provider
to “adopt and make a standardized framework for the exchange” of Dealer

283

Dodd-Frank Act, 12 U.S.C. § 5533(d) (2020) (“The Bureau, by rule, shall prescribe
standards applicable to covered persons to promote the development and use of standardized
formats for information, including through the use of machine readable files, to be made
available to consumers under this section.”).
284
See PSD2, supra note 10, at recital 28.
285
In the UK, the Open Banking API standard from the CMA Open Banking
Implementation Entity (“OBIE”) has been adopted by most banks. See API Specifications,
OPEN BANKING, https://standards.openbanking.org.uk/api-specifications/
[https://perma.cc/7EJG-3Z7Y] (last visited July 20, 2020).
286
See Nick Caley, PSD2 in 2019: A Year of Yet More Delays, FINTECH FUTURES (Dec. 30,
2019), https://www.fintechfutures.com/2019/12/psd2-in-2019-a-year-of-yet-more-delays/
[https://perma.cc/D4MB-42EK]; see also The Sobering September Preview: Banks’ PSD2
APIs Far From Ready, TINK (June 14, 2019), https://blog.tink.com/blog/2019/06/14/psd2updated-sandbox/ [https://perma.cc/CR7N-594P].
287
21st Century Cures Act, § 170.404 (2020).
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Data, and to “provide access to open Application Programming Interfaces
to authorized integrators.”288
6. Phone portability. In contrast to EU financial services, the HHS Rule, and
the Arizona statute, U.S. phone portability has a different model for
transfer of the data. Portability exists through a centralized entity, the
Number Portability Administration Center.289
a. Each participating carrier thus has the relatively simple task of
connecting securely to one entity.
b. The other PORTability initiatives, by contrast, rely on an open API
approach, where each entity is supposed to be able to interact with
each other entity.
c. The NPAC approach is simpler to scale – the number of
connections goes up arithmetically (add one for each new entity).
The open API approach can be much harder to scale, because the
number of possible combinations of sending/receiving entities
goes up geometrically (the number of connections for each new
entity rises rapidly).
d. The open API approach can succeed, however, if the
interoperability standards operate effectively, so that each new
entity can successfully interoperate at low cost with each of the
entities already in the system.
c) Does the PORT reveal any information that assists hackers or
other unauthorized access? For instance, are sources and methods
of system security or surveillance compromised? Does the PORT
make visible other data that was previously hidden or obscure, in
ways that assist unauthorized access?
PORT initiatives, fundamentally, open up data flows. There are multiple
ways in which greater disclosure and opening up of data flows can increase
cybersecurity risk. The existence and significance of these risks will vary in
each case.
1. Financial services initiatives can provide bad actors with an increased
number of attack points, especially because traditional banks often
have relatively strict cybersecurity and regulatory programs. Some
express the concern that, when non-banks are data recipients, attackers
can use phishing, social engineering or other attacks against the non288

ARIZ. REV. STAT. § 28-4654(A)(1)-(2).
The NPAC, Neustar & LNP, NUMBER PORTABILITY ADMIN. CTR.,
https://www.npac.com/number-portability/the-npac-neustar-lnp [https://perma.cc/XDK5WLCD] (last visited Mar. 11, 2020).
289
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bank, which may be a smaller company than the bank, and may lack
the same cybersecurity protections.290 Similarly, attackers may be able
to target devices such as laptops, tablets and phones that store
consumers’ credentials for non-banks, which may result in privacy
invasions or theft from an account.
2. Open Data initiatives, or other PORTability initiatives, may reveal
vulnerabilities that malicious actors could exploit. There are complex
arguments about when and whether there can be “security through
obscurity.”291 Opening up databases can, however, lead to a greater
likelihood of attack on the databases. Opening up databases can also
reveal non-cyber vulnerabilities, as illustrated by the limits on
information disclosure under the Environmental Protection Agency’s
“Worst-Case Scenario” database.292
3. In Open Data projects, there has been concern that the databases may
increase the attack surface of the government agency hosting the
database, including the possibility of running executable code when
interacting with the database.
Mandatory openness can also pose risks to sources and methods of system
security or surveillance. Public disclosure about government intelligence
activities, for instance, has historically been strictly limited, to protect sources
and methods and for other reasons.293

290

See Know Before You Share: Be Mindful of Data Aggregation Risks, FINRA (Mar. 29,
2018), https://www.finra.org/investors/alerts/be-mindful-data-aggregation-risks
[https://perma.cc/ZZ6H-P2YP]; see also Prepared remarks of FinCEN Director Kenneth A.
Blanco, delivered at the Federal Identity (FedID) Forum and Exposition, FIN. CRIMES ENF’T
NETWORK (Sept. 24, 2019), https://www.fincen.gov/news/speeches/prepared-remarksfincen-director-kenneth-blanco-delivered-federal-identity-fedid [https://perma.cc/5CLLW9E9].
291
See generally Peter Swire, A Model for When Disclosure Helps Security: What Is
Different About Computer and Network Security, 3 J. ON TELECOMM. & HIGH TECH. L. 163
(2004).
292
EPA Issues Worst Case Scenario Regulations, COMPETITIVE ENTER. INST. (Apr. 26,
2000), https://cei.org/content/epa-issues-worst-case-scenario-regulations
[https://perma.cc/3CFL-T2RY]. The database at issue under those regulations revealed
where dangerous chemicals were stored or used, potentially enabling “terrorist or other
criminals to conduct attacks that would cause the largest number of deaths.” Id.
293
Testimony of Peter Swire, Chapter 8: Individual Remedies, Hostile Actors, and National
Security Considerations, https://www.alston.com/-/media/files/insights/publications/peterswire-testimony-documents/chapter-8--individual-remedies-hostile-actors-and.pdf?la=en
(testimony submitted to the Irish High Court in Schrems v. Facebook (2016))
[https://perma.cc/JZ4J-RQY4].
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d) To what extent do the steps taken to prevent unauthorized access,
such as stronger authentication requirements, impede the goals of
the PORT initiative?
1. For U.S. financial services, the Consumer Financial Protection Bureau
has not issued regulations, permitted under the statute, for
“standardized formats for data, to facilitate interoperability.”294 Critics
have cited the lack of regulations for slow adoption of effective
portability in practice. 295 On the other hand, the case study on EU
financial services has shown slow adoption, including extensions of
deadlines for adoption, even where regulations are in place.
2. For U.S. automobile dealers, the DMS providers have stated that
cybersecurity reasons justify blocking authentication and use of APIs
by software providers.296
Question 10: Assess risks from the PORT that may arise for either
security and privacy
a) Onward transfer: risks from access following authorized
PORTing
i.
The concern is that once data is transferred from the
controller to the recipient, there may be security or
privacy risks arising after transfer to the recipient of
the data.
ii.
To what extent is there notice about, and consent by, the
data subject for privacy and security risks after transfer
to the recipient? For instance, if the transfer is from a
controller under stricter legal rules, to a recipient with
less strict rules, is the data subject notified and does the
data subject provide consent to any increased risk?
iii.
Would the goals of the PORT be met by transfer of
pseudonymous or de-identified data? Are there other
technical, administrative or other steps that can
mitigate risk once data is transferred to the recipient?

294

Dodd-Frank Act, 12 U.S.C. § 5533(d) (2020).
Michael S. Barr, Abigail DeHart & Andrew Kang, Consumer Autonomy and Pathways to
Portability in Banking and Financial Services, UNIV. OF MICH. CTR. ON FIN., L. & POLICY
(Working Paper No. 1, Nov. 2019).
296
See generally Authenticom, Inc., 2017 U.S. Dist. LEXIS 109409 (W.D. Wis. 2017),
rev’d on other grounds 874 F.3d 1019, 1020 (7th Cir. 2017); Signal Dealer Mgmt. Sys.
Antitrust Litig., 2018 U.S. Dist. LEXIS 214398 (N.D. Ill. Oct. 22, 2018).
295
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To what extent are the goals of the PORT initiative
impeded by steps taken to reduce risks from access
following authorized porting?

The risks of “onward transfer” are well known under EU data
protection and other privacy-related regimes. 297 For instance, Standard
Contractual Clauses and the EU/U.S. Privacy Shield both require protections
in the event of onward transfers.”298
Onward transfer commonly requires cybersecurity protections. For
instance, under the HIPAA Security Rule a contractor must appropriately
safeguard the data.299 The rule also requires that any sub-contractor similarly
must safeguard the data, and so on for sub-sub-contractors. 300 This sort of
cybersecurity requirement of protection, in the event of onward transfer, is
very common across sectors.301
1. For U.S. health care, there is an important onward transfer issue
because data often goes from a highly regulated entity (covered by
297

An “onward transfer” is “[a] transfer of personal data to a fourth party or beyond. For
instance, the first party is the data subject, the second party is the controller, the third party
is the processor, and the fourth party is a sub-contractor of the processor.” Onward transfer
includes transfers to the fourth or subsequent party. Onward Transfer, IAPP,
https://iapp.org/resources/article/onwardtransfer/#:~:text=Download%20Now-,Onward%20Transfer,sub%2Dcontractor%20of%20th
e%20processor [https://perma.cc/FSA3-5G58] (last visited July 20, 2020).
298
INT’L TRADE COMM’N, FAQs - Onward Transfer Principle, PRIVACY SHIELD
FRAMEWORK, https://www.privacyshield.gov/article?id=Onward-Transfer-Principle-FAQs
[https://perma.cc/B43X-8XFL] (last visited July 20, 2020). In 2020, the Court of Justice of
the European Union invalidated the EU/US Privacy Shield, with significant consequences
for cross-border data flows. See Kenneth Propp & Peter Swire, Geopolitical Implications of
the European Court’s Schrems II Decision, LAWFARE (July 17, 2020, 11:31 AM),
https://www.lawfareblog.com/geopolitical-implications-european-courts-schrems-ii-decision
[https://perma.cc/B65Y-U8E6]. Nonetheless, despite possible interruptions of cross-border
data flows, the decision does not specifically address a portability request or the other
required transfers contemplated in the case studies.
299
Health Insurance Portability and Accountability Act of 1996, P.L. 104-191, 110 Stat.
1936 (1996), https://www.hhs.gov/hipaa/for-professionals/privacy/lawsregulations/combined-regulation-text/index.html?language=es [https://perma.cc/98P73MSH].
300
U.S. DEP’T OF HEALTH & HUMAN SERVS., Business Associate Contracts, HHS.gov (Jan.
25, 2013), https://www.hhs.gov/hipaa/for-professionals/covered-entities/sample-businessassociate-agreement-provisions/index.html (explaining that contractors are considered
“business associates” and therefore subject to HIPAA safeguard requirements)
[https://perma.cc/9FRR-B6ER].
301
See, e.g., GLBA, 12 C.F.R. § 216.1; GDPR art. 26.
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HIPAA) to a less-regulated entity (not covered by HIPAA). 302 The
new HHS rule does not require a change to the notice provided to
patients under HIPAA, despite the new onward transfers authorized by,
and encouraged by, the new HHS rule. 303 This lack of notice to
individuals has been the subject of criticism about the new HHS rule,
and the alleged lack of strict privacy protections when personal data
goes to smartphone apps and other recipients of data has also been
criticized.304
2. U.S. financial services. There have been press accounts of fintech
companies, such as Yodlee, allegedly making de-identified data
available to its business customers.305 This sort of database is subject
to possible re-identification by the business customers, which is a
privacy risk, as discussed above. It is also an example of an onward
transfer problem: business customers may be able to violate a data
subject’s privacy when they receive supposedly de-identified data
from the original data recipient (Yodlee).
3. U.S. automobile dealer data. In contrast, under the Arizona statute, a
software provider cannot authorize onward transfer without prior
written consent of the Dealer.306
4. Similarly, under GDPR, when a data subject authorizes portability to
a data recipient, that recipient cannot generally make an onward
transfer except with a data subject’s consent.307

302

U.S. DEP’T HEALTH AND HUMAN SERVS., EXAMINING OVERSIGHT OF THE PRIVACY &
SECURITY OF HEALTH DATA COLLECTED BY ENTITIES NOT REGULATED BY HIPAA 1, 6
(June 17, 2016), https://www.healthit.gov/sites/default/files/noncovered_entities_report_june_17_2016.pdf [https://perma.cc/7KWA-BF9L]. The U.S.
Health Care case study illustrates the privacy and security risks when data is transferred
from a highly regulated entity (under HIPAA) to less-regulated entities (under the vague
“unfair and deceptive practices” protections of the FTC Act).
303
See Final Rule, supra note 8, §§ 170, 171.
304
U.S. DEP’T HEALTH AND HUMAN SERVS., supra note 302, at 20–30.
305
See Joseph Cox, Leaked Document Shows How Big Companies Buy Credit Card Data on
Millions of Americans, VICE (Feb. 19, 2020),
https://www.vice.com/en_us/article/jged4x/envestnet-yodlee-credit-card-bank-data-notanonymous [https://perma.cc/A9ZA-F4AS]; see also Bradley Hope, Provider of Personal
Finance Tools Tracks Bank Cards, Sells Data to Investors, DEMOCRATIC UNDERGROUND
(Aug. 6, 2015), https://www.democraticunderground.com/10141169602 (explaining that
Yodlee, an FSP that provides personal financial management tools by aggregating and
processing consumer data from a number of different accounts, sells scrubbed and
anonymized transactional data) [https://perma.cc/Z829-XSCG].
306
ARIZ. REV. STAT. § 28-4654 (2019).
307
See Ben Wolfward, GDPR Consent Requirements, GDPR.EU, https://gdpr.eu/gdprconsent-requirements/ [https://perma.cc/BC53-3NST] (last visited July 21, 2020).
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b) Fair, reasonable, and non-discriminatory (FRAND) terms for
security and privacy
i.
To what extent, if any, are security requirements
different in their application to the controller initially
holding the data than for the recipient of the PORT?
Are such differences justified on security grounds, or do
they appear to unfairly discriminate against transfers
to the recipient?
ii.
To what extent, if any, are privacy requirements
different in their application to the controller initially
holding the data than for the recipient of the PORT?
Are such differences justified on privacy grounds, or do
they appear to unfairly discriminate against transfers
to the recipient?
This question addresses the tension between two goals: (i) ensuring
that privacy and security are protected; and (ii) protecting against the
possibility that privacy or cybersecurity may be used as a pretext for failing to
provide PORTability.
To address the risk of pretext, several case studies have implemented
some version of FRAND, the requirement that provisions that block
PORTability be “fair, reasonable, and non-discriminatory.” The term
“FRAND” emerges from patent licensing, where there is (1) a standard setting
organization; (2) the standards apply to Standard Essential Patents; and (3) the
terms must be FRAND. 308 Applied to a PORT initiative, the principle of
FRAND can apply (1) to the controller (the origin of the PORT), for (2) data
covered by the PORT requirement, where (3) the terms would be FRAND.
There is no general requirement in the law that all PORTability initiatives
include a FRAND requirement, but the concept has been prominent in multiple
PORT initiatives.
1. EU financial services. Concerns about discriminatory and possibly
pretextual arguments about cybersecurity have been prominent in
development of PSD2.309
308

See generally YANN MÉNIÉRE, FAIR, REASONABLE AND NON-DISCRIMINATORY
(FRAND) LICENSING TERMS. RESEARCH ANALYSIS OF A CONTROVERSIAL CONCEPT
(Nikolaus Thumm ed., Eur. Comm’n 2015).
309
See PSD2, art. 35(1) (“Member States shall ensure that the rules on access of authorised
or registered payment service providers that are legal persons to payment systems are
objective, non-discriminatory and proportionate and that they do not inhibit access more
than is necessary to safeguard against specific risks such as settlement risk, operational risk
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o PSD1 granted access to payment systems for authorized or
registered payment service providers on an “objective, nondiscriminatory and proportionate” basis, which is similar to the
terms “fair, reasonable, and non-discriminatory” used in patent and
other settings.310
o In 2011, the European Commission started antitrust proceedings
against the European Payments Council (“EPC”).311 Allegations
included that the EPC had justified its standardization process for
secure online transactions on cybersecurity grounds, but that the
standards in fact discriminated against players that were not
controlled by a bank.312
o The European Commission closed its investigation after the EPC
stopped developing its project in such a way as to exclude new
entrants not linked to a bank.313
2. The HHS rule contains a FRAND requirement as part of a broader set
of rules that encourage PORTability and seek to prohibit the controller
from creating barriers to information sharing. The rule: (1) requires
software licenses by health IT providers to be offered on “reasonable
and non-discriminatory terms”; (2) prohibits a health IT developer
from charging customers a fee that exceeds the developer’s actual costs
to provide interfaces or other technical interoperability services; and
(3) prohibits a health IT developer from restricting communications
about its products, including criticisms of the products, for topics such
as usability, security, and user experiences.314

and business risk and to protect the financial and operational stability of the payment
system. Payment systems shall not impose on payment service providers, on payment
service users or on other payment systems any of the following requirements: (a) restrictive
rule on effective participation in other payment systems; (b) rule which discriminates
between authorised payment service providers or between registered payment service
providers in relation to the rights, obligations and entitlements of participants; (c) restriction
on the basis of institutional status.”).
310
See MÉNIÉRE, supra note 308.
311
See Press Release, Eur. Comm’n, Antitrust: Commission opens investigation in epayment market (Sept. 26, 2011),
https://ec.europa.eu/commission/presscorner/detail/en/IP_11_1076 [https://perma.cc/BW4VQACA].
312
Id.
313
See Press Release, Eur. Comm’n, Antitrust: Commission closes investigation of EPC but
continues monitoring online payments market (June 13, 2013), https://europa.eu/rapid/pressrelease_MEMO-13-553_en.htm [https://perma.cc/LPA7-ADDZ].
314
See Final Rule, supra note 8, §§ 170, 171.
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3. For U.S. health care, in addition to prohibiting discrimination, the
information blocking prohibitions have exceptions for security and
privacy, but the exceptions are limited fairly carefully.315
a. For security, an entity can block the flow of Electronic Health
Information (“EHI”) in defined circumstances, if the practice
is directly related to safeguarding the confidentiality, integrity
or availability of EHI. 316 The block, to be lawful, must be
performed in a consistent, non-discriminatory manner, and
undertaken pursuant to an organization policy or principled
case-by-case determination.317
b. For privacy, in response to criticisms of the proposed rule, HHS
somewhat expanded the privacy exception to the prohibition on
information blocking. For privacy protections that go beyond
the exception, HHS enforcement is still possible on the grounds
that the alleged privacy protection constitutes prohibited
information blocking.318
4. The Arizona auto dealer law exhibits a similar concern that the DMS
provider, as controller, may use security as an excuse not to share
Dealer Data.
a. Section 28-4652 broadly states that a Dealer can transfer data
to its chosen software providers “through any widely
acceptable electronic file format or protocol that complies with
[the auto industry] Star Standards or other generally accepted
standards that are at least as comprehensive as the Star
Standards.”319
b. In addition, the statute prohibits a DMS provider from placing
an “unreasonable limitation” on access by the chosen software
providers.320
c. Similar to the HHS rule, the Arizona statute limits the fees that
the controller can charge for transfer, roughly to actual costs.
5. The FFD Regulation addressed barriers to users switching from one
service provider to another, “not least upon termination of their
contract with a services provider.”321
a. The principles document issued with the first two codes stated:
“Stakeholders have the right to reuse data under fair,
315

Id.
Id. § 171.203.
317
Id.
318
See id. § 171.103.
319
ARIZ. REV. STAT. § 28-4653(B) (2019).
320
Id. § 28-4653(A).
321
Recital 5 FFD Regulation.
316
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reasonable and non-discriminatory terms, with well-defined
and duly justified restrictions.”322
In conclusion, this Article emphasizes that FRAND has been a prominent
feature of recent PORT initiatives, and perhaps could be characterized as an
emerging “norm” for PORT initiatives. To the extent that a controller does
discriminate in favor of its own activities, concerning security and privacy
requirements, there may be criticism for the failure to observe the norm of
FRAND.
Question 11: Assess risks to competition from the PORT
a) Do the costs or burdens of compliance with the PORT’s
requirements create a barrier to entry or competitive advantage
for incumbents?
b) Are there any competitive risks from established incumbents
designing the standards for the PORT to favor incumbents? Are
the PORT’s standards open and non-discriminatory?
c) In practice does the PORT’s functionality discriminate in favor of
affiliates of entrenched incumbents? For instance, is pricing data
subject to the PORT, enabling incumbents to benefit from that
pricing data? Have incumbents used porting to extend their
dominance to related applications or properties?
d) What steps can be taken to mitigate any such risks to competition?
e) To what extent do such risks to competition impede the goals of
the PORT initiative?
The general point of Question 11 is simple. Question 1 highlighted the
possible benefits to competition from a PORTability initiative. Question 11
notes there can be possible risks to competition as well.
The case studies in general did not highlight risks to competition from
PORT initiatives. The main exception was that the HHS proposed rule
mandated the disclosure of pricing information. The FTC and commenters
noted the potential anticompetitive effects of this requirement.323 The final
322

FINLAND’S PRESIDENCY OF THE COUNCIL OF THE EUROPEAN UNION,
HUMAN-CENTRIC, THRIVING AND BALANCED DATA ECONOMY 3 (2019),

PRINCIPLES FOR A

https://api.hankeikkuna.fi/asiakirjat/2d0f4123-e651-4874-960d-5cc3fac319b6/1f6b3855fc1d-4ea6-8636-0b8d4a1d6519/RAPORTTI_20191123084411.pdf [https://perma.cc/M32CNBK7]; see Switching & Porting, SWIPO (SWIPO stands for “Switching Cloud Providers
and Porting Data”), https://swipo.eu/ (setting standards for switching cloud providers) (last
visited July 20, 2020) [https://perma.cc/Q4XF-NETC].
323
See Final Rule, supra note 8, §§ 170, 171. The FTC’s comments to the Proposed Rule
called for clarification of “when market pricing is not deemed information blocking” and for
leniency when applying exceptions to market pricing information. FTC, COMMENT LETTER
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HHS rule changed, and “does not expressly include or exclude price
information.”324
The possible risks to competition arise especially when one established
incumbent, or a group of established incumbents, creates the mechanisms for
data transfer. One classic example is if a monopolist favors its own product in
an official standards process. Any such risks to competition would also need
to be managed in a PORTability initiative such as the Data Transfer Project.325
Question 12: Assess regulatory or legal risks of the initiative
a) As a result of the PORT, would consumers suffer any legal risks,
such as reduced coverage of consumer protection laws?
•

For U.S. financial services, Regulation E, which implements the
Electronic Funds Transfer Act, provides that consumers generally are
not liable for unauthorized electronic fund transfers.326 Regulation E
applies to banks but appears not to generally apply to fintech software
providers. 327 It appears that consumers lose the protections of
Regulation E when the unauthorized person gains access to the bank
account via fintech software.328

ON 21ST CENTURY CURES ACT: INTEROPERABILITY, INFORMATION BLOCKING, AND THE
ONC HEALTH IT CERTIFICATION PROGRAM PROPOSED RULE 1 (June 14, 2019),

https://www.regulations.gov/document?D=HHS-ONC-2019-0002-1923
[https://perma.cc/Q5VA-8BDF].
324
See Final Rule, supra note 8, §§ 170.200–205, 171.300–171.303.
325
About Us, DATA TRANSFER PROJECT, https://datatransferproject.dev/
[https://perma.cc/4HQ5-3KKA] (last visited July 20, 2020). “Data Transfer Project (DTP) is
a collaboration of organizations committed to building a common framework with opensource code that can connect any two online service providers, enabling a seamless, direct,
user-initiated portability of data between the two platforms.” Id.
326
12. C.F.R § 1005.6 (2020).
327
But see Kaitlin Asrow & Beth Brockland, Liability, Transparency and Consumer Control
in Data Sharing: A Call to Action for Financial Services Providers and Regulators, CTR.
FOR FIN. SERVS. INNOVATION (Sept. 2017), https://s3.amazonaws.com/cfsi-innovation-files2018/wp-content/uploads/2017/09/27001532/2017_Liability-Transparency-Control-in-DataSharing_Full.pdf (recommending that industry create an agreed-upon liability framework for
data sharing, and that regulators clarify liability under Regulation E to enable such a
framework) [https://perma.cc/PE75-ER5R].
328
An “unauthorized electronic fund transfer” is a transfer by someone other than the
consumer without actual authority to make the transfer and from which the consumer
receives no benefit. 12 C.F.R. § 1005.2(m) (2020). The term does not include transfers “by a
person who was furnished the access device to the account by the consumer, unless the
consumer has notified the financial institution that transfers by that person are no longer
authorized.” Id. § 1005.2(m)(1). The Official Staff Commentary further explains that if the
consumer furnishes an access device and grants authority to a person who exceeds that
authority, the consumer is liable unless the consumer has notified the financial institution
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For U.S. health care, the portability requirements may shift patient data
from an entity covered by the HIPAA privacy rule to other entities that
are outside of HIPAA.329
For EU financial services, the case study illustrates the possibility of
non-uniform implementation of PORT requirements. Although all
Member States were required to transpose PSD2 into national law,330
in some Member States, there may be a distinction in practice between
the theoretical legal position and reality on the ground. 331 In other
words, PSD2 may aim to expand the relevant geographic market to a
single European payments area, but the risk in doing so may be
exposure in more strictly-protected jurisdictions to less well-regulated
EU Member States or those subject to ongoing proceedings about the
application of the rule of law.332

that transfers by that person are no longer authorized. Id. § 1005.2(m) cmt. 2. The
aggregator might be liable under Regulation E, but only if it allows consumers to transfer
funds through the aggregator. Id.
329
See U.S. DEP’T HEALTH AND HUMAN SERVS., EXAMINING OVERSIGHT OF THE PRIVACY &
SECURITY OF HEALTH DATA COLLECTED BY ENTITIES NOT REGULATED BY HIPAA 6 (2016),
https://www.healthit.gov/sites/default/files/
non-covered_entities_report_june_17_2016.pdf [https://perma.cc/TF7N-SNBS].
330
The United Kingdom subsequently legally left the European Union in January 2020,
subject to a transition period which ended in December 2020. Brexit: Where do we stand?,
GOV’T NETHERLANDS, https://www.government.nl/
topics/brexit/brexit-where-do-we-stand [https://perma.cc/B83N-NPA6] (last visited July 22,
2020).
331
The European Commission has published all of the national transposition measures for
PSD2 by each EU Member State, including the UK, which had to be in place by January 13,
2018. See Document 32015L2366, EUR-LEX, https://eur-lex.europa.eu/legalcontent/EN/NIM/?uri=CELEX:32015L2366 [https://perma.cc/W64L-BNMM] (last visited
July 22, 2020). The European Commission then verifies the “completeness and correctness
of the transposition of EU law into national law as formally notified to it by the member
states.” Id.
332
See Infringement Procedure, EUR. COMM’N, https://ec.europa.eu/info/law/law-makingprocess/applying-eu-law/infringement-procedure_en [https://perma.cc/32NS-2E33] (last
visited July 22, 2020). For a summary of the European Commission’s recent infringement
actions against EU Member States, see February Infringements Package: Key Decisions,
EUROPEAN COMM’N (Feb. 12, 2020), https://ec.europa.eu/commission/presscorner/
detail/en/inf_20_202 [https://perma.cc/5BCQ-YZWM]. For the European Commission’s
recent, publicly stated views on the rule of law in certain EU Member States, see
Strengthening the Rule of Law through Increased Awareness, an Annual Monitoring Cycle
and More Effective Enforcement, EUR. COMM’N (July 17, 2019),
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_4169 [perma.cc/2XG7-HJGK];
Signal Communication from the Commission to the European Parliament, the European
Council, the Council, the European Economic and Social Committee and the Committee of
the Regions: Strengthening the Rule of Law within the Union - A Blueprint for Action, EUR.
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For EU health care, Article 9(4) of the GDPR specifically permits
individual Member States to introduce further conditions and
limitations with regard to health data.333 Although there are potential
privacy benefits due to such additional protections, differing national
laws can be an obstacle to the goals of PORTability, including the
ability of citizens in one Member State to readily receive health care
when in a different Member State.

b) Would any other actors suffer any legal risks? Specifically, would
the PORT affect the protection of trade secrets, copyright, or other
intellectual property rights?
•
•
•

For U.S. healthcare, the large incumbent Epic Systems Corporation
supported the overall objective of the rule, but commented that the rule
“eliminat[ed] standard intellectual property protections.”334
For the Arizona auto dealer statute, DMS providers CDK and
Reynolds have objected to what they assert is a loss of their intellectual
property protections due to the mandatory PORT requirements.335
Professor Inge Graef has written about the intersection of EU
intellectual property law and data portability.336

Question 13: Assess any other significant costs or risks from portability,
including obstacles to adoption
a) Are there any other significant costs or risks from the PORT? For
instance, one obstacle to adoption of a PORT can be the expense
and time required to create standards for implementing the PORT.
b) To what extent can such costs or risks be mitigated, such as by
altering the design of the PORT initiative?
COMM’N 343 (July 17, 2019), https://eur-lex.europa.eu/legal-content/EN/TXT/
PDF/?uri=CELEX:52019DC0343&from=EN [https://perma.cc/X7TN-TE7P].
333
GDPR, art. 9(4).
334
Epic Sys. Corp., Comment Letter on Proposed 21st Century Cures Act: Interoperability,
Information Blocking, and the ONC Health IT Certification Program (June 3, 2019),
https://www.regulations.gov/document?D=HHS-ONC-2019-0002-1780 [perma.cc/3EMA4Z74].
335
See Authenticom, Inc. v. CDK Glob., LLC, No. 17-cv-318-jdp, 2017 U.S. Dist. LEXIS
109409, at *1 (W.D. Wis. 2017), rev’d on other grounds 874 F.3d 1019, 1020 (7th Cir.
2017) (the author submitted expert declarations on behalf of Authenticom); see also Dealer
Mgmt. Sys. Antitrust Litig. v. CDK Glob., LLC, No. 18-cv-864, 2018 U.S. Dist. LEXIS
214398 (N.D. Ill. 2018).
336
Inge Graef, Mandating portability and interoperability in online social networks:
Regulatory and competition law issues in the European Union, 39 TELECOMM. POL’Y 502
(2015).
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Question 13 states that the PORT-IA should assess the costs of creating a
proposed PORT, to the extent such costs or risks have not been explicitly
considered in response to other questions.
Question 14: Assess incentives for those presenting evidence of risks or
costs
a) What parties have an economic or other incentive to oppose the
PORT? Explain the incentives. Assess the asserted risks in light of
the incentives of some actors to oppose the initiative. Just because
a party has an economic interest to support or oppose an initiative
does not mean the facts it cites are incorrect; however, assess the
evidence opposing the initiative in light of possible bias. Where
available, identify evidence based on sources that are as objective
as possible.
•

•

For EU financial services, the public comments on PSD2 split
depending on industry sector. Banks and card networks often argued
that the PORT should be left to the market rather than regulation,
whereas merchants supported the regulation of the card networks’
multi-lateral interchange fees. 337 Consumer groups also supported
regulation.338 These comments illustrate the importance of taking the
financial interests of the commenter into account when assessing the
evidence for and against a PORT initiative.
U.S. automobile dealer data. CDK and Reynolds face significant
damages in the automobile antitrust lawsuits,339 and therefore have an
incentive to claim that security and privacy risks from the PORT are
high.
VI.

337

CONCLUSION

See Feedback Statement on European Commission Green Paper, “Towards an integrated
European market for card, internet and mobile payments”, EUR. COMM’N,
http://docplayer.net/6080833-Feedback-statement-on-european-commission-green-papertowards-an-integrated-european-market-for-card-internet-and-mobile-payments.html
[perma.cc/833Z-SCYC].
338
Id.
339
See Authenticom, Inc. v. CDK Glob., LLC, No. 17-cv-318-jdp, 2017 U.S. Dist. LEXIS
109409, at *1 (W.D. Wis. 2017), rev’d on other grounds 874 F.3d 1019, 1020 (7th Cir.
2017) (The author submitted expert declarations on behalf of Authenticom); see also Dealer
Mgmt. Sys. Antitrust Litig. v. CDK Glob., LLC, No. 18-cv-864, 2018 U.S. Dist. LEXIS
214398 (N.D. Ill. 2018).
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This article seeks to reduce the intellectual confusion about initiatives
that have previously been lumped together under terms including “portability,”
“inter-operability,” and “data sharing.” Along with providing new
terminology, this article provides an intellectual framework for assessing
PORTability that is agnostic – due to the wide range of possible factual
settings, there is no prior assumption about whether a PORTability initiative
will have net benefits. As shown in Part V, the case studies have shaped the
Structured Questions in the PORT-IA, and the current version of the
Structured Questions have been validated by being tested against case studies
across diverse sectors, data type, and geography.
One result of the research project may be to assist single-issue
regulators, such as competition or privacy authorities, to recognize the legal
and policy considerations that may arise from other disciplines.340 For instance,
an antitrust enforcer may become more aware of cybersecurity risks from
insecure log-ins; even though the right to data portability is intended to be
“without hindrance,” there should be enough hindrance to ensure that the
person requesting the data is who they say they are. Privacy regulators may
also benefit from considering the multiple effects of a PORT initiative, some
of which may provide substantial benefits to consumers (“data subjects” in
privacy terms). For example, the GDPR requires consent to be “freely given,
specific, informed and unambiguous.”341 In some settings, such as consent by
employees, regulators presume that consent is not valid due to concern about
employer power.342 By contrast, where a PORT-IA shows strong benefits to
individuals, and an individual has agreed to the transfer, then the presumption
in favor of valid consent could be stronger. More generally, overall policy
prescriptions or enforcement actions should be based on the multiple legal
rules and policy goals at stake. As another example, before a court issues an
order requiring PORTability in an antitrust case, there should be consideration
of possible security, privacy, or other harms from such an order.
In conclusion, my hope is that this research project will promote a more
informed discussion of PORT initiatives, including in public policy and by
companies considering a PORTability service. Such initiatives implicate
multiple disciplines including competition, privacy, and cybersecurity. The
assessment of such initiatives should be similarly multi-disciplinary.
340

See Peter Swire & John Snyder, Using the Portability and Other Required Transfers
Impact Assessment (“PORT-IA”) in Antitrust Law, CPI ANTITRUST CHRON. (Nov. 26,
2020), https://peterswire.net/wp-content/uploads/CPI-Swire-Snyder.pdf
[https://perma.cc/UEQ4-XKKD].
341
GDPR, Art. 4(11).
342
Art. 29 Data Protection Working Party, Guidelines on Consent under Regulation
2016/679 at 8, (Nov. 28, 2017) (“Given the imbalance of power between an employer and
its staff members, employees can only give free consent in exceptional circumstances.”).
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APPENDIX 1: U.S. FINANCIAL SERVICES: PORT – IA343
1. DESCRIPTION OF PORTABILITY OR OTHER REQUIRED
TRANSFER (PORT) INITIATIVE
1.1. Origination. Consumer financial services providers, notably banks.
1.2. Destination. Consumers and their financial technology (“fintech”)
providers, such as Mint and Quicken.344
1.3. Types of Data. Along with other use cases, consumers can use the
fintech software to consolidate their multiple accounts into one
place, for budgeting or other personal financial purposes.
1.4. Applicable Law. Section 1033 of the Dodd Frank Act requires
consumer access to financial information, in an electronic form
usable by consumers. “Covered persons” are those “offering or
providing a consumer financial product or service.”345 A covered
person shall “make available to a consumer, upon request,
information in the control or possession of the covered person
concerning the consumer financial product or service that the
consumer obtained from such covered person, including information
relating to any transaction, series of transactions, or to the
account including costs, charges and usage data. The information
shall be made available in an electronic form usable
by consumers.”346 The Consumer Financial Protection Bureau
(“CFPB”) has the authority to issue rules for “standardized formats
for information,”347 and announced in October, 2020 an Advance
Notice of Proposed Rulemaking on Consumer Access to Financial
Records. This notice outlined various use cases for consumerauthorized financial data such as “personal financial management,
making and receiving payments, assisting consumers with improving
savings outcomes, underwriting credit, and many other services.” 348

343

Thanks to Deona Kalala for research assistance on this case study.
See Greg Johnson, 12 Mint.com Alternatives You’ll Love: Our Top Picks for 2020, CLUB
THRIFTY (Jan. 14, 2020), https://clubthrifty.com/mint-com-alternative (providing current list
of similar providers) [https://perma.cc/VS5L-QJCV].
345
Dodd-Frank Act Wall Street Reform and Consumer Protection Act, 12 U.S.C. § 5481(6)
(2020).
346
Id. § 5533(a).
347
Id. § 5533(d).
348
Consumer Financial Protection Bureau Releases Advance Notice of Proposed
Rulemaking on Consumer Access to Financial Records, supra note 130.
344
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2. BENEFITS OF PORT INITIATIVE
2.1. User autonomy and control over information. User control has
been an important rationale for requiring financial services firms to
provide users with access to their financial information, including in
“an electronic form usable by consumers.”349 Indeed, the CFPB
published nonbinding principles in October 2017 that expressed a
vision of consumers “enhance[ing] their financial lives when they
control information regarding their accounts or use of financial
services.”350 Treasury shared the goal of ensuring consumers have
access to clear disclosures that allow users to easily “weigh the risks
and benefits of using a fintech application” and determine whether to
enable or revoke a right to access their financial data.351
2.2. Competition. Proponents have emphasized the possible benefits to
competition from the PORT requirements.352 The initiative in
349

12 U.S.C. § 5533(a).
CONSUMER FIN. PROT. BUREAU, CONSUMER PROTECTION PRINCIPLES: CONSUMERAUTHORIZED FINANCIAL DATA SHARING AND AGGREGATION (Oct. 18, 2017),
https://www.consumerfinance.gov/data-research/research-reports/consumer-protectionprinciples-consumer-authorized-financial-data-sharing-and-aggregation/ [perma.cc/QXB43W6G]. Commenters complain that little progress has been made toward that vision. See
Comment Letter on Consumer Financial Protection Bureau Symposium on Consumer
Access to Financial Records, Dodd-Frank Act §1033, CAPITAL ONE (Feb. 18, 2020),
https://files.consumerfinance.gov/f/documents/cfpb_
heironimus-statement_symposium-consumer-access-financial-records.pdf (“Unfortunately,
two years later, consumers continue to lack a sufficient understanding of aggregator and
fintech data sharing practices and are not offered a meaningful opportunity to consent or
object to the privacy and data sharing practices of these services.”) [https://perma.cc/PLF5QLFL]. A November 2019 Clearing House survey found that most consumers had little
understanding of how their data was accessed by third-party providers. See Consumer
Survey: Financial Apps and Data Privacy, THE CLEARINGHOUSE,
https://www.theclearinghouse.org/-/media/New/TCH/Documents/Data-Privacy/2019-TCHConsumerSurveyReport.pdf [https://perma.cc/78VE-JERA] (last visited Mar. 9, 2020). The
Financial Data Exchange, representing almost 100 financial institutions, aggregators, and
companies that use financial information, also has among its core principles that consumers
“should have access to their data” and “be able to permission their financial data for services
or applications” of their choice. The Global Industry Standard for Consumer Access to
Financial Data, FIN. DATA EXCHANGE, https://financialdataexchange.org/pages/white-paper
[https://perma.cc/W8QK-65AE].
351
U.S. DEPT. OF TREASURY, A FINANCIAL SYSTEM THAT CREATES ECONOMIC
OPPORTUNITIES NONBANK FINANCIALS, FINTECH, AND INNOVATION 31–33 (July 2018),
https://home.treasury.gov/sites/default/files/2018-08/A-Financial-System-that-CreatesEconomic-Opportunities---Nonbank-Financials-Fintech-and-Innovation_0.pdf
[https://perma.cc/PR55-D66G].
352
CONSUMER FIN. PROT. BUREAU, CONSUMER-AUTHORIZED FINANCIAL DATA SHARING
AND AGGREGATION 4 (Oct. 18, 2017),
350
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particular may reduce lock-in effects. There are often high perceived
or actual costs for consumers to switch financial institutions,353 and
the PORT requirement would make such switching easier. The
PORT requirement may reduce barriers to entry.354 By contrast,
network effects and high market share have not been important
competition-based rationales for the PORT requirements.
Competitive realities in the marketplace indicate substantial
competition in the financial services industry within the United
States.355 For example, JPMorgan Chase Bank, which is the largest

https://files.consumerfinance.gov/f/documents/cfpb_consumer-protection-principles_dataaggregation_stakeholder-insights.pdf (“[S]ome stakeholders—mostly aggregators and
account data users—note that when consumers can authorize third parties to access data
safely and securely in digital formats, market competition for consumer services and
innovation increase, and consumers further benefit.”) [https://perma.cc/Y37G-G43Z].
353
Timothy H. Hannan, Consumer Switching Costs and Firm Pricing: Evidence From Bank
Pricing of Deposit Accounts, U.S. FED. RESERVE BD. (May 12, 2008),
https://www.federalreserve.gov/pubs/FEDS/2008/200832/
200832pap.pdf [https://perma.cc/4G4Y-5N8E]; see Suzanne Martindale & Christina
Tetreault, Trapped at the Bank: Removing Obstacles to Consumer Choice in Banking,
CONSUMER REPORTS (May 20, 2012), https://advocacy.consumerreports.org/research/
trapped-at-the-bank-removing-obstacles-to-consumer-cho ice-in-banking/
[https://perma.cc/K8UF-U2SW]; see also Kevin Wack, The Big Switch: Just How Hard Is It
To Change Banks?, AM. BANKER (Oct. 25, 2011), https://www.americanbanker.com/news/
the-big-switch-just-how-hard-is-it-to-change-banks [https://perma.cc/BSX9-DQJY].
354
Reduced information barriers enable customers to more easily move from one financial
services provider to another and access custom financial products and services. It also eases
the path for new market entrants that seek to provide innovative financial services products.
See, e.g., COMPETITION & MKTS. AUTHORITY (CMA), MAKING BANKS WORK HARDER FOR
YOU (2016), https://www.gov.uk/government/uploads/system/uploads/attachment_data/
file/544942/overview-of-the-banking-retail-market.pdf (“Ensuring that consumers can
provide third parties with access to information about the services and products provided to
them would help to remedy the regulatory and structural barriers that prevent many
consumer financial services markets from responding to consumer demand.”)
[https://perma.cc/9J4S-NE9E]; see also THOMAS P. BROWN, SECTION 1033 OF DODDFRANK—A DECADE OF WAITING FOR THE GREEN FLAG TO DROP,
https://files.consumerfinance.gov/f/documents/cfpb_brown-statement_symposiumconsumer-access-financial-records.pdf [https://perma.cc/DW84-ELWR]; signal Michael
Barr and Joe Valenti, It Shouldn’t Be So Hard to Dump Your Bank, AM. BANKER (Nov. 4,
2016), http://www.americanbanker.com/bankthink/it-shouldnt-be-so-hard-to-dump-yourbank-1092275-1.html [https://perma.cc/BRT8-KEYP].
355
Indeed, competition is even fierce amongst fintech applications, with roughly one in three
adults using a fintech product. See John Pitts, Head of Policy, Plaid, Comment Letter on
Consumer Financial Protection Bureau Symposium on Consumer Access to Financial
Records (Feb. 19, 2020), https://files.consumerfinance.gov/f/
documents/cfpb_pitts-statement_symposium-consumer-access-financial-records.pdf
[https://perma.cc/2AW4-ZT7G].
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U.S. provider of consumer services, has roughly a 10% market share
for domestic deposits.356
2.3. Innovation. Proponents have emphasized how portability may lead
to innovation, such as by facilitating entry of a broader range of
fintech companies who can compete with traditional banks.357
Proponents also note that increased access to financial data flows
can improve access to lending products.358
2.4. Technical obstacles to portability. In the absence of regulations
from the CFPB for “standardized formats for data,” there have been
technical and market obstacles to efficient sharing of consumer data,
reducing the possible benefits from the PORT initiative.359 For
instance, PNC Bank in 2019 announced it would not allow access to
356

F. Norrestad, Market Share of Leading Banks in the United States in 2020, by Value of
Domestic Deposits, STATISTA (May 14, 2020),
https://www.statista.com/statistics/727546/market-share-of-leading-banks-usa-domesticdeposits/ [https://perma.cc/G4ML-6CG5].
357
Professor Barr notes, “As a drafter of the provision that became §1033, I can state that
the scope of the provision was intended to be broad – providing a framework for customer
access that would encourage competition and innovation, including through the use of thirdparty providers and aggregators. The Treasury Department has taken a similar view.” See
U.S. DEPT. OF TREASURY, supra note 7. Both Citi and American Express announced
investments in data aggregator Plaid (joining Goldman Sachs), citing the goal of “better
access to clean, high-quality financial data, enabling innovation and a secure infrastructure
for the financial services ecosystem.” Plaid Unveils Investments by Citi Ventures and
American Express Ventures, PLAID (Feb. 6, 2017), http://www.prnewswire.com/
news-releases/plaid-unveils-investments-by-citi-ventures-and-american-express-ventures300402531.html [https://perma.cc/AC6S-V9ZA].
358
See THE USE OF CASH-FLOW DATA IN CREDIT UNDERWRITING: EMPIRICAL RESEARCH
FINDINGS, FINREG LAB (July 2019), https://finreglab.org/wpcontent/uploads/2019/07/FRL_Research-Report_Final.pdf (summarizing our independent
analysis of data from six non-bank financial services providers—Accion, Brigit, Kabbage,
LendUp, Oportun, and Petal—conducted in conjunction with Charles River Associates)
[https://perma.cc/V6SX-G8DX]; signal THE USE OF CASH-FLOW DATA IN CREDIT
UNDERWRITING: SMALL BUSINESS SPOTLIGHT, FINREGLAB (2019), https://finreglab.org/theuse-of-cash-flow-data-in-underwriting-credit-small-business-spotlight (providing a market
snapshot of the growing use of electronic cash-flow data by a range of new entrants and
incumbents in small business lending markets) [https://perma.cc/K38Y-QV9T]; Interagency
Statement on the Use of Alternative Data in Credit Underwriting, CONSUMER FIN. PROT.
BUREAU, https://files.consumerfinance.gov/f/documents/cfpb_interagencystatement_alternative-data.pdf [https://perma.cc/3HPC-Y26X] (last visited Feb. 14, 2022).
359
Michael S. Barr, Abigail DeHart & Andrew Kang, Consumer Autonomy and Pathways to
Portability in Banking and Financial Services, (U. Mich. Ctr. on Finance, Law & Policy,
Working Paper No. 19-022), https://ssrn.com/abstract=3483757 [https://perma.cc/F5J3WEJ5].
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consumer accounts by third-party software providers, citing security
concerns.360
3. RISKS AND COSTS OF PORT INITIATIVE
3.1. Security. Providing effective security has been a major obstacle to
adoption of ready portability between financial services providers:
(1) The risks of unauthorized access are high, including access to
highly sensitive financial information and also the possibility of
actually stealing funds from the account.361(2) In the absence of
“standardized formats for data,” there are cybersecurity risks from
the most common mechanism for data sharing, which is screenscraping.362 Strong authentication is vital to preventing unauthorized
persons from gaining access to consumer financial accounts.363
3.2. Privacy. (1) There are high risks to privacy if an unauthorized
person can gain access to personal data in a financial account.
Among other privacy risks, the individual may face a higher risk of
identity fraud when an unauthorized person learns the Social
Security number and other financial details that help enable such
fraud. (2) There have been publicized concerns that transfers of deidentified data can create privacy risks, due to the risk of reidentification.364
360

US: PNC Blocks Venmo, Tells Users to Switch to Zelle, COMPETITION POL’Y INT’L (Dec.
16, 2019), https://www.competitionpolicyinternational.com/us-pnc-blocks-venmo-tellsusers-to-switch-to-zelle/ [https://perma.cc/FEL6-WQ3Q]; Penny Crossman, JP Morgan
Chase Moves to Block Fintechs From Screen Scraping, AM. BANKER (Jan. 2, 2020),
https://www.americanbanker.com/news/jpmorgan-chase-moves-to-block-fintechs-fromscreen-scraping [https://perma.cc/H2S7-TNMP].
361
Odysseas Papdimitriou, Identity Theft: What It Is, How It Happens & the Best Protection,
WALLET HUB (Oct. 16, 2019), https://wallethub.com/edu/identity-theft/17120/
[https://perma.cc/7M6U-ESHR].
362
U.S. DEP’T OF THE TREASURY, A FINANCIAL SYSTEM THAT CREATES ECONOMIC
OPPORTUNITIES: NONBANK FINANCIALS, FINTECH, AND INNOVATION 31–33 (2018),
https://home.treasury.gov/sites/default/files/2018-08/A-Financial-System-that-CreatesEconomic-Opportunities---Nonbank-Financials-Fintech-and-Innovation_0.pdf
[https://perma.cc/M34T-RCW9].
363
Thomas B. Pahl, Stick with Security: Require Secure Passwords and Authentication, FED.
TRADE COMM’N (Aug. 11, 2017, 10:47 AM), https://www.ftc.gov/newsevents/blogs/business-blog/2017/08/stick-security-require-secure-passwords-authentication
[https://perma.cc/KFL8-NKFT].
364
See Bradley Hope, Provider of Personal Finance Tools Tracks Bank Cards, Sells Data to
Investors, DEMOCRATIC UNDERGROUND (Aug. 6, 2015, 10:30 PM),
https://www.democraticunderground.com/10141169602 (explaining that Yodlee, an FSP
that provides personal financial management tools by aggregating and processing consumer
data from a number of different accounts, sells scrubbed and anonymized transactional data)
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3.3. Regulatory effects. Regulation E, which implements the Electronic
Funds Transfer Act, provides that consumers generally are not liable
for unauthorized electronic fund transfers.365 Regulation E applies to
banks but not generally to fintech software providers.366 The
protections of Regulation E generally do not apply to transfers “by a
person who was furnished the access device to the account by the
consumer.”367 Consumers may thus lose the protections of
Regulation E when the unauthorized person gains access to the bank
account via fintech software.368 This regulation has grown in

[https://perma.cc/J7Z4-V7AL]. Such insights can be used to “re-identify” individuals;
researchers from the Massachusetts Institute of Technology have said that they could
unmask roughly 90% of people in a database of anonymous credit-card transactions with
four pieces of information that included date and transaction location from a private
database provided to them by an unidentified company. Yves-Alexandre de Montjoye, Laura
Radaelli, Vivek Kumar Singh & Alex Pentland, Unique in the Shopping Mall: On the
Reidentifiability of Credit Card Metadata, 347 SCI. MAG. 536 (Jan. 30, 2015),
https://science.sciencemag.org/content/347/6221/536 [https://perma.cc/T5TM-4HTJ]; see
also Solon Barocas & Andrew Selbst, Big Data’s Disparate Impact, 104 CAL. L. REV. 671,
671 (2016) (“Errors…may befall historically disadvantaged groups at higher rates because
they are less involved in the formal economy and its data-generating activities, have unequal
access to and relatively less fluency in the technology necessary to engage online, or are less
profitable customers or important constituents and therefore less interesting as targets of
observation.”).
365
12. C.F.R § 1005.6 (2020).
366
But see Kaitlin Asrow & Beth Brockland, Liability, Transparency and Consumer Control
in Data Sharing: A Call to Action for Financial Services Providers and Regulators, CTR.
FIN. SERVS. INNOVATION (Sept. 2017), https://s3.amazonaws.com/cfsi-innovation-files2018/wp-content/uploads/2017/09/27001532/2017_Liability-Transparency-Control-in-DataSharing_Full.pdf (recommending that industry create an agreed-upon liability framework for
data sharing and that regulators clarify liability under Regulation E in order to enable such a
framework.) [https://perma.cc/BU98-NSWF].
367
12 C.F.R. §1005.2(m)(1).
368
An unauthorized electronic fund transfer is a transfer by someone other than the
consumer without actual authority to make the transfer and from which the consumer
receives no benefit. 12 C.F.R. § 1005.2(m). The term does not include transfers “by a person
who was furnished the access device to the account by the consumer, unless the consumer
has notified the financial institution that transfers by that person are no longer authorized.”
Id. § 1005.2(m)(1). The Official Staff Commentary further explains that if the consumer
furnishes an access device and grants authority to a person who exceeds that authority, the
consumer is liable unless the consumer has notified the financial institution that transfers by
that person are no longer authorized. Id. § 1005.2(m) cmt. 2. The aggregator might be liable
under Regulation E, but only if it allows consumers to transfer funds through the aggregator.
Id.
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importance as data aggregators now hold data on over twenty
million consumers accounts.369
3.4. Incentives of those presenting evidence. Incumbents, such as
traditional banks, have a financial incentive to emphasize the risks to
security and privacy if fintech software has access to bank account
information.370
4. LESSONS LEARNED
4.1. This case study shows that the US has issued a general requirement
of consumer access, along with a mandate that the information “shall
be made available in an electronic form usable by consumers.” This
approach contrasts with the much more detailed regulations under
the Payment Services Directive in the EU.
4.2. This case study illustrates the reason for the PORT to include an
assessment of regulatory effects. Regulation E applies to traditional
banks but may not provide protection to the consumer if the loss
occurs due to unauthorized transfers through use of a third-party
fintech software provider.
4.3. This case study illustrates high security risks in the absence of strong
authentication. Unauthorized access can result in disclosure of
sensitive data, a large privacy risk. It can also result in theft of funds,
potentially even including entire balances in multiple financial
accounts.
4.4. The financial services PORT initiative provides bad actors with a
number of attack points.371 For instance, they can obtain individuals’
369

See, e.g., Kate Rooney, Meet the Start-up You’ve Never Heard of That Powers Venmo,
Robinhood and Other Big Consumer Apps, CNBC (Oct. 4, 2018),
https://www.cnbc.com/2018/10/04/meet-the-startup-that-powers-venmo-robinhood-andother-big-apps.html [https://perma.cc/96XK-X3WJ].
370
Statement of Natalie S. Talpas, Senior Vice President/Digit. Prod. Management Grp.
Manager, PNC Bank to Consumer Fin. Prot. Bureau Symp. on Consumer Access to Fin.
Recs, Section 1033 of the Dodd-Frank Act, CONSUMER FIN. PROT. BUREAU (Feb. 26, 2020),
https://files.consumerfinance.gov/f/documents/cfpb_talpas-statement_symposiumconsumer-access-financial-records.pdf (documenting PNC bank complaining that data
aggregators lack transparency, rely on insecure practices like screen scraping, and face
substantial privacy and security risks given lack of comprehensive regulatory regime)
[https://perma.cc/W3SH-4DZF].
371
“FinCEN has . . . seen a high amount of fraud, including automated clearing house
(ACH) fraud, credit card fraud, and wire fraud, enabled through the use of synthetic
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log-in credentials by posing as a financial services provider through
phishing or social engineering attacks.372 They also can target
devices, such as laptops, tablets, and phones, that store consumers’
credentials.373
4.5. The CFPB has not issued regulations, as permitted under the statute,
for “standardized formats for data.” Critics have cited this lack of
regulations for slow adoption of effective portability in practice.374
In October 2020, the CFPB issued an advanced notice of proposed
rulemaking on consumer-authorized access to financial records.375 In
contrast, the case study on EU financial services has shown slow
adoption, including extensions of deadlines for adoption, even where
regulations are in place.
4.6. Better security mechanisms than screen scraping may be available.
Many banks and fintech providers have created application
programming interfaces (“APIs”) that no longer require consumers
to provide actual log-in credentials to third-party software providers.
Another option is increased use of two-factor authentication.
identities and through account takeovers via fintech platforms. In some cases,
cybercriminals appear to be using fintech data aggregators and integrators to facilitate
account takeovers and fraudulent wires. By using stolen data to create fraudulent accounts
on fintech platforms, cybercriminals are able to exploit the platforms’ integration with
various financial services to initiate seemingly legitimate financial activity while creating a
degree of separation from traditional fraud detection efforts. Some criminals are also
monetizing stolen credit card information through fraudulent merchant accounts to charge
victims’ cards or are simply creating fraudulent user accounts on fintech platforms as part of
identity theft or synthetic identity fraud.” Kenneth A. Blanco, Director, FinCEN, Identity:
Attack Surface and a Key to Countering Illicit Finance, Address at the Federal Identity
(FedID) Forum and Exposition (Sept. 24, 2019), in FIN. CRIMES ENFORCEMENT NETWORK,
https://www.fincen.gov/news/speeches/prepared-remarks-fincen-director-kenneth-blancodelivered-federal-identity-fedid [https://perma.cc/W2PC-78H5].
372
“Many customers value the convenience of financial data aggregation and appreciate
having a single snapshot of multiple accounts. But sharing security credentials for financial
account information can come with some risks. Foremost, you can potentially expose
yourself to privacy and security risks. These include potential vulnerability to cyber fraud,
unauthorized transactions and identity theft. A key risk is that the aggregators could be
storing all consumer financial information or security credentials in one place, creating a
new and heightened security risk for consumers.” Know Before You Share: Be Mindful of
Data Aggregation Risks, Investor Alert, FINRA (Mar. 29, 2018),
https://www.finra.org/investors/alerts/be-mindful-data-aggregation-risks
[https://perma.cc/PG58-TFXS].
373
Id.
374
Barr et. al., supra note 359.
375
CONSUMER FIN. PROT. BUREAU, supra note 130.
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4.7. Privacy risks can occur due fintech vendors’ practices. The FTC has
sued peer-to-peer payment service provider Venmo under the FTC
Act and the GLBA for misrepresentations regarding the steps
necessary to keep financial transactions private.376 Additionally,
there have been public complaints about fintech companies’ datasets
that were supposedly de-identified but actually remained reidentifiable.377
4.8. Providing read-only access to code may reduce risk from the PORT
initiative. By providing read-only access to data aggregators,
financial institutions could ensure third parties only view account
balances and histories, rather than being able to initiate funds
transfers or modify important financial account information.

376

PayPal Settles FTC Charges that Venmo Failed to Disclose Information to Consumers
About the Ability to Transfer Funds and Privacy Settings; Violated Gramm-Leach-Bliley
Act, FED. TRADE COMM’N (Feb. 27, 2018), https://www.ftc.gov/news-events/pressreleases/2018/02/paypal-settles-ftc-charges-venmo-failed-disclose-information
[https://perma.cc/5GFF-LPBX].
377
See Swire & Lagos, supra note 20.
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APPENDIX 2: U.S. HEALTH CARE: PORT–IA378
1. DESCRIPTION OF PORTABILITY
TRANSFER (PORT) INITIATIVES

OR

OTHER

REQUIRED

Overview of Three PORT Initiatives in the 21st Century Cures Act
Rulemaking Process
There are at least three, somewhat overlapping, PORT initiatives
in the proposed and final rule implementing the 21st Century Cures
Act (“the Act”).379 The three initiatives relate to: (a) prohibitions on
information blocking; (b) health IT developer certification
requirements; and (c) standardization of APIs.
The U.S. Department of Health and Human Services’ (HHS)
Office of the National Coordinator for Health Information
Technology (ONC) published its proposed rule for “Interoperability,
Information Blocking, and the ONC Health IT Certification Program”
on March 4, 2019.380 ONC’s stated purposes in implementing the Act
are to: advance interoperability; support the access, exchange, and use
of electronic health information (EHI); and address occurrences of
information blocking.381 The final rule was first published by HHS on
March 9, 2020, with over 1,200 pages of regulatory text and
accompanying material. 382 The information blocking and health IT
378

Thanks to Deona Kalala and Sara Guercio for research assistance on this case study.
21st Century Cures Act, H.R. 34, PUB. L. NO. 114-255, 130 STAT. 1033 114TH CONG.
(2016), https://www.congress.gov/bill/114th-congress/house-bill/34 [https://perma.cc/R4PL2K2S]; 21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health
IT Certification Program, 84 FED. REG. 7424 (Mar. 4, 2019),
https://www.federalregister.gov/documents/2019/03/04/2019-02224/21st-century-cures-actinteroperability-information-blocking-and-the-onc-health-it-certification
[https://perma.cc/8W8N-YT9X].
380
21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT
Certification Program, 84 FED. REG. 7424, 7469 (proposed Mar. 4, 2019) (to be codified at
45 C.F.R. pts. 170 and 171), https://www.federalregister.gov/documents/2019/03/04/201902224/21st-century-cures-act-interoperability- information-blocking-and-the-onc-health-itcertification [https://perma.cc/N2XM-RUKC].
381
Elise Sweeney Anthony & Michael Lipinski, 21st Century Cures Act: Interoperability,
Information Blocking, and the ONC Health IT Certification Program Proposed Rule,
HEALTHIT.GOV (last visited Nov. 29, 2021), https://
www.healthit.gov/sites/default/files/page/2019-02/HITACNPRMPresentation.pdf
[https://perma.cc/GKE3-NYBX].
382
21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT
Certification Program, 45 C.F.R. 170, 1149,
https://www.healthit.gov/cerus/sites/cerus/files/202003/ONC_Cures_Act_Final_Rule_
03092020.pdf [https://perma.cc/U8C8-W3BP].
379
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certification requirements will be fully effective by December 31,
2023.383
The term “interoperability” is used broadly in the final rule to
apply to: (1) technical interoperability (as I use the term generally in
this overall PORT project); (2) portability, or transfers involving one
person; and (3) other required transfers, such as when a health care
provider transfers all of its records from one information technology
(IT) vendor to another.
1.1. PORT Initiative A: Information Blocking
1.1.1. Origination: Any (1) health care provider; (2) health IT
developers of certified health IT; (3) health information
exchanges; or (4) health information network.
1.1.2. Destination: An authorized recipient where there is either (1)
patient consent or (2) for treatment, payment, or operations of an
entity covered by the Health Information Portability and
Accountability Act (“HIPAA”).384
1.1.3. Types of Data: The scope of covered data is broad, covering
“electronic health information” (EHI), which corresponds to the
electronic personal health information (PHI) covered by HIPAA.
385

1.1.4. Legal requirements: The Act prohibits information blocking
as defined in section 171.103 of the Final Rule, subject to eight
exceptions. Information blocking is any activity that “is likely to
interfere with, prevent, or materially discourage access, exchange,
or use of electronic health information.” 386 ONC can impose
significant penalties for information blocking, unless one of the
exceptions applies. The eight exceptions are divided into two
categories. First are exceptions that enable not fulfilling requests
383

ONC’s Cures Act Final Rule Highlighted Regulatory Dates, HEALTHIT.GOV (last visited
Feb. 21, 2022), https://www.healthit.gov/curesrule/overview/oncs-cures-act-final-rulehighlighted-regulatory-dates [https://perma.cc/XS3W-E6L6].
384
Uses and Disclosures for Treatment, Payment, and Health Care Operations, U.S. DEP’T
OF HEALTH & HUMAN SERVS. (last visited Nov. 29, 2021), https://www.hhs.gov/hipaa/forprofessionals/privacy/guidance/disclosures-treatment-payment-health-careoperations/index.html (providing details on TPO and a link to the Code of Federal
Regulations) [https://perma.cc/A8AA-3UJD].
385
45 C.F.R. § 171.102 (“Electronic health information (EHI) is defined as it is in 45 CFR
160.103.”).
386
45 C.F.R. §§ 171.200–171.205.
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to access, exchange or use of EHI, including for (1) preventing
harm; (2) promoting the privacy of EHI; (3) promoting the
security of EHI; (4) responding to requests that are infeasible; and
(5) maintaining and improving health IT performance.387 Second
are exceptions for establishing procedures to fulfill requests to
access, exchange or use of EHI, including for: (6) recovering
costs reasonably incurred; (7) licensing of interoperability
elements on reasonable and non-discriminatory terms; and (8)
limiting the content of responses to requests and establishing the
manner for fulfilling requests.388
1.2. PORT Initiative B: Health IT Developer Certification
Requirements
1.2.1. Origination: Software of a covered health IT developer.
1.2.2. Destination: (1) For an individual patient, to the patient or a
patient’s chosen third party (portability for the individual patient);
and (2) for all patients of a provider when the provider seeks to
change health IT systems (transfer of data by the health provider
from one IT provider to another).
1.2.3. Types of Data: Electronic health information. The export file
must be computable and include documentation to allow for
interpretation and use of EHI.
1.2.4. Legal requirements: Section 4002 of the Act requires HHS to
establish “Conditions and Maintenance of Certifications
Requirements for the ONC Health IT Certification Program.”
ONC enforces any noncompliance. There are seven Conditions
of Certification for health IT developers. Most relevant for
purposes of this case study are: (1) information blocking and (2)
application programming interfaces (APIs). Among the other
requirements that apply to health IT developers is that that the
developer does not prohibit or restrict communications for
specific subjects including: usability; interoperability; security;
user experiences; business practices; and the manner in which a
user of health IT has used such technology.389

387

Id.
Id.
389
Anthony & Lipinski, supra note 132; 45 C.F.R. § 170.402.
388
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1.3. PORT Initiative C: Standardized APIs
1.3.1. Origination: A health IT developer must “publish APIs that
‘allow health information from such technology to be accessed,
exchanged, and used without special effort through the use of
APIs.’” 390 For example, the API should enable export of the
patient’s data from a health care provider to a smartphone app.391
1.3.2. Destination: (1) For an individual patient, to the patient or a
patient’s chosen third party (portability for the individual patient);
and (2) for all patients of a provider when the provider seeks to
change health IT systems (transfer of data by the health provider
from one IT provider to another).
1.3.3. Types of data: A developer must provide access in the API to
all data elements of a patient’s electronic health record (EHR), to
the extent permitted by privacy law. The final rule defines the
“United States Core Data for Interoperability,” which sets forth
the extensive data elements required, including clinical notes.392
1.3.4. Legal requirements: The Rule sets forth detailed
requirements, including that: (1) the API be usable “without
special effort” by users of the API; (2) a developer publish
business and technical documentation to enable the API to be
used at scale; (3) the developer grants the health care providers
“the sole authority and autonomy to permit API Users to interact
with the API technology,” 393 and (4) the API be licensed on
reasonable and non-discriminatory term with limits on fees.
2. BENEFITS OF PORT INITIATIVE
2.1. User autonomy and control over information. User autonomy and
control apply both to individual patients and to companies in the
health care system (e.g., health care providers). Patients have a broad
right of access under Section 406 of the Act. The mandatory use of
APIs is intended to enable a patient to port data where the patient
wishes, including smartphone apps. The Act reinforces the HIPAA
requirement that a patient must provide explicit authorization (opt-in
consent) for many transfers of health information.
390

Final Rule, supra note 8, at 25,647.
Id. at 25,816.
392
Id. at 25,644.
393
Id. at 25,647.
391
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2.2. Health care providers also gain new rights over the data they hold.
Notably, a certified health IT software provider must enable transfer
of a provider’s data “without special effort” to a competing IT
software provider.394
2.3. Competition. The strict rules prohibiting information blocking are
designed to enhance competition. Incumbent companies holding
patient data must open up their systems to enable transfer “without
special effort,” even to competitors. From HHS’s perspective, entities
frequently exercised their control over EHI in ways that created
barriers to entry for developers and other health care providers,
limiting the availability and use of EHI.395 Such practices can weaken
competition among health care providers and health IT developers by
limiting patient mobility, encouraging consolidation, and creating
barriers to entry for developers of new and innovative applications
and technologies that enable more effective uses of clinical data to
improve population health and the patient experience. 396 The
information blocking prohibition creates penalties and enforcement
mechanisms to deter these harmful practices.
2.4. The final rule also seeks to prohibit rent-seeking and other
opportunistic pricing practices, including by any dominant firm. For
example, this includes: (1) requiring software licenses to be provided
on “reasonable and non-discriminatory terms”; 397 (2) prohibiting a
health IT developer from charging customers a fee that exceeds the
developer’s actual costs to provide interfaces or other technical
interoperability services;398 and (3) prohibiting a health IT developer
from restricting communications about its products, including
criticisms of the products, for topics such as usability, security, and
user experiences.399
2.5. Innovation and research. The information blocking requirements
seek to encourage innovation and advancement in the access,
exchange, and use of health IT-enabled care delivery. The prohibition
on information blocking is designed to reduce the ability of
incumbents to insist that local physicians adopt a particular EHR
394

Id. at 25,644.
Id.
396
Id.
397
Id. at 25,814.
398
Id. at 25,753.
399
Id. at 25,732.
395
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platform. 400 The mandatory APIs were designed to enable patients
and others to take advantage of innovations like smartphone apps.401
HHS also believes that information transfers will benefit medical
research.402
2.6. Technical obstacles to portability. Because the final rule has not yet
gone into effect, there is limited evidence about the extent to which
there will be technical or market obstacles to the benefits sought under
the new PORT initiatives. For instance, the European Union mandated
open APIs under its Payment Services Directive, but there have been
significant delays in adoption.403 The rule may impose administrative
compliance burdens on health IT developers, EHR management, and
other affected actors.
3. RISKS AND COSTS OF THE PORT INITIATIVE
3.1. Privacy. EHI often includes patients’ clinical data, in contrast to the
claims-related data that were most important when HIPAA went into
effect two decades ago. The broader range of patient data can lead to
increased privacy risks. Patient data could be transferred beyond the
scope of a patient’s consent or preferences. Patients also face privacy
risks when data moves from entities covered by HIPAA (providers
and insurers) to smartphone apps or other systems that are outside of
the scope of HIPAA. Privacy advocates have expressed concern that
the latter are covered only by the general protections of the Federal
Trade Commission Act, rather than the more detailed and protective
HIPAA requirements.404 There are also privacy concerns when large
databases of patient data are transferred, including mandatory

400

Id. at 25,820.
Don Rucker, ONC’s Proposed Rule Will Connect People to their Care, HEALTH IT BUZZ
(Feb. 11, 2019), https://www.healthit.gov/buzz-blog/interoperability/oncs-proposed-rulewill-connect-people-to-their-care [https://perma.cc/FX2G-Z2BT].
402
Final Rule, supra note 8 at 25,722-3; Kathy Kenyon, Overcoming Contractual Barriers
to EHR Research, HEALTH AFF. BLOG (Oct.14, 2015),
http://healthaffairs.org/blog/2015/10/14/overcoming-contractual-barriers-to-ehr-research/
[https://perma.cc/Q498-YCSF].
403
Directive (EU) 2015/2366, on payment services in the internal market, amending
Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010,
and repealing Directive 2007/64/EC, annex, 2015 O.J. (L 337/35) (EU) 1, 99-118.
404
U.S. DEP’T OF HEALTH & HUM. SERVS., EXAMINING OVERSIGHT OF THE PRIVACY &
SECURITY OF HEALTH DATA COLLECTED BY ENTITIES NOT REGULATED BY HIPAA 6 (2016),
https://www.healthit.gov/sites/default/files/non-covered_entities_report_june_17_2016.pdf
[https://perma.cc/724H-KGNF].
401
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transfers expected under the information blocking requirements. Such
databases face significant risk of re-identifying patient data.
3.2. To avoid penalties for information blocking, an actor can invoke the
privacy exception if one of four sub-exceptions applies: (1) practices
that satisfy preconditions prescribed by privacy laws; (2) certain
practices not regulated by HIPAA but still implement privacy choice;
(3) denial of access requests where specifically permitted by HIPAA;
or (4) practices that give effect to an individual’s privacy
preferences.405 Comments on the proposed rule criticized the privacy
protection as inadequate.406
3.3. The final rule did expand the privacy exception. For instance, the final
rule states that actors may establish processes to notify a patient—
before the patient transfers data to an app— whether the third-party
app developer has attested to meeting certain “best practices” for
privacy policies and practices. The final rule recommends that these
best practices include terms such as: (1) making the privacy policy
accessible at all times, including updated version; (2) sharing the
privacy policy prior to the technology’s receipt of EHI; and (3)
including a requirement for express consent before an individual’s
EHI is accessed, exchanged, or used, as well as receiving the
individual’s express consent before the individual’s EHI is sold.407
3.4. Security. The Security of EHI exception allows Covered Health Care
Providers to block the flow of EHI in defined circumstances if the
practice is directly related to safeguarding the confidentiality,
integrity or availability of EHI. To be lawful, the block must be
performed in a consistent, non-discriminatory manner, and it must be
undertaken pursuant to an organizational policy or principled case-bycase determination.408
405

ANTHONY & LIPINSKI, supra note 132, at 32.
See, e.g., Fed’n of Am. Hosp’s., Comment Letter on 21st Century Cures Act:
Interoperability, Information Blocking, and the ONC Health IT Certification Program
Proposed Rule (Jun. 3, 2019), https://www.regulations.gov/
document?D=HHS-ONC-2019-0002-1843 (“[A]s proposed, the privacy exception is out of
alignment with the Cures Act, HIPAA, and potentially other federal and state laws.”)
[https://perma.cc/6GTJ-HXX5].
407
OFF. OF THE NAT’L COORDINATOR FOR HEALTH INFO. TECH., CHANGES &
CLARIFICATIONS RELATED TO THE ONC HEALTH IT CERTIFICATION PROGRAM,
https://www.healthit.gov/cerus/sites/cerus/files/2020-03/NPRMvsFinalRule.pdf
[https://perma.cc/G6C5-2U4R].
408
45 C.F.R. § 171.203 (2020).
406
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3.5. Unauthorized access is a risk for most PORT initiatives, including
healthcare. The certification requirements under the Proposed Rule
require the authentication protections of SMART Health IT, 409
including regular re-authorization required through the use of refresh
tokens.410
3.6. As with privacy protections, patients may lose HIPAA legal
protections when the PORT is made to an entity that operates outside
of HIPAA coverage.411
3.7. Competitive Effects. The proposed rule mandated the disclosure of
pricing information. 412 The FTC and over 1,000 other commenters
noted potential anticompetitive effects associated with the open
disclosure of pricing information. 413 In a comparable proposal, the
FTC identified two main anticompetitive effects associated with this
type of information sharing.414 First, the disclosure of price and cost
information “may chill competition by facilitating or increasing the

409

SMART HEALTH IT, https://smarthealthit.org (last visited Jan. 13, 2022)
[https://perma.cc/39SC-HV83]; Final Rule, supra note 8, at 25,741.
410
Best Practices in Authorization for SMART on FHIR EHRs, SMART HEALTH IT, https://
docs.smarthealthit.org/authorization/best-practices/ (last visited Jan. 13, 2022)
[https://perma.cc/T62Z-88GL].
411
Rebecca Pifer, Industry Cheers Spirit But Not Fine Print In HHS Interoperability Rules,
HEALTHCARE DIVE (June 5, 2019), https://www.healthcaredive.com/news/industry-cheersspirit-but-not-fine-print-in-hhs-interoperability-rules/556099/ (last visited Nov. 12, 2021)
(“Patients may be unaware that once they authorize a covered entity to push their health
information to a third-party app and such an entity is a HIPAA non-covered entity, the rights
afforded under HIPAA no longer apply.”) [https://perma.cc/6JLF-7FXF].
412
Final Rule, supra note 8, at 25,727.
413
21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT
Certification Program, 45 C.F.R. §§ 170–171 (2020),
https://www.healthit.gov/cerus/sites/cerus/files/202003/ONC_Cures_Act_Final_Rule_03092
020.pdf (last visited Nov. 12, 2021) [https://perma.cc/GKY3-XM5L].
414
See United Health Group, Comment Letter on 21st Century Cures Act: Interoperability,
Information Blocking, and the ONC Health IT Certification Program Proposed Rule 1 (June
3, 2019), https://www.regulations.gov/document?D=HHS-ONC-2019-0002-1855 (last
visited Nov. 29, 2021) [https://perma.cc/7A9K-NLCC]. The FTC’s comments to the
proposed rule called for clarification of “when market pricing is not deemed information
blocking” and for leniency when applying exceptions to market pricing information. FED.
TRADE COMM’N, Comment Letter on 21st Century Cures Act: Interoperability, Information
Blocking, and the ONC Health IT Certification Program Proposed Rule 1 (June 14, 2019),
https://www.regulations.gov/document?D=HHS-ONC-2019-0002-1923 (last visited Nov.
29, 2021) [https://perma.cc/92W6-GHER].
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likelihood of unlawful collusion.”415 Second, it may “undermine the
effectiveness of selective contracting” that reduces health care
costs.416 The definition of EHI under the final rule “does not expressly
include or exclude price information.” 417 Instead, it generally
provides that “to the extent that ePHI includes price information and
is included in a designated record set, it would be considered EHI.”418
3.8. Incentives of interested parties. Due to their proprietary databases,
private health care software companies, such as Epic Systems
Corporation, have an incentive to object to the information blocking
rule. Consistent with that incentive, Epic’s comments supported the
rule’s overall objective, but complained that it “eliminated standard
intellectual property protections” and “creates real risks that patients
will actually lose control of their data.”419
4. LESSONS LEARNED
4.1. In addition to the patient portability rights, this case study illustrates a
requirement that a software vendor make it easy for the vendor’s
customer to switch to a different software vendor. These requirements
are similar to the Arizona auto dealers case study and the Free Flow
of Data Regulation in the EU. In these instances, incumbent software
vendors may claim that the transfer requirements undermine
intellectual property rights and threaten cybersecurity.
4.2. The Proposed Rule sets limits on how cybersecurity (or privacy) can
be used as a basis for blocking information flows. The Proposed Rule
requires relating an information blocking practice to specific means
for safeguarding confidentiality, integrity, and availability of EHI. A
purported security measure is illegal “information blocking” unless it
is tailored to specific security risks and implemented in a consistent
415

MARINA LAO, DEBORAH FEINSTEIN, & FRANCINE LAFONTAINE, FED. TRADE COMM’N
OFF. OF POL’Y PLAN., BUREAU OF COMPETITION, BUREAU OF ECON., Letter to Joe Hoppe &
Melissa Hortman, Minn. House of Representatives 7 (June 29, 2015),
https://www.ftc.gov/system/files/documents/advocacy_documents/ftc-staff-commentregarding-amendments-minnesota-government-data-practices-act-regarding-healthcare/150702minnhealthcare.pdf [https://perma.cc/Z4B5-683V].
416
Id.
417
21st Century Cures Act, supra note 413, at 631.
418
Id. at 631.
419
EPIC, Comment Letter on 21st Century Cures Act: Interoperability, Information Blocking,
and the ONC Health IT Certification Program Proposed Rule (Jun. 3, 2019),
https://www.regulations.gov/document?D=HHS-ONC-2019-0002-1780
[https://perma.cc/3ZGD-VFEY].
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and non-discriminatory manner. Similar themes about the possibility
of cybersecurity being used a pretext to block information flows arise
in the Arizona auto dealers case study.
4.3. This case study illustrates the privacy and security risks when data is
transferred from a highly-regulated entity (under HIPAA) to lessregulated entities (under the vaguer “unfair and deceptive practices”
protections of the FTC Act).
4.4. As transfers of EHI occur to more recipients, there are risks to user
trust. It is not clear how well patients understand where their patient
data is going. How to manage patient consent may be a challenging
task. If patients lose trust in how their data is protected, they may be
reluctant to disclose fully to their medical providers. In addition,
reduction in user trust can reduce consumer control over their data and
reduce their autonomy; where users perceive risk in how their data
will be used, they experience less control over their data.
4.5. This possible lack of consumer understanding and risk to trust can also
arise in other case studies, such as consumer financial data flows to
new categories of recipients.
4.6. This case study illustrates how transfer of pricing data may lead to
anti-competitive effects and illustrates the difficulty of eliminating
price information from the data contained in a PORT. The FTC’s
concerns about transfer of pricing data and confidential terms of
service show the importance of considering both the pro- and anticompetitive effects of a PORT initiative.
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APPENDIX 3: U.S. OPEN DATA: PORT–IA420
1. DESCRIPTION OF PORTABILITY OR OTHER REQUIRED
TRANSFER (PORT) INITIATIVE
1.1. Open data refers to public sector data published online by local, state,
and federal agencies for free public access. With open data,
government agencies are required or encouraged to transfer data into
publicly-available websites. This case study focuses specifically on
the United States and on data that is not intended to be personally
identifiable.
1.2. Origination: The data comes from public agencies. Previously, this
data was in printed form or otherwise not readily available online.
Some, such as court records, were accessible in person, but in a less
convenient form than online access. Some were not available to the
public or available only via a request under the Freedom of
Information Act or similar state and local laws.421
1.3. Destination: Publicly available websites.
1.4. Types of Data: Public sector data that may be published includes, for
example, National Oceanographic and Atmospheric Administration
weather data, government procurement data, transportation data,
public health data, agricultural data, and de-identified population
data. 422 In addition to Data.Gov, more than 260 cities and
municipalities have launched their own open data initiatives.423 Each
individual U.S. state has also made data publicly available and
accessible online to varying degrees.424
420

Thanks to Raechel Bimmerle for research assistance on this case study.
See Beth Simon Novak, Forum: Is Open Data the Death of FOIA?, 126 YALE L.J. F. 273
(2016), https://www.yalelawjournal.org/forum/is-open-data-the-death-of-foia
[https://perma.cc/PA6M-2XLJ]; Kristen Martin & Helen Nissenbaum, Privacy Interests in
Public Records: An Empirical Investigation, 31 HARV. J. L. & TECH. 111, 114–17 (2017),
http://jolt.law.harvard.edu/articles/pdf/v31/31HarvJLTech111.pdf [https://perma.cc/KJB9DD6U].
422
See Whittington, supra note 145; Frederick Borgesius, Open Data, Privacy, and Fair
Information Principles: Towards a Balancing Framework, 30 BERKELEY TECH. L.J. 2073,
2081 (2015); see also, e.g., STATE OF ILLINOIS DATA PORTAL, https://data.illinois.gov/ (last
visited Nov. 12, 2021) [https://perma.cc/WS98-YMEF].
423
U.S. City Open Data Census, OPEN KNOWLEDGE INT’L, http://us-cities.survey.okfn.org/
(last visited Nov. 12, 2021) [https://perma.cc/EL6E-EEAB].
424
Meta S. Brown, States Offer Information Resources: 50+ Open Data Portals, FORBES
(Apr. 30, 2018), https://www.forbes.com/sites/metabrown/2018/04/30/us-states-offer421
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1.5. Applicable law: The federal Data.Gov portal launched in 2009,425
and it is governed by the OPEN Government Data Act, 44 U.S.C. §
3501. 426 The OPEN Government Data Act requires “timely and
equitable access to the agency’s public information.” 427 However,
each agency is left to interpret the meaning of “public information,”
to design its own open data policy, and to decide which datasets to
publish. 428 These various state and local open data portals are
governed by individual state and municipal laws, regulations, policies,
terms of use, and privacy policies.
2. BENEFITS OF PORT INITIATIVE
2.1. Commercial Innovation. Open data proponents claim that the data
enables innovative new market entrants, 429 such as weather apps,
traffic apps, restaurant health violation apps, and crime and safety
apps.430 The availability of open data has spurred the creation of new
financial industries including the weather derivative financial
industry.431 Similarly, open GPS data has “led to a proliferation of
commercial applications across industries and sectors, including
agriculture, construction, transportation, aerospace and . . . everyday
life.”432
2.2. Open data initiatives have been promoted as spurring growth of new
businesses in general. For example, New York’s Business Atlas is an
open data project that provides neighborhood-level data to potential

information-resources-50-open-data-portals/#3c5ff1245225 [https://perma.cc/ABM4M9LD].
425
See Transparency and Open Government: Memorandum for the Heads of Executive
Departments and Agencies, 74 Fed. Reg. 4685 (Jan. 21, 2009).
426
See Summary H.R.4174 –115th Congress (2017–2018), Public Law No: 115-435 (Jan. 4,
2019), https://www.congress.gov/bill/115th-congress/house-bill/4174 (last visited Feb. 21,
2022); 44 U.S.C.S. § 3501.
427
44 U.S.C. § 3506(d)(1).
428
44 U.S.C. § 3506(d) (containing examples of statutory provisions concerning agency
dissemination of public information).
429
See Applications, DATA.GOV (last visited Dec. 3, 2021),
https://www.data.gov/applications (containing examples of applications)
[https://perma.cc/BS6R-S38Z]; see also Stefaan Verhulst & Andrew Young, Open Data
Impact: When Demand and Supply Meet, GOVLAB (Mar. 2016), http://odimpact.org/keyfindings.html [https://perma.cc/XV56-LN58].
430
See id.
431
Verhulst & Young, supra note 429.
432
Id.
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small business owners.433 This data helps an entrepreneur determine
where to open a new business location. The breadth of commercial
applications making use of open data is documented in the Open Data
Impact Map developed by the Center for Open Data Enterprise.434
2.3. Competition. New entry, as described above, may spur increased
competition. Proponents have discussed positive competitive effects
for government procurement; one example is enabling new entrants
to bid effectively.435 However, the magnitude of any such effect is
unclear and appears to vary by program.436 Outside of the government
procurement context, reduction of dominant firms’ market power has
been at most a secondary rationale for open data initiatives.
2.4. Research. Open data contributes to scientific research areas including,
but not limited to, medicine, environmental science, social sciences,
computer science, and agricultural and biological sciences. 437
National open data portals are cited in scientific research more
frequently than local portals—likely because national portals tend to
include more data sets.438 Beyond scientific research, open data has
many other uses, such as for legal proceedings. For example, African433

Id. (including other examples, such as: CVS’s partnership with the U.S. Department of
Health and Human Services in the development of the online tool “myhealthfinder” that uses
open government health data to connect consumers with preventive healthcare services;
Starbucks’ use of government demographic data to develop Atlas, a business intelligence
system; and Best Buy’s use of open government data to develop its market segmentation
strategy). See Government Data for Business Innovation in the 21st Century, ACCENTURE
(2017), https://www.accenture.com/acnmedia/PDF-115/Accenture-Open-Data-ExecutiveSummary.pdf [https://perma.cc/PE8B-W9C2].
434
See Open Data Impact Map: North America, CTR. FOR OPEN DATA ENTER.,
https://www.opendataimpactmap.org/na [https://perma.cc/2CC5-65XG].
435
Whittington, supra note 145, at 1912.
436
See Raphael Duguay, et al., The Impact of Open Government on Public Procurement 7, 9
(Dec. 7, 2021), https://dx.doi.org/10.2139/ssrn.3483868 (“Our evidence . . . show[s] that
greater transparency about procurement awards [in the EU] has procompetitive effects at the
award stage but impedes contract performance thereafter because information about
execution quality is not included in the open data.”); see also Sierra Ramirez, Open
contracting: what works for American cities, OPEN CONTRACTING PARTNERSHIP (Jan. 11,
2017), https://www.open-contracting.org/2017/01/11/open-contracting-works-americancities/ (noting varying policies with respect to the publication of procurement data in cities
including Cincinnati, Miami-Dade, New York City, Montgomery County, Maryland, and
Austin, Texas) [https://perma.cc/MGS2-X6YK]; Whittington, supra note 145, at 1912–13.
437
An Yan & Nicholas Weber, Mining Open Government Data Used in Scientific Research,
THE INFO. SCH., UNIV. WASH. 7 (Mar. 24, 2018), https://arxiv.org/pdf/1802.03074.pdf
[https://perma.cc/569X-7G3R].
438
Id. at 5.
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American residents of Zanesville, Ohio successfully used a map
derived from open data in a lawsuit to prove that the distribution of
clean water in their town was racially inequitable.439
2.5. Other Possible Public Benefits. Open data proponents have
identified a range of public benefits. For example: (1) “opening up
weather data through NOAA has significantly lowered the economic
and human costs of weather-related damage through forecasts;”440 (2)
opening Global Positioning System (GPS) data has “improved safety,
emergency response times and environmental quality;” 441 (3) the
Opioid Mapping Initiative created a comprehensive map to address
the opioid crisis, using police data, hospitalization data, and mortality
reports, in addition to reports of revival using Naloxone and
information about treatment facilities.442 Local governments use this
map to inform the deployment of police and EMS responses. Another
claimed benefit of open data is improved public trust, transparency,
and accountability in government. Any such results, however, are
difficult to measure.443
2.6. Market and Technical Obstacles to Realization of Open Data
PORT Benefits. The purported benefits of open data are tempered by
technical and practical barriers to adoption. First, there has been a
disconnect between the supply of public sector data and the demand
for that data. Agencies tend to publish data without regard to whether
it is the type of data that is useful to businesses and individuals.444
Second, data sets are often published in a manner that can be accessed
and analyzed manually but cannot be readily used by software

439

Verhulst & Young, supra note 429.
Id.
441
Id.
442
Jeremiah Lindemann & Emma Coleman, Mapping the Opioid Epidemic, NEW AMERICA
(Feb. 19, 2019), https://www.newamerica.org/pit/reports/mapping-opioid-epidemic
[https://perma.cc/YLT8-RZLC].
443
Julia Keseru, A new approach to measuring the impact of open data, SUNLIGHT FOUND.
(May 5, 2015), https://sunlightfoundation.com/2015/05/05/a-new-approach-to-measuringthe-impact-of-open-data/ [https://perma.cc/75M7-MU6Q].
444
Erna Ruijer & Albert Meijer, Open Government Data as an Innovation Process: Lessons
from a Living Lab Experiment, 43 PUB. PERFORMANCE & MGMT. REV. 613, 627 (2019)
https://doi.org/10.1080/15309576.2019.1568884; see also Rob Kitchin, Blog: Four critiques
of open data initiatives, LONDON SCH. ECON. (Nov. 27, 2013),
https://blogs.lse.ac.uk/impactofsocialsciences/2013/11/27/four-critiques-of-open-datainitiatives/ [https://perma.cc/ZJV4-DN2L].
440
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programs.445 Fourth, open data initiatives require buy-in from internal
stakeholders to be successful, and buy-in varies by the agency,
department, and interest (or lack thereof) of management-level
employees.446 Finally, once data is published, (and businesses begin
to rely upon that data), data may not be updated in a complete and
timely manner.447
3. RISKS AND COSTS OF PORT INITIATIVE
3.1. Privacy. Privacy can be a significant factor in limiting the scope of
open data initiatives. First, there is a privacy risk from public records
about individuals that have historically been open to the public, but
relatively difficult to access. For instance, the National Center for
State Courts has held multiple conferences on issues of privacy and
online access to court records.448 Due to privacy concerns, courts have
amended their rules, such as requiring redaction of Social Security
numbers and other sensitive information.449 Second, for identifiable
records, there are sometimes privacy concerns about sub-categories of
records. For instance, government employees have expressed privacy
concerns because their employment data is technically “public
information” and could be published unless excluded from
publication by the applicable open data policy.450 Third, there may
also be reasons to exempt certain populations from an open data
initiative, such as address and other information about first responders
or victims of crime and domestic violence.451
3.2. A different type of privacy risk comes from datasets that are designed
to be de-identified. For instance, GPS data may be de-identified before
445

The State of the Union of Open Data, DATA FOUND. (Nov. 2018),
https://www.datafoundation.org/state-of-the-union-of-open-data-2016 (“Most data sets have
no metadata, making it impossible for software to do anything meaningful with them
without a lot of manual labor.”) [https://perma.cc/KXC2-ETWS].
446
Ruijer, supra note 444, at 15; see also Stephen Larrick, Why should cities have an open
data policy?, SUNLIGHT FOUND., (Oct. 1, 2015),
https://sunlightfoundation.com/2015/10/01/why-should-cities-have-an-open-data-policy/
[https://perma.cc/X7HJ-7URZ]; see also Kitchin, supra note 444.
447
2017 Open Data Roundtables: Roundtable on Open Data for Economic Growth, CTR.
FOR OPEN DATA ENTER. 3 (2017), http://reports.opendataenterprise.org/2017OpenDataRT1EconomicGrowth.pdf [https://perma.cc/JM6W-SHAB].
448
Privacy/Public Access to Records Resource Guide, NAT’L CTR. FOR STATE CTS. (last
updated Oct. 16, 2017), https://www.ncsc.org/Topics/Access-and-Fairness/Privacy-PublicAccess-to-Court-Records/Resource-Guide.aspx.
449
Id.
450
Whittington, supra note 145, at 1915–17.
451
Id. at 1916.
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it is published. An individual user, however, may repeatedly drive
between home and work, making it relatively easy to re-identify
location data. 452 Faced with this risk, an open data initiative faces a
trade-off between utility of the data (detail can make the data more
useful) and privacy risk (detail can increase the likelihood of reidentification).
3.3. Autonomy. Many open data initiatives occur without an opt-in or optout by the individual person in the dataset. Because individuals have
little autonomy in determining the data that is published, they have
little means of mitigating their own individual privacy concerns and
are ultimately reliant on the government agency to erect adequate
privacy protections around the data that is released.
3.4. Security. Open data projects raise at least three cybersecurity
concerns. First, malicious actors might use open data to disrupt
municipal, state, or federal activities by studying and disrupting public
services, including utilities and public transportation routes during
peak usage times or along high-traffic routes.453 Seattle’s servers, for
instance, “are regularly targeted by Chinese hackers and other
international actors.” 454 Next, if not implemented well, open data
initiatives may expose the government web sites to greater risk of
attack, such as when non-government users can run executable code
on the government side to take advantage of open data. Third, open
data initiatives may pose risks to data integrity. For instance,
malicious actors can alter or remove data sets after publication or hack
the open data portal and publish their own fraudulent data sets.455
4. LESSONS LEARNED
4.1. Open data initiatives provide potentially important insights
concerning mandatory data sharing in the private sector. For example,
in the United Kingdom, as discussed above in connection with EU
competition law, the Competition and Markets Authority has
452

Id. at 1956; see also Paul Ohm, Broken Promises of Privacy: Responding to the
Surprising Failure of Anonymization, 57 UCLA L. REV. 1701, 1705 (2010) (noting that for
87 percent of the American population no two people share the combination of zip code,
birth date with year, and sex, heightening the risk of re-identification of seemingly
innocuous de-identified data).
453
See Whittington, supra note 2 at 1917.
454
Id. at 1913.
455
Andrew Wong, Vicky Liu,William Caelli, & Tony Sahama, An Architecture for
Trustworthy Open Data Services, 454 IFIP ADVANCES IN INFO. AND COMMC’N TECH. (Apr.
30, 2015), https://doi.org/10.1007/978-3-319-18491-3_1.
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proposed a range of possible mandates on data sharing by
platforms.456 These mandates can be thought of as equivalent to open
data requirements for government agencies. To the extent that open
data initiatives have succeeded, they can show possible benefits of
mandatory data sharing. In contrast, to the extent that open data
initiatives have been narrowed or shown few results, they could
inform reasons to expect more limited benefits from private-sector
PORT initiatives.
4.2. The principal benefits from open data initiatives appear to be for
research and commercial innovation. In contrast to other case studies
that involve dominant firms, open data initiatives are not generally
tailored to reducing market power in a defined market.
4.3. Privacy is a significant limiting factor on the scope of open data
initiatives. For the U.S. government Data.Gov portal, interviews with
persons involved showed that the original hoped-for scope was
narrowed considerably due to privacy considerations. In particular,
this case study illustrates the importance of considering the risk that
de-identified data may be subject to re-identification attacks.
4.4. The European experience is consistent with privacy being a
significant limiting factor. The Open Sector and Public Sector
Information Directive entered into force in 2019, replacing earlier
European Union Directives.457 The 2019 Directive “focuses on the
economic aspects of the re-use of information rather than on access to
information by citizens.”458 Notably, its “high-value datasets” apply
predominantly to non-personal data: (1) geospatial; (2) earth
observation and environment; (3) meteorological; (4) statistics; and (5)
mobility. The only exception appears to be when “companies and
company ownership” dataset would reveal personal data, for
individuals who own companies of public record.

456

COMPETITION & MKTS. AUTH., Online platforms and digital advertising: Market study
interim report (2019),
https://assets.publishing.service.gov.uk/media/5dfa0580ed915d0933009761/Interim_report.
pdf [https://perma.cc/C56F-7FGK].
457
EUR. COMM’N, Policy: European legislation on open data and the re-use of public sector
information (last updated Jan. 24, 2019), https://ec.europa.eu/digital-singlemarket/en/european-legislation-reuse-public-sector-information [https://perma.cc/6M9R9JG3].
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4.5. Some open data initiatives fail to match the supply and demand for
particular data. To be useful, open data requires a critical mass of
timely, accurate, machine-readable, and standardized data sets on
topics actually of interest to users.
4.6. Once data is open to the public, it is generally open to bad actors as
well. Open data initiatives may reveal vulnerabilities, such as the
precise location of chemical plants, which can be physically
attacked.459 Open data websites may open locales to targeted hacking
and public service disruption attacks. Where such security risks exist,
one response can be implementation of additional authentication
measures to seek to prevent access by malicious actors.460 Another
response is to simply withhold particular high-risk data sets from
publication or to limit publication to certain constituencies.461

459

Accidental Release Prevention Requirements; Risk Management Programs Under the
Clean Air Act Section 112(r)(7); Distribution of Off-Site Consequence Analysis
Information, 65 Fed. Reg. 48, 108, 111–48, 112 (Aug. 4, 2000) (discussing the risks of the
EPA publishing “offsite consequences analysis” on the internet, including the risk that
“terrorists or other criminals will attempt to cause an industrial chemical release in the
United States.”).
460
See Wong, supra note 34, at 152.
461
See, e.g., supra note 459, at 127–48, 128.
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APPENDIX 4: U.S. AND EU PHONE NUMBER PORTABILITY: PORT –
IA462
1. DESCRIPTION OF PORTABILITY OR OTHER REQUIRED
TRANSFER (PORT) INITIATIVE
1.1. This case study focuses primarily on the U.S. legal framework
governing telephone number portability. Section 1.6 includes a brief
summary of the laws governing number portability in the E.U. The
two regimes offer substantially similar rights to users, with similar
benefits, costs, and risks.
1.2. Origination. In the United States, the Number Portability
Administration Center (NPAC) serves as “the telecom industry’s
common, authoritative database used for routing, rating and billing
calls for telephone numbers that are no longer assigned” to phone end
users.463 NPAC facilitates phone number portability when an end user
switches from one communications provider to another. Congress
created and funded NPAC solely for the purpose of administering
phone numbers.464
1.3. Destination. Wireless and wireline phone service providers.465
1.4. Types of Data. The information that is exchanged between new and
old phone service providers consists of: (1) telephone number; (2)
current assigned service provider ID; (3) the location routing number
(LRN); (4) SS7 Destination Point Codes; (5) service type; (6)
alternative SPID (to identify a reseller); (7) billing ID; and (8) end
user location and type.466
1.5. Applicable Law. Phone number portability is mandated by the
Telecommunications Act of 1996 and regulated by the Federal
462

Thanks to Kaelyne Yumul Wietelman for research assistance on this case study.
NO. PORTABILITY ADMIN. CTR., The NPAC, Neustar & LNP,
https://www.npac.com/number-portability/the-npac-neustar-lnp (last visited Mar. 11, 2020)
[https://perma.cc/9MHH-MBVD].
464
Id. (NPAC also operates in Canada where their phone numbers are administered and
regulated by Neustar).
465
FED. COM. COMM’N, Wireless Local Number Portability,
https://www.fcc.gov/general/wireless-local-number-portability-wlnp
[https://perma.cc/QMC3-SKJW]. The FCC is authorized to regulate telecommunications
because of the 1934 Communications Act.
466
How LNP Works, NO. PORTABILITY ADMIN. CTR., https://www.npac.com/numberportability/how-lnp-works (last visited Mar. 11, 2020) [https://perma.cc/W79T-ETW4].
463
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Communications Commission (FCC). 467 The purpose of the
Telecommunications Act is to establish a “procompetitive,
deregulatory national policy framework” intended to “promote
competition and reduce regulation. . . to secure lower prices and
higher quality services for American telecommunications consumers
and encourage the rapid deployment of new telecommunications
technologies.” 468 In the 1996 Telecommunications Act, “Section
251(b)(2) requires LECs (local exchange carriers) ‘to provide, to the
extent technically feasible, number portability in accordance with the
requirements prescribed by the Commission.’”469 In 2003, the FCC
issued an order that mandated number portability between wired to
wireless and wireless to wireless phone service providers beginning
in November 2003.470
1.6. The European Union similarly mandated phone number portability
via Article 30 of the Universal Services Directive (USD) of 2002.471
The USD mandated that consumers could change, in one working day,
their fixed or mobile operator while keeping their old phone number.
More specifically, Article 30 of the USD required telecoms operators
to: (1) set a maximum time limit of one working day from the moment
of concluding an operator change agreement to the moment when the
number is activated with another operator, (2) not exceed one working
day’s loss of service during the process of changing operator, and (3)
carry out the overall process within the shortest time possible.472
2. BENEFITS OF PORT INITIATIVE
2.1. User Autonomy and Control Over Information. Consumers enjoy
greater autonomy over their phone numbers because they can respond
to price and service changes without having to change their telephone
number and no longer have to “incur the . . . costs associated with
changing telephone numbers”473 This is especially true for business
467

See 47 C.F.R. § 52.3 (2020) (“The Commission shall have exclusive authority over those
portions of the North American Numbering Plan (NANP) that pertain to the United
States.”); see also Wireless Local Number Portability, supra note 465.
468
Telecommunications Act of 1996, 27 U.S.C. § 251(b)(2); see also Thomas G.
Krattenmaker, The Telecommunications Act of 1996, 49 FED. COMM. L.J. 1, 5 (1996).
469
William Drexel, Telecom Public Policy Schizophrenia: Schumpeterian Destruction
Versus Managed Competition, 9 VA. J.L. & TECH. 5, 13–14 (2004).
470
See Stephen M. Kessing, Wireless Local Number Portability: New Rules Will Have
Broad Effects, 3 DUKE L. & TECH. REV. 1, 6 (2004).
471
Council Directive 2002/22, 2002 O.J. (L 108/56) 30 (EC).
472
Id. at art. 30.
473
Tel. No. Portability, 11 FCC Rcd. 8352, 8368 (1996).
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customers whose costs could include revising marketing materials,
keeping track of customers’ information once they change numbers,
and losing customers because of the change in phone number.474
2.2. Competition. The phone number PORT benefits competition by
reducing barriers to entry and switching costs. Without the phone
number PORT, new phone providers would have to incentivize
potential customers significantly to convince customers to leave their
current phone service and change their phone number.475 Instead, the
NPAC assumed the majority of the administrative burden associated
with changing the information connected with the phone number if
the consumer wants to change service providers.476 Moreover, with
phone number portability, consumers do not have the burden of
switching their phone numbers and informing their family friends and
business contacts of the number change. Therefore, retaining a phone
number reduces the network effects that a dominant phone carrier may
have because a consumer need not worry about the significant number
of contacts that will have to be informed about a new phone
number.477 Additionally, when there is an increase in willingness of a
“consumer to change to another service provider,” there is an increase
in competition.478 Thus, consumers have “more choices and reduce[d]
474

Id.
First Report and Order, Implementation of the Local Competition Provisions in the
Telecommunications Act of 1996 and Interconnection between Local Exchange Carriers and
Commercial Mobile Radio Service Providers, F.C.C. 96-325, 12 (1996),
https://transition.fcc.gov/Bureaus/Common_Carrier/Orders/1996/fcc96325.pdf (“The statute
also directs us to remove the existing operational barriers to entering the local market.
Vigorous competition would be impeded by technical disadvantages and other handicaps
that prevent a new entrant from offering services that consumers perceive to be equal in
quality to the offerings of incumbent LECs. Our recently-issued number portability Report
and Order addressed one of the most significant operational barriers to competition by
permitting customers to retain their phone numbers when they change local carriers.”)
[https://perma.cc/LP2S-SFUR]; see also Tel. No. Portability, 11 FCC Rcd. 8352, 8489
(1996) (“[A] lack of number portability likely would deter entry by competitive providers of
local service because of the value customers place on retaining their telephone numbers.”).
476
See NO. PORTABILITY ADMIN. CTR., What is LNP?, https://www.npac.com/numberportability/what-is-lnp (last visited Mar. 11, 2020) (“Prior to the introduction of LNP,
changing service providers meant having to get a new telephone number. Number porting
changed that, making it possible for consumers to retain the same telephone number.”) [
https://perma.cc/APJ9-8TR9].
477
Minjung Park, The Economic Impact of Wireless Number Portability, 59 J. INDUS. ECON.
714, 716 (2011) (“[T]he inability of end-users to retain their phone numbers when changing
service providers forces them to inform their family, friends and business contacts of their
new phone numbers.”).
478
See What is LNP?, supra note 476.
475
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prices.”479 Indeed, prices for wireless services decreased after number
portability was mandated for wireless service providers.480
2.3. Technical obstacles to portability. The lack of technology was
initially the greatest challenge for implementing data portability with
phone numbers. Long-term service portability was not an option when
number portability became required. 481 LECs were required to use
current available number portability measures. 482 These portability
requirements took place over a long period of time, and the FCC has
continuing legal authority to update these requirements.483
3. RISKS AND COSTS OF PORT INITIATIVE
3.1. Security. At the time that wired and wireless phone number PORTs
were implemented, few potential or anticipated security risks existed.
Enrollment for a new phone service was often done in person, so there
was opportunity for relatively strong end-user authentication.
3.2. Recently, however, mobile number portability hacking has been on
the rise.484 Hackers have convinced phone carriers to port numbers,
after which the hacker can reset passwords on every online account
that uses that phone number for account authentication.485 In order to
479

Id.
See Park, supra note 477, at 715.
481
Tel. No. Portability, 11 FCC Rcd. 8352, 8356 (1996).
482
Id.
483
Separate Statement of Chairman Michael J. Copps, Tel. Number Portability, CTIA
Petitions for Declaratory Ruling on Wireline-Wireless Porting Issues, CC No. 95-116, FCC
03-284 (2003) (“It was some seven years ago, in the 1996 Act, when Congress recognized
that the ability of consumers to retain their phone numbers when switching providers would
facilitate the development of competition. Congress instructed us to get this job done and to
use ‘technical feasibility’ as our guide in making sure the vision became reality. This we
have labored mightily to do so. As a result, American consumers will be able to take their
digits with them, unimpeded by the hassle, loss of identity and attendant expenses that until
now have accompanied switching between service providers and technologies.”).
484
See Alix Langone, My Cell Phone Number Was Stolen. It Nearly Ruined My Life, MONEY
(Jun. 8, 2018), https://money.com/cell-phone-porting-scam-t-mobile/ (“A T-Mobile
spokesperson said these are industry-wide issues, but did acknowledge a recent ‘uptick’ in
cell phone hijacking.”) [https://perma.cc/U9E2-JXHP].
485
See Lorrie Cranor, Your mobile phone account could be hijacked by an identity thief,
FTC (Jun. 7, 2016), https://www.ftc.gov/news-events/blogs/techftc/2016/06/your-mobilephone-account-could-be-hijacked-identity-thief (“In January 2013, there were 1,038
incidents of these types of identity theft reported, representing 3.2% of all identity theft
incidents reported to the FTC that month. By January 2016, that number had increased to
2,658 such incidents, representing 6.3% of all identity thefts reported to the FTC that month.
Suh thefts involved all four of the major mobile carriers.”) [https://perma.cc/M8BT-X8SU].
480

186

GEORGETOWN LAW TECHNOLOGY REVIEW

2022

carry out a “port-out scam,” all a hacker generally needs to know is a
person’s phone number, name, address, last four digits of a social
security number, and the person’s account login information. 486 A
hacker can obtain this information through theft or phishing.
Particularly with authentication through one-time passwords sent
through SMS text, phone numbers are increasingly important because
a hacker can change the user’s account passwords and easily steal
money, information, or identification.487 Phone users can mitigate the
risk from phone number portability by making security questions
more difficult to guess, as well as by getting a virtual phone number
or VoIP plan and using that number publicly rather than the assigned
10-digit phone number. 488 This would make it more difficult for
hackers to connect the VoIP number to any identifying information
about a person because the VoIP plan or the virtual phone number
would not be connected to personal identifying information on other
accounts.
3.3. Privacy. The privacy risks associated with the phone number PORT
are low, as were the security risks at the time portability was mandated.
Consumers and businesses typically want their phone number to be
known to others, so there are low privacy concerns when the number
is transferred to a new carrier. When consumers wish to have a private
or unlisted number, they can easily decide not to port a previous phone
number to a new carrier. In addition, transfer of a phone number to a
new carrier generally is done without the transfer of significant
personal data from the old to the new carrier.489

486

See Erik Hyrkas, Port-Out Scams and SIM Hijacking: How to Protect Yourself, LET’S
TALK (Mar. 28, 2019), https://www.letstalk.com/cellphones/guides/port-out-scams/ [
https://perma.cc/S7KC-K62Q].
487
See Richi Jennings, Mobile number portability hacking (it’s WAY too easy): The 2FA
FAIL-factor, TECH BEACON, https://techbeacon.com/security/mobile-number-portabilityhacking-its-way-too-easy-2fa-fail-factor [https://perma.cc/J5X3-UPEP].
488
See Gabriel Wood, Phone Porting: How Hackers Can Hijack Your Mobile Phone
Number, NEXT ADVISOR (Jan. 12, 2018), https://www.nextadvisor.com/phone-porting-howhackers-can-hijack-your-mobile-phone-number/.
489
See Memorandum Opinion and Order and Further Notice of Proposed Rulemaking,
Telephone Number Portability, CTIA Petitions for Declaratory Ruling on Wireline-Wireless
Porting Issues, CC No. 95-116, FCC 03-284 n. 62 (2003),
https://www.fcc.gov/general/wireless-local-number-portability-wlnp#
recent, (“We anticipate that a minimal amount of identifying information will be transmitted
from the wireless carrier to the LEC when a customer seeks to port. For example, carriers
may choose to verify the zip code of the porting-out wireline customer in their validation
procedures.”) [https://perma.cc/W6KY-ZJWA].
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4. LESSONS LEARNED
4.1. This case study shows that the U.S. and EU have mandated number
portability to give consumers more control over their phone number
and the information linked to the phone number.
4.2. This case study illustrates how portability can be significantly easier
to manage when the data is stored and managed through one entity
like the Number Portability Administration Center.
4.3. Number portability was effective because it occurred over an
extended period of time and the requirements depended on what was
technologically feasible. As technology became more sophisticated,
so did the number portability possibilities between wireless and
wireline providers.
4.4. Phone number portability has a combination of large benefits and low
costs that has made it a prime example for proponents of other PORT
initiatives. The benefits are high due primarily to the reduced lock-in
effect for all phone users. The privacy and security risks were very
low at the time the PORT was enacted (although security risks have
become greater recently). The other case studies have not generally
shown this pattern of clearly large benefits and low costs, so the phone
number portability case study is less representative of the range of
PORT initiatives than supporters of PORTability may have assumed.
4.5. There are security issues that now occur with mobile number porting
that were not possible twenty years ago. For example, there are
security risks with one-time passwords and two-factor authentications
using SMS text because hackers can utilize social engineering and
trick phone companies to port a customer’s phone information into a
new phone. Afterwards, the hacker steals information and accounts
associated with the phone number.
4.6. Consumers have utilized the benefits of phone number portability;
millions of customers a year have taken advantage of it since the
PORT went into effect.490

490

FED. COMM. COMM’N, FCC Observes First Anniversary of Wireless Local Number
Portability (2004), https://docs.fcc.gov/public/attachments/DOC-254499A1.pdf
[https://perma.cc/5ZVW-M6Q4].
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APPENDIX 5: EU FINANCIAL SERVICES: PORT-IA491
1. SUMMARY OF THE PORTABILITY OR OTHER REQUIRED
TRANSFER (PORT) INITIATIVE
1.1. This case study examines portability developments in the EU financial
services sector. The primary focus is on the Payment Services
Directive of November 2007 (“PSD1”)492 as updated and expanded in
the Payment Services Directive of November 2015 (“PSD2”).493 In
the UK, after study by the Open Banking Working Group, 494 the
Competition & Markets Authority (“CMA”) created the Open
Banking Implementation Entity (“OBIE”) to set software standards
491

Thanks to Simon Albert for research assistance on this case study.
See PSD1, supra note 227, pmbl. § 1. The European Commission explained the need for
PSD1 and PSD2 on a dedicated payments homepage. See Payment Services, EUR. COMM’N,
https://ec.europa.eu/info/business-economy-euro/banking-and-finance/consumer-financeand-payments/payment-services/payment-services_en [https://perma.cc/X88Z-QPQG] (last
visited July 27, 2020). For the differences between PSD1 and PSD2, see Payment Services
Directive: Frequently Asked Questions, EUR. COMM’N (Jan. 12, 2018),
https://ec.europa.eu/commission/presscorner/detail/en/MEMO_15_5793
[https://perma.cc/X7SN-JERK] [hereinafter Payment Services Directive FAQ] (Addressing
in point four “What are the main differences between PSD1 and PSD2?”). See also Why
Was the Revised Payment Services Directive (PSD2) Created?, EUR. PAYMENTS COUNCIL
(Apr. 2018), https://www.europeanpaymentscouncil.eu/sites/default/
files/infographic/2018-04/EPC_Infographic_PSD2_April%202018.pdf [
https://perma.cc/7K2Y-MAAZ] (a jargon-free explanation from the European Payments
Council). See PSD2, supra note 227, pmbl. § 3 (explaining “Directive 2007/64/EC was
adopted in December 2007 on the basis of a Commission proposal of December 2005. Since
then, the retail payments market has experienced significant technical innovation, with rapid
growth in the number of electronic and mobile payments and the emergence of new types of
payment services in the market place, which challenges the current framework.”).
493
PSD2, supra note 227, pmbl. § 6 (stating “New rules should be established to close the
regulatory gaps while at the same time providing more legal clarity and ensuring consistent
application of the legislative framework across the Union. Equivalent operating conditions
should be guaranteed, to existing and new players on the market, enabling new means of
payment to reach a broader market, and ensuring a high level of consumer protection in the
use of those payment services across the Union as a whole. This should generate efficiencies
in the payment system as a whole and lead to more choice and more transparency of
payment services while strengthening the trust of consumers in a harmonised payments
market.”). PSD2, supra note 227, pmbl. § 109 (referring to “the objective of this Directive,
namely the further integration of an internal market in payment services”).
494
The Open Data Institute set up the Open Banking Working Group in September 2015 – at
the request of the UK Government. See Open Banking: Setting a Standard and Enabling
Innovation, OPEN DATA INST., https://theodi.org/project/open-banking-setting-a-standardand-enabling-innovation/ [https://perma.cc/842F-FBCE] (last visited July 27, 2020); see
also Anna Scott, Open Banking Working Group: Roster and Forthcoming Report
Announced, OPEN DATA INST. (Nov. 23, 2015), http://oldsite.theodi.org/news/open-bankingworking-group-roster-report-announced [https://perma.cc/7GVA-42HD].
492
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and industry guidelines to implement PSD2. 495 Notably, the OBIE
issued specifications for Application Programming Interfaces (“APIs”)
to mandate secure connections between banks and other payment
service providers (“PSPs”).
1.2. Origination. Consumer PSPs, including banks.
1.3. Destination. (1) Consumers; and (2) PSPs, including “account
servicing payment service providers,” “payment initiation service
providers,” and “account information service providers,” as defined
in PSD2.496
1.4. Types of Data. The payments data in question relates to the various
forms of payments information handled by payment processors of all
types within the industry.497 The relevant product market is the retail
payments market which includes card, internet, and mobile payments.
495

See generally About Us, OPEN BANKING, https://www.openbanking.org.uk/about-us/
[https://perma.cc/8N6N-LUCY] (last visited July 27, 2020). See COMPETITION AND MKTS.
AUTH., CMA Paves the Way for Open Banking Revolution: A Package of Measures Being
Imposed by the CMA Will Ensure Banks Work Harder for Customers and the Benefits of
New Technology are Fully Exploited, GOV.UK (Aug. 9, 2016),
https://www.gov.uk/government/news/cma-paves-the-way-for-open-banking-revolution
(providing further information on the review held by the UK’s Competition & Markets
Authority (“CMA”) into open banking, which led to the creation of the Open Banking
Implementation Entity).
496
These terms are defined in Article 4 of PSD2. See, e.g., PSD2, supra note 227, art. 4.
(“‘account servicing payment service provider’ means a payment service provider providing
and maintaining a payment account for a payer.”).
497
See PSD2, supra note 227, art. 45 (“A PSP must provide to the payment service user a
specification of the information or unique identifier to be provided by the payment service
user in order for a payment order to be properly initiated or executed.”); see PSD2, supra
note 227, art. 46 (“Where a payment order is initiated through a payment initiation service
provider, the payment initiation service provider shall, immediately after initiation, provide
the payer and, where applicable, the payee with a reference enabling the payer and the payee
to identify the payment transaction and, where appropriate, the payee to identify the payer,
and any information transferred with the payment transaction.”); see PSD2, supra note 227,
art. 47 (“Where a payment order is initiated through a payment initiation service provider, it
shall make available to the payer’s account servicing PSP the reference of the payment
transaction.”); see PSD2, supra note 227, art. 48 (“Immediately after receipt of the payment
order, the payer’s PSP shall provide the payer with a reference enabling the payer to identify
the payment transaction and, where appropriate, information relating to the payee.”); see
PSD2, supra note 227, art. 49 (“Immediately after the execution of the payment transaction,
the payee’s PSP shall provide the payee with a reference enabling the payee to identify the
payment transaction and, where appropriate, the payer and any information transferred with
the payment transaction.”). See also PSD2, supra note 227, art. 4 §§ 32-33 (“‘sensitive
payment data’ means data, including personalised security credentials which can be used to
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1.5. Applicable Law. Recital 16 and Article 28 of PSD1 granted access to
payment systems for “authorised or registered payment service
providers” on an “objective, non-discriminatory and proportionate”
basis, which is similar to the term “fair, reasonable, and nondiscriminatory” used in patent and other settings (“FRAND”). 498
PSD2 notably widened the scope of PSD1 to cover third party
“payment initiation services,” such as Sofort in Germany, IDeal in the
Netherlands, and Trustly in Sweden. 499 Prior to PSD2, such new
providers had not been regulated at the EU level, so PSD2 covered
them, addressing issues which may have arisen with respect to
confidentiality, liability, or security of transactions with such
providers.
1.6. This case study also looks at official policy documents issued by the
European institutions for discussion purposes as part of the wider
legislative process prior to the enactment of PSD2. One of those was
a “Green Paper,” published by the European Commission in January
2012.500

carry out fraud. For the activities of payment initiation service providers and account
information service providers, the name of the account owner and the account number do
not constitute sensitive payment data; . . . ‘unique identifier’ means a combination of letters,
numbers or symbols specified to the payment service user by the payment service provider
and to be provided by the payment service user to identify unambiguously another payment
service user and/or the payment account of that other payment service user for a payment
transaction.”).
498
See Yann Ménière, Fair, Reasonable and Non-Discriminatory (FRAND) Licensing
Terms. Research Analysis of a Controversial Concept, EUR. COMM’N,
https://ec.europa.eu/jrc/en/publication/eur-scientific-and-technical-research-reports/fairreasonable-and-non-discriminatory-frand-licensing-terms-research-analysis-controversial
(last visited Dec. 3, 2021) [https://perma.cc/M876-6V2M].
499
e Payment Services Directive FAQ (“During the past years, new players have emerged in
the area of internet payments offering consumers the possibility to pay instantly for their
internet bookings or online shopping without the need for a credit card (around 60% of the
EU population does not have a credit card). These services establish a payment link between
the payer and the online merchant via the payer’s online banking module. These innovative
and low cost payment solutions are called ‘payment initiation services’ and are already
offered in a number of Member States (e.g. Sofort in Germany, Ideal in the Netherlands,
Trustly in Sweden). Until now, these new providers were not regulated at EU level. The new
Directive will cover these new payment providers (‘payment initiation services’), addressing
issues which may arise with respect to confidentiality, liability or security of such
transactions.”)
500
See Commission Green Paper: Towards an Integrated European Market for Card,
Internet and Mobile Payments, COM (2011) 0941 final (Jan. 1, 2012), https://eur-
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2. BENEFITS OF PORT INITIATIVE
2.1. Competition. The stated objective of PSD2 was the further
integration of the European internal market in payment services
including by breaking down the pre-existing fragmentation in the
market along national borders and creating a single market across the
entire European Union. 501 PSD2 was concerned (see recital 4) that
“significant areas of the payments market, in particular card, internet
and mobile payments, remain fragmented along national borders.”
The risk within those fragmented national markets was that they may
have featured high degrees of market concentration, which may have
benefited existing incumbents but not consumers obliged to use those
incumbents’ (costly) services. PSD2’s move from those fragmented
national markets to EU-wide markets was intended to reduce those
incumbents’ overall market power and make them more responsive to
consumers.
2.2. A principal aim of PSD2 was to reduce lock-in effects. One specific
aim was to reduce the pre-existing fragmentation of the market, so
that consumers had other options and could switch to competing
providers and new entrants.502 PSD2 provided for the wider range of
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52011DC0941 [https://perma.cc/3SBHNDLB] [hereinafter Green Paper].
501
See PSD2, supra note 227, pmbl. § 5 (“[T]he continued development of an integrated
internal market for safe electronic payments is crucial in order to support the growth of the
Union economy and to ensure that consumers, merchants and companies enjoy choice and
transparency of payment services to benefit fully from the internal market.”).
502
See Proposal for a directive of the European Parliament and of the Council on Payment
Services in the Internal Market and amending Directives 2002/65/EC, 2013/36/UE and
2009/110/EC and repealing Directive 2007/64/EC and Proposal for a Regulation of the
European Parliament and of the Council on Interchange Fees for Card-Based Payment
Transactions, at 163-164, COM (2013) 547 final (July 24, 2013), https://eurlex.europa.eu/resource.html?uri=cellar:906ed6d3-f509-11e2-a22e01aa75ed71a1.0001.04/DOC_2&format=PDF [https://perma.cc/X63Z-SK89] (“Market
fragmentation currently hinders the emergence of potential pan-European payment
innovations in the areas of e- and m-payments and consumers can only benefit from these
services in their own domestic market. Technical differences between national payment
formats and infrastructures also represent a major hurdle for the supply side. New market
entrants or existing payment providers who would like to start offering innovative services
see their business case restricted to the national market which limits the scalability of the
potential revenues and therefore discourages start-up investments. Similarly, market
fragmentation reduces potential economies of scale on the cost side of these new initiatives
and makes it difficult for existing schemes, interested in establishing interoperability, to
justify this with a viable business case. More importantly, as innovative services mostly
emerge at national level only, there is a risk that market fragmentation is increased and
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third party providers than those covered under Article 28 of PSD1, so
that consumers can more easily switch from the existing incumbent
banks to the new forms of payment providers entering the market
based on new technology. In particular, the application of the
“objective, non-discriminatory and proportionate” requirements to
these new forms of payment providers was designed to reduce lockin effects.503
2.3. One of the key aims of the legislative process was to remove barriers
to entry so that competitors could enter, expand, and grow by
providing consumers with new services, such as mobile payments. It
was not designed to entrench the dominance of major platforms or
incumbents, such as banks or card networks such as Visa and
Mastercard. PSD2 also has a broader geographic scope than PSD1:
PSD2 is designed to strengthen the EU’s digital single market and
covers payments to and from third countries outside of the EU, where
one of the PSPs is located in the EU. By contrast, PSD1 only applied
to intra-EU payments. As regards the further removal of barriers to
entry, the European Commission has continued to take antitrust
enforcement action against those card networks as regards their high
multi-lateral interchange fees for point-of-sale retail transactions,504
perpetuated.”). See also PSD1, supra note 227, pmbl. § 29 and PSD2, supra note 227, pmbl.
§ 62 (both referring to “facilitat[ing] customer mobility” specifically as regards to
terminating framework contracts). In the UK, this initiative is known as “open banking,”
giving customers the option to share information about how they operate their bank account
with third party organizations. See What is Open Banking?, OPEN BANKING,
https://www.openbanking.org.uk/customers/what-is-open-banking/ [https://perma.cc/77BUTEWC].
503
See PSD2, supra note 227, art. 35 § 1 (“Member States shall ensure that the rules on
access of authorised or registered payment service providers that are legal persons to
payment systems are objective, non-discriminatory and proportionate and that they do not
inhibit access more than is necessary to safeguard against specific risks such as settlement
risk, operational risk and business risk and to protect the financial and operational stability
of the payment system. Payment systems shall not impose on payment service providers, on
payment service users or on other payment systems any of the following requirements: (a)
restrictive rule on effective participation in other payment systems; (b) rule which
discriminates between authorised payment service providers or between registered payment
service providers in relation to the rights, obligations and entitlements of participants; (c)
restriction on the basis of institutional status.” See PSD2, supra note 227, art. 36 (“Member
States shall ensure that payment institutions have access to credit institutions’ payment
accounts services on an objective, non-discriminatory and proportionate basis. Such access
shall be sufficiently extensive as to allow payment institutions to provide payment services
in an unhindered and efficient manner.”).
504
See Antitrust/Cartel Cases: Case 39398 Visa MIF, EUR. COMM’N, available at
https://ec.europa.eu/competition/elojade/isef/case_details.cfm?proc_code=1_39398
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contributing to several follow-on damages actions in the English
courts. The European Commission has explicitly linked those
interchange fees with barriers to entry. It fined Mastercard €570
million in 2019 for obstructing merchants' access to cross-border card
payment services. The Commission found that “Mastercard's crossborder acquiring rules acted as an additional barrier to cross-border
trade in a market where interpenetration between Contracting Parties
to the EEA Agreement was difficult because of other barriers to crossborder acquiring.”505
2.4. Innovation. As PSD2 noted in recital 67, “the current degree of
innovation in the field of payments might lead to the rapid emergence
of new payment channels in the forthcoming years.” 506 PSD2 was
therefore designed to expedite and accommodate those innovations.
2.5. User Autonomy and Control. As regards user “autonomy,” in EU
parlance, this appears as “freedom of choice.” The European
Commission’s Green Paper included “freedom of choice” at the heart
[https://perma.cc/7QNZ-PQLB] (last visited July 27, 2020); European Commission Press
Release IP/19/2311, Antitrust: Commission Accepts Commitments by Mastercard and Visa
to Cut Inter-Regional Interchange Fees (Apr. 29, 2019),
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_2311 [https://perma.cc/FYS64YAW]. See Antitrust/Cartel Cases, Case 34579 MasterCard I, EUR. COMM’N,
https://ec.europa.eu/competition/elojade/isef/case_details.cfm?proc_code=1_34579 [
https://perma.cc/8SE5-Y7NN] (last visited July 28, 2020); Antitrust: Commission Welcomes
Court Judgment Confirming that MasterCard’s Payment Card Interchange Fees Are AntiCompetitive, EUR. COMM’N (Sept. 11, 2014),
https://ec.europa.eu/competition/antitrust/cases/dec_docs/34579/34579_2267_3.pdf
[https://perma.cc/R39N-NTWE]. See Antitrust/Cartel Cases, 40049 MasterCard II, EUR.
COMM’N,
https://ec.europa.eu/competition/elojade/isef/case_details.cfm?proc_code=1_40049
[https://perma.cc/G9DQ-LZET] (last visited July 28, 2020); European Commission Press
Release IP/19/2311, Commission Accepts Commitments by Mastercard and Visa To Cut
Inter-Regional Interchange Fees,
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_2311 [https://perma.cc/FX8BCJXV]; see also European Commission Press Release IP/19/582, Antitrust: Commission
Fines Mastercard €570 Million for Obstructing Merchants' Access to Cross-Border Card
Payment Services, (Jan. 22, 2019),
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_582 [https://perma.cc/Q66JW8ND].
505
See Council Regulation 1/2003, Commission Decision of 22.1.2019 Relating to a
Proceeding Under Article 101 of the Treaty on the Functioning of the European Union and
Article 53 of the EEA Agreement (AT.40049 – Mastercard II), C (2019) 241 final 1, 12,
https://ec.europa.eu/competition/antitrust/cases/dec_docs/40049/40049_4093_3.pdf
[https://perma.cc/6DJX-8JNU].
506
PSD2, supra note 227, pmbl. § 67.
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of its vision, as part of the anticipated gains from PSD2.507 The goals
of PSD2 are to provide individual bank customers a greater freedom
of choice in selecting payment providers and accessing new entrants
and innovative providers, in addition to any improved price and
quality that may result from greater competition.508
3. RISKS AND COSTS OF PORT INITIATIVE
3.1. Privacy and Data Protection. Privacy and data protection are
fundamental European rights which are similarly prioritized by PSD2.
Since the provision of payment services by PSPs often results in the
processing of personal data, PSD2 applied European data protection
rules to the sector. PSD2 is clearly drafted to require that all data
controllers within its ambit are governed by strict privacy and security
rules. This aims to avoid data transfers from a controller under stricter
legal rules, to a recipient with less strict rules, to ensure a level playing
field amongst market participants.509
3.2. This meant that any national implementing measures had to: (i)
specify the precise purpose of any data processing; (ii) refer to the
relevant legal basis; (iii) comply with the relevant security
requirements; and (iv) respect the principles of necessity,
proportionality, purpose limitation, and a proportionate data retention
507

Green Paper, supra note 50, at 15 (“European payment users (companies, consumers,
merchants) will fully benefit from competition, freedom of choice and more efficient
payment operations if cross-border interoperability is achieved.”).
508
See PSD2, supra note 227, pmbl. § 5 (“The continued development of an integrated
internal market for safe electronic payments is crucial in order to support the growth of the
Union economy and to ensure that consumers, merchants and companies enjoy choice and
transparency of payment services to benefit fully from the internal market.”). See PSD2,
supra note 227, pmbl. § 6 (“This should generate efficiencies in the payment system as a
whole and lead to more choice and more transparency of payment services while
strengthening the trust of consumers in a harmonized payments market.”). See PSD2, supra
note 227, pmbl. § 54 (“This Directive should specify the obligations on payment service
providers as regards the provision of information to the payment service users who should
receive the same high level of clear information about payment services in order to make
well-informed choices and be able to choose freely within the Union.”). See PSD2, supra
note 227, pmbl. § 67 (“The issuing of a card-based payment instrument by a payment
service provider, whether a credit institution or a payment institution, other than that
servicing the account of the customer, would provide increased competition in the market
and thus more choice and a better offer for consumers.”).
509
See e.g., PSD2, supra note 227, pmbl. §§ 6, 10, 33, 47, 50, 69, 93–95; see also PSD2. art
35. Note also that data subjects have rights of data access independent of PSD2, which refers
to the importance of such “fundamental rights” in recitals 46 and 90, and refers to other, preexisting data protection directives in Article 94. PSD2, supra note 227, pmbl. §§ 46, 90; see
also PSD2, supra note 227, art. 94.
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period. PSD2 also required data protection “by design” and “by
default” within all data processing systems resulting from PSD2.510
3.3. The European Data Protection Supervisor (“EDPS”) was dissatisfied
with early drafts of PSD2 and made important submissions during the
PSD2 legislative process, insisting on concrete data protection
safeguards, rather than mere assertions of compliance with applicable
data protection laws.511 The EDPS may make similar interventions as
regards potential PORTs in the digital or other sectors.
3.4. Security – Authentication and Unauthorized Access. Major
security issues face the payment industry. PSD2 recognized the
security risks when designing the PORT and sought to address them
510

See PSD2, supra note 227, pmbl. §§ 21, 46, 89–90, 93, 111; see also PSD2, supra note
227, art. 94.
511
Officials from the European Data Protection Supervisor (“EDPS”) made several
interventions on this subject. One official stated at a conference that the European
Commission had failed to make online and electronic operators, i.e. “third-party providers,”
(TPPs) subject to sufficient duties to protect clients’ data. The EDPS’ concerns were to be
addressed in a formal EDPS Opinion. The main worries related to access to personal
information, data retention and the proportionality and necessity of the processing of
personal data. The resulting Opinion welcomed the introduction of a substantive provision
stating that any processing of personal data taking place in the frame of the proposed
Directive should be done in full respect of the national laws governing data protection. The
EDPS stated, however, that this assertion was essential but not sufficient. The EDPS
requested concrete safeguards that would apply to any situation in which personal data
processing was envisaged. The EDPS therefore made a significant number of very detailed
and specific recommendations for changes to the document. EDPS Supervisor Giovanni
Buttarelli addressed a European Parliament hearing, warning that the draft legislation to
open up the payments market to new operators lacked clear wording on who would have
access to sensitive banking information. The hearing covered both the draft PSD2 and IFR.
Buttarelli stated that “everything which is needed is missing.” Buttarelli said that one of the
concerns related to the “increasing significant amount of personal data” processed by
payments companies, including names, account numbers and the contents of contracts. He
encouraged EU legislators to introduce more precise definitions on the processing of data.
Given Buttarelli’s stature in the field, this warning may show the importance of privacy to
this regulatory initiative. These warnings appear to have been heeded, in that the final text of
PSD2, as enacted, contains frequent references to the need for relevant privacy and data
protection requirements. See Opinion of the European Data Protection Supervisor on a
Proposal for a Directive of the European Parliament and of the Council on Payment Services
in the Internal Market Amending Directives 2002/65/EC, 2006/48/EC and 2009/110/EC and
repealing Directive 2007/64/EC, and for a Regulation of the European Parliament and of the
Council on Interchange Fees for Card-Based Payment Transactions, EUROPEAN DATA
PROTECTION SUPERVISOR (Dec. 5, 2013),
https://edps.europa.eu/sites/edp/files/publication/13-12-05_opinion_payments_en.pdf
[https://perma.cc/3YZH-PLBM].
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in its final text. The key risks turn on fraud and unauthorized access
to the payment account. PSD2 stated that security was “fundamental,”
requiring “strong customer authentication” to address such risks.512
3.5. The need for security and, by extension, for data privacy, has delayed
the full achievement of the PORT in PSD2. 513 PSD2 explicitly
requires “strong customer authentication” (“SCA”).514 Although most
of PSD2’s provisions applied from January 13, 2018, as regards SCA,
PSD2 required the European Banking Association (“EBA”) to
produce regulatory technical standards. EU Member States were then
required to apply the resulting SCA measures from 18 months after
the date of entry into force of those regulatory technical standards.515
In theory, the SCA requirement of PSD2 came into force in September,
2019.516 However, in October 2019, the EBA published an opinion
stating that the deadline for the migration to SCA under PSD2 would
be pushed back to December 31, 2020. 517 In mid-2021, the EBA
ultimately reported “significant progress” in industry compliance with
the new SCA requirements. 518 The standards required multi-factor
512

See PSD2, supra note 227, pmbl. §§ 7, 69, 95–96.
See Tim Bradshaw & Nicholas Megaw, Ecommerce Groups Sound Alarm Over EU
Security Rules, FIN. TIMES (June 4, 2019), https://www.ft.com/content/cbf37fe4-8615-11e9a028-86cea8523dc2; see also Nick Megaw, Be Careful What You Wish for: The battle Over
EU’s Wide-Ranging Open Banking Legislation, PSD2 is Far From Over, FIN. TIMES (Sept.
23, 2019), https://www.ft.com/content/9c3fc37a-de35-11e9-9743-db5a370481bc.
514
See PSD2, supra note 227, pmbl. §107; PSD2, arts. 4 § 30, 97–98.
515
See PSD2, supra note 227, art. 115 § 4 (“By way of derogation from paragraph 2,
Member States shall ensure the application of the security measures referred to in Articles
65, 66, 67 and 97 from 18 months after the date of entry into force of the regulatory
technical standards referred to in Article 98.”).
516
For the new rules, see Strong Customer Authentication Requirement of PSD2 Comes into
Force, EUR. COMM’N (Sept. 13, 2019), https://ec.europa.eu/info/publications/190913-saferpayment-services_en [https://perma.cc/PZ9Q-UQ3A].
517
For the extended transition period, see EBA Publishes Opinion on the Deadline and
Process for Completing the Migration to Strong Customer Authentication (SCA) for ECommerce Card-Based Payment Transactions, EUR. BANKING AUTH. (Oct. 16, 2019),
https://eba.europa.eu/eba-publishes-opinion-on-the-deadline-and-process-for-completingthe-migration-to-strong-customer-authentication-sca-for-e-commerce-card-based-payment
[https://perma.cc/9HL5-5VXP].
518
In June 2021, the EBA published a report on the data provided by payment service
providers (PSPs) on their readiness to apply strong customer authentication for e-commerce
card-based payment transactions. The report found that the industry had reported significant
progress over the previous 9 months in complying with the requirements for SCA for ecommerce card-based payment transactions. See EBA Publishes Report on the Data
Provided by PSPs on their Readiness to Apply Strong Customer Authentication for ECommerce Card-Based Payment Transactions, EUR. BANKING AUTH. (June 11, 2021),
513
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authentication, entailing substantial changes to processes and
technology at retailers, banks and payment groups, as well as cooperation from consumers. The new rules mean that if customers do
not approve a transaction – e.g. by entering a code received in a text
message from their bank or scanning their fingerprint on their
smartphone - they may not be allowed to complete a purchase. These
rules are currently imposing on potentially unprepared relevant
companies a significant compliance effort, so that the transition period
was extended to give the industry extra time to comply.
3.6. Security – Application Programming Interfaces (“APIs”).
Adoption of APIs has been an important issue under PSD2, for a mix
of security and competition reasons. As explained here, the mandatory
transition to the use of APIs and “open banking,” as prompted by
PSD2, has been repeatedly delayed, due to complaints from industry
participants and concerns that third-party providers would be unable
to continue providing their existing services.519
3.7. Introduction to APIs. APIs are seen as the most reliable and tested
technology to facilitate secure and reliable access to customers’
accounts, such as to send payment messages and account information
between banks and third-party service providers. In layman’s terms,
APIs may be seen as “electrical sockets that have predictable patterns
of openings” into which other applications that match those patterns
can “plug in.”520 Previously, third-party PSPs most generally gained
access to a consumer’s account using the less secure method of
“screen scraping.”521 To enable screen scraping, a consumer typically
https://www.eba.europa.eu/eba-publishes-report-data-provided-psps-their-readiness-applystrong-customer-authentication-e [https://perma.cc/KAQ6-LBXG].
519
See, e.g., Nick Caley, PSD2 in 2019: A Year of Yet More Delays, FINTECH FUTURES
(Dec. 30, 2019), https://www.fintechfutures.com/2019/12/psd2-in-2019-a-year-of-yet-moredelays/ [https://perma.cc/3ECA-V4H6] [hereinafter A Year of Yet More Delays]; see The
Sobering September Preview: Banks’ PSD2 APIs Far From Ready, TINK (June 14, 2019),
https://blog.tink.com/blog/2019/06/14/psd2-updated-sandbox [https://perma.cc/SB3KYHDQ] [hereinafter Sobering September Preview].
520
See Markos Zachariadis & Pinar Ozcan, The API Economy and Digital Transformation in
Financial Services: The Case of Open Banking (SWIFT Inst. Working Paper No. 2016-001,
2017) [hereinafter “Zachariadis & Ozcan”), http://dx.doi.org/10.2139/ssrn.2975199
[https://perma.cc/V7T4-5U5H].
521
See Andrea Enria, Chairperson, Eur. Banking Auth., Speech at Westminster Forum (Feb.
21, 2017), https://eba.europa.eu/sites/default/documents/
files/documents/10180/1760799/3bf28226-0d84-4765-b9109810a35daa74/Andrea%20Enria%20speech%20on%20PSD2%20at%20Westminster%20Fo
rum%20210217.pdf [https://perma.cc/Y43R-PFPJ] (“EBA has come to the conclusion that
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provides passwords and other credentials, to enable the third-party
provider to log in on the consumer’s behalf. The shift to APIs means
that consumers no longer need to share their credentials with the thirdparty provider, thereby increasing security.
3.8. Firms can use APIs internally, to integrate their own internal
operations. Of greater relevance to “open banking,” firms may use
APIs externally, to create a secure connection for data to flow to and
from an outside entity. APIs can therefore be key to the functioning
of a PORT via interoperability and standardization. A public or open
API may be accessible by almost anyone with little or no contractual
arrangements. Such APIs can lead to new ways of working and
competing on the market. This is particularly the case in the banking
and payments sector, where for security and competitive reasons,
banks have often developed their own closed in-house solutions that
were not readily compatible with other financial institutions,
especially non-banks. When APIs are in place with third parties,
banks may then transform themselves from “walled gardens” into
platform businesses, able to collaborate with other firms via the use
of effective APIs to give consumers high-tech and lower cost payment
solutions. Widespread use of APIs can help “unbundle” or “separate”
services to create a more level playing field and increase
competition.522
the current practice of third party access without identification that a few respondents
referred to as ‘screen scraping’, or mistakenly as ‘direct access’, will no longer be allowed
once the transition period under the PSD2 has elapsed and the RTS applies.”). See Strong
Customer Authentication, FIN. CONDUCT AUTH. (June 18, 2020),
https://www.fca.org.uk/firms/strong-customer-authentication [https://perma.cc/78XZ-62L7]
(explaining that in the UK, in September 2019, the Financial Conduct Authority (“FCA”)
gave businesses scope to continue to rely on “screen scraping” to provide payment services
for six months longer than previously anticipated, stating: “where an ASPSP is providing
access to TPPs through APIs, and did not have all payment accounts accessible by APIs on
or before 14 June 2019, it should keep existing screen-scraping channels available during
the adjustment period. This means not applying SCA to access accounts online during this
period [. . .] Where relevant, during the adjustment period, TPPs should be able to continue
using existing screen-scraping methods to access payment accounts online [. . .] During the
adjustment period, TPPs should use an eIDAs or an equivalent certificate to identify
themselves. Where it is not possible to do so, for instance when accessing accounts via
existing screen-scraping channels, they should continue to be transparent and open about
their identities.”).
522
A recent academic article on APIs, PSD2 and open banking has outlined the
circumstances when remedies such as these may be required to resolve competition
concerns: “Examples from energy and telecommunications sectors show that this kind of
regulatory intervention aims to infuse competition at industries where incumbents retain a
dominant position and market power that leads to monopolistic behaviour at the expense of
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3.9. APIs in PSD2 and “Open Banking.” The text of PSD2 has only one
reference in a recital to “online interfaces” which “provide the
payment service user with aggregated online information on one or
more payment accounts held with one or more other payment service
providers.”523 PSD2 itself does not provide detailed requirements for
the APIs needed to achieve the collaboration and resulting market
entry which it foresees. By contrast, when the UK implemented PSD2,
its Open Banking requirements mandated specific standards for APIs,
for the nine leading banking institutions, as well as licensing by the
Financial Conduct Authority for third parties using the APIs.524
3.10.
Practical issues with installing APIs. There have been
numerous practical obstacles to installing APIs, including challenges
for incumbent banks to connect their legacy IT systems with outside
third parties.525 Such obstacles exist in the UK, even pursuant to the
relatively specific API standards issued by the OBIE. PSD2’s lack of
similar standards has led to additional variation in how Member States
and individual banks have adopted technology to provide the required
access to payments information by third-party PSPs, acting on behalf
of consumers.526
the end customer. By allowing third party access to the existing transmission and
distribution network of incumbents, regulators help ‘unbundle’ or ‘separate’ services to
create a more level playing field. Regulators can use such regulatory approaches along with
advanced technology to tackle issues such as price discrimination, cross subsidies, and high
barriers to entry that are often present when incumbents hold high market power with
limited competition.” See Zachariadis & Ozcan, supra note 520, at 5.
523
See PSD2, supra note 227, pmbl.§ 28.
524
The UK transposed PSD2 into national law via the following pieces of secondary
legislation: The Payment Services Regulations 2017, c. 752; The Payment Services and
Systems and Electronic Money (Miscellaneous Amendments) Regulations 2017, c. 1173;
and The Financial Services (Payment Services) Regulations 2018, c. 06 (repealed by The
Financial Services (Payment Services) Regulations 2020, c. 030).
525
Angelica Mari, PSD2 and the API Challenge for Open Banking, DIGINOMICA (Mar. 1,
2018), https://diginomica.com/psd2-and-the-api-challenge-for-open-banking
[https://perma.cc/8X7W-VKNU]. As regards regulation by the FCA, see Payment Services
and Electronic Money – Our Approach: The FCA’s Role Under the Payment Services
Regulations 2017 and the Electronic Money Regulations 2011, FIN. CONDUCT AUTH. (June
2019), https://www.fca.org.uk/publication/finalised-guidance/fca-approach-paymentservices-electronic-money-2017.pdf [https://perma.cc/N89D-NHZN].
526
See Jorge Valero, EU Divided Over Implementation of Payments Directive, EURACTIV
(Sept. 27, 2019), https://www.euractiv.com/section/economy-jobs/news/eu-divided-overimplementation-of-payments-directive/ [https://perma.cc/V4PU-KZBY]. For the different
legislative options used by EU Member States under Directive (EU) 2015/2366, see
generally Information Published by the European Commission under Article 107(2) of
Directive (EU) 2015/2366 (Feb. 27, 2020),
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3.11.
Resulting delays and extensions to API timelines. Given the
complexities set out above, a trade press article provides a succinct
summary, that “many European banks have continued to drag their
heels on their PSD2 implementation, causing huge frustration across
the fintech community which has been holding its breath for the
quality APIs they need for their cutting-edge open banking
innovations to work.”527
3.12.
Incumbents’ Opposition to the PORT and Potential Misuse
of Security Concerns. The European Commission has previously
taken antitrust enforcement action against incumbent banks, including
based on concerns that standards that were supposedly based on
security were in fact being used to discriminate against non-banks. In
September 2011, the European Commission started antitrust
proceedings against the European Payments Council (“EPC”), the
organization behind the self-regulatory implementation of the Single
European Payments Area. Allegations included that the EPC had
justified its standardization process for secure online transactions on
cybersecurity grounds, but that the standards in fact discriminated
against players that were not controlled by a bank. In June 2013, the
European Commission closed its investigation after the EPC stopped
developing its project in such a way as to exclude new entrants not
linked to a bank.528
4. LESSONS LEARNED
4.1. When the European Commission published its “Green Paper”
proposing new legislation, the public comments split depending on
industry sector. The European Commission received hundreds of
submissions to their consultation. Banks and card networks often
argued that the PORT should be left to the market rather than
regulation, whereas merchants supported the regulation of the card
https://ec.europa.eu/info/sites/info/files/business_economy_
euro/banking_and_finance/documents/psd2-member-states-options_en.pdf [
https://perma.cc/MC4D-7ALR].
527
See e.g., A Year of Yet More Delays, supra note 519; see, e.g., Sobering September
Preview, supra note 519.
528
See AT.39876 EPC Online Payments, COMPETITION POLICY,
https://ec.europa.eu/competition/elojade/isef/
case_details.cfm?proc_code=1_39876 [https://perma.cc/U8TP-QQFH] (last visited Dec. 4,
2021). See European Commission Press Release Antitrust: Commission Closes Investigation
of EPC but Continues Monitoring Online Payments Market (June 13, 2013), rapid/pressrelease_--_en.htm [https://perma.cc/PE2N-P2KY].
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networks’ multi-lateral interchange fees. Consumer groups also
supported regulation.529 These comments illustrate the importance of
taking the financial interests of the commenter into account when
assessing the evidence for and against a PORT initiative.
4.2. The history suggests that certain actors, especially banks, could have
posed a threat to the PORT’s benefits, such as by using security
requirements to try to exclude new entrants. The European
Commission intervened to remove that threat, by bringing the
competition case against the banking industry’s EPC. 530 This
European Commission action illustrates the risks that an incumbent
can face unless its security policies operate in a reasonable and nondiscriminatory manner. Subsequently, some banks complained about
how hard it was to balance the PORT’s interoperability requirements
with competition law compliance. 531 Hence the far stronger and
wider-ranging FRAND requirements in PSD2, in contrast to PSD1, to
create the level playing field sought by policy makers.532
529

See Feedback Statement on European Commission Green Paper “Towards An Integrated
European Market for Card, Internet and Mobile Payments,” EUR. COMM’N,
https://ec.europa.eu/competition/
sectors/financial_services/payments_consultation_feedback_en.pdf
[https://perma.cc/8NZM-4JNB] (last visited Dec. 4, 2021) [hereinafter Feedback Statement].
530
The European Payments Council (“EPC”) is the organization behind the self-regulatory
implementation of the Single European Payments Area, which was also the banking
industry’s standardization body for payments. In September 2011, the European
Commission started antitrust proceedings against the EPC in response to a complaint
regarding certain standards that they were developing for electronic payments. These
standards were needed for secure online transactions; they allowed different e-payment
schemes to talk to each other and were based on services familiar to all, such as homebanking. The complaint alleged that these standards discriminated against players that were
not controlled by a bank. Ultimately in June 2013, the European Commission closed its
investigation after the EPC stopped developing its project in such a way as to exclude new
entrants not linked to a bank. Therefore, the complainant withdrew its complaint. See
AT.39876 EPC Online Payments, COMPETITION POLICY (July 28, 2020),
https://ec.europa.eu/competition/elojade/isef/case_details.cfm?proc_code=1_39876
[https://perma.cc/3Z53-8T3X]. See European Commission Press Release, Antitrust:
Commission Closes Investigation of EPC But Continues Monitoring Online Payments
Market (June 13, 2013), https://europa.eu/rapid/press-release_MEMO-13-553_en.htm
[https://perma.cc/2B5F-WX5E].
531
See Feedback Statement, supra note 529, at 23 (“Several banks emphasised the difficult
balance between achieving interoperability and complying with competition law,
specifically referring to the investigation opened by the commission on the e-payment
standardisation work by the EPC.”).
532
The FRAND requirements in PSD2 were stricter than those in PSD1, in that, although
PSD2’s Article 35 on non-discrimination as regards PSPs’ access to payment systems
corresponded to PSD1’s existing Article 28, PSD’s Article 36 on access to accounts
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4.3. This case study illustrates how a stronger PORT requirement can
result in greater competition. Restricting competition, as the EPC
attempted to do with its standards, can jeopardize a PORT. The case
study also illustrates how strict security, privacy, and customer
consent requirements can be met while implementing a strong PORT
requirement. The European Commission, in drafting PSD2, explicitly
recognized the need to accommodate the multiple relevant regulatory
regimes.533
4.4. The payments industry also offers valuable lessons as regards the
trade-offs between a PORT and data privacy. In particular, the EDPS
was not satisfied with general statements in the draft Directive that
data protection laws should be observed, and instead insisted on
substantive data protection guarantees in the final text of PSD2. Any
future PORT initiatives in the EU may similarly face expert scrutiny
by data protection officials, and their support for including substantive
privacy protections in final legislation.
4.5. This case study illustrates delay in implementation of the PORT
initiative. Notably, the implementation of PSD2 has seen repeated
delays as regards the mandatory transition to APIs and SCA, as set
out above.
maintained with a credit institution had no corresponding article in PSD1. Therefore, Article
36 of PSD2 was a new requirement. Recital 39 of PSD2 explained the reasoning behind this
new requirement: “When engaging in the provision of one or more of the payment services
covered by this Directive, payment service providers should always hold payment accounts
used exclusively for payment transactions. In order to enable payment service providers to
provide payment services, it is indispensable that they have the possibility to open and
maintain accounts with credit institutions. Member States should ensure that access to such
accounts be provided in a manner that is not discriminatory and that is proportionate to the
legitimate aim it intends to achieve. While access can be basic, it should always be
sufficiently extensive for the payment institution to be able to provide its services in an
unobstructed and efficient way.” PSD2, supra note 227, art. 36. The European Commission
further explained that “For payment institutions, access to a payment account maintained by
a credit institution is vital for the operation of their business. PSD2 provides specifically that
Member States will have to ensure that credit institutions do not block or hinder access to
payment accounts and that payment institutions have access to credit institutions' payment
accounts services in an objective, non-discriminatory and proportionate manner. This aspect
is very relevant for money remittance services as many of them have lost access to the
banking system in the recent years.” See Payment Services Directive FAQ, supra note 492.
533
See e.g., PSD2, supra note 227, pmbl. § 29. “This raises a series of legal issues, such as
consumer protection, security and liability as well as competition and data protection issues,
in particular regarding protection of the payment service users’ data in accordance with
Union data protection rules. The new rules should therefore respond to those issues.”
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4.6. When meeting the multiple regulatory goals, including competition
and security, there may be practical difficulties in achieving the
desired inter-operability. Such difficulties suggest the importance of
a strategy to achieve actual implementation, such as by engaging
industry in a timely manner prior to required implementation. Another
risk is that without the effective and timely implementation of the
relevant SCA and API requirements, then fraud by bad actors
exploiting certain of PSD2’s provisions might become so high that the
very aims of the PORT could be jeopardized. In other words,
legislators can mandate PORTs, but in reality, any such PORT is
contingent on effective authentication processes actually being
commercially available to ensure the requisite security levels are in
place to protect consumers and combat fraud.
4.7. Along with delays, the case study illustrates the possibility of nonuniform implementation of PORT requirements. Although all EU
Member States534 were required to transpose PSD2 into national law,
in some Member States effective safeguards may not be in place in
practice. 535 In other words, PSD2 may aim to expand the relevant
geographic market to a single European payments area, but the risk in
doing so may be exposure to less well-regulated EU Member States
or those subject to ongoing proceedings about the application of the
rule of law.536
534

The United Kingdom subsequently legally left the European Union in January 2020,
subject to a transition period which ended on 31 December 2020. See Stefano Fella, End of
the Brexit Transition Period: What Will Change?, INSIGHT (Nov. 17, 2020),
https://commonslibrary.parliament.uk/end-of-the-brexit-transition-period-what-will-change/
[https://perma.cc/HV26-FZQ9].
535
The European Commission has published all of the national transposition measures for
PSD2 by each EU Member State, including the UK, which had to be in place by 13 January
2018. The European Commission then verifies the “completeness and correctness of the
transposition of EU law into national law as formally notified to it by the member states.”
See Council Directive 2015/2366 of the European Parliament and of the Council of 25
November 2015, Payment Services in the Internal Market, Amending Directives
2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and
Repealing Directive 2007/64/EC, 2015 O.J. (L. 337), https://eur-lex.europa.eu/legalcontent/EN/NIM/?uri=CELEX:32015L2366 [https://perma.cc/ZRX3-Z3G7].
536
See Infringement Procedure, EUR. COMM’N, https://ec.europa.eu/info/law/law-makingprocess/applying-eu-law/infringement-procedure_en [https://perma.cc/6JAZ-MWF3] (last
visited September 2, 2021). For a summary of the European Commission’s recent
infringement actions against EU Member States, see July Infringements Package: Key
Decisions, EUR. COMM’N (July 15, 2021),
https://ec.europa.eu/commission/presscorner/detail/
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APPENDIX 6: EU HEALTH DATA: PORT-IA537
1. DESCRIPTION OF PORTABILITY OR OTHER REQUIRED
TRANSFER (PORT) INITIATIVE
1.1. In 2011, the European Parliament and the Council of the European
Union adopted Directive 2011/24/EU (the Cross-Border Healthcare
Directive). 538 That Directive is designed to assist EU citizens
travelling between Member States to have seamless access to
healthcare services. It does so by giving Member States the possibility
of exchanging health data electronically, in a secure and interoperable
way. Despite the many efforts further described below, there has been
limited success implementing the exchange of such “eHealth” data.
Exchanges of eHealth data are currently limited to (1)
“ePrescription”/”eDispensation;” and (2) “Patient Summaries.” As of
2020, only one Member State was exchanging both of these types of
data, and only with a small number of other Member States. In short,
the initiatives for greater interoperability and portability have
produced much more limited results than proponents have wished.
1.2. Origination. The health care practitioner (HCP) or health care system
in the Member State where the individual resides.
1.3. Destination. (1) With respect to ePrescription/eDispensation data, the
data will be received by a pharmacy used by that individual in another
en/inf_21_3440 [https://perma.cc/CY57-A69A]. As regards the European Commission’s
recent, publicly stated views on the rule of law in certain EU Member States, see European
Commission Press Release IP/19/4169, Strengthening the Rule of Law Through Increased
Awareness, an Annual Monitoring Cycle and More Effective Enforcement (July 17, 2019),
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_4169 [https://perma.cc/VSD2P4MU]; see also Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social Committee and the
Committee of the Regions: Strengthening the Rule of Law within the Union - A Blueprint for
Action, COM (2019) 343 final (July 17, 2019),
https://ec.europa.eu/transparency/regdoc/rep/1/2019/EN/COM-2019-343-F1-EN-MAINPART-1.PDF [https://perma.cc/3QFM-MQYN]. For the most recent update, see European
Commission Press Release IP/21/3761, 2021 Rule of Law: EU Report Shows Positive
Developments in Member States But Also Points to Serious Concerns (July 20, 2021),
https://ec.europa.eu/commission/presscorner/detail/en/IP_21_3761 [https://perma.cc/7G5ZAZK7].
537
Thanks to Paul Greaves and Laura Song for research assistance on this case study.
538
Council Directive 2011/24/EU of the European Parliament and of the Council of 9 March
2011 on the Application of Patients’ Rights in Cross-Border Healthcare, O.J. (L 088) 45,
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02011L0024-20140101
[https://perma.cc/ZQ94-TFEA] [hereinafter Cross-Border Healthcare Directive].
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Member State; and (2) with respect to Patient Summary data, the data
will be received by an HCP who is consulted by the individual in
another EU Member State.
1.4. Types of Data. (1) ePrescription/eDispensation data contains the data
in a medical prescription which has been provided to the individual;
and (2) the Patient Summary contains important health-related
information about the individual such as an individual’s “allergies,
current medication, previous illness, and surgeries,”539 as well as data
for the administration of the patient, such as identifying data and
contact information.540
1.5. Applicable Law, Actions and Initiatives. This PORT initiative is the
output of a lengthy history of action and initiatives in the EU linked
to eHealth interoperability and standardization. References to
multiple resources are provided at the end of this Appendix.
1.6. The key piece of EU legislation with respect to this PORT initiative
is the 2011 Cross-Border Healthcare Directive, which set up the
“eHealth Network,” a voluntary network connecting national
authorities responsible for eHealth designated by the Member States.
Among the objectives of the eHealth Network are to “work towards
delivering sustainable economic and social benefits of European
eHealth systems and services and interoperable applications,” and to
draw up guidelines, such as the “data that are to be included in patients’
summaries and that can be shared between health professionals to
enable continuity of care and patient safety across borders.”541
1.7. The exchange of ePrescription/eDispensation and Patient Summaries
data relies on the voluntary cooperation of health authorities
connecting to the eHealth digital service infrastructure (eHDSI).
Through “core services,” the European Commission is providing a
common information technology infrastructure and crosscutting
539

See Electronic Cross-Border Health Services, EUR. COMM’N,
https://ec.europa.eu/health/ehealth/electronic_crossborder_healthservices_en
[https://perma.cc/SDM7-6NS7] (last visited July 29, 2020) [hereinafter Electronic CrossBorder Health Services].
540
See eHealth Network Guideline on the Electronic Exchange of Health Data Under CrossBorder Directive 2011/24/EU, Release 2, Patient Summary for Unscheduled Care, EHEALTH
NETWORK (Nov. 2016),
https://ec.europa.eu/health/sites/default/files/ehealth/docs/ev_20161121_co10_en.pdf
[https://perma.cc/HL68-P33E].
541
Cross-Border Healthcare Directive, supra note 538, art. 14(2).
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services (such as with respect to terminology and interoperability).542
The eHDSI is supported by the Connecting Europe Facility 543 and
uses the guidelines agreed by the eHealth Network.
2. BENEFITS OF PORT INITIATIVE
2.1. User autonomy and control over information. Individual patients
are provided with control over their health data by enabling them,
when travelling over borders within the EU, to have HCPs and
pharmacists access such data. This reinforces the goals under the
GDPR and EU law generally of removing the obstacles to flows of
personal data within the Union, and providing individuals with access
to, and control over their own personal data.544 It also supports the
“free movement of people” rights which apply to EU citizens.545
2.2. Innovation. The PORT initiative is designed to enable EU citizens to
continue to benefit from healthcare under similar conditions as if they
were in their home Member State, when travelling in other Member
States. It means that individuals can obtain medication without
needing to bring a printed prescription and without the difficulties
associated with language barriers. It also allows HCPs in the Member
State of travel to access basic and essential medical data through the
Patient Summary, in the HCP’s own language, which may save lives

542

See EU Cooperation, EUR. COMM’N,
https://ec.europa.eu/health/ehealth/electronic_crossborder_
healthservices_en [https://perma.cc/J6HY-3KWG] [hereinafter EU Cooperation].
543
Id. (explaining that the Connecting Europe Facility supports trans-European networks
and infrastructure in the sectors of transport, telecommunications and energy. It finances
projects that address common challenges through the provision of technical and
organizational expertise).
544
The “right to data portability” under Article 20 of the GDPR could in theory permit
individuals to transfer their prescription or other health data between healthcare providers or
pharmacies in different Member States, however the right would not necessarily provide all
of the benefits outlined below. For example, under the right to data portability under the
GDPR, the personal data transferred would not necessarily be in the correct language in the
Member State to which the individual has traveled. Directive 2016/679 of 25 May 2018,
General Data Protection Regulation art. 20, 2016 O.J. (L 119) 1, 19 [hereinafter GDPR].
545
See Consolidated Version of the Treaty on the Functioning of the European Union, May
9, 2008, 2008 O.H. (C 115); See Directive 2004/38/EC of the European Parliament and of
the Council of 29 April 2004, The Right of Citizens of the Union and their Family Members
to Move and Reside Freely Within the Territory of the Member States Amending Regulation
(EEC) No 1612/68 and Repealing Directives 64/221/EEC, 68/360/EEC, 72/194/EEC,
73/148/EEC, 75/34/EEC, 75/35/EEC, 90/364/EEC, 90/365/EEC and 93/96/EEC, 2011 O.J.
(L 158).
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in critical cases. 546 It leads to enhanced safety of treatments
received. 547 The PORT initiative could result in new patterns of
delivery of healthcare. Individuals may be able to take advantage of
the portability of their health data to obtain more specialized treatment,
or better treatment in a Member State other than their home Member
State.548
2.3. Technical obstacles to portability. The slow adoption of the PORT
initiative appears to be linked to the complicated technical obstacles
to interoperability. The recitals to the Cross-Border Healthcare
Directive state that “widely different and incompatible formats and
standards are used for provision of healthcare using ICTs throughout
the Union, creating both obstacles to this mode of cross-border
healthcare provision and possible risks to health protection.”549 Many
other publications and initiatives highlight the issue of lack of
interoperability. For example, the EU Commission’s 2012 eHealth
Action Plan recognizes the “lack of interoperability between eHealth
solutions” as a barrier to deployment of eHealth, and recognized the
need for an eHealth interoperability framework. 550 The EU
Commission’s 2019 Recommendation on a European Electronic
Health Record Exchange Format indicates that obstacles still remain
with respect to EHRs, given its statement that “many of the formats
and standards in electronic health record systems – that are
information systems for recording, retrieving and managing electronic
health records –used across the Union are incompatible.”551

546

See My Health in the EU: Digital Exchange of ePrescriptions and Patient Summaries,
EUR. COMM’N,
https://ec.europa.eu/health/sites/health/files/ehealth/docs/2019_ecrossborder_healthservices_
qa_en.pdf [https://perma.cc/2TJC-J59R] (last visited July 29, 2020).
547
Interoperability & Standardisation: Connecting eHealth Services, EUR. COMM’N,
https://ec.europa.eu/digital-single-market/en/interoperability-standardisation-connectingehealth-services [https://perma.cc/VW47-345B] (last updated May 3, 2016).
548
Council Directive 2011/24, 2011 O.J. (L 088) 45, 49-50 (EU).
549
Id. at 52-53.
550
Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions: eHealth
Action Plan 2012-2020 - Innovative Healthcare for the 21st Century, at 5, COM (2012) 736
final (Dec. 6, 2012), https://ec.europa.eu/newsroom/dae/document.cfm?
doc_id=4188 [https://perma.cc/H34B-8R7W].
551
Commission Recommendation of 6.2.2019 on a European Electronic Health Record
Exchange Format, at 3, C (2019) 800 final (Feb. 6, 2019),
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=57253 [https://perma.cc/
8QSQ-QJH4] [hereinafter European Health Record Exchange Format].
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2.4. Legal obstacles to portability. The technical problems described
above are compounded by the fact that responsibility for health
protection, and in particular, the development and deployment of
eHealth systems, fall to each individual Member State, rather than to
the EU. 552 This is recognized by the recitals to the Cross-Border
Healthcare Directive, which state that “[t]his Directive therefore
should . . . respect the division of competences [i.e., each Member
State’s power to define their own health policy] by providing for the
Commission and Member States to work together on developing
measures which are not legally binding but provide additional tools
that are available to Member States to facilitate greater
interoperability of ICT systems in the healthcare field and to support
patient access to eHealth applications, whenever Member States
decide to introduce them.”553 The limited ability of the EU to bind
Member States appears to explain in part the limited adoption of the
PORT initiative.
3. RISKS AND COSTS OF PORT INITIATIVE
3.1. Security. Unauthorized access is a risk for most PORT initiatives,
including health care. The obligation contained in the GDPR to
implement “appropriate technical and organizational measures” for
the security of processing is designed to scale according to, amongst
other things, the risks that could be posed by a personal data breach.554
Such risks are higher with respect to health data than many other types
of personal data. Security concerns could partially explain the
reluctance to adopt this PORT initiative. With respect to
authentication, the Cross-Border Healthcare Directive states that the
eHealth Network’s objectives are to “support Member States in
552

See EU Cooperation, supra note 542 (demonstrating that The EU only has the
competences conferred on it by the relevant EU treaties). For example, under the Treaty on
European Union, the EU’s actions in the field of human health protection “shall complement
national policies” and shall “respect the responsibilities of the Member States for the
definition of their health policy.” Consolidated Version of the Treaty on European Union art.
3, June 7, 2016, 2016 O.J. (C 202) 13 [hereinafter TEU]. The EU’s actions “shall in
particular encourage cooperation between the Member States to improve the
complementarity of their health services in cross-border areas.” Consolidated Version of the
Treaty on the Functioning of the European Union art. 168, Dec. 26, 2012, 2012 O.J. (C 326)
1 [hereinafter TFEU].
553
Council Directive 2011/24, 2011 O.J. (L 088) 45, 52-53 (EU).
554
GDPR, supra note 21, art. 32; see also GDPR, supra note 21, art. 4(12) (defining a
personal data breach as a “breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed”).
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developing common identification and authentication measures to
facilitate transferability of data in cross-border healthcare.” 555 The
eHealth Network in 2018 adopted, for example, a Recommendation
Paper on Policies Regarding eIDAS eID and Health Professional
Registries which described problems and open questions with respect
to the eIDAS Regulation556 in the context of eHDSI.557 That paper
highlighted in particular the variation in interpretation amongst
Member States with respect to the existence (or non-existence) of a
legal obligation to implement electronic identification for patients
under the eIDAS Regulation.
3.2. Privacy. The GDPR recognizes health data as a “special category of
personal data,”558 which is “particularly sensitive,” and the processing
of which “could create significant risks to the fundamental rights and
freedoms” of individuals. 559 Organizations processing health data
must therefore apply a higher standard of protection to such personal
data.
3.3. Differences between Member States’ data protection rules with
respect to health data also form a legal obstacle to portability. To a
certain degree, the GDPR harmonizes Member States’ data protection
rules, however Article 9(4) of the GDPR specifically permits
individual Member States to introduce further conditions and
limitations with regard to health data.560 Some of the exemptions in
the GDPR which permit the processing of health data are also linked
to Member State law.561 To the extent that a Member State may have
555

Council Directive 2011/24, art. 14(c), 2011 O.J. (L 088) 45, 63 (EU).
See Regulation 910/2014, of the European Parliament and of the Council of 23 July 2014
on Electronic Identification and Trust Services for Electronic Transactions in the Internal
Market and Repealing Directive 1999/93/EC, 2014 O.J. (L 257) 73.
557
See Recommendation Paper on Policies Regarding eIDAS eID and Health Professional
Registries, EHEALTH NETWORK (May 2018),
https://ec.europa.eu/health/sites/health/files/ehealth/docs/ev_20180515_co11b_en.pdf
[https://perma.cc/28D5-T4SC].
558
GDPR, supra note 21, art. 9.
559
GDPR, supra note 21, art. 51.
560
GDPR, supra note 21, art. 9 § 4; For example, under Article 9 of the Belgian Data
Protection Law of 30 July 2018, controllers processing personal data concerning health must
implement additional measures not prescribed by the GDPR, including keeping a register of
the categories of individuals who have access to health data together with a description of
their capacity with respect to the data.
561
For example, the exemptions under Article 9(h) apply to processing for the purposes of
“preventive or occupational medicine . . . . , medical diagnosis, the provision of health or
social care or treatment or the management of health or social care systems and services.”
556
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introduced additional rules restricting the processing of health data,
healthcare providers may face additional challenges in connection
with the interoperability and portability with respect to such data.
Differing regulatory interpretations and priorities across each Member
States’ data protection authorities may also lead to different
approaches.
3.4. Competition risks. The objective of this PORT initiative is to provide
seamless access to healthcare for individuals travelling in the EU, and
so it does not impact competition in the same way as a PORT initiative
designed to enable new entrants to compete or to offer new services.
Nevertheless, to the extent that incumbents protect against new
entrants, incumbents may have an incentive to make health data less
rather than more useful (e.g., by creating standards which prevent new
operators from using the data to provide a service). Competition could,
for example, arise in situations where individuals live next to a border
with a neighboring Member State and choose to obtain healthcare or
prescriptions in that neighboring Member State rather than their own.
4. LESSONS LEARNED
4.1. There has been a failure to create effective standards, despite heavy
investment by the EU. Some of the many actions and initiatives are
listed in the Appendix, and together these provide an indication of the
amount of accumulated effort which has been put into the exchange
of eHealth data – with limited results. To take one example, epSOS
ran over six years and had a project budget of over 38 million euros,
but only covered sharing of Patient Summary and
ePrescription/eDispensation data 562 – it did not cover broader
Electronic Health Records.
4.2. Years of dedicated effort has failed to achieve widespread adoption of
cross-border health data sharing. As of 2020,563 only three Member
States had started to share or access ePrescription/eDispensation data
The exemptions under Article 9(i) apply to processing for reasons of “public interest in the
area of public health.” Both require a basis in “Union or Member State Law.” GDPR, supra
note 21, arts. 9(h)-9(i).
562
Cross-border Health Project epSOS: What Has It Achieved?, EUR. COMM’N (Jul. 7,
2014), https://digital-strategy.ec.europa.eu/en/news/cross-border-health-project-epsos-whathas-it-achieved [https://perma.cc/NV4B-LJBD] [hereinafter Project epSOS].
563
Research for this Appendix was last comprehensively updated May 2020. Since that
time, it appears that Portugal does exchange ePrescription data. See Electronic Cross-Border
Health Services, supra note 172.
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and only five Member States had started to share or access Patient
Summary data. Only one Member State (Croatia) had adopted both.
However, even amongst countries which have adopted exchange of
data, the possible exchanges are limited. For example, with respect to
Croatia, it appears that:
1) Medicines could be retrieved in Croatian pharmacies with an
ePrescription from Finland, but the inverse is not true: a patient
from Croatia could not obtain medication using an ePrescription
when in Finland; and
2) HCPs in Croatia could access Patient Summaries of citizens
coming from the Czechia and Malta, but HCPs from the Czechia
and Malta could not access Patient Summaries of citizens coming
from Croatia.
As of 2020, it also appears that there was only one pair of countries
that were mutually exchanging data: HCPs in Malta and Portugal
could mutually access one another’s Patient Summaries. Neither
Malta nor Portugal at that time were exchanging
ePrescription/eDispensation data with any Member State.564
4.3. This PORT initiative appears focused on incumbent health systems
operating more effectively, in contrast to the U.S. healthcare PORT
initiative, which focuses on creating new entrants to the healthcare
market. The recitals to the Cross-Border Healthcare Directive do not
suggest a focus on increasing competition by permitting new entrants
to access health data in order to provide health services. Although, for
example, the Commission’s 2019 Recommendation on a European
Electronic Health Record Exchange Format does mention “digital
solutions linked to health apps, or wearable devices” (Recital 5), and
“new technologies for health” (Recital 9), research for this Article
found no suggestion that increasing competition in the private sector
is a significant objective of the recommendation.
4.4. Lack of essential legal authority may be an important barrier to
effective PORT requirements. As highlighted above, the EU lacks
authority to require Member States to adopt certain measures with
respect to this PORT initiative, and the exchange of
564

Id. (demonstrating that Portugal began sharing ePrescription data with some countries
starting in 2020).

212

GEORGETOWN LAW TECHNOLOGY REVIEW

2022

ePrescription/eDispensation and Patient Summaries data relies to an
extent on voluntary cooperation among the Member States. This
seems likely to have limited the successful adoption of the initiative,
when compared with the EU financial services case, which is more
heavily based upon mandatory requirements imposed on Member
States.
4.5. Where there are numerous standards in a complex system, it appears
that successful portability becomes more difficult. As highlighted
above, various initiatives have recognized the lack of interoperability
for eHealth data, 565 which appears to have contributed to the slow
adoption of this PORT initiative.
Additional Resources
This PORT initiative is the output of a lengthy history of action and initiatives
in the EU linked to eHealth interoperability and standardization. Examples of
actions and initiatives are:
1) the European Commission's 2008 Recommendation on Cross-Border
Interoperability of Electronic Health Record Systems, which provides
a set of guidelines for the implementation of interoperable Electronic
Health Records (EHRs) – this is a wider set of data which includes
Patient Summaries and ePrescription/eDispensation; 566
2) the Council’s 2009 Council Conclusions on Safe and Efficient
Healthcare Through eHealth which amongst other things calls upon
the Member States to ensure that interoperability of eHealth services
across organizational and national boundaries is taken into account in
their health strategies and investment plans; 567

565

See, e.g., eHealth Stakeholder Group Report: Perspectives and Recommendations on
Interoperability, EUR. COMM’N 1, 6-7 (Mar. 2014), https://digitalstrategy.ec.europa.eu/en/library/commission-publishes-four-reports-ehealth-stakeholdergroup [https://perma.cc/P35S-8D6C] (illustrating some variations in standards by setting out
content and exchange standards for National/Regional eHealth Projects with respect to a
number of EU and non-EU countries).
566
Commission Recommendation of 2 July 2008 on Cross-Border Interoperability of
Electronic Health Record Systems, 2008 O.J. (L 190) 37, https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:
32008H0594&from=EN [https://perma.cc/C38U-VQAH].
567
Council Conclusions on Safe and Efficient Healthcare Through eHealth, COUNCIL OF
THE EUR. UNION (Dec. 1, 2009),
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3) the European Commission's 2010 communication on interoperability
for public services, which introduces the European Interoperability
Framework (EIF). The EIF promotes and supports the delivery of
European public services by fostering cross-border and cross-sector
interoperability; 568
4) the “eHealth Governance Initiative” (eHGI), which was set up in 2011
as a high-level working group comprising of representatives from the
Member States to drive forward eHealth in Europe; 569
5) the “CEN Technical Committee 251,” which is a technical decisionmaking body set up to focus on eHealth standardization within the EU;
6) epSOS, which ended in 2014. This was largescale project which tested
cross border sharing of ePrescription and Patient Summary, and
covered, amongst other things, semantics, specifications and
architecture;570
7) the 2014 EXPAND (Expanding Health Data Interoperability Services)
project which was aimed at filling the gap between “piloting” to
“deployment,” and supported the epSOS to pave the way for the roll
out of the eHDSI;571
8) the Antilope project ran between 2013 and 2015, and was focused on
the dissemination and adoption of the EIF. Antilope developed
guidelines and recommendations that support the EIF;572
https://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/lsa/111613.pdf
[https://perma.cc/Y75E-8QZN].
568
Communication from the Commission to the European Parliament, the Council, The
European Economic and Social Committee and The Committee of The Regions: Towards
Interoperability for European Public Services, COM (2010) 744 final (Dec. 16, 2010),
https://ec.europa.eu/isa2/sites/default/files/docs/publications/
communication_on_interoperability.pdf [https://perma.cc/V6PP-MWVA].
569
See, e.g., eHealth Governance Initiative eHGI, EUR. PATIENTS F., https://www.eupatient.eu/Projects/completed-projects/eHealth-Governance-Initiative/
[https://perma.cc/A3L4-7LPT] (last updated Aug. 28, 2012).
570
See Project epSOS, supra note 563.
571
See generally EXPAND: Deploying Sustainable Cross-Border eHealth Services in the
EU, EUR. COMM’N (Feb. 14, 2014), https://digitalstrategy.ec.europa.eu/en/node/8868/printable/pdf [https://perma.cc/2WCV-JJCH].
[https://perma.cc/2WCV-JJCH].
572
See generally About the Project, ANTILOPE, https://www.antilope-project.eu/aboutantilope-project/ [https://perma.cc/5BRD-F3M4] (last visited July 29, 2020).
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9) the Commission’s 2019 Recommendation on a European Electronic
Health Record Exchange Format, 573 which seeks to facilitate the
cross-border interoperability of EHRs in the EU by supporting
Members States in their efforts to ensure that citizens can securely
access and exchange their health data wherever they are in the EU. It
recommends that interoperability be further extended (beyond
ePrescription/eDispensation and Patient Summary) to laboratory
results, medical images and hospital discharge reports and puts
forward recommended technical specifications for the exchange of this
data; 574 and
10) the renewed eHealth Stakeholder Group (ESG), composed of
representatives of umbrella organizations/associations with a
European outreach, representing the health tech industry, patients,
healthcare professionals and the research community. It supports the
Commission in the development of actions for the digital
transformation of health and care in the EU. The renewed members
were announced on 7 February 2020, with a mandate until 2022.575

573

See European Health Record Exchange Format, supra note 551.
See generally Exchange of Electronic Health Records across the EU, EUR. COMM’N,
https://ec.europa.eu/digital-single-market/en/exchange-electronic-health-records-across-eu
[https://perma.cc/GWM9-QHMM] (last updated Aug. 31, 2021).
575
See generally, New Members of eHealth Stakeholder Group Start Their Work,
ECHALLIANCE (Feb. 10, 2020), https://echalliance.com/new-members-of-ehealthstakeholder-group-start-their-work/ [https://perma.cc/FA6P-6GEE]. For additional sources
documenting related initiatives, see Information Newsroom, EUR. COMM’N,
https://ec.europa.eu/jrc/en/science-area/information-society [https://perma.cc/JU92-SZ5M]
(last visited Dec. 2, 2020); EU Cooperation, EUR. COMM’N,
https://ec.europa.eu/health/ehealth/cooperation_en [https://perma.cc/K2ZY-NX3V] (last
visited Dec. 2, 2020).
574
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APPENDIX 7: US AUTOMOBILE DEALER DATA: PORT-IA 576
1. DESCRIPTION OF PORTABILITY OR OTHER REQUIRED
TRANSFER (PORT) INITIATIVE
1.1. Automobile dealers typically contract with software companies for
“Dealer Management System” (“DMS”) services, to assist dealers
with their business operations. The DMS is a software platform that
provides a wide range of functions including accounting, vehicle
inventory, financing and insurance, and managing service and parts
operations. Historically, many or all of these functions have been
performed by the DMS software. The two largest in the United States,
CDK Global, LLC (“CDK”) and The Reynolds & Reynolds Company
(“Reynolds”), have a large market share, with their combined market
share approximately 90% of vehicles sold. 577 Automobile dealers
have also contracted with third-party systems integrators and
application developers (“third-party software providers”) to provide
some of these services, most typically when they charged less for a
particular application than DMS providers or provided additional
functionality or a better product.
1.2. CDK and Reynolds have changed their position over time concerning
a dealer’s ability to authorize third-party software providers to access
dealer data on the DMS on behalf of the dealer. Previously, both CDK
and Reynolds permitted such authorization. First Reynolds and later
CDK changed their practices to generally prohibit those dealers from
allowing such authorization. In 2019, Arizona and at least three other
states enacted statutes that require a PORT for the transfer of data
from the DMS to recipients authorized by automobile dealers,
including systems integrators or other third-party software providers.
The laws are intended to give dealers more control over their data
stored in the DMS.
1.3. CDK and Reynolds have challenged the Arizona statute in federal
court, claiming that the statute is unlawful.578 Separately, third-party
576

Thanks to Deona Kalala for research assistance on this case study in the U.S. automobile
industry, which focuses on PORTability statutes passed in Arizona and at least three other
states in 2019.
577
Dealer Mgmt. Sys. Antitrust Litig. v. CDK Glob., No. 18-cv-864, 2018 U.S. Dist. LEXIS
214398, at *21 (N.D. Ill. Oct. 22, 2018) (“Defendants CDK and Reynolds control close to
80 percent of the United States market by number of dealers and approximately 90 of the
United States market by vehicles sold.”).
578
See e.g., David Muller, CDK, Reynolds Challenge Ariz. Dealer Data Law, 93 AUTO.
NEWS 34 (Aug. 26, 2019), https://www.autonews.com/dealers/cdk-reynolds-challenge-ariz-
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software providers, dealers, and others have brought lawsuits against
CDK and Reynolds, alleging (among other things) that they entered
into an agreement to exclude third-party software providers in
violation of antitrust laws. 579 The author has served as an expert
witness for the Arizona Automobile Dealers Association in the suit
concerning the Arizona statute, and for Authenticom and other
software providers in the antitrust suits against CDK and Reynolds.580
1.4. Origination. A “Dealer Data System.”581 “Dealer Data System” is a
defined term under the Arizona law which refers to a DMS.582
1.5. Destination. A recipient authorized by the automobile dealer
(“Dealer”). Notably, the statute provides that a Dealer can give
consent to port data from the Dealer Data System to an “Authorized
Integrator.” An Authorized Integrator is defined as a “third party with
whom the Dealer enters into a contractual relationship to perform a
specific function for a Dealer that allows the third party to access
Protected Dealer Data or to write data to a Dealer Data System, or
both, to carry out the specified function.” 583 For example, a Dealer
might contract with an Authorized Integrator to support third party
applications for service appointments, inventory management, and
customer relationship management.
1.6. Types of Data. The PORT statute applies to “Protected Dealer Data,”
which it defines as: (i) “personal, financial, or other data relating to a
consumer that a consumer provides to a dealer or that a dealer
dealer-data-law. The author has submitted an expert declaration on behalf of the Arizona
Automobile Dealers Association in CDK Global, LLC v. Brnovitch, No. 2:19-cv-04849GMS (D. Ariz. Mar. 19, 2020).
579
The author has submitted expert declarations on behalf of Authenticom in Authenticom,
Inc. v. CDK Global, LLC, No. 17-cv-318 (W.D. Wis. 2017).
580
The author testified publicly in a preliminary injunction hearing in 2017 in federal court
in Wisconsin. After that hearing, the district court enjoined CDK and Reynolds from
continuing their activities that limited portability. Authenticom, Inc. v. CDK Global, LLC,
No. 17-cv-318 (W.D. Wis. 2017), Dkt No. 58 (expert report/declaration of Peter Swire);
Authenticom, Inc. v. CDK Glob., LLC, No. 17-cv-318-jdp, 2017 U.S. Dist. LEXIS 109409,
at *1 (W.D. Wis. July 14, 2017), rev’d on other grounds 874 F.3d 1019, 1020 (7th Cir.
2017). This case study makes no assertions about the validity of facts in the ongoing
litigation; instead, this case study relies on publicly-available documents, and presents facts
in the form: “PORT proponents claim” or “PORT opponents claim.”
581
ARIZ. REV. STAT. § 28-4651 (2019),
https://www.azleg.gov/legtext/54leg/1r/bills/hb2418s.htm [https://perma.cc/Z3VW-ZQGV].
582
Id. § 3(b).
583
Id. § 1.

VOL. 6

GEORGETOWN LAW TECHNOLOGY REVIEW

217

otherwise obtains and that is stored in the Dealer’s Dealer Data
System;” and (ii) “other data that relates to a Dealer’s business
operations in the Dealer’s Dealer Data System.”584 More colloquially,
the statute applies to the data in a DMS that pertains specifically to
that dealer’s business operations – not to data about other dealers.
1.7. Applicable Law. Arizona Revised Statute (“A.R.S.”) Sections 284651 to 28-4655, and similar laws passed in other states.585 The law
enables the automobile dealer (“Dealer”) to select and authorize third
parties to receive Protected Dealer Data. The law prohibits what it
defines as “cyber ransom.” That term means “to encrypt, restrict or
prohibit or threaten or attempt to encrypt, restrict or prohibit a
Dealer’s or a Dealer’s Authorized Integrator’s Access to Protected
Dealer Data for monetary gain.”586 In other words, under the statute,
a DMS provider must permit Protected Dealer Data to be ported to an
Authorized Integrator or other party, where the Dealer so directs. The
law also makes it illegal to otherwise prohibit or restrict a Dealer’s
ability to protect, store, copy, share, or use Protected Dealer Data,
including charging fees for such access.587
2. BENEFITS OF PORT INITIATIVE
2.1. User autonomy and control over information. PORT proponents
assert that the Arizona statute assures that Dealers will retain
autonomy and control over their Protected Dealer Data. PORT
opponents, by contrast, argue that the PORT requirements impinge
their ability to provide security for Dealer Data.
2.2. Competition. Proponents of the PORT initiative emphasize benefits
to competition. Proponents of the PORT initiative contend that CDK
and Reynolds reached an agreement in approximately 2015 to close
their DMS to competing third-party software services, leading to a
584

Id. The definition of “Protected Dealer Data” also includes “motor vehicle diagnostic
data that is stored in a Dealer Data System.” This case study addresses all Protected Dealer
Data except requirements concerning motor vehicle diagnostic data.
585
The states of Montana, North Carolina, and Oregon have enacted substantively similar
statutes. See H.B. 617, 66th Leg., Reg. Sess. (Mont. 2019) (enacted on May 6, 2019),
https://leg.mt.gov/bills/2019/BillHtml/HB0617.htm [https://perma.cc/S8WJ-URQP]; H.R.
3152, 80th Leg. Assemb., Reg. Sess. (Or. 2019) (enacted on July 2, 2019),
https://olis.leg.state.or.us/liz/2019R1/Downloads/MeasureDocument/HB3152/Introduced
[permalink]; 2019 N.C. Sess. Laws 384 (enacted on July 19, 2019),
https://www.ncleg.gov/BillLookup/2019/S384 [https://perma.cc/V2C7-ME7T].
586
ARIZ. REV. STAT. § § 28-4651(2), 28-4653(A)(2) (2019).
587
Id. § 28-4653(A)(3).
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large price increase for the services previously supplied by third-party
software providers. 588 The requirements in the Arizona law are
designed to enable Authorized Integrators to compete with DMS
providers in accessing Protected Dealer Data.
2.3. Lock-in effect. The high cost of switching DMS providers creates a
lock-in effect, in the view of PORT proponents. They claim that
switching DMS service providers is time-consuming, expensive, and
disruptive to business operations.589
2.4. Innovation and barriers to entry. One effect of monopoly pricing
and the limitations imposed on third-party software providers would
be to reduce innovation in the market for the software services
available to Dealers. Proponents of the PORT claim that the methods
that CDK and Reynolds make available for transferring data to app
providers are expensive and make it difficult for other app providers
to stay in business, thus reducing the possibility of new entrants and
innovation in provisioning software services to Dealers.
2.5. Incentives of those presenting evidence of benefits. Dealers and
third-party software providers have filed lawsuits against CDK and
Reynolds, alleging that their agreements, and the limits on
PORTability, violate the antitrust laws.
3. RISKS AND COSTS OF PORT INITIATIVE
3.1. Security. The DMS providers claim that their limits on access to their
systems have been primarily motivated by good-faith cybersecurity
concerns. PORT proponents claim that cybersecurity is being used as
588

David Barkholz, Dealers will pay up for Vendors’ Data Access After CDK Switch, AUTO.
NEWS (July 20, 2015)
https://www.autonews.com/article/20150720/RETAIL07/307209962/dealers-will-pay-upfor-vendors-data-access-after-cdk-switch [https://perma.cc/4D3T-SCR7].
589
Teresa Jenkins, When to Change Your DMS Provider, CBT NEWS,
https://www.cbtnews.com/change-dms-provider/ [https://perma.cc/DS3V-EMW3]
(identifying ten steps to switch DMS providers, including training costs of $5,000 per
employee); Dealer Mgmt. Sys. Antitrust Litig. v. CDK Glob., No. 18-cv-864, 2018 U.S. Dist.
LEXIS 214398, at *21-22 (N.D. Ill. Oct. 22, 2018) (“It is deeply disruptive and expensive
for a dealer to switch DMS providers, as switching takes up to a year of preparation and
training.”); David Barkholz, supra note 588 (noting mid-sized dealers pay approximately
$60,000/year for DMS services). But see James B. Treece, DMS Vendors Are Entering a
New Era of Competition, AUTO. NEWS (Apr. 30, 2018),
https://www.autonews.com/article/20180430/RETAIL07/180439984/dms-vendors-areentering-a-new-era-of-competition [https://perma.cc/QW6Z-XMYJ] (noting increase in
competitive for DMS service providers and alternative fee arrangements).
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a pretext for limiting access to Dealer data on the DMS, and that the
primary motivation for limiting access has been to limit competition
and raise prices rather than to protect cybersecurity.
One area of disagreement between the parties to the litigation has been
about authentication. DMS providers have instituted policies that
allow Dealers to issue credentials to their employees, but not to third
parties, such as third-party software providers. DMS providers have
claimed cybersecurity risks from third parties selected by the Dealers,
who could access the DMS with dealer-provided credentials. PORT
proponents have responded that Dealers should be able to authorize
access to dealer data for both employees and third parties, and that
authorizing third parties does not increase cybersecurity risk. The
Arizona statute requires a DMS provider to provide access to a thirdparty software provider authorized by the Dealer, if the provider meets
the requirements of an automobile industry cybersecurity standard.590
Another area of disagreement has been the extent to which there are
secure mechanisms for third-party software providers to exchange
information with the DMS. The Arizona statute in general prohibits
“placing an unreasonable restriction on an authorized integrator.”591
More specifically, the statute requires a DMS provider to “adopt and
make a standardized framework for the exchange” of Dealer Data, and
to “provide access to open Application Programming Interfaces to
authorized integrators.” 592 Historically, third-party software
companies often relied on “screen scraping” to extract data from the
DMS. Under this approach, the Dealer would issue credentials to a
third party, who then would use software scripts to access data in the
DMS. The DMS providers have made cybersecurity objections to
such use of screen scraping. The Arizona statute allows DMS
providers to comply with the statute by providing access to
Application Programming Interfaces (“APIs”), rather than setting
rules about screen scraping.
3.2. Privacy. Auto dealers collect personal data from their customers for
the provision of services, such as for auto purchases and auto loans.
Automobile loans and other financial services are covered by the
590

Id. § 28-4653(B). The requirement is for the entity accessing the data be “compliant with
the Star Standards or other generally accepted standards that are at least as comprehensive as
the Star Standards.” Id.
591
Id. § 28-4653(B).
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Id. §§ 28-4654(A)(1), 28-4654(A)(2).
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privacy and security requirements of the Gramm-Leach-Bliley Act
(“GLBA”).593 Many dealers thus are covered by GLBA, and in such
instances DMS providers and other third-party software providers
who receive personal data are service providers, also covered by
GLBA.
PORT opponents have claimed that personal data, such as for
automobile loan borrowers, might not be adequately safeguarded by
third-party software providers. However, the Arizona statute
addresses “Protected Dealer Data,” which includes “personal,
financial, or other data relating to a consumer that a consumer
provides to a Dealer.”594 In addition to GLBA protections, measures
in the Arizona statute to reduce that risk include: meeting an
automobile industry cybersecurity standard;595 prohibiting the use of
Protected Dealer Data without express consent of the Dealer; 596
prohibiting third parties from using Protected Dealer Data in ways that
are contrary to those third parties’ agreements with Dealers,597 and
providing Dealers with rights to audit how third parties are using such
data.598
3.3. Other legal effects, including intellectual property. PORT
opponents CDK and Reynolds have claimed that their intellectual
property rights, for trade secrets and copyright, protect against access
by third-party software providers. Proponents contend that the statute
does not implicate any intellectual property rights.
Incentives of those presenting evidence of costs and risks. CDK and
Reynolds face significant damages in the antitrust lawsuits, and
593

Gramm-Leach-Bliley Act, 16 C.F.R. §§ 313.4(a), 313.10(a) (1999); FTC’s Privacy Rule
and Auto Dealers: FAQs, F.T.C., https://www.ftc.gov/tips-advice/businesscenter/guidance/ftcs-privacy-rule-auto-dealers-faqs [https://perma.cc/3LDF-VK8X] (last
visited Dec. 2, 2021); LightYear Dealer Technologies, LLC, C-4687, F.T.C., available at
https://www.ftc.gov/enforcement/cases-proceedings/172-3051/lightyear-dealertechnologies-llc-matter-0 [https://perma.cc/7XYR-GE58] (alleging that the firm’s poor data
security practices led to a breach that exposed the personal information of millions of
consumers) (last updated Sept. 6, 2019).
594
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therefore have an incentive to claim that security and privacy risks
from the PORT are high.
4. LESSONS LEARNED
4.1. This case study is an example of a competition-based rationale for a
mandatory PORT under state law. Proponents describe a market with
two dominant firms, with over 90% market share in the market for
DMS service providers, who are alleged to have agreed to limit access
to Protected Dealer Data held in a DMS. To address the harms to
competition, the Arizona law requires access, based on Dealer
authorization, to Protected Dealer Data.
4.2. The case study illustrates the inter-connection of autonomy and
competition arguments supporting the PORT. For dealers, the
autonomy argument is based on an understanding of the underlying
property right – the dealers “own their data,” and therefore should
have control over who has access to that data. By contrast, for DMS
providers, the autonomy argument is based on a contract – the DMS
contract sets conditions for when dealers can transfer data to third
parties or allow access to the DMS – the dealers argue that their
contracts permit third party access; the DMS providers argue it does
not. In a competitive market, the contract between the Dealer and
DMS provider generally governs (although the meaning of the
contracts are disputed here). By contrast, where the software is
supplied by a dominant firm, or by two dominant firms acting
pursuant to an agreement, then contractual limitations on access may
violate antitrust law.
4.3. The case study illustrates a two-sided market for a non-consumer
facing market. One side of the market is the DMS provider selling
DMS software services to the automotive Dealers. Another side of the
market is the Dealer seeking software services (apps) from either the
DMS supplier or a third party. The antitrust concern, for proponents
of the PORT, is that the dominant DMS providers have used their
market power in the DMS market to extend their market power into
the other side of the market – the market for apps (by extracting
monopoly profits and by disadvantaging competing app providers).
4.4. The litigants have strong incentives to describe differently the costs
and benefits of the PORT. The DMS suppliers have claimed
cybersecurity risks and threats to what they assert is their intellectual
property. The PORT proponents, by contrast, state that the
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cybersecurity risks are essentially a pretext for blocking Dealer access
to Protected Dealer Data. Proponents also question the broad claims
to intellectual property protection.
4.5. The PORT requirements on automobile software providers under state
legislation have significant similarities with requirements under the
Inter-operability rule issued by the U.S. Department of Health and
Human Services (“HHS”), and discussed in a separate case study.599
For instance, both PORT initiatives require creation of a standardized
framework for the exchange of information. Both require use of an
open API. For cybersecurity requirements, the HHS rule requires “fair
and non-discriminatory” terms, while the Arizona statute prohibits
placing an “unreasonable” limitation on an authorized third-party
software company.
4.6. One general theme, across the case studies, is that there should be
effective authentication before authorizing a PORT. The auto case
study illustrates the difference between centralized and distributed
authentication. DMS providers have sought to exercise centralized
power over authentication, by prohibiting the Dealers from
authorizing access by third parties such as an Authorized Integrator.
Distributed authentication exists, by contrast, if the auto dealer
establishes who is authorized to access the system on behalf of the
auto dealer, including for employees and third parties authorized by
the Dealer. The relative advantages of centralized vs. distributed
authentication is an empirical question. Distributed authentication,
however, is widely used, such as for eduroam, the “secure, world-wide
roaming service developed for the international research and
education community.” 600 For instance, a university can issue (and
revoke) credentials for authorized users, rather than having eduroam
itself establish a global system for individual authorization of users.
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CMS Interoperability and Patient Access Final Rule, CMS,
https://www.cms.gov/Regulations-and-Guidance/Guidance/Interoperability/index
[https://perma.cc/3MWL-RFDE] (last updated Dec. 1, 2021).
600
What is Eduroam, EDUROAM, https://www.eduroam.org/what-is-eduroam/
[https://perma.cc/ARQ8-QM7R] (last visited Mar. 23, 2020).

