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I. INTRODUCTION 

In less than a decade, ransomware has evolved from a niche form of 
cybercrime to a dominant attack vector that threatens governments, 
businesses, and individuals alike. Stories of attacks in the last few years 
demonstrate the crippling effects wrought by ransomware: hospitals without 
access to digital medical records, school districts unable to conduct distance 
learning, fuel supply pipelines shut down for days. Government and private 
industry are united in recognizing the threat and the need for an all-hands-on-
deck approach to reducing attacks and mitigating damage. But they are united, 
too, in acknowledging the intrinsic difficulty to solving the problems 
presented by cybercrime generally and ransomware specifically, admitting 
that no silver bullet exists.  

 In recent years, ransomware attacks have emerged as the world’s 
fastest-growing malware threat. 1  These attacks are achieved by the 
deployment of malware that encrypts the victim’s files. Once a device is 
infected with ransomware, its files and applications are rendered unusable and 

                                                
* Georgetown Law, J.D. 2021; Luther College, B.A. in Music 2013 
1 How to Protect Your Networks from Ransomware, CYBERSECURITY AND INFRASTRUCTURE 
SEC. AGENCY, https://www.justice.gov/criminal-ccips/file/872771/download (last visited 
Nov. 20, 2020) [https://perma.cc/Z4Q5-9U54] (hereinafter CISA – How to Protect). 
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the user is directed to pay a ransom to regain access. Attackers can launch 
ransomware attacks from anywhere, their viruses may easily spread from one 
computer to another, and the attacks can result in enormous danger and 
widespread consequences. The costliest cyberattack to date was the result of a 
virus that came in the form of ransomware.2 On June 27, 2017, the Russian 
military activated the NotPetya malware, which infected computers around the 
world and resulted in over $10 billion in damages.3 Although it later emerged 
that the malware had been modified to make recovery of files impossible, the 
scale of damage resulting from NotPetya galvanized governments to view 
ransomware as a pressing danger. 

Ransomware attacks are an increasingly prevalent cyber threat, with 
thousands of attacks occurring daily. 4  Attacks threaten individuals and 
organizations alike, crippling individuals, businesses, hospitals, shipping 
companies, and government agencies. 5  Ransomware also presents 
complicated questions, such as whether to pay an attacker to restore file 
access. Nevertheless, by following best practices and exercising reasonable 
caution, individuals and organizations can significantly mitigate the dangers 
of ransomware attacks. 

This brief primer is intended to provide an overview of the threat posed 
by ransomware. It begins with the history and development of ransomware 
since the word first appeared in 1988. It then provides some details about what 
ransomware is, how it can be transmitted, and the dangers it presents. Finally, 
this technology explainer concludes with a list of precautions that may 
mitigate the ransomware threat. 

 II. THE EVOLUTION OF RANSOMWARE 

The earliest uses of the word “ransomware” are a far cry from the 
meaning that survives today. According to the Oxford English Dictionary, 
“ransomware” was first used in a 1988 newsletter that defined it as “software 
distributed free of charge, but unusable without documentation that costs at 
least seventy dollars.”6 The following year, an evolutionary biologist launched 

                                                
2 Statement, White House Press Sec’y (Feb. 15, 2018), https://www.whitehouse.gov/ 
briefings-statements/statement-press-secretary-25/ [https://perma.cc/P5KB-YEVN]. 
3 Andy Greenberg, The Untold Story of NotPetya, the Most Devastating Cyberattack in 
History, WIRED (Aug. 22, 2018, 5:00 AM), https://www.wired.com/story/notpetya-
cyberattack-ukraine-russia-code-crashed-the-world/ [https://perma.cc/V9VJ-BFEM]. 
4 CISA – How to Protect, supra note 1.  
5 Greenberg, supra note 3. 
6 Ransomware, OXFORD ENG. DICTIONARY (3d ed. 2018), https://www.oed.com/view/Entry/ 
63079537?redirectedFrom=ransomware#eid [https://perma.cc/S8MA-LRAA]. 
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what is now recognized as the first “ransomware” attack.7  He distributed 
20,000 floppy disks infected with a computer virus that, once the floppy disk 
was accessed, remained dormant until the computer was turned off and on 
again ninety times. 8  The virus then encrypted the system’s file names, 
rendering them unusable, and demanded payment of $189 for decryption.9  

This 1989 attack presaged the concept of ransomware, but perhaps its 
manual means of propagation (through floppy disks) dissuaded some would-
be attackers: the concept of ransomware then lay mostly dormant until the 
mid-2000s, when network-connected devices rose in both prevalence and 
sophistication.10 Large-scale attacks, designed to reach more targets through 
massive opportunistic attacks or through automatic propagation, followed in 
the 2010s.11 The CryptoLocker virus, one of the earliest large-scale attacks, 
infected more than 234,000 computers in 2013 and generated an estimated $27 
million in ransom payments within the first two months of its release.12  

Ransomware’s threats have expanded in recent years. In May 2017, 
North Korea launched the WannaCry attack that infected over 200,000 
systems in 150 countries and demanded $300 in bitcoin for the decryption of 
each device.13 Moreover, while the Russian NotPetya attack was aimed at 
Ukraine, it inflicted hundreds of millions of dollars in damages to international 

                                                
7 Kaveh Waddell, The Computer Virus That Haunted Early AIDS Researchers, THE 
ATLANTIC (May 10, 2016), https://www.theatlantic.com/technology/archive/2016/05/the-
computer-virus-that-haunted-early-aids-researchers/481965/ [https://perma.cc/RHJ2-MJPS]. 
8 Id. 
9 Id. 
10 Id.; Joseph Cox, The World’s First Ransomware Came on a Floppy Disk in 1989, VICE 
(Apr. 12, 2017, 7:30 AM), https://www.vice.com/en_us/article/nzpwe7/the-worlds-first-
ransomware-came-on-a-floppy-disk-in-1989 [https://perma.cc/WKF9-N4RG]. 
11 See Security Primer – Ransomware, CTR. FOR INTERNET SEC., https://www.cisecurity.org/ 
white-papers/security-primer-ransomware/ (last visited Nov. 20, 2020) [https://perma.cc/ 
C33Z-BAHA]; see, e.g., Greenberg, supra note 3; Alex Hern, Major Sites Including New 
York Times and BBC Hit by ‘Ransomware’ Malvertising, THE GUARDIAN (Mar. 16, 2016, 
6:32 AM), https://www.theguardian.com/technology/2016/mar/16/major-sites-new-york-
times-bbc-ransomware-malvertising [https://perma.cc/QW7E-CDMY]. 
12 U.S. Leads Multi-National Action Against “Gameover Zeus” Botnet and “Cryptolocker” 
Ransomware, Charges Botnet Administrator, U.S. DEP’T OF JUST. (June 2, 2014), 
https://www.justice.gov/opa/pr/us-leads-multi-national-action-against-gameover-zeus-
botnet-and-cryptolocker-ransomware [https://perma.cc/EJ5V-M6AA]. 
13 David E. Sanger, U.S. Accuses North Korea of Mounting WannaCry Cyberattack, N.Y. 
TIMES (Dec. 18, 2017), https://www.nytimes.com/2017/12/18/us/politics/us-north-korea-
wannacry-cyberattack.html?module=inline [https://perma.cc/QS47-TLJY]; Andy 
Greenberg, The WannaCry Ransomware Hackers Made Some Real Amateur Mistakes, 
WIRED (May 15, 2017, 2:43 PM), https://www.wired.com/2017/05/wannacry-ransomware-
hackers-made-real-amateur-mistakes/ [https://perma.cc/UF8H-92FG]. 
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corporations like Merck, FedEx, and Rosneft, and shut down computers used 
by scientists at Chernobyl.14  

 III. WHAT IS RANSOMWARE? 

Although the details of ransomware attacks may vary, the term 
generally refers to a digital program that, when run, either locks or encrypts 
material on the device and instructs a user to deliver payment to unlock the 
material. 15  The ransom is most commonly requested in Bitcoin, a digital 
currency that is more difficult to track than traditional currencies.16 However, 
payment of the ransom by no means guarantees that the victim will regain 
access.  

A.  Delivery and Execution 

Ransomware is generally distributed in one of two ways: either a user 
is tricked into installing the virus, or a bad actor gains access to a system or 
network and initiates the spread of the virus.17 Examples of delivery include: 
(1) phishing attacks, which trick a user into downloading the virus by clicking 
a malicious link in a deceptive email or message; (2) network intrusions 
through ports and services with poor security, such as a hacker gaining access 
to a remote desktop; and (3) “worm”-like spreading, which uses compromised 
machines to further propagate the malware. Frequently, the infection does not 
immediately lock files, but rather the attacker waits to activate the malware 
until the attack’s reach is greater or the network has been mapped.18 

Ransomware is either “strategic,” where calculated attacks target at-
risk networks with sensitive information like schools or courts, or 
“opportunistic,” where victims are randomly solicited through methods like 
digital advertisements and spam emails.19 Hospitals are a frequent strategic 
attack target because the urgent need to access data (like patient records or 

                                                
14 Greenberg, supra note 3. 
15 CISA – How to Protect, supra note 1.  
16 Sherisse Pham, What is Ransomware?, CNN BUSINESS (June 28, 2017, 9:01 AM), 
https://money.cnn.com/2017/05/15/technology/ransomware-wannacry-explainer/index.html 
[https://perma.cc/9HCB-V7N2]. 
17 CTR. FOR INTERNET SEC., supra note 11. 
18 Id.; Ransomware: Q&A, NO MORE RANSOM, https://www.nomoreransom.org/en/ 
ransomware-qa.html (last visited Nov. 20, 2020) [https://perma.cc/BA2M-JEK6]. 
19 CTR. FOR INTERNET SEC., supra note 11. Some attacks may be a sort of hybrid, such as 
when a victim’s network is initially penetrated in a “spray and pray” attack and then that 
access is leveraged into wider penetration of the network. Id. 



VOL. 6 GEORGETOWN LAW TECHNOLOGY REVIEW 5 
 

 

surgery schedules) makes these victims more likely to pay attackers.20  In 
contrast, an opportunistic 2016 attack used digital advertisements on multiple 
major websites, including the New York Times, the BBC, AOL, and the NFL, 
that redirected users to websites hosting the ransomware virus.21  

Unsurprisingly, attackers continue to innovate new ways to distribute 
ransomware. One such development is the trend towards launching strategic 
attacks through remote access points, reducing the need to rely on 
opportunistic attacks.22 Remote access points, like Remote Desktop Protocol, 
allow a high degree of system access.23 Most commonly, attackers will first 
access a network via compromised credentials.24 That high level of access in 
a system may be used to further distribute the malware on the network.25  

Ransomware carries out its essential function—blocking access to 
data—in one of three ways: (1) “crypto ransomware” encrypts files so that the 
malefactor can provide the decryption key upon payment and may render a 
computer worthless without the decryption key; (2) “locker ransomware” 
blocks system access to files, such as by preventing a user from logging in; or 
(3) “wiper ransomware” erases or destroys files, such as by overwriting file 
contents with random letters and numbers.26 Today, ransomware attackers 
typically use a type of crypto ransomware that uses “public key encryption” 
in which the implanted virus will contact an Internet server for the public key 
that is used to encrypt the data.27 The public key cannot decrypt the data; 
instead, a private key, known only to the hackers, is needed for decryption.28 
                                                
20 Melissa Eddy & Nicole Perlroth, Cyber Attack Suspected in German Woman’s Death, 
N.Y. TIMES (Sep. 18, 2020), https://www.nytimes.com/2020/09/18/world/europe/cyber-
attack-germany-ransomeware-death.html [https://perma.cc/7TWV-WFV2]. 
21 Hern, supra note 11. 
22 Christiaan Beek et al., McAfee Labs Threats Report, MCAFEE 5 (2019), https://www. 
mcafee.com/enterprise/en-us/assets/reports/rp-quarterly-threats-aug-2019.pdf [https:// 
perma.cc/4UM8-3F5W]. 
23 Bill Siegel, Ransomware's Favorite Access Point - Remote Desktop Protocol (RDP), DUO 
(Oct. 25, 2018), https://duo.com/blog/ransomwares-favorite-access-point-remote-desktop-
protocol-rdp [https://perma.cc/H3CU-QXEG]. 
24 Id. 
25 Beek et al., supra note 22. 
26 CTR. FOR INTERNET SEC., supra note 11; Paul Rubens, Common Types of Ransomware, 
ESECURITY PLANET (Mar. 2, 2017), https://www.esecurityplanet.com/malware/types-of-
ransomware.html [https://perma.cc/3SST-6LX9]; Ordinypt, N.J. CYBERSECURITY AND 
COMMC’NS INTEGRATION CELL (Nov. 15, 2017), https://www.cyber.nj.gov/threat-
profiles/ransomware-variants/ordinypt [https://perma.cc/C688-7YJT]. 
27 NO MORE RANSOM, supra note 18. 
28 If the difference between public and private keys seems difficult to grasp, think of it like 
mixing paint. The bad actors secretly mix two shades, known only to them. This mixture, the 
third color, can be seen by the public, who would have a nearly impossible time attempting 
to figure out what the exact original shades were. In this example, the third color is the 
public key and the two original paint colors are the private key.  
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Aside from capitulating to ransom payments to obtain the private keys, victims 
can turn to groups like No More Ransom for decryption tools that are tailored 
to certain viruses; however, these solutions are uncommon and usually only 
become available after the damage has been wrought.29  

Ransomware may also manipulate a user’s fear in order to encourage 
compliance with a ransom demand. For example, messages displayed to users 
may provide a deadline for payment after which decryption is impossible or 
mimic a government seal and accuse the victim of illegal activity that can only 
be resolved with immediate payment of a fine.30 

B.  Harm 

The extensive damage done to networked systems in recent 
ransomware attacks is evidence of its destructive capabilities. For example, in 
2019 alone, ransomware attacks compromised multiple municipal operations 
across the United States: 

 
● Ransomware attacks in Georgia resulted in the loss of monitoring and 

cell control capabilities in county jails, 911 dispatchers’ computers 
capabilities, and at least $400,000 in ransom payment.31  
 

● Twenty-two small towns in Texas were targeted in a coordinated 
ransomware attack that inhibited city employees’ access to emails and 
residents’ ability to pay bills with credit cards, prompting a response 
from the FBI, FEMA, and Texas Military Department.32  
 

● Arizona schools closed for two days after a ransomware attack forced 
the district to disconnect from the Internet, disabling security and 
information systems.33 Without the network, administrators could not 
access student medication information or control building access.34  
 

                                                
29 NO MORE RANSOM, supra note 18. 
30 Ransomware and Recent Variants, CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY 
(Sept. 29, 2016), https://www.us-cert.gov/ncas/alerts/TA16-091A [https://perma.cc/2KYV-
EPWP] [hereinafter CISA – Ransomware and Recent Variants]. 
31 Sudhin Thanawala, Georgia County’s Experience Shows Perils of Ransomware, AP NEWS 
(Oct. 21, 2019), https://www.apnews.com/31c9f81d71ba4203873550f8ec595fdc 
[https://perma.cc/DYG6-PN75]. 
32 Manny Fernandez et al., Ransomware Attack Hits 22 Texas Towns, Authorities Say, N.Y. 
TIMES (Aug. 20, 2019), https://www.nytimes.com/2019/08/20/us/texasransomware.html? 
module=inline [https://perma.cc/KA48-CNHE]. 
33 Thanawala, supra note 31.  
34 Id. 
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● A hospital system in rural Alabama had to temporarily stop accepting 
new patients after a ransomware attack forced a switch from digital 
records to paper copies.35  
 
Furthermore, the aforementioned international attacks—WannaCry 

and NotPetya—demonstrate the unexpected ways that ransomware attacks can 
cause economic and service upheavals. The WannaCry attack hit hospitals in 
the United Kingdom, forcing the cancelation of 6,912 medical appointments, 
and hit factories in France, shutting down the automobile company Renault’s 
manufacturing. 36  The NotPetya attack halted both Merck’s ability to 
manufacture certain drugs and the entire network of A.P. Møller-Maersk, the 
world’s largest shipping conglomerate.37 Ukraine was the primary target of 
NotPetya. According to analysts, the purpose of the attack was not to elicit 
ransom payments, but rather to paralyze Ukraine’s government38 and send a 
political warning to international businesses that operate in Ukraine.39  

The harms of ransomware attacks can extend beyond the targets to 
people who rely on the affected entities’ services. For example, a September 
2020 attack encrypted data on thirty servers in the University Hospital 
Düsseldorf, forcing the hospital to reject emergency patients, such as a woman 
with a life-threatening condition who later died without receiving hospital 
admittance.40 This was the first known death attributable to a ransomware 
attack.41 

Other recent incidents illustrate the ways that ransomware groups 
continue to adapt, both in their methods and in the targets they choose. On 
May 7, 2021, a hacker group known as DarkSide carried out a ransomware 
attack on Colonial Pipeline, a critical fuel pipeline company in the United 
States. 42  Although the attack only targeted Colonial Pipeline’s business 
                                                
35 Jay Reeves, Alabama Hospital System Halts Admissions Amid Malware Attack, AP NEWS 
(Oct. 1, 2019), https://www.apnews.com/411b7d1607da4298865a55cae68b2de9 
[https://perma.cc/8MJ3-6T4W]. 
36 Cyber-Attack: Europol Says it was Unprecedented in Scale, BRIT. BROAD. CORP. (May 
13, 2017), https://www.bbc.com/news/world-europe-39907965 [https://perma.cc/5K24-
TKXJ]. 
37 Greenberg, supra note 3.  
38 Andrew E. Kramer, Ukraine Cyberattack Was Meant to Paralyze, Not Profit, Evidence 
Shows, N.Y. TIMES (June 28, 2017), https://www.nytimes.com/2017/06/28/world/europe/ 
ukraine-ransomware-cyberbomb-accountants-russia.html [https://perma.cc/HWU2-DY6G]. 
39 Greenberg, supra note 3.  
40 Eddy & Perlroth, supra note 20. 
41 Id.  
42 David E. Sanger et al., Cyberattack Forces a Shutdown of a Top U.S. Pipeline, N.Y. 
TIMES (May 8, 2021), https://www.nytimes.com/2021/05/08/us/politics/cyberattack-
colonial-pipeline.html [https://perma.cc/G9RK-DMUT]; Michael D. Shear et al., Colonial 
Pipeline Paid Roughly $5 Million in Ransom to Hackers, N.Y. TIMES (May 13, 2021), 



8 GEORGETOWN LAW TECHNOLOGY REVIEW 2022 
 

 

operations, the company shut down the pipeline in addition to their business 
networks out of an abundance of caution. 43  Because the 5,500 miles of 
pipeline carried almost half of all transport fuels for the East Coast, the effects 
were substantial: gas prices jumped, consumers lined up at filling stations 
fearing a shortage, and some airlines were forced to implement fuel stops for 
long-haul flights.44 

Just one month earlier, a group called Babuk carried out an attack that, 
although still classified by the government as ransomware, deviated from the 
previously-described incidents in a significant way. Babuk targeted the 
Washington, D.C. Metropolitan Police Department and accessed the 
department’s network. Rather than simply lock the files and wait for ransom, 
however, Babuk exfiltrated a large amount of sensitive data and threatened to 
release it online if their demands were not met. 45 True to their word, when 
ransom negotiations stalled, the group began releasing batches of data 
including private financial information of police officers, maps of sex crimes, 
and the police chief’s daily intelligence briefing papers.46  

C.  Demands 

The asking price to remove the malicious software can vary 
significantly. The average request is $300, generally requested in Bitcoin.47 
Attacks on individuals may attempt to gain credibility by posing as the 
government and casting the ransom as a fine. Strategic ransomware attacks on 
larger networks may demand ransoms exceeding $1 million.48 For example, a 
2019 attack that disabled some of Baltimore’s municipal systems demanded 
three Bitcoins (about $24,000) per system or thirteen Bitcoins (about 
$102,000) to unlock their apparatus.49 Although Baltimore refused to pay the 

                                                
https://nytimes.com/2021/05/13/us/politics/biden-colonial-pipeline-ransomware.html 
[https://perma.cc/8T8J-HL2Z]. 
43 Sanger et al., supra note 42; Shear et al., supra note 42. 
44 Sanger et al., supra note 42; Shear et al., supra note 42. 
45 Nicole Perlroth & Julian E. Barnes, D.C. Police Department Data is Leaked in a 
Cyberattack, N.Y. TIMES (Apr. 27, 2021), https://www.nytimes.com/2021/04/27/us/dc-
police-hack.html [https://perma.cc/W36V-UYP8]. 
46 Id.; Peter Hermann & Dalton Bennett, Hackers Post Hundreds of Pages of Purported 
Internal D.C. Police Documents, THE WASHINGTON POST (May 13, 2021), https://www. 
washingtonpost.com/local/public-safety/dc-police-hackers-ransomware-babuk/2021/05/ 
13/d0280fb4-b3f7-11eb-a980-a60af976ed44_story.html [https://perma.cc/7R86-DET9]. 
47 Pham, supra note 16.  
48 CTR. FOR INTERNET SEC., supra note 11.  
49 Because the price of Bitcoin varies drastically, these prices were the approximation about 
two weeks after the attack. See Niraj Chokshi, Hackers Are Holding Baltimore Hostage: 
How They Struck and What’s Next, N.Y. TIMES (May 22, 2019), https://www.nytimes.com/ 
2019/05/22/us/baltimore-ransomware.html [https://perma.cc/4V9R-FRUX]. 
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ransom, in the end, the city paid six million dollars in public funds for 
strengthened cybersecurity and recovery efforts.50 Victims of ransomware are 
generally counseled not to pay the ransom because there is no guarantee that 
the files will be decrypted and rewarding the perpetrators is likely to 
perpetuate future attacks. Early efforts against large ransomware attacks 
sometimes mistakenly involved discontinuing ransom payment to the 
criminal. For instance, in the NotPetya attack, the email provider disabled the 
payment-validation email address, essentially guaranteeing that the ransom 
payment would not result in user access to his or her data.51 

Paying an attacker may be the only way to restore access to data, and, 
therefore, the sole recourse. The U.S. Department of the Treasury issued an 
advisory opinion in October 2020 warning that paying attackers on the Office 
of Foreign Assets Control’s (OFAC) list of designated malicious cyber actors 
may violate OFAC regulations. 52  OFAC recommends that victims of 
suspected ransomware attacks immediately contact law enforcement. When 
considering sanctions, the Office will “consider a company’s self-initiated, 
timely, and complete report of a ransomware attack to law enforcement to be 
a significant mitigating factor” in its determination of enforcement actions.53  

The financial impacts of an attack are typically greater than whatever 
ransom is paid and may extend far beyond the initial target of the attack. 
Because some malware is written to self-propagate, the quantity of affected 
data or devices can grow to enormous sizes. The consequences of vast 
propagation are similarly extensive, as the WannaCry and NotPetya attacks 
demonstrated.54 WannaCry took in under $100,000 in ransom payments but 
caused an estimated $4 billion in damage.55 Estimates for the damage inflicted 
by the NotPetya attack with its $300 bitcoin ransom are over $10 billion.56  

 

                                                
50 Baltimore to use $6M in Park Funds for Ransomware Recovery, ASSOCIATED PRESS 
(Aug. 29, 2019), https://www.apnews.com/46806581e52e42ee8a362486974ccb1f 
[https://perma.cc/8QSM-YBVF]. 
51 Petya Ransomware, CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY (Feb. 15, 
2018), https://www.us-cert.gov/ncas/alerts/TA17-181A [https://perma.cc/WUN4-RS9W] 
[hereinafter CISA – Petya Ransomware].  
52 Advisory on Potential Sanctions Risks for Facilitating Ransomware Payments, U.S. DEP’T 
OF THE TREASURY (Oct. 1, 2020), https://home.treasury.gov/system/files/126/ofac_ 
ransomware_advisory_10012020_1.pdf [https://perma.cc/MSC4-KXKM].  
53 Id. 
54 See supra Section III.B.  
55 Jonathan Berr, “WannaCry” Ransomware Attack Losses Could Reach $4 Billion, CBS 
NEWS (May 16, 2017), https://www.cbsnews.com/news/wannacry-ransomware-attacks-
wannacry-virus-losses/ [https://perma.cc/SDJ4-VM79]. 
56 Greenberg, supra note 3.   
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 IV. PRECAUTIONS 

Files encrypted or erased with ransomware may never be recoverable, 
even with payment. As a result, preventive measures are more appropriate than 
reactive measures. The Cybersecurity and Infrastructure Security Agency 
(CISA), a division of the U.S. Department of Homeland Security, recommends 
the following:  

 
● Conduct regular backups of data to potentially detect ransomware and 

other types of malware, especially for larger networks where the risk 
of rapid spreading is greater.57  
 

● Refrain from clicking on links or downloads from suspicious emails, 
such as those with unknown senders or with links to websites you do 
not recognize.58  
 

● Run regular anti-virus and anti-malware scans of the system and use 
real-time monitoring to catch potential network intrusions before the 
damage can spread.59  
 

● Configure access controls to restrict access to sensitive network 
functions in the event that a ransomware attacker gains access.60  
 

● Avoid downloading software from unfamiliar and unknown 
websites.61  
 

● Disable email attachment macros, which may automatically execute 
the malware on the machine.62  
 
In addition, companies and cities may opt for cyber liability insurance, 

which provides a payout in the event of a cyberattack like ransomware. In 
October 2019, following the ransomware attacks on its city systems, Baltimore 
                                                
57 CISA – Petya Ransomware, supra note 51. 
58 Indicators Associated with WannaCry Ransomware, CYBERSECURITY AND 
INFRASTRUCTURE SEC. AGENCY (Jun. 7, 2018), https://www.us-cert.gov/ncas/alerts/TA17-
132A [https://perma.cc/UY4B-X84W] [hereinafter CISA – WannaCry Ransomware]. 
59 CISA – Petya Ransomware, supra note 51. 
60 Id.; Beth Ann Steele, Building a Digital Defense Against Phishing and Spear Phishing 
Attacks, FED. BUREAU OF INVESTIGATION PORTLAND (Oct. 8, 2019), https://www.fbi.gov/ 
contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-
digital-defense-against-phishing--spear-phishing-attacks [https://perma.cc/7YUM-H937]. 
61 CISA – WannaCry Ransomware, supra note 58.  
62 CISA – Ransomware and Recent Variants, supra note 30. 
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approved a plan to purchase a $20 million cyber liability plan, a one-year 
contract costing over $800,000.63 

 V. CONCLUSION 

Ransomware remains one of the dominant and most threatening forms 
of malware. The resulting damage is evident in economic losses exceeding 
billions of dollars, exemplified in the NotPetya and WannaCry attacks. 
Ransomware is an increasingly challenging digital threat because of the 
manner in which the threat is presented: enormous quantities of data can be 
encrypted, possibly irrevocably. Additionally, ransom payment might present 
the best hope of recovery, but recovery is not guaranteed, and attackers may 
only be emboldened with financial gain. The consequences of failing to 
recover captured data can be severe, as many victimized local government 
entities across America discovered. The increased reliance on network 
functions across business, government, and personal life presents numerous 
opportunities for attack and bountiful capturable data. Ransomware is 
categorized as a malware threat of the highest magnitude, so an understanding 
of the technology and its consequences is important to mitigating ransomware 
dangers.  
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