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I. INTRODUCTION 

This Technology Explainer covers pluggable transports, 1  an 
obfuscation tool that disguises a user’s network traffic to avoid certain traffic 
analysis and detection methods.2 Pluggable transports are like plugins—the 
term refers to their ability to “plug in” and swap out, which affords developers 

                                                
*Georgetown University Law Center M.L.T 2021; Middlebury College, B.A. in International 
& Global Studies 2016. I’d like to extend my thanks to the Georgetown Law Technology 
Review editors for their careful review and helpful feedback. 
1 See, e.g., Meet the Transports, PLUGGABLE TRANSPORTS, https://www.pluggabletransports. 
info/transports [https://perma.cc/E3NX-XVR6]; see generally Roger Dingledine, The Tor 
Censorship Arms Race: The Next Chapter, DEFCON (Nov. 15, 2019), https://blog.torproject. 
org/next-chapter-anti-censorship [https://perma.cc/6YG9-TK5L]. While often described as a 
cat-and-mouse game, this “arms race” does not necessarily lead censors to use the most 
cutting-edge censorship tools, with some preferring more blunt techniques to save on costs 
associated with censorship. For a discussion of some of the various methods of network 
censorship available to censors, see Joseph Lorenzo Hall et al., A Survey of Worldwide 
Censorship Techniques, PRIVACY ENHANCEMENTS AND ASSESSMENTS RES. GRP. - INTERNET 
ENG’G TASK FORCE (May 18, 2020), https://tools.ietf.org/id/draft-irtf-pearg-censorship-
03.html [https://perma.cc/F4GH-UJYC]. 
2 For developments to pluggable transports, see PLUGGABLE TRANSPORTS, supra note 1. 
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and users the chance to try different circumvention strategies in the same app 
once one method stops working. 3  Software developers created pluggable 
transports in reaction to censors targeting and blocking anonymity tools used 
to circumvent censorship. 4  In 2012, the Tor Project, a non-profit which 
maintains the anonymity software Tor,5 developed an early version of the 
pluggable transports concept to circumvent censorship of the Tor network in 
Iran and China.6 Since then, developers have built on the idea, some with 
support from U.S. government agencies like the U.S. Agency for Global 
Media and the Department of State, which funds projects to gain ground in the 
“arms race of protocol blocking.” 7  This Explainer discusses pluggable 
transports featured in the Tor Browser,8 but many of the same principles apply 
to other software—anonymity tools, like Psiphon, messaging apps, like Signal 
and Telegram, and VPN providers, like Tunnelbear, have all made use of 
pluggable transports or similar obfuscating strategies.9  

                                                
3 Brandon Wiley & David Oliver, Enabling Network Traffic Obfuscation - Pluggable 
Transports, IETF NETWORKING WORKING GRP. (July 8, 2019), https://tools.ietf.org/html/draft-
oliver-pluggable-transports-00 [https://perma.cc/EL56-CK32]. 
4 See, e.g., Mohammad Hassan Soleimani et al., Real-time Identification of Three Tor 
Pluggable Transports Using Machine Learning Techniques, J. OF SUPERCOMPUTING 2 (Feb. 
6, 2018), https://dl.acm.org/doi/10.5555/3288339.3288350 [https://perma.cc/2XED-K5VK]. 
5 About History, THE TOR PROJECT, https://www.torproject.org/about/history/ 
[https://perma.cc/5H4A-NY67]. 
6 Roger Dingledine, Obfsproxy: the next step in the censorship arms race, TOR PROJECT 
(Feb. 16, 2012), https://blog.torproject.org/obfsproxy-next-step-censorship-arms-race 
[https://perma.cc/PCS4-GAPZ]. 
7 Bureau of Democracy, Human Rights, and Labor, Notice of Funding Opportunity: Internet 
Freedom: Advancing and Promoting Anti-Censorship Transport Libraries, U.S. DEP’T OF 
STATE, (July 12, 2018), 
https://web.archive.org/web/20180714022302/https://www.state.gov/j/drl/p/284037.htm 
[https://perma.cc/QD2J-5JV9]; FY 2021 Congressional Budget Justification, U.S. AGENCY 
FOR GLOBAL MEDIA 91 (2021), https://www.usagm.gov/wp-
content/uploads/2020/02/FINAL-USAGM-FY-2021-Congressional-Budget-
Justification_2_9_2020.pdf [https://perma.cc/CQ4J-UU5R]. 
8 Previous Technology Explainers on VPNs and the Tor Network provide helpful 
background. See, e.g., John Park, VPN: Privacy and Anonymity for All, 2 GEO. L. TECH. 
REV. 129 (2017); Kyle Swan, Onion Routing and Tor, 1 GEO. L. TECH. REV. 110 (2016).  
9 Several popular encryption and anonymizing applications use obfuscating strategies. Maria 
Xynou & Arturo Filastò,  How Countries Attempt to Block Signal Private Messenger App 
Around the World, OONI (October 21, 2021), https://ooni.org/post/2021-how-signal-private-
messenger-blocked-around-the-world/ [https://perma.cc/4GLF-RX5Y] (Signal uses domain 
fronting); Open Source, PSIPHON, https://psiphon3.com/ug@Latn/open-source.html 
[https://perma.cc/3Y8F-CLHD] (Psiphon uses meek); Transport Obfuscation, TELEGRAM, 
https://core.telegram.org/mtproto/mtproto-transports#transport-obfuscation 
[https://perma.cc/WM75-S9RB] (Telegram uses its own censorship circumvention 
protocol); Ghostbear: How to Hide Your VPN From DPI, TUNNELBEAR, (July 18, 2017), 
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This Explainer focuses on two pluggable transports: meek and obfs4.10 
These two come built-in to the Tor Browser and are the most popular among 
Tor users.11 Part II briefly discusses the steps a Tor Browser user would take 
to connect to a blocked resource without using pluggable transports. Part III 
explains how censors use a method called deep packet inspection to analyze 
network traffic and block those vanilla Tor connections. Part IV describes the 
pluggable transports model, detailing in particular how meek and obfs4 allow 
users to disguise Tor connections and evade deep packet inspection-based 
surveillance and censorship. Part V provides a real-world example of how 
people experiencing network censorship use pluggable transports. Finally, in 
Part VI, the Explainer concludes with a brief speculation on the future of these 
obfuscation strategies.  

II. TOR BRIDGES 

To browse the web, watch online videos, or chat on a messenger app, 
a user typically needs to connect to a server.12 An “on-path attacker” puts 
themselves on the path between the user and the server to eavesdrop on the 
user’s communication.13 Internet service providers (ISPs) which manage the 
user’s network have a particularly privileged vantage point from which to 
observe the connection. This technology explainer considers examples of 
government network censorship, in which the state requires or compels ISPs 

                                                
https://www.tunnelbear.com/blog/how-to-hide-your-vpn-from-dpi/ [https://perma.cc/PUH4-
LNRT]  (Tunnelbear uses Obfsproxy).  
10 For an in-depth look into these technologies see Dingledine, supra note 6. See David 
Fifield et al., Tor’s Usability for Censorship Circumvention. ELEC. ENG’G & COMPUT. 
SCIENCES UNIV. OF CALIFORNIA AT BERKELEY (May 12, 2016), 
https://www2.eecs.berkeley.edu/Pubs/TechRpts/2016/EECS-2016-58.pdf 
[https://perma.cc/8DUS-78CC]; Home Page, PLUGGABLE TRANSPORTS, 
https://www.pluggabletransports.info/ [https://perma.cc/G5V7-FRBT].  
11 Circumvention, TOR PROJECT, https://tb-manual.torproject.org/circumvention/ 
[https://perma.cc/FTJ2-V3HN]. A third option, Snowflake, is available in some alpha builds 
of Tor Browser, but is not yet widely available. See Bridge Users by Transport January 1, 
2018 - November 30, 2020, TOR PROJECT, https://metrics.torproject.org/userstats-bridge-
transport.html?start=2018-01-01&end=2020-11-30&transport=obfs2&transport= 
obfs3&transport=obfs4&transport=websocket&transport=fte&transport=meek&transport=s
cramblesuit&transport=snowflake&transport=%3C%3F%3F%3E [https://perma.cc/ZVS2-
ALSA]. 
12 Throughout this Explainer, I choose to foreground peoples’ use of these tools by using the 
word “user” rather than “client,” which may be unfamiliar to some readers. For the same 
reason, I focus on the web browser experience in the Tor Browser, though an individual may 
connect to a service by other means. 
13 What is an On-Path Attacker, CLOUDFLARE, https://www.cloudflare.com/learning/ 
security/threats/on-path-attack/ [https://perma.cc/X5TE-4LAX]. 
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to monitor and filter Internet connections, and censorship circumvention 
through Tor Browser. 

When a user starts Tor Browser, the program retrieves a list of 
currently available Tor network servers, known as relays.14 The browser asks 
for a list from special servers called “directory authorities,” which are 
designed to maintain and publish a list of relays.15 These Tor relays are public. 
Consequently, a censor can find the list of relays and their IP addresses much 
the same as a user can.16 An ISP watching the Tor user’s traffic can then tell 
when the user requests to connect with one of these relays and could choose 
to block the user’s access. By finding relays and blocking traffic to-and-from 
them, the censor can block people from using the Tor network. In some cases, 
censors may even block the directory authorities themselves, disrupting a 
user’s ability to retrieve the list of relays in the first place.17  

Anticipating censors that block public relays, the Tor Project created 
“bridges.” Bridges are private relays; the Tor network does not distribute a list 
of these bridges in public view.18 Instead, lists of bridges are kept in a separate 
directory, called the bridge authority, and a separate distribution database 
called BridgeDB grants access to those bridges.19 To receive a bridge address 
from the BridgeDB and connect, users must overcome a hurdle: for example, 
solving a CAPTCHA in the Tor Browser, emailing the Tor Project directly to 
request one, or asking a trusted friend for an address.20 These obstacles are not 

                                                
14 FAQ: Tell Me About All the Keys Tor Uses, TOR PROJECT, 
https://2019.www.torproject.org/docs/faq.html.en#KeyManagement 
[https://perma.cc/EN9W-PTZX]. 
15 Tor Glossary Version 1.0., Directory Authorities, TOR PROJECT, https://trac.torproject.org/ 
projects/tor/wiki/doc/community/glossary#directoryauthority [https://perma.cc/7Z6S-
WXU6]. 
16 Zhen Ling et al., Tor Bridge Discovery: Extensive Analysis and Large-scale Empirical 
Evaluation, IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS 1 (July 2015), 
https://www.cs.uml.edu/~xinwenfu/paper/Bridge.pdf [https://perma.cc/MN9T-HVVB]. 
17 Jacobo Nájera & Vasilis Ververis, ‘A Possible Violation’: Mexico's Biggest 
Telecommunications Operator is Blocking Tor Network, GLOBAL VOICES (June 5, 2020), 
https://advox.globalvoices.org/2020/06/05/a-possible-violation-mexicos-biggest-
telecommunications-operator-is-blocking-tor-network/ [https://perma.cc/P2KP-6637], 
(Laura Dunne trans.). 
18 Phillipp Winter, Run Tor Bridges to Defend the Open Internet, TOR PROJECT (Aug. 28, 
2019), https://blog.torproject.org/run-tor-bridges-defend-open-internet, 
[https://perma.cc/YZ32-H2DB]. 
19 Isis Agora Lovecruft, A New Bridge Authority, THE TOR PROJECT (Sept. 1, 2016), 
https://blog.torproject.org/new-bridge-authority [https://perma.cc/2VYX-2LYB]. 
20 Bridges, THE TOR PROJECT, https://tb-manual.torproject.org/bridges/ 
[https://perma.cc/6AHY-KKVW]. 
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too burdensome, but they make the censor’s task of finding bridges to block 
harder.21  

 
Figure 1: Example of the user-interface enabling users to connect to a bridge. 

But a censor can block more than just known relays. Even if a censor 
doesn’t know about a bridge before the user connects to it, the censor can 
inspect the user’s web traffic, determine that the person is using the Tor 
network, and cut them off.22 To do so, the censor uses deep packet inspection, 
a method covered in the next section. 

III. DEEP PACKET INSPECTION 

                                                
21 Notably, these obstacles may not be sufficient to stop nation-state level actors from 
enumerating bridges. See, e.g., Roya Ensafi et al., Examining How the Great Firewall 
Discovers Hidden Circumvention Servers, PROCEEDINGS OF THE 2015 INTERNET 
MEASUREMENT CONFERENCE 445-46 (2015), https://doi.org/10.1145/2815675.2815690, 
http://www.icir.org/vern/papers/gfw-discovery-imc2015.pdf [https://perma.cc/XW3E-
26YV].  
22 See, e.g., Arun Dunna et al., Analyzing China’s Blocking of Unpublished Tor Bridges, 
USENIX FREE AND OPEN COMMS ON THE INTERNET 2 (2018), 
https://www.usenix.org/system/files/conference/foci18/foci18-paper-dunna.pdf 
[https://perma.cc/SA4G-W9JB]; Soleimani et al., supra note 3, at 4911; Srdjan Matic et al., 
Dissecting Tor Bridges: A Security Evaluation of Their Private and Public Infrastructures, 
NDSS SYMP. 3 (2017), https://www.ndss-symposium.org/wp-content/uploads/2017/09/ 
ndss2017_06B-1_Matic_paper.pdf [https://perma.cc/5YK2-P5FD]; K. Shahbar & A. N. 
Zincir-Heywood, An Analysis of Tor Pluggable Transports Under Adversarial Conditions, 
IEEE SYMP. SERIES ON COMPUTATIONAL INTELLIGENCE 2-3 (2017) [https://perma.cc/98T5-
GYSA].  
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Internet networks send data in packets. A packet’s format starts with a 
“header,” which includes the IP addresses of the sender and recipient. The 
packet’s “payload” is its contents. Like an address written on the outside of a 
letter, a packet’s header can be read without actually examining its contents. 
An on-path attacker can see those headers, check the addresses against a block 
list, and drop the connection. This practice of observing traffic to spot the 
sender’s and recipient’s IP addresses is “shallow packet inspection.” 23 
However, a censor observing the path between the sender and receiver might 
want more information than just the parties involved to determine if the 
connection merits blocking. For example, the censor may want to block all 
connections to a certain app, regardless of who is using it. In such cases, 
censors can go a step further and read other layers of the packet, including the 
payload. This kind of inspection goes deeper and is called “deep packet 
inspection.”24 

Deep packet inspection (DPI) is a process of inspecting packets to 
extract information and look for patterns in Internet traffic. DPI requires 
specialized hardware that sits on the path between the user and the server. 
Although ISPs use DPI routinely to manage traffic—for example, to identify 
security threats or change the rate of traffic to improve network efficiency, 
like throttling videos,25 ISPs can also use DPI to surveil and censor. One pair 
of scholars compared an ISP inspecting packets to a postal worker who opens 
letters, forwards illegal material to the police, and destroys any letters with 
prohibited content, all without the letter-writer’s knowledge.26 

Until the mid-2010s, web traffic between users and websites was 
largely unencrypted, carrying an increased risk of network connections 
exposing sensitive information.27 Only recently has the number of websites 
adopting an encrypted web protocol, HTTP over TLS (also known as HTTPS), 
surged—an improvement which mitigates DPI’s capability to read 
                                                
23 Christopher Parsons, Deep Packet Inspection in Perspective: Tracing its lineage and 
surveillance potentials, NEW TRANSPARENCY PROJECT 6-7 (2018), https://christopher-
parsons.com/wp-content/uploads/2018/05/WP_Deep_Packet_Inspection_Parsons_Jan_ 
2008.pdf [https://perma.cc/PX9N-SCX5]. 
24 ANNABEL Z. DODD, ESSENTIAL GUIDE TO TELECOMMUNICATIONS 26 (2019). 
25 Parsons, supra note 23, at 8; The Net Neutrality Situation in the EU: Evaluation of the 
First Two Years of Enforcement, EPICENTER.WORKS, 34-35 (2019), 
https://epicenter.works/sites/default/files/2019_netneutrality_in_eu-epicenter.works-r1.pdf 
[https://perma.cc/HQ88-SJP9]. 
26 LAURA DENARDIS, THE GLOBAL WAR FOR INTERNET GOVERNANCE 203 (Yale Univ. Press 
ed. 2014) (citing Ralf Bendrath & Milton Mueller, The End of the Net as We Know it? Deep 
Packet Inspection and Internet Governance, NEW MEDIA & SOC’Y 1148 (Apr. 27, 2011) 
[https://perma.cc/5PFV-4HZS]). 
27 Adrienne Porter Felt et al., Measuring HTTPS Adoption on the Web. 26TH USENIX SEC. 
SYMP. 1323 (2017), https://www.usenix.org/conference/usenixsecurity17/technical-
sessions/presentation/felt [https://perma.cc/SWA5-ELF5]. 
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communications.28 Many apps, like  Gmail and Drive, also protect against DPI 
by encrypting data transiting over the Internet.29 But an ISP using DPI need 
not break encryption to determine what traffic to block. In some cases, an ISP 
can identify when a person is using a certain app, like a VPN, by looking at 
other qualities of Internet traffic, like the protocol in use or patterns in the rate 
of traffic.30 An ISP could also choose to interfere with all HTTPS traffic on a 
network, giving users a Hobson’s choice—find a service with an unsecure, 
unencrypted connection to use or to not use the Internet at all.31 To identify 
Tor users, an ISP using DPI can distinguish vanilla Tor traffic by its particular 
traffic characteristics.32 Because recognizing Tor traffic is trivial to an ISP 
conducting DPI, the Tor Project introduced additional obfuscation strategies. 

IV. THE PLUGGABLE TRANSPORTS MODEL 

Developers have created several pluggable transports, each with a 
different strategy for dodging censorship. As one pluggable transport 
developer explains, these strategies generally fall into two categories: “The 
first is to mimic some content that the censor allows, like HTTP or email. The 
second is to randomize the content, making it dissimilar to anything that the 
censor specifically blocks.”33 Pluggable transports in the first category include 
those that camouflage traffic by adopting traffic characteristics of popular 

                                                
28 Id. For an illustration, see What information does HTTPS protect?, CIO COUNCIL OF THE 
FED. CHIEF INFO. OFFICERS, https://https.cio.gov/faq/ [https://perma.cc/Q6BA-YR3H] (last 
visited Nov. 1, 2020); For HTTPS-use estimates, see HTTPS encryption on the web 
Transparency Report, GOOGLE, 
https://transparencyreport.google.com/https/overview?hl=en, [https://perma.cc/XVT3-
QKS8].  
29 How Google Workspace Uses Encryption to Protect Your Data, GOOGLE CLOUD 
WHITEPAPER 3 (Aug. 2020), https://services.google.com/fh/files/misc/google-workspace-
encryption-wp.pdf [https://perma.cc/UZ5W-62KD]. 
30 “Even if you are using OpenVPN on the https port, and not using a well-known VPN host 
(which could be blocked by IP and/or DNS), DPI can inspect the traffic and identify it as 
OpenVPN, and block it based on that inspection.” PLUGGABLE TRANSPORTS, 
https://www.pluggabletransports.info/how/ [https://perma.cc/YDT9-CGBF]; Wiley & 
Oliver, supra note 3, at 3. 
31 See, e.g.  Ram Sundara Raman et al., Investigating Large Scale HTTPS Interception in 
Kazakhstan, PROCEEDINGS OF THE 2020 ACM INTERNET MEASUREMENT CONFERENCE 
(2020), https://doi.org/10.1145/3419394.3423665 [https://perma.cc/EC92-3E4G]; Maria 
Xynou & Arturo Filastò, Belarus Protests: From Internet Outages to Pervasive Website 
Censorship, OPEN OBSERVATORY OF NETWORK INTERFERENCE, https://ooni.org/post/2020-
belarus-internet-outages-website-censorship/ [https://perma.cc/72N6-T9NF]. 
32 Matic et al., supra note 22.  
33 David Fifield, Threat modeling and circumvention of Internet Censorship, 9 (2017), 
(dissertation, University of California, Berkeley), 
https://www.bamsoftware.com/papers/thesis/ [https://perma.cc/K9TU-6N2L].  
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apps, like Skype, or by routing traffic through popular cloud providers like 
Google or Amazon, which the censor chooses not to block; the second 
category include those that scramble network traffic to make it difficult for the 
censor to compare traffic to what it wants to block. 

A.  Meek: A Diverting Strategy 

Released publicly on Tor Browser in August 2014, Meek makes traffic 
between a user and a blocked website look like something the censor allows.34 
To do so, Meek hides identifiable, forbidden traffic like Tor connections in 
permissible HTTPS traffic.35 To prevent censors from seeing that a user is 
connected to a blocked service like a Tor bridge, Meek uses a domain-fronting 
strategy.  “Domain fronting” is a technical strategy that turns cloud providers’ 
content delivery networks (CDNs) into go-betweens for the user and the 
blocked service. This strategy fools a censor into thinking a user is merely 
connected to a popular cloud provider like Amazon or Google. Meek creates 
a special HTTP over TLS request listing two recipient addresses: one to a 
“front domain” belonging to a cloud provider, which is placed in the server 
name indication field of the request, and one to the real intended address, 
encrypted in the payload and hidden from view.  

The request first goes to a cloud provider’s CDN. The CDN receives 
the second, secret address and then forwards the message to that address, a 
server the cloud provider hosts called a reflector. That reflector then “reflects” 
or forwards the request again to a bridge, and the Tor user is connected to the 
network. 36  Cloud providers like Amazon, Google, and Microsoft do not 
explicitly agree to act as such intermediaries but allow it incidentally due to 
quirks in how those companies route traffic. Domain fronting as a strategy 
relies on the censor’s unwillingness to block major cloud providers like 
Google out of fear of harming legitimate Google users or damaging market 
activity, a consequence referred to as “collateral damage.”37 

                                                
34 Erinn Clark, Tor Browser 3.6.4. And 4.0.-alpha-1 Are Released, TOR PROJECT (Aug. 12, 
2014), https://blog.torproject.org/tor-browser-364-and-40-alpha-1-are-released 
[https://perma.cc/45W5-RT4V]. 
35 David Fifield, How to Use The “Meek” Pluggable Transport, TOR PROJECT (Aug. 15, 
2014), https://blog.torproject.org/how-use-meek-pluggable-transport [https://perma.cc/J58Y-
U4XR]. 
36 Fifield, supra note 33, at 48–49; Meek, TOR PROJECT (May 9, 2019), 
https://trac.torproject.org/projects/tor/wiki/doc/meek [https://perma.cc/SR7T-HP99]. 
37 Fifield, supra note 33 at 7; David Robinson et al., Collateral Freedom: A Snapshot of 
Chinese Users Circumventing Censorship, OPEN INTERNET TOOLS PROJECT 22 (2013), 
https://www.upturn.org/static/files/CollateralFreedom.pdf [https://perma.cc/497H-SRHJ].  
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Meek, once seen as a “gold standard,” now sees less use.38 In April 
2018, Russian authorities blocked over a million Google and Amazon IP 
addresses in a brief attempt to enforce a nationwide block against Telegram, a 
messaging app using the domain-fronting strategy.39 While those disruptions 
were short-lived, soon after, Amazon and Google claimed to remove the 
technical features required for domain fronting to work, citing concerns 
unrelated to the Russian disruptions, like long-running abuse of domain 
fronting by malicious actors and routine technical changes to their networks.40 
At the time of writing, Meek makes use of Microsoft’s Azure servers, which 
continue to allow domain fronting.41 

B.  Obfs4: A Randomizing Strategy 

Obfs4 is another pluggable transport built-in to the Tor Browser. 
Released in April 2015, the Tor Project estimates that obsf4 is the most-used 
pluggable transport.42 Obfs4 is a “look-like-nothing” protocol that attempts to 
make network traffic “unclassifiable” to a censor.43  

                                                
38 PLUGGABLE TRANSPORTS, supra note 1. 
39 See Vladislav Zdolnikov, Russia’s State Censor Blocks Hundreds of Thousands of IP 
Addresses Owned by Amazon and Google, MEDUZA (Apr. 16, 2018), 
https://meduza.io/en/news/2018/04/16/russia-s-state-censor-blocks-hundreds-of-thousands-
of-ip-addresses-owned-by-amazon [https://perma.cc/TJB3-N2J5]; see also Jack Stubbs & 
Andrey Ostroukh, Russia to Ban Telegram Messenger Over Encryption Dispute, REUTERS 
(Apr. 13, 2018), https://www.reuters.com/article/us-russia-telegram-block/russia-to-ban-
telegram-messenger-over-encryption-dispute-idUSKBN1HK10B [https://perma.cc/L2PZ-
Q7F4].  
40 Colm MacCarthaigh, Enhanced Domain Protections for Amazon CloudFront Requests, 
AMAZON WEB SERVICES (Apr. 27, 2018), https://aws.amazon.com/blogs/security/enhanced-
domain-protections-for-amazon-cloudfront-requests/ [https://perma.cc/M3H2-JSWE]; 
Thomas Claburn, Google Kills off Domain Front – and so Secure Comms Just got Tougher, 
THE REGISTER (Apr. 19, 2020), https://www.theregister.com/2018/04/19/google_domain_ 
fronting/ [https://perma.cc/Y42U-ZE39].  
41 Circumvention, supra note 11. 
42 Mike Perry, Tor Browser 4.5 is Released, (Apr. 27, 2015), https://blog.torproject.org/tor-
browser-45-released?page=1 [https://perma.cc/VC2N-X5AA]; Tor Metrics. Bridge Users by 
Transport (01/01/2020-12/04/2021), TOR PROJECT, https://metrics.torproject.org/userstats-
bridge-transport.html?start=2019-01-01&end=2021-12-04&transport=obfs2&transport= 
obfs3&transport=obfs4&transport=websocket&transport=fte&transport=meek&transport=s
cramblesuit&transport=snowflake&transport=%3C%3F%3F%3E&transport=%3COR%3E 
[https://perma.cc/LV65-66GD].  
43 “Its purpose is to keep a third party from telling what protocol is in use based on message 
contents.” Yawning, Obfs4, GITHUB REPOSITORY (Jan 20, 2019), 
https://github.com/Yawning/obfs4 [https://perma.cc/23KK-3QD5]; Roger Dingledine, [Anti-
censorship-team] Next Steps for Unclassifiable Protocols, TOR ANTI-CENSORSHIP-TEAM 
LISTSERV (May 31, 2019), https://lists.torproject.org/pipermail/anti-censorship-team/2019-
May/000015.html [https://perma.cc/QC88-HT78]. 
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As explained supra in Part IV, an ISP using DPI can determine patterns 
in traffic like Tor traffic and block the connection.44 But an ISP often limits its 
search for patterns to the first few packets sent across a connection because 
analyzing more at scale requires capturing that data in costly storage.45 Aware 
of this limitation and other faults in DPI, obfs4 works in several ways to thwart 
detection. The protocol randomizes packet lengths and packet arrival times—
both of which censors associate with certain applications.46 obfs4 also adds a 
layer of encryption to make all traffic appear to be random data; a censor may 
permit such randomized traffic so long as it doesn’t match a blocked 
protocol.47 

However, a censor may become suspicious of traffic that appears to 
follow no patterns, especially if the traffic it normally sees on the network 
follows regular patterns. A censor might even wonder why, among seemingly 
pattern-less traffic, some connections seem to have a particularly unusual 
degree of randomness.48 In such cases, a censor, having found some traffic 
suspicious, might take unusual steps to rout out forbidden traffic. For instance, 
advanced actors pretend to be a Tor user and send connection requests to a 
suspicious server; if the censor can connect to the server using a blocked 
protocol, the censor knows to block the server.49 Obfs4 helps guard against 
this “active probing.” When a user requests an obfs4-supported bridge, the 
bridge’s address is given such that both the user and the server share a secret; 
an obfs4 server will only communicate with users that have proven knowledge 
of this shared secret and refuse other requests to connect.50  

                                                
44 For more information on fingerprinting Tor traffic, see A Child’s Garden of Pluggable 
Transports, TOR PROJECT, https://trac.torproject.org/projects/tor/wiki/doc/ 
AChildsGardenOfPluggableTransports [https://perma.cc/NA3S-PVT4]. 
45 Philipp Winter, Improve the Obfs4 Obfuscation Protocol, TOR PROJECT (May 31, 2019), 
https://gitlab.torproject.org/legacy/trac/-/issues/30716 [https://perma.cc/L9UY-DU97]. 
46 Id. In 2016, Kazakhstan blocked Obfs4 traffic, possibly by making probabilistic guesses 
based on obfs4’s own time signatures. The protocol continues to be developed and refined. 
See David Fifield, Comment on “Allot Communications Blocking Vanilla Tor, Obsf4, and 
Meek in Kazakhstan”, TOR PROJECT (Nov. 14, 2016), 
https://gitlab.torproject.org/legacy/trac/-/issues/20348#note_2229553 
[https://perma.cc/3MY9-PYQK] (cited in PLUGGABLE TRANSPORTS, supra note 1). 
47 Yongzhong He et al., Detection of Tor Traffic Hiding Under Obfs4 Protocol Based on 
Two-Level Filtering, 2ND INT’L CONFERENCE ON DATA INTELLIGENCE AND SEC. 196 (2019). 
48 Liang Wang et al., Seeing Through Network-Protocol Obfuscation, COMPUTERS & 
COMMUS SEC. 79 (2015), http://pages.cs.wisc.edu/~liangw/pub/ccsfp653-wangA.pdf 
[https://perma.cc/TY5J-XB7Y]. 
49 Ensafi supra note 21. 
50 For a more in-depth explainer on secret sharing and public key encryption, see generally 
Weisiyu Jiang, Public Key Encryption, 1 GEO. L. TECH. REV. 105 (2016). 
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Figure 2: An example connection using an obfs4 bridge. 

V. PLUGGABLE TRANSPORTS IN PRACTICE: 2020 INTERNET DISRUPTIONS 
IN BELARUS 

On the day of the 2020 Belarusian presidential election, authorities 
disrupted Internet access across the country.51 Citizens on their way to vote 
reported trouble connecting to the Internet, particularly to messaging apps like 
Telegram, WhatsApp and Viber.52 At 8:00 PM Minsk time, the polls closed.53 
Soon after, as exit polling pointed to a landslide victory for the incumbent, 
President Alexander Lukashenko, the disruptions worsened.54 As riot police 
                                                
51Andrei Makhovsky & Tom Balmforth, Internet Blackout in Belarus Leaves Protesters in 
the Dark, REUTERS (Aug. 11, 2020), https://www.reuters.com/article/us-belarus-election-
internet/internet-blackout-in-belarus-leaves-protesters-in-the-dark-idUSKCN2571Q4 
[https://perma.cc/5ERJ-GVMG]; Internet Disruptions Hit Belarus on Election Day, 
NETBLOCKS (Aug. 9, 2020), https://netblocks.org/reports/internet-disruption-hits-belarus-on-
election-day [https://perma.cc/379Y-8EFF]. 
52 Ryan Gallagher, Belarusian Officials Shut Down Internet With Technology Made by U.S. 
Firm, BLOOMBERG (Aug. 28, 2020), https://www.bloomberg.com/news/articles/2020-08-
28/belarusian-officials-shut-down-internet-with-technology-made-by-u-s-firm 
[https://perma.cc/H26Y-3PYP]. 
53 Election Process in the Republic of Belarus, OFFICIAL WEBSITE OF THE REPUBLIC OF 
BELARUS, https://www.belarus.by/en/government/belarus-elections/election-process-in-the-
republic-of-belarus [https://perma.cc/N9FL-7AXT]. 
54 See Irene Khan et al., Urgent Appeal Concerning Internet Service Disruptions in Belarus 
in the Context of the Presidential Elections of 9 August 2020, UNITED NATIONS OCHR 
(Aug. 10, 2020), https://www.article19.org/wp-content/uploads/2020/08/Internet-disruption-
in-Belarus-Joint-submission-to-the-UN_54-NGOs.pdf [https://perma.cc/2ERC-UUHM]; see 
also Ivan Nechepurenko & Andrew Higgins, Belarus Says Longtime Leader is Reelected in 
Vote Critics Call Rigged, N.Y. TIMES (Aug. 9, 2020), 
https://www.nytimes.com/2020/08/09/world/europe/belarus-election-lukashenko.html 
[https://perma.cc/5NLF-BCGC]; see also Kostya Manenkov & Daria Litvinova, Belarus 
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broke up crowds and detained protesters that had gathered to protest election 
tampering,55 Twitter and Google saw a precipitous drop in Belarussian users.56 

Although representatives from Belarus’ publicly-owned telecom blamed 
cyberattacks for the Internet outages, independent watchdogs later reported 
evidence that authorities disrupted connectivity using a U.S. technology firm’s 
DPI technology.57 Human rights observers characterized these disruptions as 
an attempt to prevent protesters from coordinating demonstrations and 
documenting police brutality.58 The disruptions continued for days.59 

But people found workarounds. Capital residents used VPNs, although 
some users reported unreliable connections.60  Others installed censorship-
circumvention software like Psiphon and the Tor Browser. As connections 
faltered, Minsk residents distributed USB drives with installation files, posted 
leaflets with QR codes linking to the circumvention software, and shared 
download links over Telegram whenever access permitted. 61  Had the 
Belarusian government enforced its policies effectively, citizens would not 
have been able to use these censorship circumvention tools at all. Since 2015, 
the Ministry of Telecommunications has banned “proxy-servers and 
                                                
Poll Workers Describe Fraud in Aug. 9 Election, ASSOCIATED PRESS (Aug. 31, 2020), 
https://apnews.com/article/72e43a8b9e4c56362d4c1d6393bd54fb [https://perma.cc/4QRT-
9JEJ]. 
55 Yuras Karmanau, Police Break up Protests After Belarus Presidential Vote, ASSOCIATED 
PRESS (Aug. 9, 2020), https://apnews.com/article/alexander-lukashenko-belarus-
international-news-elections-riots-d310c4f9811b31e44fa5536bb826cc5e 
[https://perma.cc/9JYC-E28L]. 
56 Twitter Public Policy (@policy), TWITTER (Aug. 10, 2020, 12:30 PM), 
https://twitter.com/policy/status/1292860776789807104?lang=en [https://perma.cc/JJP4-
U5N7]; Transparency Report, July - September 2020, GOOGLE, 
https://transparencyreport.google.com/traffic/overview?fraction_traffic=start:159589440000
0;end:1598572799999;product:19;region:BY&lu=fraction_traffic&disruption_history=prod
uct:1;region:;size:4;start:1590969600000;end:1602806399999 [https://perma.cc/5FSE-
TRTY]. 
57 Gallagher, supra note 52.  
58 See, e.g., Khan et al., supra note 54; Belarus: Internet Disruptions, Online Censorship, 
HUMAN RIGHTS WATCH (Aug. 28, 2020), https://www.hrw.org/news/2020/08/28/belarus-
internet-disruptions-online-censorship [https://perma.cc/3S7B-UTAT]. 
59 Xynou & Filastò, supra note 31.  
60 See, e.g., Nataliya Vasilyeva (@Nat_Vasilyeva), TWITTER (Aug. 9, 2020, 4:52 AM), 
https://twitter.com/Nat_Vasilyeva/status/1292383203676872705 [https://perma.cc/B3GG-
NQQN]; Franak Viačorka (@franakviacorka), TWITTER (Aug. 8, 2020, 1:54 AM), 
https://twitter.com/franakviacorka/status/1292338559563726848 [https://perma.cc/C683-
YF79]. 
61 Tanya Lokot (@tanyalokot), TWITTER (Aug. 12, 2020, 5:13 PM), 
https://twitter.com/tanyalokot/status/1293656799086772224 [https://perma.cc/MN9Z-
XG27]; Tanya Lokot (@tanyalokot), TWITTER (Aug 14, 2020, 8:09 AM), 
https://twitter.com/tanyalokot/status/1294244860971687936 [https://perma.cc/3Z2M-
9U3M]. 
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anonymous networks like Tor” and has been attempting to block Tor 
connections since 2016.62 Yet these anti-censorship tools worked and gained 
popularity fast. Two days after the election, Psiphon reported 1.76 million 
users in the country, purportedly 1 in every 3 Belarusians with Internet 
access.63 Protesters even managed to use Telegram, supposedly blocked; one 
survey found 45% of people in Telegram’s protest chats were still online 
during the disruptions on August 11.64 These users may have benefitted from 
Telegram’s own obfuscation software.65   

                                                
62 Belarus Ministry of Communication Order, NAT’L LEGAL INTERNET PORTAL OF THE 
REPUBLIC OF BELARUS (Feb.19, 2015), 
https://pravo.by/document/?guid=12551&p0=T21503059&p1=1 [https://perma.cc/TG7U-
32N9] as cited by Tetyana Lokot, Belarus Bans Tor and Other Anonymizers, GLOBAL 
VOICES (Feb. 25, 2015), https://advox.globalvoices.org/2015/02/25/belarus-bans-tor-and-
other-anonymizers [https://perma.cc/A53A-G5D9]; see also Jack Margolin, Belarus Moves 
to Block Tor in Fight Against Online Anonymity, GLOBAL VOICES (Dec. 14 2016), 
[https://perma.cc/VL7P-6YBN]; Leonid Evdokimov. Belarus (Finally) Bans Tor, OPEN 
OBSERVATORY OF NETWORK INTERFERENCE (Dec. 8, 2016), https://ooni.org/post/belarus-
fries-onion/ [https://perma.cc/5BZE-6VC4]. 
63Amid Major Network Disruptions, 1.76M Psiphon Users in Belarus, PSIPHON (Aug. 20, 
2020), https://blog-en.psiphon.ca/2020/08/amid-major-network-disruptions-176m.html 
[https://perma.cc/BU3A-ALAE]. 
64 Aliaksandr Herasimenka et al., There’s More to Belarus’s ‘Telegram Revolution’ Than a 
Cellphone App, THE WASHINGTON POST, (Sept. 11, 2020), 
https://www.washingtonpost.com/politics/2020/09/11/theres-more-belaruss-telegram-
revolution-than-cellphone-app/[https://perma.cc/XE8J-HNZ2]. 
65 “We enabled our anti-censorship tools in Belarus so that Telegram remained available for 
most users there. However, the connection is still very unstable as Internet is at times shut 
off completely in the country.” Pavel Durov (@durov), TWITTER (Aug. 10, 2020, 3:56 PM), 
https://twitter.com/durov/status/1292912756233048064?lang=en [https://perma.cc/KJL5-
7DGR]. 
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Figure 3: Google saw a massive loss in traffic to its services, like YouTube, starting August 9, 
2020.66 

 
Figure 4: On August 9, the estimated number of Belarusians connecting directly to the Tor 
network dropped significantly.67 

                                                
66 GOOGLE, supra note 56. 
67 Tor Metrics. Relay Users Excluding Clients Connecting Via Bridges, TOR PROJECT, 
https://metrics.torproject.org/userstats-relay-country.html [https://perma.cc/N3EW-UTQG]. 
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Figure 5: However, Belarusians could still access the Tor network by using pluggable 
transports built into the Tor Browser. The estimated number of Belarusians connecting via 
such tools jumped significantly during the block.68 

VI. CONCLUSION 

Censors and circumventors will both likely adopt new strategies as old 
ones fail. Already, programmers are developing machine learning and 
probability-based analyses to improve the speed and accuracy of detection 
methods, posing further challenges for obfuscation tool developers.69 Some 
nations may spur advances through investment in methods and technologies 
to spot obfuscating users, particularly as obfuscation tools become associated 
with criminality. For example, in one leaked document, The U.S. National 
Counterterrorism Center listed apps that use pluggable transports like the Tor 
Browser, Psiphon, and Tunnelbear as potential indicators an individual is 
engaged in “terrorist use of the dark web.” 70  The agency suggests that 
obfuscation tools hide "dark-web software downloads and entry node list 

                                                
68 Tor Metrics. Bridge Users by Country and Transport, TOR PROJECT, 
https://metrics.torproject.org/userstats-bridge-combined.html?start=2020-07-01&end=2020-
10-01&country=by [https://perma.cc/43E2-Z5EG]. 
69 See, e.g., Milad Nasr et al., DeepCorr: Strong Flow Correlation Attacks on Tor Using 
Deep Learning, PROCEEDINGS OF THE 2018 ACM SIGSAC CONFERENCE ON COMPUT, & 
COMM. SEC. (2018), https://arxiv.org/abs/1808.07285 [https://perma.cc/8JM8-JPPC]; Di 
Liang & Yongzhong He, Obfs4 Traffic Identification Based on Multiple-feature Fusion, 
2020 IEEE INT’L CONFERENCE ON POWER, INTELLIGENT COMPUTING AND SYS. (2020), 
doi:10.1109/icpics50287.2020.9202018 [https://perma.cc/H7VM-DWNZ]; Mansoorizadeh 
Soleimani et al., Real-Time Identification of Three Tor Pluggable Transports Using 
Machine Learning Techniques, J. OF SUPERCOMPUTING (Feb. 6, 2018), 
https://doi.org/10.1007/s11227-018-2268-y [https://perma.cc//x5KH-3CCG]. 
70 NAT’L COUNTERTERRORISM CTR., NCTC 035601, POTENTIAL INDICATORS OF TERRORIST 
USE OF THE DARK WEB (2019) [https://perma.cc/DWC6-M6T7]. 
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requests [that otherwise] might be detectable through a review of ISP logs"71 
and that DPI could uncover terrorist suspects hiding their anonymous online 
activity through seemingly normal traffic.72  

In response, researchers continue to investigate ways to improve 
software and develop new pluggable transports. One such pluggable transport 
is Snowflake, which was recently released to Tor users.73  Developers for 
messaging apps seeking to protect uninterrupted access to users may integrate 
and build on censorship circumvention strategies. 74  Lastly, widespread 
adoption of stronger standards like TLS version 1.3 on websites and in modern 
web browsers will further mitigate a censor’s ability to track and censor, 
possibly attenuating the use cases for censorship circumventing tools 
altogether.75 

                                                
71 Id.  
72 NAT’L COUNTERTERRORISM CTR., supra note 70. 
73 Snowflake, TOR PROJECT, https://trac.torproject.org/projects/tor/wiki/doc/Snowflake, 
[https://perma.cc/PGL7-ZY39]. 
74 See, e.g., Telegram, which has committed to developing anti-censorship tools for use in 
China and Iran, as well as building out its anti-censorship initiative “Digital Resistance.” 
Rita Liao & Natasha Lomas, Telegram pledges to make anti-censorship tools for Iran and 
China, TECHCRUNCH, (June 22, 2020), https://techcrunch.com/2020/06/22/telegram-anti-
censorship-china-iran/ [https://perma.cc/6SET-E5MF]. 
75 Alessandro Ghedini, Encrypt It Or Lose It: How Encrypted SNI Works, CLOUDFLARE 
(Sept. 24, 2018), https://blog.cloudflare.com/encrypted-sni/ [https://perma.cc/T6Z2-MDJT]. 


