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I.

INTRODUCTION

On May 5, 2020, a group of telecom system operators and network
vendors including AT&T, Samsung, and Vodafone published a blog post
announcing the formation of the Open Radio Access Network (RAN) Policy
Coalition, a new coalition of companies that promotes “open and
interoperable solutions” in RAN, the crucial back-end equipment that
enables 5G.1 The message was simple: beware of the telecom supply chain.
* University of California, Berkeley, School of Law, 2020. The author thanks Berkeley Law
Professors Talha Syed and Mark Cohen for their thoughtful comments.
1
Open RAN Policy Coalition Launches to Advance Open and Interoperable Solutions to
Expand the Global Advanced Wireless Supply Chain, OPEN RAN POL’Y COALITION (May 6,
2020) [hereinafter OPEN RAN POL’Y COALITION], https://www.openranpolicy.org/open-fan-

150

GEORGETOWN LAW TECHNOLOGY REVIEW

Listening to the hype, one may believe that 5G—the fifth generation
of wireless technologies—promises to enable cutting-edge technologies like
self-driving cars, the Internet of Things (IoT), and augmented reality.2 5G
will achieve this through its “massive capacity,” or seemingly unlimited
network bandwidth, and through “ultra-low latency,” or imperceptible lag
time.3 Thus, 5G will not be merely an evolution in wireless technology, but
also a technological revolution—one that will transform health care,
education, and finance—and will generate a huge economic windfall beyond
the gains of 4G.4
But successful 5G deployment is far from certain. As has been well
documented, the United States has fallen behind China, Hong Kong, Japan,
Singapore, and South Korea in its 5G infrastructure capability, and it also
faces a widening digital divide between rich and poor Americans, which
disorganized 5G deployment will only exacerbate.5 Less acknowledged,
however, is the existential crisis facing 5G pre-deployment. Like its 3G and
4G predecessors, 5G is not an isolated technology built by an inventor and
waiting to be deployed. Instead, 5G is a common protocol developed by
well-established though largely invisible structures that have been doing the
heavy lifting of setting global innovation agendas since the late 19th century:
standard setting organizations (SSOs).6
SSOs are entities formed by collaborating industry participants that
develop sets of technical standards for particular technologies. SSOs initially
arose during the Industrial Revolution in British engineering societies.7 They
were organized in response to industrial capitalism to establish technical
standards when governments and markets could not.8 As a general consensus
emerged around SSOs’ ability to create “network effects,” or increased value
policy-coalition-launches-to-advance-open-and-interoperable-solutions-to-expand-theglobal-advanced-wireless-supply-chain/ [https://perma.cc/QM7C-UNTK].
2
See Wolfgang Bock, et al., The Mobile Revolution: How Mobile Technologies Drive a
Trillion-Dollar
Impact,
BCG
(Jan.
15,
2015),
https://www.bcg.com/publications/2015/telecommunications-technology-industries-themobile-revolution.aspx [https://perma.cc/C7Q6-5KML]; Mae Anderson & Tali Arbel, AP
Explains: The Promise of 5G Wireless – Speed, Hype, Risk, ASSOCIATED PRESS (Oct. 13,
2020),
https://apnews.com/article/5G-explained-wireless-smartphonese922f2a48acc944eca777b8853d52f41 [https://perma.cc/U6XT-D62R].
3
5G Speed: How Fast is 5G?, VERIZON (Aug. 3, 2020), https://www.verizon.com/about/ourcompany/5g/5g-speed-how-fast-is-5g [https://perma.cc/D7E5-NLLF].
4
Bock, supra note 2.
5
See, e.g., SUSAN CRAWFORD, FIBER: THE COMING TECH REVOLUTION—AND WHY AMERICA
MIGHT MISS IT 8 (2018).
6
Id. at 62.
7
JOANNE YATES & CRAIG N. MURPHY, ENGINEERING RULES: GLOBAL STANDARD SETTING
SINCE 1880, at 3 (2019).
8
Id. at 101.

GEORGETOWN LAW TECHNOLOGY REVIEW

151

of a service through increased users,9 the number of standards expanded.
Today, there are more than 800,000 global standards for everything from
paper sizes to the electrical impulses that create letters on electronic
screens.10 A typical laptop computer, for example, integrates more than 250
technical standards.11 Moreover, the consequences of not having standards
ensured by SSOs is tangible: travelers must buy adaptors for plugs12 and
electric vehicle owners must carefully plan trips around compatible fastcharging stations.13 Therefore, harmonized standards are critical to
communication networks because they are necessary for “the spread of
compatible technologies and products—in short for ‘technological
progress.’”14
SSOs first evolved from organizations that set national standards (the
First Wave of SSOs) to organizations that set international standards (the
Second Wave).15 SSOs from both waves used deliberative, technocratic
decision-making in private committees to develop standards.16 In the 1980s,
SSOs evolved yet again to quickly reach consensus when responding to
computer networking and the rapid pace of technological change (the Third
Wave).17 With each of these evolutions, SSOs strived to counter the freemarket threats of collusion and exclusion as technology became more
pervasive in our lives.
However, the Open RAN Policy Coalition message signals distrust in
the Third Wave’s ability to counteract these threats. Unlike older telecom
coalitions like the O-RAN Alliance and the Telecom Infra Project where
industry participants discuss vendor competition and innovation among each
other, the Open RAN Policy Coalition is public-facing: the unusual blog post
challenges U.S. lawmakers to start playing a more active role in encouraging
9

See Catherine Tucker, Why Network Effects Matter Less Than They Used To, HARV. BUS.
REV. (Jun. 22, 2018), https://hbr.org/2018/06/why-network-effects-matter-less-than-theyused-to [https://perma.cc/ETT9-YHZ7].
10
Standard Setting Organizations and Standards List, CONORTIUMINFO.ORG,
https://www.consortiuminfo.org/links/#.XqYXM1NKg6U (last visited Dec. 20, 2020)
[https://perma.cc/AXU3-KFR8]; Learn How to Find Standards, NAT’L INST. OF STANDARDS
& TECH., https://www.nist.gov/standardsgov/learn-how-find-standards (last visited Dec. 20,
2020) [https://perma.cc/EAV5-GTDT].
11
Peter S. Menell, Economic Analysis of Network Effects and Intellectual Property, in 1
RESEARCH HANDBOOK ON THE ECONOMICS OF INTELLECTUAL PROPERTY LAW 11 (Ben
Depoorter & Peter S. Menell eds., 2019).
12
See The Parable of the Plug, ECONOMIST, Feb. 6, 2020, at 32.
13
Cutting the Cord, ECONOMIST, May 14, 2020, at 71.
14
DAVID SINGH GREWAL, NETWORK POWER: THE SOCIAL DYNAMICS OF GLOBALIZATION 195
(2008).
15
YATES & MURPHY, supra note 7, at 9, 13–14.
16
Id.
17
Id. at 239.
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“open and interoperable solutions in the Radio Access Network”18 within
3GPP, the SSO that sets most of the 5G standard. Without government
intervention, the Open RAN Policy Coalition argues, 3GPP will continue to
set standards for “fully integrated cell sites, where the radios, hardware and
software [are] provided by a single manufacturer as a closed proprietary
solution” and 5G will suffer from vendor lock-in and security concerns.19
This cry for help, therefore, signals an alarming distrust in 3GPP’s ability to
manage 5G standardization.
Two days after the blog post, thirty-five lawmakers from the U.S.
House of Representatives published a bipartisan letter calling for emergency
5G funding to “support the development and deployment of open and
interoperable wireless radio access networks . . . .”20 The letter pushed many
of the same themes as the Open RAN Policy Coalition blog post, including
the need for “increasing supply chain diversity” and creating alternatives to
“current state-backed equipment” such as Huawei, the Chinese telecom
manufacturer.21
As evidenced by the Open RAN Policy Coalition’s blogpost, SSOs
such as 3GPP are facing a legitimacy crisis. Notwithstanding the slew of
concerns around 5G, including its security,22 energy efficiency,23 cost,24 and
unequal deployment,25 one key aspect of 5G brings all of the aforementioned
concerns together: the technologies that underlie 5G are far more
heterogeneous than those that made up previous generations.26 Thus, this
OPEN RAN POL’Y COALITION, supra note 1.
Id.; Sean Kinney, Open RAN Policy Coalition Launches to ‘Spur Competition’ in 5G, RCR
WIRELESS NEWS (May 5, 2020), https://www.rcrwireless.com/20200505/policy/open-ranpolicy-coalition-launches [https://perma.cc/ZR7Q-4QYP].
20
Letter from Doris Matsui et al., Representatives, U.S. House of Representatives, to Nancy
Pelosi, Speaker of the House, U.S. House of Representatives, and Kevin McCarthy, Minority
Leader,
U.S.
House
of
Representatives
(May
7,
2020),
https://matsui.house.gov/uploadedfiles/20200507_-_open_ran.pdf [https://perma.cc/A5TY4CSE].
21
Id.
22
Ijaz Ahmad et al., 5G Security: Analysis of Threats and Solutions, in 2017 IEEE
CONFERENCE ON STANDARDS FOR COMMUNICATION AND NETWORKING 193, 193 (2017).
23
Chih-Lin I et al., Energy-Efficient 5G for a Greener Future, 3 NATURE ELECTRONICA 182
(2020),
https://www.nature.com/articles/s41928-020-0404-1
[https://perma.cc/W6E77UNV].
24
See L.S., Why 5G May be Both Faster and Slower Than the Previous Wireless Generation,
ECONOMIST
(Feb.
13,
2018),
https://www.economist.com/the-economistexplains/2018/02/13/why-5g-may-be-both-faster-and-slower-than-the-previous-wirelessgeneration [https://perma.cc/6S9S-UH97].
25
Crawford, supra note 5, at 8.
26
See generally Sarah Brown, 5G, Explained, MIT MGMT SLOAN SCH. (Feb. 13, 2020)
https://mitsloan.mit.edu/ideas-made-to-matter/5g-explained (describing 1G technologies as
18
19
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Note argues that SSOs must again evolve, creating a Fourth Wave,
influenced by the implications of 5G’s heterogeneity, technologically,
economically, and politically. This Fourth Wave must embrace coordination
among 5G stakeholders, industry groups, and SSOs or risk falling apart.27
This Note begins by introducing traditional and Third Wave
approaches to standard setting. Next, this Note introduces 5G technology and
explains why 5G standard setting is threatening existing standard-setting
procedures. Finally, this Note describes what a “Fourth Wave” embodying
coordination among 5G stakeholders, industry groups, and SSOs might look
like. 5G has much promise—one scholar claimed that it “is as central to the
next phase of human existence as electricity was a hundred years ago.”28 But
ignoring 3GPP’s existential crisis risks limiting its potential.
II.

SSOS AS SOCIAL INSTITUTIONS

SSOs are a form of institutional innovation. Historians describe the
rise of SSOs as a movement, promising critical infrastructure for the global
economy yet threatening “insidious authoritarian[ism].”29 The Enlightenment
era goal of creating common standards and finding best practices through
widespread engagement among experts fueled the need for SSOs.”30 For
example, SSOs first formed in the United Kingdom to harmonize standards
for steam boilers.31 In the U.S., SSOs emerged to set uniform standards for
screw threads.32

cellular phones, 2G as messaging, 3G as Internet access, and 4G as fast data download speeds)
[https://perma.cc/HF6Q-CABE].
27
The coordination problem is by no means new or exclusive to wireless technologies. See,
e.g., Mark Cohen & Philip Rogers, A Techno-Globalist Approach to Intellectual Property and
Supply
Chain
Disruption,
HINRICH
FOUND.
(Oct.
13,
2020)
https://www.hinrichfoundation.com/research/wp/tech/ip-strategy-techno-nationalism/
(describing global supply chain disruption and offering a “techno-globalist” solution)
[https://perma.cc/S9WJ-YBNT]; Jorge Contreras, The New Extraterritoriality: FRAND
Royalties, Anti-Suit Injunctions and the Global Race to the Bottom in Disputes Over
Standards-Essential Patents, 25 B.U.J. SCI. & TECH. L. 251, 251 (2019),
https://www.bu.edu/jostl/files/2019/10/1.-Contreras.pdf (describing domestic courts’ use of
extraterritorial anti-suit injunctions to establish global royalty rates) [https://perma.cc/4B5LH446].
28
Crawford, supra note 5, at 9.
29
YATES & MURPHY, supra note 7, at 333.
30
Id.
31
Id. at 19 (noting that the first standards developed had revolved around scientific
terminology and units).
32
See James Suroweicki, Turn of the Century, WIRED (Jan. 1, 2002, 12:00 PM),
https://www.wired.com/2002/01/standards-2/ [https://perma.cc/PKZ6-G38N].
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SSOs have proven to be particularly valuable because they reduce
barriers to creating “network effects.” Network effects arise whenever the
value that consumers place on a product or service depends on the number of
other consumers using that product or service.33 As the number of adopters
increases, the benefits of being part of the network increase. Networks thus
add value exponentially.34 But there are significant barriers to creating
network effects, including physical and intangible limits such as consumer
familiarity, availability of alternatives, switching costs, and legal barriers like
intellectual property protection and competition policy.35 SSOs are
institutional innovations that overcome many of these barriers.
Some claim that “without standardization there wouldn’t be a modern
economy.”36 Others question how obscure committees of technocrats may
wield their social power.37 However, the popularity of SSOs has been fueled
by the recognition in the West that, with the proper structure and focus, they
can outperform governments and markets in setting standards. Governments
typically suffer from informational deficits, bureaucratic inertia, and
regulatory capture, and markets suffer from private monopolies and
interoperability issues.38 With technical committees and broad, balanced
participation, SSOs have the advantages of expertise and claims of
legitimacy to promote orderly technical transitions.39

33

MENELL, supra note 11, at 7. But see DAVID SINGH GREWAL, NETWORK POWER: THE
SOCIAL DYNAMICS OF GLOBALIZATION 5 (2008) (criticizing network power, another term for
network effects, because they have the danger of stifling development and locking in
technology at the expense of better options).
34
See MENELL, supra note 11, at 7.
35
Id. at 7–8 (“The magnitude of network effects depends on several considerations:
interdependencies of consumer utility functions, range of complementary products or services,
availability of alternative platforms, switching costs, business strategies, and legal limits on
leveraging network markets (such as intellectual property protection and competition policy).
In some cases, physical limitations govern network access—e.g., where a device must
physically or digitally interoperate with other devices. In others, the network is not physically
constrained, but instead driven by consumer familiarity or ease of use.”).
36
See SUROWEICKI, supra note 28.
37
See GREWAL, supra note 29, at 295 (arguing that “relations of sovereignty constitute our
best hope for overcoming structural domination . . . as the power of today’s global networks
becomes increasingly coercive—because increasingly universal . . . .”).
38
Jonathan Barnett, Antitrust Overreach: Undoing Cooperative Standardization in the Digital
Economy, 25 MICH. TECH. L. REV. 163, 163, 181 (2019).
39
See e.g., YATES & MURPHY, supra note 7, at 101. See generally Brian Fung, How China’s
Huawei Took the Lead Over US Companies in 5G Technology, WASH. POST (Apr. 10, 2019)
https://www.washingtonpost.com/technology/2019/04/10/us-spat-with-huawei-explained/
(describing the differing approaches taken in North America and Europe to developing
common standards for wireless communications technology) / [https://perma.cc/6WUVSYG2].
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The history of SSOs can be understood as taking place in three
waves—with a budding fourth, this Note argues, if we can manage it. As
standard setting evolved from nationally-based standards (First Wave) to
internationally-based standards (Second Wave), SSOs developed a
traditional structure: standardization by private committee—a form of
deliberative, technocratic decision-making.40 During these first two waves,
SSOs embodied the key democratic principles of consensus voting, such as
including all stakeholders in discussion (e.g., producers, purchasers, and
independent engineers) and voluntary adoption of the standards created.41
This process, dominated by Western companies and Allied nations, was
intended to reassure insiders as well as outsiders that SSO actors were
transcending self-interest in favor of the public interest.42
However, the emergence of computer networking and the rapid pace
of technological change in the late 1980s challenged SSOs to evolve from
traditional structures to more diverse structures, creating the Third Wave.43
While First and Second Wave SSOs maintained “the advantage of
experience and authority,” with a clear hierarchy among SSOs, they were too
slow to maintain relevance,44 causing some commentators to argue for a
return to the messy but creative market for fluid and flexible standardmaking.45 The Third Wave created a diversity of SSO structures. For
example, the Third-Wave SSO Internet Engineering Task Force rejected
“kings, presidents, and voting,”46 had open participation, and believed in
“rough consensus and running code.” The Third Wave also saw the
proliferation of oligarchic “standards consortia,” SSOs comprised of a few
like-minded firms that avoided the multi-stakeholder consensus process.47
These new forms could more quickly come to consensus and were better
placed to create anticipatory standards for specific technologies. However,
what these new forms gained in speed, they gave up in uniformity and
democratic principles.48 Unlike First and Second Wave SSOs, which
maintained clear separation between technologies and were hierarchically
40

YATES & MURPHY, supra note 7, at 13–14.
Id.
42
Id. at 14–15.
43
Id.
44
Id.
45
See SUROWEICKI, supra note 28.
46
YATES & MURPHY, supra note 7, at 250.
47
Id.
48
See, e.g, Mehmet Bilal Ünver, Turning the Crossroad for a Connected World: Reshaping
the European Prospect for the Internet of Things, INT’L. J. OF LAW & INFO. TECH. 93 (2018)
(documenting the difficulty varying SSO structures and rules create for IoT deployment);
Justus Baron & Kirti Gupta, Unpacking 3GPP Standards, 27 J. ECON. & MGMT. STRATEGY
433 (2018) (documenting the large heterogeneity in the rules and procedures among SSOs).
41
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ordered,49 Third Wave SSOs were less unified and in fact overlapped,
creating a “wild west” of standardization efforts.50 And this lack of
coordination—which was once seen as a strength in allowing Third Wave
SSOs to move quickly—is, in fact, slowing them down.51
III.

WHAT IS 5G?

5G is the fifth generation of wireless communications technology.52
Since 1980 with 1G, roughly every 10 years there has been a network
evolution.53 1G enabled analog wireless cellular networks, which allowed
mobile voice communications.54 It was replaced around 1990 by 2G, which
allowed Short Message Service (SMS).55 In the early 2000s, 3G brought
about various data services, including Internet access, video calls, and mobile
television.56 4G/LTE in 2010 achieved high-speed mobile data transmission,
spurring a data and connected-device explosion.57 However, as could already
be anticipated in 2010, the demands on wireless networks quickly
overwhelmed 4G network capabilities.58 5G promises to meet this increased
demand through higher data rates, ultra-low latency (or imperceptible lag
time), efficiency, scalability, and high reliability.59 Yet to meet these
objectives, 5G cannot merely be an evolution of 4G. Intel’s Director of
Wireless Communication Research, Vilda Ilderem, predicts something much
grander: “[5G] requires major improvements over 4G throughput and
capacity, and is the first wireless protocol to address the inclusion of the
massive number of machines/things in the network.”60 In short, because 5G

49

YATES & MURPHY, supra note 7, at 335.
LAURA DENARDIS, THE INTERNET IN EVERYTHING: FREEDOM AND SECURITY IN A WORLD
WITH NO OFF SWITCH 137 (2020).
51
Timothy Simcoe, Standard Setting Committees: Consensus Governance for Shared
Technology Platforms, 102 AMERICAN ECON. REV. 305-336 (2012).
52
High five, 3 NATURE ELECTRONICA 1, 1 (2020).
53
Id.
54
Id.
55
Id.
56
See What is the Difference Between 3G, 4G and 5G?, VERIZON (Nov. 18, 2019),
https://www.verizon.com/about/our-company/5g/difference-between-3g-4g-5g
[https://perma.cc/3TB9-D7HE].
57
See id.
58
See id.
59
See id.
60
Vida Ilderem, The Technology Underpinning 5G, 3 NATURE ELECTRONICA 5–6 (2020).
50
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integrates 4G, Wi-Fi, millimeter wave, and other wireless-access
technologies, it is considered a “transformative ecosystem.”61
In practice, 5G is a suite of telecom technologies standardized by
SSOs. Most of these technologies are standardized by 3GPP, which divides
5G technology into three groups: Radio Access Network (RAN), Service and
System Aspects (SSA), and Core Network and Terminals (CNT).62 From
these three technology groups, 3GPP enables three usage scenarios in
communication services, as illustrated in Figure 1: (1) enhanced mobile
broadband (emBB), (2) massive machine-type communication (mMTC), and
(3) ultra-reliable, low-latency communications (URLLC).63

Fig 1: 5G trends.64
emBB is consumer device focused and designed to improve user
experiences by aiming for higher throughput and lower latency.65 mMTC
pertains to IoT use cases, thus sporadically connecting low-power, lowcomplexity devices such as smart meters and environment sensors with
data.66 URLLC pertains to “mission-critical communications” with strict
requirements on latency and reliability such as vehicle-to-vehicle
communication and remote surgery.67
61

Darrell M. West, How 5G Technology Enables the Health Internet of Things, CTR. FOR
TECH. INNOVATION AT BROOKINGS (2016), https://www.brookings.edu/research/how-5gtechnology-enables-the-health-internet-of-things/ [https://perma.cc/8TRH-YP6Y].
62
Specifications Groups, 3GPP, https://www.3gpp.org/specifications-groups (last visited
Nov. 10, 2020) [https://perma.cc/44Z3-KVBJ].
63
IMT Vision – Framework and Overall Objectives of the Future Development of IMT for
2020 and Beyond, INT’L TELECOMM. UNION (Sep. 2015), https://www.itu.int/dms_pubrec/itur/rec/m/R-REC-M.2083-0-201509-I!!PDF-E.pdf [https://perma.cc/F6SF-3R67].
64
Id.
65
Id.
66
Id.
67
Id.
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Given these different uses, 5G is sometimes termed a “unifying
connectivity fabric.”68 To achieve these ends, however, 5G is by design the
first generation to integrate heterogeneous technologies, including traditional
wireline connections, Wi-Fi access, communications between cars, IoT
devices, and even satellite. 5G also supports both 3GPP and non-3GPP
access technologies.69 As demonstrated in Figure 2, one of these non-3GPP
technologies is Wi-Fi, standards of which are set by the Institute of Electrical
and Electronics Engineers (IEEE).

Fig 2: 5G’s Heterogeneity70
Based on these technology improvements, 5G promises to finally
enable cutting-edge technologies like self-driving cars, the IoT, and
augmented reality.71 With these improvements will come a huge economic
windfall, beyond the gains of 4G.72 Further, 5G’s deployment seems to have

68

How can the Fabric of a Simple Dress be Part of our 5G Vision?, QUALCOMM (Aug. 1,
2018), https://www.qualcomm.com/news/onq/2018/08/01/how-can-fabric-simple-dress-bepart-our-5g-vision [https://perma.cc/Z9XV-GKGS].
69
Muriel Médard, Is 5 Just What Comes After 4?, 3 NATURE ELECTRONICS 2–4 (2020) (“3GPP
technologies include those that are carried by base stations built by traditional telephone
equipment manufacturers, whereas non-3GPP technologies include Wi-Fi, a wireless
broadband technology standard.”).
70
Id.
71
Anderson and Arbel, supra note 2.
72
Id.
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become even more important with the coronavirus pandemic and increased
remote work.73
As of December 2020, 5G has not yet been completely standardized.
Its upcoming release is the subject of the largest dispute among 3GPP
members because it deals with what is most revolutionary about 5G:
replacing many of the hardware components of the network with software
that “virtualizes” the network.74 This revolution has “the potential to
consume nearly all of the fragmented proprietary protocols that have
historically defined telecommunications infrastructure.”75 A virtualized
network replaces hardware with software components, potentially creating a
more open and general-purpose device that “eliminate[s] the need for
specific technology protocols for specific functions.”76
It is this virtualization aspect of 5G—its replacement of hardware
with software, thereby disassociating 5G technology from specific network
vendors—that has led to the creation of non-3GPP groups like the abovementioned Open RAN Policy Consortium, O-RAN Alliance, and Telecom
Infra Project and to the growing interest from and ability for governments to
influence the direction of the technology.
IV.

TECHNOLOGY GOVERNANCE CONCERNS

These new trends raise three governance concerns that threaten the
future of 5G and international standard making: technical, economic, and
political. Each had an important role in the past but that role becomes
glaringly more important with the advent of 5G.
73

See Tech in a Time of Crisis, 3 NATURE ELECTRONICA 181 (2020) (reporting that
communications technology has taken on renewed significance helping us not only stay
connected but also to try to control the spread of the virus.); see also Rana Foroohar, US
Society Needs a Broadband Big Dig to Get Out of its Hole, FIN. TIMES (Apr. 5, 2020),
https://www.ft.com/content/731df4c6-758e-11ea-95fe-fcd274e920ca
[https://perma.cc/ZGR7-XS75]; John D. McKinnon & Ryan Tracy, Pandemic Builds
Momentum for Broadband Infrastructure Upgrade, WALL ST. J. (Apr. 23, 2020),
https://www.wsj.com/articles/pandemic-builds-momentum-for-broadband-infrastructureupgrade-11587461400?mod=hp_lead_pos10 [https://perma.cc/L5KQ-3ZWL]; Let’s be
Thankful for a Billion Miles of IP, IAM MEDIA (Apr. 22, 2020), https://www.iammedia.com/coronavirus/billion-miles-of-ip
[https://perma.cc/
WFV4-55PY].
74
Tom Wheeler, 5G in Five (Not So) Easy Pieces, BROOKINGS: GOVERNANCE STUD. (Jul. 9,
2019), https://www.brookings.edu/research/5g-in-five-not-so-easy-pieces/ [hereinafter Easy
Pieces] [https://perma.cc/RRG2-SWKP].
75
Tom Wheeler, Moving From ‘Secret Sauce’ to Open Standards for 5G, BROOKINGS (Feb.
18, 2020), https://www.brookings.edu/blog/techtank/2020/02/18/moving-from-secret-sauceto-open-standards-for-5g/ [https://perma.cc/M2MF-5BWH].
76
Easy Pieces, supra note 74.
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A. Technical Concerns: Fragmentation, Interoperability, and Security
The first major governance concern is technical, which includes
issues of fragmentation, interoperability, and security. The competing and
disjointed interests of new entrants in the 5G market create issues of
fragmentation. While participation in 3GPP has historically been restricted to
major established players like mobile telephone service providers and
equipment manufacturers, the integration of 5G into the cyber-physical realm
brings new entrants into the 5G market.77 Makers of technologies that were
not traditionally related to mobile telephone service providers and equipment
manufacturers, like those in the satellite and automotive industries, currently
participate in 3GPP. This raises new challenges around fragmentation of
standard setting not only within 3GPP but also among SSOs, leading to
disjointed and redundant development with “competing efforts by different
stakeholders, industry groups, and established standards-setting
institutions.”78
New entrants in the 5G market also create issues of interoperability,
defined as “[t]he ability of two or more systems or components to exchange
data and use information.”79 Entities involved in fostering interoperability
face a tension between cooperating with competitors to grow the potential
market and competing with them for market share. Further, “the accelerating
pace of innovation and economic incentive to be first to market does not
comport with the slower pace of collaborative standards setting.”80 In
addition, “companies in the IoT space do not necessarily have a history of
involvement in digital-standards-setting organizations.”81 To deliver on its
full potential as an enabler of global business, a 5G standard must be adopted
globally, which is difficult to achieve in a non-collaborative competitive
market.
Finally, the increasing number of connected devices raises security
and user privacy concerns.82 As Figure 3 demonstrates, the communications
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network is just one layer of the digital “stack.” Security needs to be
addressed in each layer.83

Fig 3: The digital stack and cybersecurity protection.84
B. Economic Concerns: Incentives and Implementation
The second key challenge to governance pertains to the economics of
5G, both in terms of market participants’ incentives and in terms of
implementing 5G. As noted above, there are more 5G players than in
previous generations because of 5G’s design and because entities that were
once standard adopters are becoming standard setters.85 An increase in the
number of players creates new challenges, including ownership disputes and
disputes regarding varying economic interests.
One particularly contentious issue pertains to standard essential
patents (SEPs), which cover inventions that must be used to implement a
standard.86 According to typical SSO rules, the inventor declares the SEP to
be essential to implementing a standard and thereby the inventor is
encumbered to license the patents on fair, reasonable, and non-discriminatory
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(FRAND) terms to licensees that wish to adopt the standard.87 As such, they
are typically infringed by the implementation of a standard.
Commentators have raised concerns and called for legislative
88
reform and antitrust intervention89 regarding three kinds of risks that SEPs
pose. First, the “patent thicket” risk in the SSO context occurs when a
standard involves large numbers of SEPs—often of varying quality and
relevance—and patents that have not been declared as essential to the
standard but could be infringed by the standard and thus impede its
implementation.90 Second, the “patent hold-up” risk occurs in the SSO
context after an SSO makes irreversible choices in which SEPs to use, thus
presenting an opportunity for SEP owners to increase their royalty rates.91
Third, the “overdisclosure” problem occurs when parties declare their own
patents as “‘essential’ to a technology standard when, in reality, the claims of
those patents would not be infringed by a standard-compliant product.”92
This problem exists because of a persistent misalignment of economic
incentives: SSOs have inconsistent policies regarding SEP declaration, harsh
penalties for failing to disclose SEPs, and a lack of consequences for
overdisclosure.93 The problem of overdisclosure inflates and complicates
royalty rates in license negotiations and skews courts’ reasonable-royalty
analyses.94
See U.S. Dep’t of Justice & U.S. Patent & Trademark Office, Policy Statement on Remedies
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[hereinafter
DOJ/PTO
Policy
Statement],
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Despite the differentiated effects of SEPs in standards and the role of
SEPs in reducing the likelihood of standard replacement, SEPs incentivize
innovation and increase the likelihood of standard upgrades.95 Further,
having an SEP declared as essential brings undeniable benefits. One scholar,
for example, highlights an increase in the number of patent citations after a
patent is declared an SEP.96 Others note that declared SEPs contribute more
to firm profits and market share than comparable non-SEP patents97 and that
an SSO’s endorsement of a startup’s technology standard increases its
likelihood of an initial public offering or acquisition.98 Because of the high
value of SEPs, China has argued that patenting in standards constitute
barriers to trade.99 At the same time, the Chinese patent office has behaved
preferentially in reviewing domestic SEPs compared to foreign SEPs, when
the patent is declared as an SEP prior to examination.100
The participants may also have different economic interests beyond
patents. For example, the Federal Communications Commission’s Chief
Technology Officer, Henning Schulzrinne, has noted that disputes between
network manufacturers who want to lengthen product cycles and carriers
who want to shorten them have raised questions on how many upgrades
require a new “G” with 5G.101 In addition, network costs will necessarily
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increase with 5G because, among other things, 5G frequencies “require more
base stations—the sites that act as common connection points for local
wireless networks”102—which will likely mean costly updates for network
manufacturers.103
C. Political Concerns: Past, Present, and Future
The third governance concern is the unprecedented politicization of
the standardization process.104 Standard setting has always been partisan in
the sense that there are winners and losers, but the concern facing SSOs
today have gone from “once-esoteric [to] geopolitical.”105 Even SSOs like
3GPP106 and ETSI107 have warned of potential standardization bifurcation if
American and Chinese entities refuse to cooperate because of political
concerns.
Commentators have discussed recent politicization over standard
setting in relation to the current “tech Cold War” between the U.S. and
China,108 but this discussion often overlooks the historical roots of the
tension, as well as China’s other international activities. China challenged
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U.S. standardization processes well before the Trump administration.109
China has also subsidized participation in standardization activities and filed
for patents overseas to enable it to play a leading role in standardization
efforts.110 These state-interventionist approaches are frequently admonished
as incompatible with the private-rights orientation of SSOs.111
Today, realizing that China has increased its influence within
SSOs,112 the Trump administration has sought to cripple Chinese firms like
telecom giant Huawei113 through use of European-style industrial policies.114
That strategy aimed to blacklist Chinese firms115 and create a national 5G
strategy,116 including by proposing public, private, and public-private 5G
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infrastructures.117 It has also sought to use export controls to limit Huawei’s
access to standardization bodies.118
Some call for the U.S. and Europe to develop an alternative system to
exclude Huawei’s technology.119 However, by forcing American firms to
limit their interactions with Huawei, which plays a critical role in 5G
standard setting, two unintended consequences emerge. First, American
firms are sidelined from participating in international 5G standard setting,
and second, standards bodies have threatened to leave the U.S. to avoid
government interference.120 Recognition of America’s waning influence has
prompted legislation requiring American officials to participate in the
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development of 5G standards121 and the release of a White House “national
strategy to secure 5G” document outlining how to “promote responsible
global development and deployment of 5G.”122
While governments are right to be concerned about 5G,123 these
nationalist disputes create great difficulty for SSOs. They fragment
participation and decrease trust in institutions.124 As governments fully
realize the importance of technology governance and reassert control over
key technologies, they risk fragmenting future technologies geographically
through strategic-partnership approaches rather than through a globalcommon-good approach with risk management.125 If 5G splits into two blocs
centered around China and the EU/U.S., this could spell the end of SSOs
such as 3GPP and risk limiting the potential of 5G and future technologies. A
crucial question is how 3GPP and other global SSOs can adapt to these 5G
governance concerns and demonstrate their legitimacy in creating
international standards.
V.

FOURTH WAVE

To regain legitimacy, SSOs like 3GPP must evolve not only to
withstand 5G’s heterogeneity but also to maintain the speed necessary to
keep up with the rapidly evolving technology. This requires a Fourth Wave
defined by coordination among stakeholders, industry groups, and SSOs.
Although there are benefits to many minds freely seeking optimal solutions,
the benefits of more coordinated exploration would help reduce unnecessary
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competition that can lead to rushed deployment, duplication waste, and
slower speeds with which organizations work.126
As discussed in Part III, 3GPP currently faces three key governance
challenges: technical, economic, and political. Regarding the technical
challenges of interoperability, fragmentation, and security, increased
coordination would help lead to industry-specific segmentation rather than
disorganized and overlapping standard setting. This would, in fact, increase
safety and critical infrastructure security because “a lack of cross-industry
interoperability can serve as a check on security problems.”127 However, to
facilitate the benefits of an interoperable digital economy, fragmentation
must be coordinated. The safety of autonomous transportation, for example,
relies upon data interoperability among connected cars made by different
manufacturers.128
Economically and politically, the benefits of coordination are clear.
Currently, SSOs use different rules for determining FRAND licensing terms,
which can lead to forum shopping by industry actors.129 Further, SSOs have
different stances toward openness.130 The IETF, for example, values open
participation and open standards unencumbered by intellectual property
rights.131 The Zigbee Alliance offers tiered levels of participation with
membership fees.132 This lack of coordination between SSOs also leads to
forum shopping and the risk of oligarchy. A coordinated effort to elevate
consortium participation could enable small or resource-constrained firms to
play a greater role. Further, governments are seeking to influence the
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technology for geopolitical rather than technical excellence reasons.133 SSOs
must make a coordinated effort to deal with strategic partnerships between
governments and industry. To do so, SSOs must reinforce their commitments
to security and democratic participation. SSOs could also give governments a
place to voice their concerns about unfair practices.134
VI.

CONCLUSION

As we move towards creating new standards, SSOs are proposing
conflicting solutions and governments are refusing to delegate sovereignty
decisions to industry. While governments are right to raise concerns
regarding new technologies like 5G, SSOs can still be the appropriate place
for global standard setting. To do so, however, they must again evolve,
creating a Fourth Wave that embodies the principle of coordination. Only by
embracing coordination will SSOs regain their legitimacy and be able to set
trusted global standards that address the complex interplay of a technology’s
technical, economic, and political qualities.
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