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INTRODUCTION
Blockchain fever is hotter than ever. The World Economic Forum
predicts that ten percent of global gross domestic product will be stored on
blockchain by 2027,1 which has caused an unparalleled craze regarding
blockchain’s possibilities.2 Some see it as a new way of organizing
modern-day society,3 while others fear the chaos that it could create.4
*

Assistant Professor at Utrecht University School of Law, Associate Researcher at
University of Paris 1 Panthéon-Sorbonne and Invited Professor at Sciences Po Paris.
This paper has been prepared for the OECD hearing Blockchain and Competition Policy,
which took place in June 2018. A first draft has been published via SSRN on June 2018. I
am grateful to friends and colleagues who have helped me throughout the process of
writing this article—especially John Newman (Concurrentialiste’s best co-author) and
Spencer Waller, people at the Harvard Berkman Klein Center (especially Nathan Kaiser
and Nikolas Guggenberger), people at the Stanford Center for Internet and Society
(especially Jonathan Cardenas), people at the Yale Tsai Center for Innovative Thinking
(especially Martin Wainstein), Kevin Werbach, Julie Maupin, Bastien Teinturier and
Benoit Vovan. The Journal editors are also warmly thanked. No outside funding was
received or relied upon for this paper and I do not have any financial interest at stake in
blockchain. All views and errors are mine.
1
WORLD ECON. FORUM, TECHNOLOGY TIPPING POINTS AND SOCIETAL IMPACT, SURVEY
REPORT 24 (Sept. 2015).
2
WORLD ECON. FORUM, BLOCKCHAIN BEYOND THE HYPE: A PRACTICAL FRAMEWORK
FOR BUSINESS LEADERS 3 (Apr. 2018) (“One of the most unique aspects of blockchain is
its high number of evangelists – people who believe blockchain can solve everything
from global financial inequality to access to financing for start-ups, the provision of ID
for refugees, to solving supply chain problems and enabling people to sell their houses
without needing an estate agent.”).
3
MELANIE SWAN, BLOCKCHAIN: BLUEPRINT FOR A NEW ECONOMY vii (O’Reilly Media
2015) (“[T]he blockchain concept is even more; it is a new organizing paradigm for the
discovery, valuation, and transfer of all quanta (discrete units) of anything, and
potentially for the coordination of all human activity at a much larger scale than has been
possible before.”).
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There are skeptics5 that deride blockchain as the new Netscape,6 while
others see it as the most important innovation since the Internet.7 If the
latter proves to be true, societies will radically change and so too must
legal systems.
Western legal systems have historically helped establish trust
between parties and reduce transactional uncertainty by providing recourse
to legal procedures. Nonetheless, establishing trust still imposes
significant transactional costs. Blockchain may reduce these costs to “a
much, much smaller level”8 because it might make contracting easier and,
on a broader scale, because it may alleviate widespread contractual
inadequacy9 by creating a world in which “computers . . . fill in the gaps
of contracts.”10 Blockchain could then efficiently facilitate trade, but it
also presents numerous legal challenges with substantial implications for
antitrust law.
Several institutions, including the Organization for Economic
Cooperation and Development (OECD),11 have identified the need to
4

On the idea that new technologies may, if not create chaos, generate losses, See
LAWRENCE LESSIG, CODE: AND OTHER LAWS OF CYBERSPACE, VERSION 2 339 (Basic
Books 2006) (ending his book by the following: “it is not a great time, culturally, to come
across revolutionary technologies. We are no more ready for this revolution than the
Soviets were ready for theirs. We, like they, have been caught by a revolution. But we,
unlike they, have something to lose”). On the same subject, see also JONATHAN ZITTRAIN,
THE FUTURE OF THE INTERNET—AND HOW TO STOP IT 242 (Yale University Press 2008)
(“Traditional cyberlaw frameworks tend to see the Net as an intriguing force for chaos
that might as well have popped out of nowhere. It is too easy to then shift attention to the
‘issues raised’ by the Net, usually by those threatened by it.”).
5
See Kai Stinchcombe, Ten Years In, Nobody Has Come Up with a Use for Blockchain,
HACKER NOON (Dec. 23, 2017), https://hackernoon.com/ten-years-in-nobody-has-comeup-with-a-use-case-for-blockchain-ee98c180100
[http://perma.cc/8D5V-TV7E]
(explaining that “ten years in, nobody has come up with a use for blockchain”).
6
A technology which disappeared after being seen as very promising.
7
See generally Lawrence Lessig, Keynote Address at the Sydney Blockchain Workshop:
Thinking Through Law & Code, Again, (Dec. 11, 2015).
8
Russ Roberts, Jim Epstein on Bitcoin, the Blockchain, and Freedom in Latin America,
ECON TALK (Feb. 13, 2017), www.econtalk.org/archives/2017/02/jim_epstein_on.html
[https://perma.cc/WAW6-ZFB7].
9
Lin William Cong & Zhiguo He, Blockchain Disruption and Smart Contracts 4 (Dec.
27,
2018),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2985764
[https://perma.cc/Z9QW-W7MA] (“[B]lockchains, via decentralized consensus, enable
agents to contract on delivery outcomes and automate contingent transfers. Hence, the
authentic entrant is now able to signal her authenticity fully. This eliminates information
asymmetry as a barrier for entry and greater competition, enhancing welfare and
consumer surplus in this blockchain world.”).
10
See Thibault Schrepel, Antitrust Conversations with Nobel Laureates,
CONCURRENTIALISTE REV. (2018) (quoting Nobel prize winner Oliver D. Hart).
11
See OECD Competition Division, Blockchain and Competition Policy, OECD (June
2018),
http://www.oecd.org/daf/competition/blockchain-and-competition-policy.htm
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address the antitrust challenges created by blockchain. The first of these
challenges is suggested by the word “antitrust” itself. On the one hand,
much of competition law is articulated as anti-trust, employing the
American terminology that emerged as a reaction to the misuse of the trust
instrument.12 On the other hand, blockchain technology eliminates the
need for a fiduciary—that is, a person who creates trust—because it
functions automatically, without any natural or artificial person. What
happens, then, when antitrust law contemplates a technology that
functions without a trusted counterparty? Is it time to leave behind the
blanket term and regime of antitrust? And, from a legal perspective, are
the current rules well-suited to analyzing blockchain and its processes?
Further, what should be the focus for antitrust authorities, and how can
companies limit their legal risks in this respect?
Answering these questions now, when blockchain technology is
still evolving,13 presents a substantial risk of inaccuracy, and yet, it is
essential to do so before existing models of antitrust enforcement become
outdated.
In fact, antitrust law has avoided the gallows before. When the
Internet entered the mainstream, some individuals announced the end of
antitrust law, which they predicted would be rendered useless by the rule of
code.14 Several other authors sought the implementation of a new set of
[http://perma.cc/R723-8N9B].
See THE LEGISLATIVE HISTORY OF THE FEDERAL ANTITRUST LAWS AND RELATED
STATUTES 10–13 (1978); see also Daniel R. Ernst, The New Antitrust History, 35 N.Y.L.
SCH. L. REV. 879 (1990). Robert L. Bradley, Jr. underlines John Sherman’s “intense
opposition to trusts.” See Robert L. Bradley Jr. & Lawrence H. Summers, On The Origins
of the Sherman Act, 9 CATO 737, 740 (1990); see also, ERIC POSNER & GLEN WEYL,
RADICAL MARKETS: UPROOTING CAPITALISM AND DEMOCRACY FOR A JUST SOCIETY 363
(Princeton University Press 2018) (“During the Gilded Age, monopolies interfered with
politics in many ways; indeed, the Sherman Antitrust Act, and the reforms undertaken by
the Progressives, were motivated as much by the political dangers posed by monopolies
as their economic costs.”). In the UK at the beginning of the nineteenth century, “the
common law negative view of monopolies was the default rule which could be modified
or abrogated by statute.” Barry E. Hawk, English Competition Law Before 1900, 63
ANTITRUST BULLETIN 1, 19 (2018); see ROBERT H. BORK, THE ANTITRUST PARADOX: A
POLICY AT WAR WITH ITSELF 19, 412 (Basic Books 1978) (“[R]unning through the
arguments and decisions of this early period was a recognition of the need to eliminate
the evils of monopoly without hampering business efficiency,” and later adding that
“there is always in Congress, moreover, a strong element of anticorporate populist
sentiment, a desire to punish business precisely because it is successful.”).
13
PRIMAVERA DE FILIPPI & AARON WRIGHT, BLOCKCHAIN AND THE LAW: THE RULE OF
CODE 209 (Harv. Univ. Press 2018) (“Given that blockchain technology is still largely
immature, there is a danger that regulating the technology too early could preclude the
emergence of new and unexpected applications that have not yet been fully explored or
discovered.”).
14
Id. at 206 (“[L]egal scholars thought that the rule of code would ultimately prevail on
12
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dedicated rules specific to Internet regulation.15 The idea that the Internet
required the creation of a sui generis body of law, however, had its fifteen
minutes of glory and attracted more than its fifteen minutes of criticism. In
his famous article Cyberspace and the Law of the Horse,16 for instance,
Judge Frank H. Easterbrook argued that any effort to create specific rules
for the “cyberspace” arena was, like efforts to create from whole cloth a
special law of horses, “doomed to be shallow and to miss unifying
principles.”17 Time has shown that the Internet did not kill general bodies of
law. In fact, most of the same principles are applied today as twenty years
ago, and antitrust law is but one example of this. Easterbrook was correct in
his analysis. The regulation of the Internet has certainly developed on the
basis of existing general principles, whether through the creation of
technology-focused statutory regimes or through the fine-tuning of existing
laws.18
Blockchain’s technological underpinnings, however, are a radical
departure even from those of the Internet. The Internet, which is primarily a
communications technology, challenged the legal system by substantially
increasing the speed at which the law needed to be applied, as Judge
Richard A. Posner argued in his famous article Antitrust in the New
Economy.19 With blockchain, it is not just about speed: the very nature of
the technology raises fundamental questions about antitrust law and how
individuals conduct transactions.
the Internet.”).
This idea is outlined by Judge Frank H. Easterbrook in his article Cyberspace and the
Law of the Horse, 1996 U. CHI. LEGAL F. 207 (1996). Others took the opposite position.
See, e.g., Juliet M. Oberding & Terje Norderhaug, A Separate Jurisdiction for
Cyberspace?, 2 J. COMPUTER-MEDIATED COMM. 1 (1996).
16
Easterbrook, supra note 15, at 208.
17
See id. at 207.
18
There is a near consensus, for instance, that “existing competition laws are sufficiently
flexible and nuanced to be applied in the digital economy,” see OECD, Roundtable on
The Digital Economy, DAF/COMP (2012) 22 at 7. Arguing differently, see Andrea M.
Matwyshyn, The Law of the Zebra, 28 BERKELEY TECH. L.J. 155, 158 (2013) (“Today,
almost fifteen years after that seminal debate [between Easterbrook and Lawrence
Lessig], there is no doubt as to whether this “law of the horse” exists—it does, without
question. In fact, since the Lessig-Easterbrook exchanges, Congress has passed various
technology-focused statutory regimes.”). However, Easterbrook was not arguing that new
laws would not be created—in fact, he argued for the creation of new property rights—
but he said that general principles should guide them. See Easterbrook, supra note 15, at
208 (“Develop a sound law of intellectual property, then apply it to computer
networks.”).
19
See Richard Posner, Antitrust in the New Economy, 68 ANTITRUST L.J. 925, 939 (2001)
(explaining that “the rapidity of innovation in the new economy” has very important
institutional implications and that the “mismatch between law time and new-economy
real time is troubling”).
15
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This articles intends to contribute to the literature by describing the
challenges that blockchain presents for analyses of unilateral
anticompetitive practices20 and proposing some changes to antitrust law and
regulations that address those challenges. This article is divided into three
parts.
First, this article argues that, because blockchain is decentralized,
anonymous, and immutable, questions arise regarding the ability to detect
anticompetitive practices and their perpetrators. Answering these questions
may be exceedingly difficult.
Next, this article discusses current antitrust laws and how they can
properly regulate blockchain. Some legal remedies, for example, cannot be
used to prevent the development of anticompetitive practices implemented
through the blockchain because of the nature of the technology. It
addresses how antitrust authorities should tackle these issues. On the one
hand, regulators must avoid using their unfamiliarity with a new
technology to justify overregulating a potentially beneficial advancement
or employing what this article calls the “blockchain excuse” for
regulation. On the other hand, antitrust enforcement must adapt to stay
relevant, and this article suggests that regulators adopt a new methodology
of “regulatory infiltration.”
But even if this new regulatory scheme is adopted, some ultimate
questions demand resolution. This article seeks to address them in part
three: is blockchain the death of antitrust law as we know it? Should it be?
Answering those questions is not easy because blockchain continues to
evolve. Nevertheless, the decentralized nature of blockchain forces us to
consider the legitimacy of antitrust law, which rests on centralized legal
structures and enforcement that are inconsistent with blockchain’s trustless
nature; although, antitrust is still needed. This is the blockchain antitrust
paradox.
I.

UNILATERAL PRACTICES ON BLOCKCHAIN

Unilateral practices are anticompetitive conducts perpetrated by a
single company holding a dominant position. This section evaluates how
unilateral practices might be carried out on the blockchain: because the
technology changes the way that an organization conducts business,
blockchain will likely affect how legal doctrine is applied. To set the stage
20

We exclude cartels from this study in order to make this article a reasonable length.
Many of the developments of this article can nonetheless be applied to cartels analysis.
For a specific study of blockchain challenges created for collusive agreements, see
Thibault Schrepel, Collusion by Blockchain and Smart Contracts, 33 HARV. J.L. & TECH.
(forthcoming 2019).
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for the legal discussion, the article first describes how blockchain
functions. The second part examines how blockchains compete among
themselves and shows how relative competitive power might be
distributed. A third section is dedicated to the analysis of unilateral
practices.
A. The Functioning of Blockchain: Setting the Stage
Blockchain is still a new technology, with rapidly evolving
functionality. As a consequence, this section only focuses on the
fundamental points of blockchain operation, focusing specifically on those
relevant for antitrust analysis. Additionally, this article discusses the
distinction between public and private blockchains, which is important
because of the distinction’s implications with regards to antitrust law.
Lastly, this section explores the differences between blockchain 1.0, 2.0,
and 3.0 to show how blockchain is used today and the direction it may be
headed.
1. General Points
The World Wide Web “enables the frictionless transfer of
information”—blockchain “enables the frictionless transfer of value.”21 In
the words of Satoshi Nakamoto, blockchain is based on “cryptographic
proof instead of trust.”22 This feature makes blockchain “not a ‘disruptive’
technology . . . [but] a foundational technology”23 that “has the potential to
create new foundations for our economic and social systems.”24
21

KATYA MALINOVA & ANDREAS PARK, MARKET DESIGN WITH BLOCKCHAIN
TECHNOLOGY 1 (2016); see also PAUL VIGNA & MICHAEL J. CASEY, THE TRUTH
MACHINE: THE BLOCKCHAIN AND THE FUTURE OF EVERYTHING 21 (St. Martin’s Press
2018) (“Blockchains point the entire digital economy toward something people are
calling the Internet of Value. Whereas the first version of the Internet allowed people to
send information directly to each other, in the Internet of Value people can send anything
of value to each other, be it currencies, assets, or valuable data that was previously too
sensitive to transmit online.”); SIRAJ RAVAL, DECENTRALIZED APPLICATIONS:
HARNESSING BITCOIN’S BLOCKCHAIN TECHNOLOGY 21 (O’Reilly Media 2016) (“Bitcoin
was the first successful decentralized store of wealth.”).
22
SATOSHI NAKAMOTO, BITCOIN: A PEER-TO-PEER ELECTRONIC CASH SYSTEM (2008),
https://bitcoin.org/bitcoin.pdf [https://perma.cc/TGE8-H4DQ].
23
Marco Iansiti & Karim R. Lakhani, The Truth About Blockchain, HARV. BUS. REV.,
Jan.–Feb. 2017, at 118, 120, https://hbr.org/2017/01/the-truth-about-blockchain
[http://perma.cc/57XH-TJPE] ([A]dding that “with blockchain, we can imagine a world
in which contracts are embedded in digital code and stored in transparent, shared
databases, where they are protected from deletion, tampering, and revision. In this world
every agreement, every process, every task, and every payment would have a digital
record and signature that could be identified, validated, stored, and shared. Intermediaries
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A blockchain is an open and distributed25 ledger that can record—
manually or automatically—all sorts of transactions between users.26 The
transactions follow a set of algorithms and rules, which are called
computational logic. In theory, each transaction’s existence is seen by all
users, but the “meaning” or purpose of the transaction is kept secret
because the transactions are encrypted.27 Users on either side of the
transaction interact with one another using peer-to-peer transmission, with
communication ocurring directly between them instead of through a
central point. All users are identified by a unique alphanumeric address,
and so a blockchain is said to be pseudonymous. 28
like lawyers, brokers, and bankers might no longer be necessary. Individuals,
organizations, machines, and algorithms would freely transact and interact with one
another with little friction. This is the immense potential of blockchain . . . .”); see also
CLAYTON M. CHRISTENSEN, THE INNOVATOR'S DILEMMA: WHEN NEW TECHNOLOGIES
CAUSE GREAT FIRMS TO FAIL 175 (1997) (defining disruptive technologies as the idea
being that they create new markets and are initially considered inferior by most of an
incumbent’s customers).
24
Iansiti & Lakhani, supra note 23.
25
For the difference between decentralized and distributed applications, see RAVAL, supra
note 21, at 4 (“Distributed means computation is spread across multiple nodes instead of
just one. Decentralized means no node is instructing any other node as to what to do. A
lot of Stacks such as Google have adopted a distributed architecture internally to speed up
computing and data latency. This means that a system can be both centralized and
distributed.”); see also POSNER & WEYL, supra note 12, at 390 (“To understand how the
market solves the ‘very large system of equations,’ you need to know the key ideas of
distributed computing and parallel processing. In these systems, complicated calculations
that no one computer could perform are divided into small parts that can be performed in
parallel by a large number of computers distributed across different geographic locations.
Distributed computing and parallel processing are best known for their role in the
development of ‘cloud computing,’ but their greatest application has gone unnoticed: the
market economy itself.”).
26
SWAN, supra note 3, at vii (“The economy that the blockchain enables is not merely the
movement of money, however; it is the transfer of information and the effective
allocation of resources that money has enabled in the human- and corporate-scale
economy.”).
27
ROBERT P. MURPHY & SILAS BARTA, UNDERSTANDING BITCOIN 52 (2017) (“[I]t’s
possible to hide the ‘meaning’ of a transaction (to the extent that it’s connected to
people’s identities) from everyone except the two parties to it. In contrast, conventional
banking requires that these third parties be able to look up the real owner of an account
and ‘connect the dots’ regarding who transferred what to whom.”).
28
PHIL CHAMPAGNE, THE BOOK OF SATOSHI: THE COLLECTED WRITINGS OF BITCOIN
CREATOR SATOSHI NAKAMOTO 136 (2014) (“Satoshi Nakamoto November 25, 2009,
06:17:23 PM: The possibility to be anonymous or pseudonymous relies on you not
revealing any identifying information about yourself in connection with the bitcoin
addresses you use. If you post your bitcoin address on the web, then you’re associating
that address and any transactions with it with the name you posted under. If you posted
under a handle that you haven’t associated with your real identity, then you’re still
pseudonymous.”); see also DON TAPSCOTT & ALEX TAPSCOTT, A BLOCKCHAIN
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Once they are recorded on the blockchain, information and
transactions are permanent. They are put into blocks and each block
contains the identification (called the “hash”) of the data inside the
previous block. The hash is generated automatically by the blockchain,
making it nearly impossible to modify or hack into a block in the chain
insofar as it will automatically change its hash when any information is
modified. The copy of the blockchain, with a corrupt block, will be
invalidated as such. Because these transactions cannot be changed, it is
said that “unlike Pinocchio, the blockchain doesn’t lie.”29 This theoretical
immutability30 of blockchain presents both a cost and benefit, discussed in
Part II. A. infra with regards to antitrust law.31
Blockchain transactions can be seen by all users because of the
distributed architecture of blockchain system. In principle, each participant
has a copy of the entire blockchain on his computer, providing him with
access to all information and transactions registered on it. Furthermore, no
single participant controls that information; no one is in charge of public
blockchains, and no one may decide unilateraly to alter them. This core
principle of blockchain is the reason why no central point of failure exists.
As a consequence, all damaging effects from one person’s reckless
behavior are limited to that person because only his copy of the blockchain
will be affected and thus, invalidated.32
Lastly, when using a blockchain, every user agrees to a certain set
of procedures, called the protocol, which is governing it.33 Once the
REVOLUTION: HOW THE TECHNOLOGY BEHIND BITCOIN IS CHANGING MONEY, BUSINESS,
AND THE WORLD 94 (Portfolio 2016) (“Satoshi installed no identity requirement for the
network layer itself, meaning that no one had to provide a name, e-mail address, or any
other personal data in order to download and use the bitcoin software.”).
29
TAPSCOTT & TAPSCOTT, supra note 28, at 282.
30
Toshendra Kumar Sharma, How Data Immutability Works in Blockchain?,
BLOCKCHAIN
COUNCIL
(Sept.
5,
2017),
https://www.blockchaincouncil.org/blockchain/data-immutability-works-blockchain
[http://perma.cc/4E3XLNPR].
31
Gideon Greenspan, The Blockchain Immutability Myth, MULTICHAIN (May 4, 2017),
https://www.multichain.com/blog/2017/05/blockchain-immutability-myth
[http://perma.cc/ASG9-LK7L]; see also Making AI/Blockchain/IT Good for Society, 58
ITNOW 66 (2016) (pointing to the “editable blockchain”).
32
Ross Mauri, Three Features of Blockchain that Help Prevent Fraud, IBM (Sept. 19,
2017), https://www.ibm.com/blogs/blockchain/2017/09/three-features-of-blockchain-thathelp-prevent-fraud [https://perma.cc/DYM4-BA2J].
33
CHRIS DANNEN, INTRODUCING ETHEREUM AND SOLIDITY: FOUNDATIONS OF
CRYPTOCURRENCY AND BLOCKCHAIN PROGRAMMING FOR BEGINNERS 3 (Apress 2017)
(“[A] protocol is a system of rules that describes how a computer (and its programmer)
can connect to, participate in, and transmit information over a system or network. These
instructions define code syntax and semantics that the system expects. Protocols can
involve hardware, software, and plain-language instructions.”); see also Bryant Nielson,
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protocol of one blockchain is established, no deviation from it is
theoretically possible unless it is decided by the majority of users. This
immutability participates in creating trust.34
Establishing trust is central to the technology’s viability and the
reason for the technology’s wide adoption. In 1975, Kenneth Arrow stated
that “virtually every commercial transaction has within itself an element of
trust,”35 trust being “an imperfect substitute for information.”36 Blockchain
provides information by granting access to the ledger. By ensuring that
every user has access to the ledger and establishing trust, blockchain also
solves the “Byzantine Generals Problem,”37 according to which computer
systems cannot reach consensus without relying on a central authority.38
Solving this problem is the defining element of blockchain’s potential.39
As a consequence of following the lex cryptographia,40 blockchain can do
everything that a computer does but in a decentralized manner.

Review of the 6 Major Blockchain Protocols, RICHTOPIA (Mar. 2017),
https://richtopia.com/emerging-technologies/review-6-major-blockchain-protocols
[http://perma.cc/LA89-TPLR].
34
VIGNA & CASEY, supra note 21, at 64 (“Blockchain technology doesn’t remove the
need for trust. In fact, if anything it’s an enabler of more trustful relations. What it does
do is widen the perimeter of trust.”); see Sinclair Davidson, Primavera De Filippi & Jason
Potts, Economics of Blockchain, SSRN (2016) (arguing that blockchain is a “kind of
spontaneous order produced by the market by people acting within the rules of the law of
property, tort and contract”).
35
Kenneth Arrow, Gifts and Exchanges, in ALTRUISM, MORALITY, AND ECONOMIC
THEORY 24 (E. Phelps ed. 1975).
36
Richard Posner, The Right of Privacy, 12 GA. L. REV. 393 (1978).
37
CHAMPAGNE, supra note 28, at 77 (“Satoshi Nakamoto Thu, 13 Nov 2008
19:34:250800: The proof-of-work chain is a solution to the Byzantine Generals’
Problem.”). For an explanation of the Byzantine Generals Problem, see Leslie Lamport et
al., The Byzantine Generals Problem, 4 ACM TRANSACTIONS ON PROGRAMMING
LANGUAGES AND SYSTEMS 382, 382 (1982) (“This situation can be expressed abstractly
in terms of a group of generals of the Byzantine army camped with their troops around an
enemy city. Communicating only by messenger, the generals must agree upon a common
battle plan. However, one or more of them may be traitors who will try to confuse the
others. The problem is to find an algorithm to ensure that the loyal generals will reach
agreement.”).
38
AARON WRIGHT & PRIMAVERA DE FILIPPI, DECENTRALIZED BLOCKCHAIN
TECHNOLOGY AND THE RISE OF LEX CRYPTOGRAPHIA (2015).
39
This is the main reason why blockchain is the “fifth disruptive computing paradigm.”
SWAN, supra note 3, at xi; see also KEVIN WERBACH, THE BLOCKCHAIN AND THE NEW
ARCHITECTURE OF TRUST 42–43 (MIT Press, 2018).
40
Wright and De Filippi define the lex cryptographica as “rules administered through
self-executing smart contracts and decentralized (autonomous) organizations.” See
WRIGHT & DE FILIPPI, supra note 13.
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2. Public vs. Private Blockchain
A public blockchain, also called a “permission-less,” or “open,”
blockchain, is a blockchain that anyone can read and on which anyone can
propose new transactions. In most open blockchains, there is no guarding
against bad actors and no access control, thanks in part to the original
influence of the open source and cypherpunk movements.41 Applications
may be added to the network without the approval or trust of others,
allowing the blockchain to function as a platform layer. In practice, some
public blockchains only permit a finite number of actions to be contained
in a transaction, perhaps only allowing their users to send tokens among
them.42 But most public blockchains do not impose such limitations.
Transactions are generally secured by merely requiring new entries to
include a proof of work.43
A private blockchain, also called a “permissioned” blockchain, is a
blockchain that restricts reading permissions to certain participants. The
completion of new transactions is generally limited to a predetermined list
of participants, and the creator of the blockchain does not generally hold a
full copy of the ledger. Private blockchains are subdivided into two
different categories. The first is called “single entity blockchain.” As its
name suggests, a single entity will set up the protocol and run the
blockchain, while reading permission may be public or restricted to certain
participants. The second is called “consortium blockchain.” In such a
blockchain, the consensus process is controlled by a pre-selected set of
nodes. For example, the consensus mechanism could be made of five
companies, each of which operates a node, and to validate a block, three
would have to sign. Regardless of the technical particulars, all consortium
41

Eric Hughes, A Cypherpunk’s Manifesto, ACTIVISM (Mar. 9, 1993),
https://www.activism.net/cypherpunk/manifesto.html [http://perma.cc/R9BK-VWZ5]; see
also Timothy May, The Cyphernomicon, NAKAMOTO INST. (Sept. 10, 1994),
https://nakamotoinstitute.org/static/docs/cyphernomicon.txt
[http://perma.cc/9D9PUSPS]. More generally, see JACK GOLDSMITH & TIM WU, WHO CONTROLS THE
INTERNET? ILLUSIONS OF A BORDERLESS WORLD 29–46 (Oxford Univ. Press 2006).
42
See VIGNA & CASEY supra note 21, at 99 (“How do tokens work? Just as Bitcoin’s
protocol steers users and participants into certain actions that serve the community’s
interest—in its case, creating a secure, reliable ledger that all can trust—the programs
that run tokens incorporate incentives and constraints that encourage certain pro-social
behavior. A new concept—token economics—is emerging. It encapsulates the idea that
we can embed into these “programmable” forms of money a way to steer communities
toward desired common outcomes. Tokens might help us solve the Tragedy of the
Commons. In other words, they could be a big deal.”).
43
To distinguish between proof of stake and proof of work, see Ameer Rosic, Proof of
Work vs Proof of Stake: Basic Mining Guide, BLOCKGEEKS (2017),
https://blockgeeks.com/guides/proof-of-work-vs-proof-of-stake/ [https://perma.cc/8JL7WWGC].
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blockchains operate under the leadership of a group instead of a single
entity.
In addition to private and public blockchains, there are also semiprivate blockchains. Those blockchains are run by a single company that
grants access to any qualified user. The following graphic shows a
representation of these three different blockchains.

In practice, semi-private and private blockchains have multiple
access levels.44 They may, for example, constitute entirely permissioned
blockchains, in which a predefined list of participants with known
identities perform transactions. In other circumstances, they may be less
strict, such that reading transactions, proposing new transactions, or
creating new blocks of transactions may be only partially restricted. This
information is summarized in the table below.

44

For a discussion of hybrid blockchain, see Marc Pilkington, Blockchain Technology:
Principles and Applications, in RESEARCH HANDBOOK ON DIGITAL TRANSFORMATIONS
21 (Edward Elgar ed. 2016) (“The Bank of England is currently reflecting on ways to
implement ‘hybrid systems’ involving distributed ledger technology, also bearing in mind
the idea of a continuum, and raising the issue of remuneration, incentives, and honest
participation, so as to ensure socially efficient outcomes.”).
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3. Consensus and Governance
Blockchains can be classified by the way they achieve consensus.
The consensus mechanism is the general agreement, unanimous by nature,
under which the blockchain operates. Blockchain integrity relies on the
chosen consensus to clear transactions. Together with other potential
mechanisms45 that may be introduced on blockchains in order to regulate
it, they form the governance of the latter.
Most of today’s major public blockchains (e.g., Bitcoin and
Ethereum) currently use the proof of work form of consensus, in which
some users—here called miners—are racing to solve a cryptographic
puzzle in order to be chosen to verify the integrity of transactions.46 The
first to solve it is rewarded by receiving a transaction fee. Many public
blockchains are currently working on developing proof of stake47
consensus achieved by cryptoeconomics and game theory.48
45

See generally WINSTON MAXWELL & JOHN SALMON, A GUIDE TO BLOCKCHAIN AND
DATA
PROTECTION
16
(Hogan
Lovells
2017),
https://www.hlengage.com/_uploads/downloads/5425GuidetoblockchainV9FORWEB.pd
f [https://perma.cc/M257-7QGL] ([S]tating that “off-chain” mechanisms are used to store
confidential information separately on another platform while “sidechains” are parallel
blockchain working alongside the primary one.).
46
See VIGNA & CASEY supra note 21, at 39 (“Consider that Bitcoin is now the most
powerful computing network in the world, one whose combined “hashing” rate as of
August 2017 enabled all its computers to collectively pore through 7 million trillion
different number guesses per second. Well, it would still take that network around 4,500
trillion trillion trillion years to work through all the possible numbers that could be
generated by the SHA-256 hashing algorithm that protects Bitcoin’s data.”).
47
See Vlad Zamfir, Introducing Casper “The Friendly Ghost”, ETHEREUM BLOG (Aug.
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In the words of Ethereum founder Vitalik Buterin, “public
blockchains are secured by cryptoeconomics—the combination of
economic incentives and cryptographic verification using mechanisms
such as proof of work or proof of stake.” With private blockchain,
however, there is generally no mining, no proof of work, and no
remuneration.49 The benefits of private blockchain come from its valuation
and applicability.50 Uses of private blockchain include (1) serving as a
transfer value (currency, securities, votes, industrial patents, Internet of
Things (IoT), stocks, bonds),51 (2) serving as a register to verify the
exchange of products and assets;52 and (3) serving as a smart contract53 by
enabling an automatic program to insert terms and conditions.54
Whoever controls the consensus—also known as the consensus
mechanism—controls the governance of the blockchain.55 The consensus
operates and communicates between network nodes. It creates an
economic incentive structure in some blockchains (including Bitcoin)56
because it creates convergence without coercive action.57 The proof of work
1,
2015),
https://blog.ethereum.org/2015/08/01/introducing-casper-friendly-ghost
[https://perma.cc/6A7Q-JMRX] (“In it, the algorithm attempts to solve these problems by
removing the mining concept entirely and replacing it with another mechanism. With the
proof of stake, the same participant invests $1,000 by directly purchasing the
cryptocurrency of the blockchain then deposits these cryptocurrencies using the proof of
stake mechanism, which will then (pseudo-) randomly assign that participant the right to
produce blocks and receive a reward.”). In short, the so-called “Casper Protocol” is set to
transfer Ethereum from a proof-of-work to proof-of-stake model in the coming months.
48
For instance, Ethereum is said to intend to migrate to proof of stake.
49
Some private blockchains use proof of work and are moving to proof of stake.
50
On the contrary, the main incentive to use public blockchains is that using it brings
value, and value brings profitability.
51
Dominique Guegan, Public Blockchain Versus Private Blockhain, in DOCUMENTS DE
TRAVAIL DU CENTRE D'ECONOMIE DE LA SORBONNE 5 (May 18, 2017),
https://halshs.archives-ouvertes.fr/halshs-01524440/document
[https://perma.cc/85NFV7QS].
52
Id.
53
See Pierluigi Cuccuru, Beyond Bitcoin: An Early Overview on Smart Contracts, 25
INT’L J.L. & INFO. TECH. 179 (2017).
54
Guegan, supra note 51, at 5.
55
Gur Huberman et al., Monopoly Without a Monopolist: An Economic Analysis of the
Bitcoin Payment System 2 (Columbia Bus. Sch. Res. Paper No. 17-92, 2017),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3025604 [https://perma.cc/BQ2Q3PXQ] (“The innovation in Bitcoin’s blockchain design is in the absence of a governing
organization. Rather, a protocol sets the system’s rules, by which all constituents abide.”).
56
See generally NATHANIEL POPPER, DIGITAL GOLD: BITCOIN AND THE INSIDE STORY OF
THE MISFITS AND MILLIONAIRES TRYING TO REINVENT MONEY (Harper 2016).
57
For more on coercive actions on blockchain, see Thibault Schrepel, Collusion by
Blockchain and Smart Contracts, 33 HARV. J.L. & TECH. (forthcoming 2019),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3315182 [https://perma.cc/Q3M9MVFE].
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system incentivizes a solution to the “Byzantine Generals Problem.”58 In
these situations, it is not possible to implement unilateral strategies
regarding the blockchain because there is no central source of power.
However, some blockchains are already implementing new mechanisms on
top of the consensus in order to create more sophisticated governances.59
For instance, Dash, a crypto-currency,60 uses a governance system that
allows its users to vote if they hold tokens.61 Decred62 and Tezos63 are also
crypto-currencies with more centralized governance systems. In fact, one
of Tezos’ main characteristics is its ability to amend its consensus when
necessary.64 Further, more traditional systems such as “off-chain” and
“sidechain” mechanisms65 are in development. The mechanism called BIP
9 already allows Bitcoin developers to probe miners about technical
changes. By doing so, blockchains supplement the sole consensus
mechanism (and create new opportunities for unilateral conduct).
An empirical study of these different types of blockchain
governance should be conducted with antitrust laws in mind once the
blockchain governance systems are more developed. A blockchain’s
ability to implement anticompetitive strategies will vary depending on the
governance system of the blockchain. The day blockchain governance is
entrusted to artificial intelligence,66 even more opportunities to implement
58

Lamport et al., supra note 37, at 382 (“Reliable computer systems must handle
malfunctioning components that give conflicting information to different parts of the
system. This situation can be expressed abstractly in terms of a group of generals of the
Byzantine army camped with their troops around an enemy city. Communicating only by
messenger, the generals must agree upon a common battle plan. However, one or more of
them may be traitors who will try to confuse the others. The problem is to find an
algorithm to ensure that the loyal generals will reach agreement.”). For a technical
analysis of the byzantine agreement, see ROGER WATTENHOFER, THE SCIENCE OF THE
BLOCKCHAIN 33 (CreateSpace 2016).
59
On the subject, see Vitalik Buterin, Notes on Blockchain Governance, VITALIK
BUTERIN’S WEBSITE (Dec. 17, 2017), https://vitalik.ca/general/2017/12/17/voting.html
[https://perma.cc/83WP-QBPK].
60
See DASH, https://www.dash.org [https://perma.cc/3WVH-X2T3].
61
Some of these users, called Masternode, have more power into the community.
62
See DECRED, https://www.decred.org/ [https://perma.cc/VWE7-97DT].
63
L.M. Goodman, Tezos—A Self-Amending Crypto-Ledger, TEZOS (2014)
https://tezos.com/static/papers/white_paper.pdf [https://perma.cc/978T-GZNJ].
64
See id. (“protocol can be amended to reflect virtually any blockchain based
algorithm”).
65
See Zamfir, supra note 47 for a description of developments of “off-chain” and
“sidechain” mechanisms. For a description of this need, see Benito Arruñada & Luis
Garicano, Blockchain: The Birth of Decentralized Governance 1 (2018) (“For blockchain
to fulfill its promise and outcompete centralized firms, it needs to develop new forms of
‘soft’ decentralized governance (anarchic, aristocratic, democratic, and autocratic) that
allow networks to avoid bad equilibria.”).
66
Melanie Swan describes blockchain as a “path to artificial intelligence.” See SWAN,
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such illegal practices will appear, but for now, the technology is not quite
ready yet.
4. From Blockchain 1.0 to Blockchain 3.0
Antitrust concerns about the blockchain platforms and the software
operating on it address different types of anticompetitive practices67: those
that are committed via the blockchain itself as a platform and those that
are committed via the applications working on the blockchain.
Not all blockchains allow a software layer (“layer 2”) to run on top
of the root blockchain (“layer 1”) as described above, but most do.
Ethereum, for example, is a root blockchain that allows any type of
software layer. In fact, Ethereum was specifically built to allow users to
create “smart contracts,”68 or agreements between accounts to
automatically transfer tokens when certain conditions are met.69 Anyone
can upload a program onto this platform and leave it to self-execute
securely.70
These blockchain applications can be distinguished by three
generations of blockchain. The first, blockchain 1.0, is similar to a
currency and includes “cash, such as currency transfer, remittance, and
digital payment systems.”71 The second, blockchain 2.0, is a contract,
including “stocks, bonds, futures, loans, mortgages, titles, smart property,
and smart contracts.”72 This category includes all blockchains allowing
supra note 3, at 26. She contends that “blockchain technology facilitates the coordination
and acknowledgment of all manner of human interaction, facilitating a higher order of
collaboration and possibly paving the way for human/machine interaction. Perhaps all
modes of human activity could be coordinated with blockchain technology to some
degree, or at a minimum reinvented with blockchain concepts.” See id. at 27.
67
Peder Østbye, The Case for a 21 Million Bitcoin Conspiracy 3 (Mar. 7, 2018) (“Most
software implements a rule that only valid transactions are propagated further to the
network. This is however no hard rule, but dependent on users following the protocol.”).
68
See DANNEN, supra note 33, at 3 (“In Ethereum, the protocol is designed for building
decentralized applications, with emphasis on rapid development time, security, and
interactivity.”).
69
Id. at 51 (Smart contracts are therefore not necessarily contracts in the legal sense).
70
TAPSCOTT & TAPSCOTT, supra note 28, at 221.
71
SWAN, supra note 3, at 23–24 (explaining that there are different smart contracts on “a
potential progression to increasingly complex and automated smart contracts.” The first,
Dapp, is an application that runs on the blockchain. DAO, the second, is more complex,
with “a constitution, which would outline its governance publicly on the blockchain, and
a mechanism for financing its operations. DACs are similar to DAOs but organized under
another legal form. The third is called DAS and gathers smart contracts and/or Dapps,
DAOs and DACs.”); see also RAVAL, supra note 21, at 1 (anticipating that Dapp will
someday “become more widely used than the world’s most popular web apps.”).
72
SWAN, supra note 3, at ix.
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applications that enable these financial activities.73 Finally, blockchain 3.0
includes all “applications beyond currency, finance, and markets—
particularly in the areas of government, health, science, literacy, culture,
and art.”74
All major blockchain platforms, even private blockchains such as
Corda and Hyperledger, are open source or offer an open source version.
Therefore, these three types of applications can be developed freely on
most blockchains. Today, it seems unlikely that a closed-source blockchain
platform, in which the code is not public, would succeed.75 Note, however,
that there is no requirement that software be open source.76
To this day, major closed-source software has yet to be created, and
accordingly, this paper mostly focuses on open-source blockchain as a
platform.
B. At War: Competition Between Blockchains and Non-Blockchain
Platforms or Applications
Today, competition between tech companies such as Google,
Facebook, Uber, and Amazon garners significant public attention.77 Soon,
competition between blockchains, but also between blockchains and nonblockchain platforms and applications, may be a topic of great interest as
well.
1. The Token Effect
The competitive pressure between blockchain technologies and
services is high because different foundations and companies aspire to
lead the market. The intensity of that competition means that today’s
dominant blockchains are not secure in their market positions. This section
focuses on the synergies which may help blockchains maintain dominant
market positions. For that purpose, two questions must be asked: can
blockchains benefit from network effects? Is the agglomeration effect of
users different on the blockchain than it is on other kinds of platforms?
This article answers both questions in the affirmative.
73

See id.
Id.
75
Indeed, only open-source blockchain can rely on token effects, which are key to their
growing in a competitive environment, see the discussion of token effects, below.
76
See WERBACH, supra note 39, at 106.
77
See Juan Manuel Sánchez-Cartas, & Gonzalo León, Multisided Platforms and Markets:
A
Literature
Review
(Jan.
2019)
https://www.researchgate.net/publication/325225786_Multisided_Platforms_and_Market
s_A_Literature_Review [https://perma.cc/M6FQ-DLS6].
74
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Network effects are often examined in the literature on digital
sectors.78 These effects are twofold: direct and indirect.79 The theory is
that the more a technology is used, the more new users are encouraged to
join the group.80 This scaling effect, described as Metcalfe’s Law in the
context of information technology, calculates the value of a network to be
approximately proportional to the squared number of users (people plus
machines) that it connects. At a tipping point, once a certain number of
users is reached (called the critical mass point), the value derived from the
product or service is greater than its price, hence the eagerness of new
users to join. And because of that cyclical mechanism, competition is more
difficult. The question is: could blockchain be the way out of existing
network effects? In other words, could blockchain be used to compete
more easily with non-blockchain applications enjoying a strong network
effect? As discussed below, this seems very likely.81
With blockchain, data is public and shared by the distributed
ledger system. This creates an incentive to spread the information about
the existence of the blockchain in order (1) to make it effective against
third parties and (2) to encourage other users to share information on it.82
In the words of Fred Ehrsam;
[O]pen data has the potential to commoditize the data silos
most tech companies like Google, Facebook, Uber,
LinkedIn, and Amazon are built on and extract rent from.
This is great for society: it incentivizes the creation of a
more open and connected world. And it creates an open
data layer for AIs to train on.83
78

See, e.g., Michal S. Gal, The Power of the Crowd in the Sharing Economy, L. & ETHICS
HUM. RTS. (2018), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3154437
[https://perma.cc/44RM-D6JG].
79
Matthew T. Clements, Direct and Indirect Network Effects: Are They Equivalent?, 22
INT'L J. INDUS. ORG. 633 (Apr. 14, 2004).
80
Cf. John M. Newman, Complex Antitrust Harm in Platform Markets, CPI ANTITRUST
CHRON. 3 (May 2017) (“reputation has emerged as one of the most vital facets of
competition in many modern markets”).
81
See Neil Gandal & Hanna Halaburda, Can We Predict the Winner in a Market with
Network Effects? Competition in Cryptocurrency Market, 7 GAMES, at 3 (2016); see also
Abeer El Bahrawy et. al., Evolutionary Dynamics of the Cryptocurrency Market, 4
ROYAL SOC’Y OPEN SCI. 11 (Nov. 2017).
82
See ERIC A. POSNER, LAW AND SOCIAL NORMS 221 (Harv. Univ. Press 2009)
(explaining that Marx and Weber have argued that the market—or, capitalism—
undermines community. Blockchain, driven by capitalism, proves this analysis to be
incorrect).
83
Fred Ehrsam, Blockchains Are a Data Buffet for AIs, MEDIUM (Mar. 6, 2017),
https://medium.com/@FEhrsam/blockchains-a-data-buffet-for-ais-883fd2683eac
[https://perma.cc/3M2A-7YVD].
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The incentive system created on public blockchain also creates a
strong inducement to join quickly, contrary to what happens on digital
platforms outside of the blockchain eco-system.84 Indeed, network effects
are created by a critical mass, meaning that there is a real connection
between the number of users and the utility of the product or service.
Therefore, when the critical mass is not reached, the interest in joining the
network of existing users is low. Blockchains, however, operate
differently because they are “adding financial utility when application
utility is low,”85 as summarized in the following figure:86

This article refers to network effects on blockchains as “token
effects,” and indeed, they operate somewhat differently than network
effects. Token effects are created more easily on blockchain than network
effects off blockchain because of the financial disconnect created between
the incentive to join the service and its utility.87 Initial Coin Offerings,88
84

WERBACH, supra note 39, at 89 (describing how the blockchain eco-system could
provide incentives for users to engage with what could become the next Facebook).
85
Chris Dixon, Crypto Tokens: A Breakthrough in Open Network Design, MEDIUM (June
1, 2017), https://medium.com/@cdixon/crypto-tokens-a-breakthrough-in-open-networkdesign-e600975be2ef [https://perma.cc/DR23-ZNWJ].
86
See id. (illustrating Dixon’s ideas).
87
For instance, Steemit, a decentralized Reddit-like token network, makes payments to
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for instance, incentivize coin holders to make the blockchain well-known
and prosperous as soon as possible.89 Other blockchains give away
tokens,90 which is called an “airdrop.”91 When doing so, they usually
impose several conditions, the most common is the creation of a user
account via a social network92 in order to get access to the new user’s
entire contact list.93 Here, the incentive to join is particularly high when
the value of the tokens is low. This phenomenon is not seen outside of
blockchain because companies would have to give dollars and euros to
attract customers, which would be prohibitively costly.
In short, because of the token effect, blockchain could set up new
rules of competition. Token effects might also explain why public-ledger
currencies have been extremely volatile thus far.94 This raises concerns
users who post and upvote articles.
CHRISTIAN CATALINI & JOSHUA S. GANS, INITIAL COIN OFFERINGS AND THE VALUE OF
CRYPTO TOKENS 3 (2018) (“ICO mechanism allows entrepreneurs to generate buyer
competition for the token, which, in turn, reveals consumer value without the
entrepreneurs having to know, ex ante, consumer willingness to pay.”); see also Paul
Vigna, What’s an Initial Coin Offering? ICOs Explained in 11 Questions, WALL ST. J.
(Oct. 2, 2017, 5:30 AM), https://www.wsj.com/articles/whats-an-initial-coin-offeringicos-explained-in-11-questions-1506936601 [https://perma.cc/HT67-3FZV].
89
See DIRK ZETZSCHE ET AL., THE ICO GOLD RUSH 6 (2018) (offering “a taxonomy of
initial coin offerings”); cf. CHRISTIAN CATALINI & CATHERINE TUCKER, SEEDING THE SCURVE? THE ROLE OF EARLY ADOPTERS IN DIFFUSION 1 (2016) (“We then show not only
that natural early adopters are more likely to reject the technology if they are delayed, but
that this rejection generates spillovers on adoption by their peers who are not natural
early adopters.”).
90
For example, Mstoken, Bethereum, Sharelectric, Xriba, ConcertVR, Blockport, Wr,
Articlex. See What New ICOs are Giving Away Free Tokens Right Now?, QUORA,
https://www.quora.com/What-new-ICOs-are-giving-away-free-tokens-right-now
[https://perma.cc/RM9B-YHWY]. To track them, see AIRDROP ALERT.COM,
https://airdropalert.com [https://perma.cc/AF6P-FLJ8]; see also VIGNA & CASEY, supra
note 21, at 103 (“Brave’s model included a token-issuance strategy for dealing with that
challenge. It set aside a 300 million–strong ‘user growth pool’ to attract new users. There’s
a plan, for example, to deliver a small number of BATs to the integrated Brave wallet
whenever there’s a unique new download of the browser. In this way, the token is designed
as a tool to bootstrap adoption, to foster network effects.”).
91
This is also called a “coin drop.” See SWAN, supra note 3, at 73.
92
See
Kasko2Go
ICO
Review
&
Rating,
TOP
ICO
LIST,
https://topicolist.com/airdrops/kasko2go [https://perma.cc/9UYF-CCY9]; Avinoc Rating
& Review, TOP ICO LIST, https://topicolist.com/airdrops/avinoc [https://perma.cc/YQY5K4DJ].
93
See Rally Airdrop, AIRDROP ALERT.COM, https://airdropalert.com/rally-airdrop
[https://perma.cc/D5QE-C2XH] (asking to “sync your social accounts, Facebook, Twitter,
LinkedIn, Pinterest”).
94
See David S. Evans, Economic Aspects of Bitcoin and Other Decentralized PublicLedger Currency Platforms (Coase-Sandor Inst. for L. & Econ. Working Paper No. 685,
2014) (explaining that in 2014 Bitcoin was “more than 18 times more volatile than the
Euro”). See generally June Ma, Joshua S. Gans & Rabee Tourky, Market Structure in
88
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about the stability of crypto-currencies and, more generally, about the
stability of blockchain. As previously argued, the intrinsic characteristics
of blockchain might cause token effects to be created even faster than
network effects; however, they may also disappear faster. Will blockchain
lead to a new era of “serial monopolies”? It remains to be seen, but the
nature of token effects makes this hypothesis likely.
2. Competition for End Users
The competition that blockchains will pose to traditional
platforms95 due to the token effect is reinforced by the fact that this
technology does not need middle-market companies to run.96 In the words
of Vitalik Buterin, founder of the Ethereum, “blockchains will drop search
costs, causing a kind of decomposition that allows you to have markets of
entities that are horizontally segregated and vertically segregated.”97 It is
then expected that competition will shift to end users, endangering big
tech firms precisely because they are middleman firms in the transactions
they offer. Middleman firms have existed throughout history, but
blockchain could lead to a reduction in their usefulness by helping “selfsovereign identity” to become mainstream.98 Instead of being asked to
Bitcoin
Mining,
NAT’L
BUREAU
ECON.
RES.
(Jan.
2018),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3103104
[https://perma.cc/P9FPDUW2].
95
DARCY ALLEN, CHRIS BERG & MIKAYLA NOVAK, BLOCKCHAIN: AN ENTANGLED
POLITICAL ECONOMY APPROACH 13 (2018) (“The potential significance of crypto-entities
from an entangled political economy perspective cannot be understated. The blockchain
enables virtual start-ups and open-source enterprises to directly compete with entrenched,
conventional-economy incumbents with inflated transactions costs and locked-up
rents.”).
See Mark Zuckerberg, Zittrain and Zuckerberg Discuss Encryption, ‘Information
Fiduciaries’ and Targeted Advertisements, YOUTUBE (Feb. 20, 2019),
https://www.youtube.com/watch?v=WGchhsKhG-A
[https://perma.cc/K3H2-XMZP]
(explaining that a fully decentralized Facebook will soon be technically possible).
96
Although some intermediaries will remain. See DE FILIPPI & WRIGHT, supra note 13, at
8 (“Even though blockchains create increasingly autonomous and potentially lawless
systems, there are still means to shape and control their use and deployment. Blockchains
may reduce the need for intermediaries, but they are unlikely to eliminate them
altogether.”); TAPSCOTT & TAPSCOTT, supra note 28, at 54 (quoting an interview with
Vitalik Buterin, stating “instead of putting the taxi driver out of a job, blockchain puts
Uber out of a job and lets the taxi drivers work with the customer directly.”).
97
TAPSCOTT & TAPSCOTT, supra note 28, at 183 (quoting a September 2015 interview
with Vitalik Buterin).
98
Alex Preukschat, Self-Sovereign Identity—A Guide to Privacy for Your Digital Identity
with Blockchain, MEDIUM (Jan. 11, 2018), https://medium.com/@AlexPreukschat/selfsovereign-identity-a-guide-to-privacy-for-your-digital-identity-5b9e95677778
[https://perma.cc/SYS5-QMZ3].
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“Login with Facebook” on a website, you may one day “Connect with
Bitcoin.”99
As a consequence, there is a potential scenario where “no
intermediary brokered the deal; no social-media network captured the data
from [a] transaction to better target its advertising; no credit bureau
tracked the activity to build a portrait of [an individual’s] financial
trustworthiness.”100 Social media, for instance, could only hold the data
generated by use of the service (such as likes and other activities on the
platform), and in such case, users would keep total control over their data
(including photos, statuses updates, etc.). If this were to happen,
blockchain would greatly diminish the power of existing platforms by
reducing the completeness of their database. This would create
competition on the platform rather than for the platform. It is also
technically possible to store all data (including that generated by the use of
services such as social media) on the user’s private blockchain or across
many hard drives throughout the blockchain network, leaving the product
or service developers with no data in hand.101 The platforms would have to
find new ways to incentivize their users to give access to their data. In
other words, because of blockchain, the business model of digital products
and services may need to be entirely rethought in the coming years.
C. Which Unilateral Practices to Expect: The Crystal Ball
Blockchain poses two problems: it complicates both the
characterization of dominant market positions and the attribution of
liability for anticompetitive practices. This is particularly concerning
because anticompetitive practices are expected on blockchain, as
demonstrated below by analyzing how and why monopolization practices
could be implemented on it.

99

See SWAN, supra note 3, at 35 (explaining that BitID offers “a decentralized
authentication protocol that takes advantage of Bitcoin wallets as a form of identification
and QR codes for service or platform access points. It enables users to access an online
account by verifying themselves with their wallet address and uses a mobile device as the
private-key authenticator”); RAVAL, supra note 21, at 26 (“Due to the recent advancements
in cryptography, a lot of the solutions have been ‘assume a public-key infrastructure.’
Basically, assume that people would be willing to store a private key safely and identity will
be decentralized. Only those with the keys would have access to it. BitAuth is a good
current example of this.”).
100
Steven Johnson, Beyond the Bitcoin Bubble, N.Y. TIMES MAG. (Jan. 16, 2018),
https://www.nytimes.com/2018/01/16/magazine/beyond-the-bitcoin-bubble.html
[https://perma.cc/B7DZ-CQEF].
101
WERBACH, supra note 39, at 238.
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1. The Dominant Position (Relevant Market)
Defining relevant markets—a tool to define the boundaries of
competition between firms taking into account material and geographical
dimensions—on digital markets can be challenging. This is especially true
where services are proposed on “zero-price markets.”102 As a result, the
definition of the relevant market seems to be a legal deception. In fact, it is
hard to imagine that an antitrust authority would withdraw its investigation
against some Internet giants because the dominant position could not be
shown. And yet, the relevant market must be properly defined so that only
the practices of dominant companies will eventually be sanctioned.
Blockchain raises important questions about what exactly a
dominant position is. And because decentralized organizations, like
blockchain, are not recognized as legal entities,103 numerous questions
arise such as, “can a non-entity hold a dominant position?” Can
blockchain create a “monopoly without a monopolist?”104 Lastly, if
blockchain is dominant, which users and/or entities hold that dominant
position? Depending on how a dominant position is characterized, liability
will be assigned in different ways considering the fact that an entity that
holds a dominant position is fully liable for the practices implemented
within it. The same is true for blockchains: the way in which the dominant
position is characterized will determine the scope of liability.
There are a number of characterizations of dominance that could
be applied to blockchains. As far as the material dimension of relevant
markets is concerned, different theories of liability are conceivable.
The first theory of liability would be to consider that all
blockchains hold a dominant position in and of themselves. Excluding all
of the issues related to the characterization of dominance, each
blockchain—as a ledger on which transactions are registered—would
constitute a relevant market. If this were the case, all blockchain users
would be considered co-holders of this dominant position. Accordingly,
the liability for anticompetitive practices would fall on all of them,
creating an inseparable whole. In practice, however, it would be illogical
to consider all blockchain platforms to hold a dominant position while
attempting to prevent the implementation of anticompetitive practices by a
fraction of the users. Retaining such a market definition would
considerably reduce the incentive to use blockchains, since unwitting users
could be held liable for practices performed by third parties unknown to
102

John M. Newman, Procompetitive Justifications in Antitrust Law, 94 IND. L.J.
(forthcoming 2019).
103
DE FILIPPI & WRIGHT, supra note 13, at 143.
104
See generally Huberman et al., supra note 55.
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them. As such, this first way of defining dominant positions should be
rejected.
A second option would be to evaluate the dominance of
blockchains based on the number of users. In this scenario, blockchains
with the most users would be seen as dominant, regardless of the
applications running on each platform. But this poses a problem in terms
of blockchain substitutability, which is central to a market definition. It
follows that the liability for anticompetitive practices would fall on all of
the users. But should the dominant position be characterized by all of the
blockchain users even though they are distinct entities? Should they be
considered to hold a collective dominant position? This would solve the
issue relative to the fact that blockchain is not an entity, and yet, the
possibility must be ruled out. Under European competition law, collective
dominance implies the finding of economic links between undertakings
enabling them to adopt the same line of action on the market.105 Such links
do not exist on blockchain; a tiny fraction of users is interacting with
another tiny fraction of users when they are co-contractors. Other users
simply verify the authenticity of transactions without being involved in
them. This characterization of dominance should therefore be rejected.
A third option would be to evaluate the power of blockchains
based on the number of recorded transactions, revenue linked to the
number of transactions, or the number of blocks. If blockchains are
considered dominant under this standard, they would be entirely liable for
all of their users’ practices. This raises causation problems.106 For
example, the foundations who introduced blockchains do not control how
they are used, nor do they control the information and transactions
published on them. Once again, this third option has an inherent flaw
because blockchains are not necessarily interchangeable. For these
reasons, this third option should be rejected.
A fourth option would be to evaluate the respective market power
of blockchain users, and accordingly, some blockchains would be deemed
dominant if their users are key players on their respective markets. In
short, the market definition would not be linked to the technology of
blockchain but to all different sorts of external markets. This approach
would preserve most users’ interests in using the blockchain as well as
incentivize dominant users to prevent anticompetitive conduct on the
blockchain. And yet, it must be ruled out because it would make the
105

Case C-68/94, France v Comm’n, 1998 E.C.R. 1-1375.
Jeff Miles, Principles of Antitrust Law, AM. BAR ASS’N (2016),
https://www.americanbar.org/content/dam/aba/administrative/healthlaw/01_antitrust_pri
mer_01.authcheckdam.pdf [https://perma.cc/XMF2-W85Y]; see also Hanns A. Abele,
Georg E. Kodek & Guido K. Schaefer, Proving Causation in Private Antitrust Cases, 7 J.
COMPETITION L. & ECON. 847 (2011).
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assessment of market power extremely complex and, above all, would
greatly reduce the legal certainty of blockchain users who would logically
ignore the power of other users on their respect markets.
A fifth option consists of evaluating the dominance of blockchains
based on their type of governance. Accordingly, public blockchains would
compete in one market while private blockchains would compete on a
different market. But this option is unworkable. An open-source platform
can compete with a proprietary platform, and for the same reason, a private
blockchain can compete with a public blockchain. The same could be said
of evaluating the dominance of blockchains based on the type of consensus
each blockchain uses. It only has the merit of showing the need to take into
account the type of service provided by the blockchain.
A sixth, and final option, is the only viable solution. This approach
determines market power based on the type of applications (products and
services) that run on the blockchain as a layer 2.107 The type of blockchain
(1.0, 2.0, or 3.0), which are different strata of smart contracts,108 will then
be at the center of the market definition in which the biface nature of the
market109 will be taken into account by analyzing the functioning of
applications. Notably, layer 1 blockchains as a platform would be part of a
different market because they do not compete with layer 2 applications.
Under this approach, the blockchain market power would be
assessed in comparison with other digital products or services, and
potentially, non-digital alternatives. As a result, blockchain power would
be evaluated the same way online sales can be integrated into the general
sales market (including physical sales). This would address the issue of
what are reasonably effective substitutes. This option follows a more
classical definition of relevant product markets.110
Characterizing a dominant position this way would make it
possible to retain liability only for users who offer, run, or use a dominant
107

A distinction would be further made on whether the blockchain allows the realization
of a service taking place outside of the technology, or whether it provides a service within
the blockchain. In the first case, it will have to be determined whether blockchain can be
integrated into a wider market—as it is the case, for example, with online sales that can
be integrated into the general sales market (including physical sales). In the second case,
only competition between blockchains will have to be evaluated.
108
Namely smart contracts, Dapps, DAOs, DACS, DASs and DASs. See discussion,
supra note 71; see also Max Raskin, The Law and Legality of Smart Contracts, 1 GEO. L.
TECH. REV. 305 (2017) ([D]istinguishing between strong and weak smart contracts “as
defined by the costs of their revocation and modification.”).
109
Jean-Charles Rochet & Jean Tirole, Platform Competition in Two-Sided Markets, 4 J.
EUR. ECON. ASS’N 990 (2003).
110
See for instance case .39740, Google Shopping, 2017 E.C.R. 145, in which the market
definition was establish by comprising the totality of interchangeable products or
services.
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application that has implemented an anticompetitive practice. It would
then allow antitrust authorities to make a distinction between three key
players on the blockchain: developers, users, and miners, depending on
who commits the anticompetitive practice.111
Left unanswered, however, is the question of which elements to take
into account in order to evaluate the power between blockchains running the
same type of applications: the number of users, the number of transactions
recorded, the number of blocks, the revenues, etc. In the Google decision,
the court noted that the European Commission has used market shares by
volume as a proxy for several reasons.
First, market shares by value cannot be computed because
general search services are provided free of charge to the
user. Second, despite its best efforts, the Commission has
been unable to obtain precise and verifiable values regarding
the Revenue Per Search (“RPS”) of the main general search
services. Third, advertisers look at usage shares when
deciding where to place their search advertisements.”112
But are these reasons true for all blockchain platforms? The answer
will depend on how blockchains evolve in the future, but for now, the
answer appears to be no. Thus, all signs suggest that different elements will
have to be taken into account on a case-by-case basis. For example, in some
instances, the number of active users in combination with the revenues113
will be assessed, while in other circumstances, the number of active users
will be compared to the number of transactions.
As far as the geographical dimension of relevant markets is
concerned, it should be stressed that although the language used on
blockchain is universal, some applications may be focused on a local market
while others may compete globally. Here, only a case-by-case analysis is
possible.
In short, establishing a methodology for assessing dominance is
needed insofar as it increases legal certainty for all blockchain players.
Whether such a methodology can be rapidly established remains to be seen.
Furthermore, evaluating market power of a blockchain network creates new
challenges, the extent of which will only be measured in the coming years.
One challenge, for instance, is tied to the absence of central power, and the
111

See Schrepel, supra note 57 (providing an analysis of the three categories of players).
See id. at 275.
113
Also, let us stress the difficulty to compare blockchain revenues when their tokens are
not convertible into the same currency. In addition, the value of tokens fluctuates widely,
which can cause major difficulties in terms of valuation.
112

306

GEORGETOWN LAW TECHNOLOGY REVIEW

Vol 3.2

need to ask the majority of blockchain users to adopt changes, which greatly
mitigate the idea of “power.”114
2. The Abuse of Dominance
This section focuses on unilateral practices that are directly related
to “layer 1” blockchain.115 Practices that originate outside116 a blockchain,
such as the imposition of unfair terms by smart contract117 or the tracking
of products118 are not addressed because they do not pose the same degree
of difficulty and because they are too numerous to be studied in a single
article. The same goes for anticompetitive practices taking place on
“layer 2” blockchains, meaning, on software using blockchain. Still, two
questions remain: (1) does blockchain further enable anticompetitive
practices that are already recognized? And (2) does blockchain give rise to
new anticompetitive practices that are related to the technology? Both
questions may be answered in the affirmative.
This article discusses these different types of unilateral practices:
exploitation, exclusion, and discrimination. This article also distinguishes
between public and private blockchains. Indeed, the governance design of
private blockchains119 allows the platform to be piloted by one or several
114

This is seen, for instance, with Ethereum, which has to convince its own users to adopt
upgrades to the software. See Christine Kim, Ethereum Upgrades as Hard Forks Activate
on Blockchain, COINDESK (Feb. 28, 2019) https://www.coindesk.com/ethereumupgrades-as-hard-forks-constantinople-and-st-petersburg-activate-on-blockchain
[https://perma.cc/SPR7-CMR5]. Note that when a blockchain is changing its functioning
rule, such as the protocol consensus, all blocks validated according to the new rules are
seen by the blockchain software as being invalid. For that reason, all nodes need to
upgrade their software to the new rules.
115
This article does not address cartel issues, for more on that topic, see Cong & He,
supra note 9, at 1 (“Smart contracts can mitigate informational asymmetry and improve
welfare and consumer surplus through enhanced entry and competition, yet the
distribution of information during consensus generation may encourage greater
collusion.”).
116
See Chris Reed, et al., Beyond BitCoin—Legal Impurities and Off-Chain Assets, 26
INT’L J. L. & INFO. TECH. 160 (2018) (explaining how to use the blockchain for assets
which exist outside the blockchain itself).
117
See Kevin D. Werbach & Nicolas Cornell, Contracts Ex Machina, 67 DUKE L.J. 313
(2017) (smart contracts); Cong & He, supra note 9, at 11 (providing a natural functional
definition of smart contracts as “digital contracts allowing terms contingent on
decentralized consensus that are tamper-proof and typically self-enforcing through
automated execution.”).
118
See VIGNA & CASEY, supra note 21, at 148 (tracking could be used to ensure
compliance with a fixed price, for example).
119
Buterin, supra note 59, (“[P]eople who think that the purpose of blockchains is to
completely expunge soft mushy human intuitions and feelings in favor of completely
algorithmic governance (emphasis on “completely”) are absolutely crazy.”).
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users who are not purely relying on the consensus mechanism. The same
is not true of public blockchains, and for that reason, there is no real
possibility of implementing unilateral strategies on public blockchains
unless they have been designed in such a way from the day they are
created. As things stand, anticompetitive practices are then more likely to
be found on private blockchains. However, because most blockchains are
currently working on the introduction of sophisticated governance
systems,120 this article takes a step ahead of the currently deployed
technology and describes unilateral strategies that will be implemented on
public blockchain once new governance systems are democratized.121
Even though it was hacked, TheDAO122 demonstrates the type of
programmable organizational governance that is possible on a
blockchain,123 such as off-chain and “sidechain” mechanisms.124
Governance systems will exist on a spectrum from those permitting easy
modifications of governing rules to those with stricter forms of
governance control.
The table below helps to identify which kinds of unilateral
practices are the most likely to occur, understanding that damage to the
consumer must be proven on a case-by-case basis for all of them, as it
cannot be presumed. The table will have to be revised depending on the
evolution of the blockchain technology in the years to come but can
nonetheless be used as a first canvas. Here is an estimate of how likely the
following anticompetitive practices will soon appear:

120

See discussion, supra Part I.A.3; see also Fred Ehrsam, Blockchain Governance:
Programming
Our
Future,
MEDIUM
(Nov.
27,
2017),
https://medium.com/@FEhrsam/blockchain-governance-programming-our-futurec3bfe30f2d74 [https://perma.cc/9Y4U-ZA49]; Vlad Zamfir, Against On-Chain
Governance, MEDIUM (Dec. 1, 2017), https://medium.com/@Vlad_Zamfir/against-onchain-governance-a4ceacd040ca [https://perma.cc/6CV9-SCWT]; Buterin, supra note 59.
121
See DE FILIPPI & WRIGHT, supra note 13, at 137 (demonstrating that so far,
blockchains are “managed primarily by distributed consensus—using smart contracts to
aggregate the votes or preferences of token holders”).
122
The DAO is a participatory investment fund operating on the Ethereum. It takes the
name of DAO (“decentralized autonomous organization”), but it must be distinguished
from it.
123
DE FILIPPI & WRIGHT, supra note 13, at 138 (“TheDAO represented the first
signifficant experiment with programmable organizational governance. Following the
example of TheDAO, other blockchain-based organizations have emerged—including
Digix.io and MakerDAO—which operate using a consensus-based governance model.”).
124
See id.
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Before analyzing these unilateral practices in greater detail, two common
patterns deserve emphasis. First, all information and transactions recorded
on public blockchains are, to some extent, visible by all,125 which this
article calls the “visibility effect.”126 As for private blockchains, the
transactions are only visible to its users if they are designed that way.127
Therefore, the number of anti-competitive practices may be lower on
public blockchains than in other tech markets, precisely because public
blockchains create greater transparency between users.128 Accordingly,
125

Most of the data put in the blockchain is encrypted so that only people with the right
keys can decrypt it. However, the “visible effect” remains the rule and the protocol design
is visible by all. Therefore, when anticompetitive practices are set up in the blockchain,
that information is visible. Only the manifestation of that practice may be encrypted.
126
For an example with a random wallet address, showing how easy it is to check up
every incoming and outgoing transaction from a known wallet, see Bitcoin Address
1439q4Na8v88kPBqoyg8F4ueL9SYr8ANWj,
BLOCKCHAIN.COM,
https://blockchain.info/address/1439q4Na8v88kPBqoyg8F4ueL9SYr8ANWj
[https://perma.cc/H7D7-U92J].
127
Privacy blockchain- based cryptocurrencies widely use "zero knowledge proof,"
which provides trust. Trust in the system is also ensured by the fact that transactions are
visible by all users. The more there are, the more trust there is in the blockchain and the
higher its utility. It is therefore uncertain whether private blockchains will, in the future,
make transactions non-visible.
128
SUN TZU, THE ART OF WAR 25 (Yuan Shibing trans., 1998). As stated by Sun Tzu, “what
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one should expect that because transactions can be seen by all users on the
blockchain, the inherent transparency creates a disincentive to implement
anti-competitive practices in the first place, thereby reducing their
occurrence. But vigilance is required because unilateral practices won’t
entirely disappear due to blockchain second pattern, known as the “opacity
effect.” On blockchain, all transactions are encoded,129 and the identity of
blockchain users is protected by pseudonymity. As a consequence, the
existence of a transaction may be visible, but the nature and purpose of
the transaction are unknown to outsiders, which makes the interaction
between users more opaque. This “opacity effect” is even stronger on
private blockchains where the content of the blockchain is kept secret to
outsiders.
To demonstrate which unilateral practices could be implemented
on blockchain, hypothesize company X operating in a digital market. X
decides to diversify its activities and creates a private blockchain to do so.
X designs the blockchain so that X can choose which users may access the
blockchain, which operations the users can perform on it, and which
protocol will govern the blockchain. X has the power to change these
settings at any time. To generate revenue, X has developed a new
professional social network called TrustJobs, that operates as a layer 2 on
its blockchain. TrustJobs enables users to either post job offers and/or
apply to them. At each stage of the recruitment process—from the first
interview to the acceptance or refusal of an offer—a smart contract is
recorded on the blockchain. Everything is conveniently automated, but the
registration of each of these transactions has a cost that the users looking
for candidates pay for with tokens. After a while, this application attains
great success, and X realizes that some of its competitors are using
TrustJobs to recruit candidates that will enable them to better compete
with X. In response, X implements an anticompetitive strategy.
i.

Exclusionary Abuses

1. Refusal to deal.130 First, a company like X might simply refuse to do
business with a rival. Refusal to deal is a common practice outside
is of supreme importance in war is to attack the enemy’s strategy.”
See WERBACH, supra note 39, at 45.
130
For a general overview on European refusal to deal, see Case C-7/97, Oscar Bronner
v. Mediaprint Zeitungs und Zeitschriftenverlag, 1998 E.C.R. I-7796; Cases T-374/94, T375/94, T-384/94, and T-388/94, European Night Servs. Ltd. (ENS) v. Commission, 1998
E.C.R. II-3141; Case T-301/04, Clearstream Banking AG v. Comm'n, 2009 E.C.R. II3155. In short, refusing to provide access to a facility is abusive if it is likely to eliminate
all competition on the secondary market, if access is indispensable for entering the
market in question, and if access is denied without any objective justification. For an
129
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blockchains, but it is expected to be more rare within blockchains, at least
when it comes to public blockchains. A refusal to grant access to a
blockchain would have to be implemented within its governance design,
which is otherwise coded to allow public access. No deliberate or
exclusive user selection is necessarily possible. Accordingly, refusal to
deal can only be made possible by modifying the access rules themselves.
Exclusionary strategies, then, are inconsistent with the inherent nature of
public blockchains, and the blockchains implementing them will no longer
properly be “public” blockchains.
By way of contrast, the refusal to grant general access is an
essential characteristic of private blockchains.131 Within such
permissioned blockchains, users can restrict who can enter and who can
create smart contracts.132 Going back to the TrustJobs example, company
X is running a private blockchain and may refuse access to competitors Y
and Z. Furthermore, even if X granted access to Y and Z, X could change
its original decision or, alternatively, could engage in a refusal to deal
scheme by means of (1) preventing some users from reading the
information on the blockchain, (2) forbidding them from proposing new
transactions on the blockchain, or (3) keeping them from validating
blocks. Per IBM:
[A] private blockchain network requires an invitation and
must be validated by either the network starter or by a set
of rules put in place by the network starter . . . The access
control mechanism could vary: existing participants could
decide future entrants; a regulatory authority could issue

overview of American refusal to deal, see Verizon Comm. Inc. v. Law Offices of Curtis V.
Trinko, LLP, 540 U.S. 398 (2004), in which the court suggested that a refusal to deal
motivated solely by a desire to eliminate competition, with no other purpose, might
constitute illegal monopolization. To establish liability under the essential facilities
doctrine, a plaintiff must show that the monopolist holds control over the essential
facility, the plaintiff’s inability to duplicate the essential facility, the denial of use of the
facility, and the feasibility of providing access to the facility.
131
The refusal to grant access to the blockchain could be an abuse of dominant position if
decided by one company, but it could also be a cartel if the blockchain is run by a
consortium.
132
DE FILIPPI & WRIGHT, supra note 13, at 31. (“A number of alternative ‘permissioned’
blockchains have emerged. These blockchains rely on a peer-to-peer network, but they
are not open for anyone to join. Rather, a central authority or consortium selects the
parties permitted to engage in a blockchain-based network, imposing limits on who can
access or record information to the shared database. Consortium members ultimately
control membership, thus creating an environment where each party on the network is
known or somewhat trusted.”).
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licenses for participation; or a consortium could make the
decisions instead.133
Such a refusal to grant access bears similarity to the issue of
standard essential patents. Obtaining a license to such patents is deemed
essential in order to compete on the market, and for that reason, holders of
such patents are strongly encouraged to license them on fair, reasonable,
and non-discriminatory (FRAND) terms so as to avoid any breach of
antitrust law. One can therefore imagine the development of similar case
law in which private blockchain holders will have no choice but to grant
access to their blockchains on reasonable and non-discriminatory terms if
access to the blockchain is deemed essential to compete. For that reason, a
firm that runs an essential private blockchain might soon be prohibited from
setting certain access terms which create a strong exclusionary effect. In
fact, blockchain gatekeepers (the ones in control of private blockchains)
should already consider whether refusing access to third parties is compliant
with antitrust law.134
In the United States, Trinko135 made it clear that the profit sacrifice
test should be applied to refusal to deal cases in assessing the legality of the
practice at issue. Referring to Novell v. Microsoft, the court found
“willingness to forsake short-term profits to achieve an anticompetitive end”
as a key element of finding liability.136 However, the sole fact of proving
that a company has sacrificed its profits is insufficient to show a
violation.137 For instance, a company may want to temporarily waive its
profits in order to build customer loyalty, which is not necessarily
anticompetitive. Moreover, this test assumes that all practices that do not
generate any profit in the short, medium, or long term are necessarily
anticompetitive, which might lead to numerous types of errors (wrongful
conviction of a pro-competitive practice). Finally, it wrongly gives a free
pass to all anticompetitive practices in which the losses incurred are
immediately recovered.138 For all these reasons, this test is ineffective.
133

Praveen Jayachandran, The Difference Between Public and Private Blockchain, IBM
(May 31, 2017), https://www.ibm.com/blogs/blockchain/2017/05/the-difference-betweenpublic-and-private-blockchain/ [https://perma.cc/E3P7-N4RU].
134
Blockchain: Competition Issues in Nascent Markets, NORTON ROSE FULBRIGHT (Nov.
2016), http://www.nortonrosefulbright.com/knowledge/publications/143554/blockchaincompetition-issues-in-nascent-markets [https://perma.cc/7LUH-KLPJ].
135
See Verizon Comm. Inc. v. Law Offices of Curtis V. Trinko, LLP, 540 U.S. 398, 408
(2004).
136
Novell, Inc. v. Microsoft Corp, 731 F.3d 1064, 1076–77 (10th Cir. 2013).
137
See Steven Salop, Exclusionary Conduct, Effect on Consumers, and the Flawed ProfitSacrifice Standard, 73 ANTITRUST L.J. 311, 330 (2006).
138
See Gregory J. Werden, The No Economic Sense Test for Exclusionary Conduct, 31 J.
CORP. L. 293, 300 (2006).

312

GEORGETOWN LAW TECHNOLOGY REVIEW

Vol 3.2

In Europe, the “as-efficient-competitor” test, asking whether an
equally efficient rival could compete in the presence of the challenged
practice, is often used in cases of refusal to deal.139 In addition to intractable
difficulties in determining what “efficiency” means and how to evaluate it,
another difficulty could appear when blockchain creators are solely engaged
in providing a blockchain without operating in any other market. In such a
situation, comparing the efficiency of the company asking to access the
blockchain with the company refusing to grant access is made impossible.
Plus, when the blockchain gatekeeper is more efficient than all of its
competitors within a given market, the application of this test would give it
a free pass to refuse to grant access to any of its competitors.
Instead, the “no economic sense” test is best suited to the blockchain
context. Under this test, a practice may only be sanctioned if it tends to
reduce or eliminate competition and provides a benefit to the dominant firm
solely because of its tendency to reduce or eliminate competition. This test
can also be adapted to study issues that can occur on blockchain.140 If a trier
of fact suspects that some of the effects created by a practice are pro- or
anticompetitive, he must determine whether it is possible to distinguish
between all the modifications made to the product, here the blockchain or
the smart contract,141 and identify the economic justification for each. The
application of this test thus makes it possible to evaluate accurately the proor anticompetitive nature of exclusion from the blockchain. Therefore, this
test is best suited for evaluating refusals to grant blockchain access for
anticompetitive motives. Yet, it remains to be seen if courts will apply this
test in such cases.
2. Tying/bundling. Tying is the practice of subjecting the sale of one product
(or service) to additional sales or obligations.142 Tying may also entail
subjecting a contract to the acceptance of supplementary obligations that
have no connection with the original subject of the contract. Blockchain
139

See 2009 O.J. (C45) 2, 85.
Thibault Schrepel, The “Enhanced No Economic Sense Test”: Experimenting With
Predatory Innovation, 7 N.Y.U. J. INTELL. PROP. & ENT. L. 30 (2018) (explaining how
this test could be applied to platforms and technologies).
141
On how to modify smart contracts, see Raskin, supra note 108, at 326–27.
142
For an overview of tying, see Case 3/37.792, Microsoft Corp., Comm’n Decision
(Apr. 21, 2004). For American cases, see Jefferson Parish Hosp. District No. 2 v. Hyde,
466 U.S. 2, 1 (1984); United States v. Microsoft Corp., 253 F.3d 34 (D.C. Cir. 2001).
Though the U.S. seemed to adopt the rule of reason after Illinois Tool Works Inc. v.
Independent Ink, Inc., 547 U.S. 28 (2006), “the general per se rule for tying arrangements
when market power is present very likely still survives,” per Herbert J. Hovenkamp, The
Rule of Reason, 70 FLA. L. REV. 81, 96 (2018). For more on bundling, see Nicholas
Economides & Ioannis Lianos, Elusive Antitrust Standard on Bundling in Europe and in
the United States in the Aftermath of the Microsoft Cases, 76 ANTITRUST L.J. 483 (2010).
140
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may be used to implement such strategies by subjecting its use to the
creation of an account on another platform or to the showing of tokens. This
could be seen as anti-competitive.143
Tying/bundling is unlikely to be seen on public blockchains. Indeed,
this type of blockchain can be freely accessed or used; accordingly,
submitting it to the use of another product or blockchain is unlikely. To this
extent, and given the difficulty of modifying public blockchains, it is
unlikely that such practices would be seen on public blockchains because
tying or bundling practices would have to be incorporated into the
governance design from the day of the blockchain’s creation. Also, such
strategies can lead to a reduction in the potential number of users. Precisely
because tied sales and the creation of token effects do not mix well, the
modification of the blockchain in order to implement such practices is even
more unlikely.
On the other hand, private blockchains may, if created by for-profit
companies, have an interest in imposing tying or similar practices. This
may be the case, for example, for a company that requires an account on
another platform to connect to its blockchain or to get tokens.144 Returning
to the TrustJobs example, X may require an account created on the service
it offers outside the blockchain to connect to its application. This may be
counterbalanced by the desire to create a network effect, but such
balancing is necessarily more limited than it would be on a public
blockchain. Tied sales are therefore expected on private blockchains.145
3. Predatory innovation. Innovation is “the implementation of a new or
significantly improved product (good or service).”146 Accordingly, when
the blockchain governance is modified, it could be seen as an innovative
practice. In fact, where there is innovation, there is a risk of predatory
innovation: “the alteration of one or more technical elements of a product
to limit or eliminate competition.”147 Predatory innovation appears at first
to mirror authentic innovation—it is, after all, a new version of a product
or technology—but it is not innovative because it does not bring any real
improvements to consumers. In short, predatory innovation encompasses
all anticompetitive strategies that, under the guise of being real
143

For example, a blockchain application call Omnity asks for an Ethereum Wallet
Address.
See
Omnity
Round
2
(OM),
AIRDROP
ALERT.COM,
https://airdropalert.com/omnity-round-2-airdrop [https://perma.cc/RX5S-4SHY].
144
Id.
145
It will still be necessary, however, to demonstrate the anticompetitive effect.
146
OECD & EUROSTAT, OSLO MANUAL: GUIDELINES FOR COLLECTING AND
INTERPRETING INNOVATION DATA 146 (3rd ed. 2005).
147
Thibault Schrepel, Predatory Innovation: The Definite Need for Legal Recognition, 21
SMU SCI. & TECH. L. REV. 19, 22 (2018).
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innovations, aim at eliminating competition without benefiting consumers
or users.
While the initial choice of the public or private nature of a
blockchain should be exempt from antitrust scrutiny,148 the type of
governance that is chosen implicates the likelihood of anticompetitive
practices. What is particularly worrisome is that current legal concepts are
blind to the full extent of predatory innovation.149
Predatory innovation is expected on private blockchains, which
highlights the need to tackle this practice using an effective regime.150 In
the words of Ethereum creator Vitalik Buterin, “the consortium or
company running a private blockchain can easily, if desired, change the
rules of a blockchain, revert transactions, modify balances, etc.”151 This
may lead to predatory innovation, which should be more common on
private blockchains where a change in the rules is easy and does not
require any approval from the users.152 Private blockchains can indeed
modify their governance design any time, since they do not need to
convince users to adopt the change. The TrustJobs example shows how X
may modify its blockchain in order to eliminate Y and Z.
Predatory innovation might even become a common practice on
blockchain for several reasons. First, predatory innovation can be
implemented at no cost by simply modifying the blockchain code. Its
implementation can also be very fast, as interactions and validations via
blockchain usually only take a few seconds or a few minutes at most.
148

Hanno F. Kaiser, Are “Closed Systems” an Antitrust Problem?, 7 COMPETITION POL’Y
INT’L 91, 102–03 (2011).
149
Two concepts are generally used to analyze what may be considered predatory
innovation—tying (see Telex Corp. v. Int’l Bus. Machs. Corp., 367 F. Supp. 258, 347
(N.D. Okla. 1973); United States v. Microsoft Corp., 253 F.3d 34 (D.C. Cir. 2001)) and
leveraging (see C.R. Bard, Inc. v. M3 Sys., Inc., 157 F.3d 1340 (Fed. Cir. 1998)). See also
Richard S. Markovits, Economics and The Interpretation and Application of U.S. and
E.U. Antitrust, 61 ANTITRUST BULL. 3, 19 (2014); Alan Devlin. & M. Jacobs,
Anticompetitive Innovation and the Quality of Invention, 27 BERKELEY TECH. L.J. 1
(2012). But their attendant analyses are ineffective in the blockchain context. Tying is
inoperative because in the example only one product is involved. Leveraging analysis,
which consists of analyzing whether a firm with market power exerts such power on
another market, is also unhelpful because it requires two separate markets where a single
blockchain only presents one. And leveraging analysis is also ineffective when only one
competitor is foreclosed but a wide competitive field remains active.
150
See Schrepel, supra note 147, at 55.
151
Vitalik Buterin, On Public and Private Blockchains, ETHEREUM BLOG (Aug. 6, 2015),
https://blog.ethereum.org/2015/08/07/on-public-and-private-blockchains/
[https://perma.cc/38UK-UFM8].
152
In fact, using a “godmode,” the blockchain owner can freeze any account or move the
funds away, but chances are that people will eventually discover it and sell all the stocks,
securities, or tokens.
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Additionally, although transactions and modification are not invisible on
public blockchain, they can be on private blockchains. And predatory
innovation on blockchain can have a radical effect by allowing for the
exclusion of targeted users who are also competitors. Lastly, predatory
innovation practices can take different forms with multiple effects beyond
mere exclusion from the blockchain. A company that owns a private
blockchain can modify its governance design so that a user’s access is
simply denied or so that the user can no longer read all the information on
the blockchain, register transactions, or take part in the block validation
process.
As far as public blockchain are concerned, predatory innovation
could be implemented if a new governance design is adopted by a majority
of the miners. This, however, seems unlikely. First, any change to public
blockchain governance design requires coordination and consensus among
all of the stakeholders.153 Second, it is impossible to replace the original
blockchain.154 When the governance design is modified, a “hard fork” is
created,155 a copy of the ledger is made, and miners switch their hardware
to the new governance design. If they do not, the software running under
the old rules sees the blocks produced according to the new rules as
invalid.156 For that reason, as the community on public blockchains grows,
it becomes increasingly difficult to reach a consensus on changing
governance.157 And yet, future introduction of new governance models
using off-chain and sidechain mechanisms in public blockchain may
reduce these difficulties and therefore facilitate predatory innovation.

153

No rule, however, is set in stone. They can all be modified with a broad consensus.
This subject is still being discussed. The role of a hard fork depends on the governance
system. Some blockchains, according to the chosen governance, will allow a modification
of governance without the creation of hard forks.
155
See Joon Ian Wong & Ian Kar, Everything You Need to Know about the Ethereum Hard
Fork, QUARTZ (July 18, 2016), https://qz.com/730004/everything-you-need-to-knowabout-the-ethereum-hard-fork [https://perma.cc/RE3N-FNKM].
156
This creates a situation in which the original blockchain is split into multiple
blockchains. To read about the Ethereum “hard fork,” see Kevin D. Werbach, Trust, but
Verify: Why the Blockchain Needs the Law, 33 BERKELEY TECH. L.J. 487 (2018)
[hereinafter Werbach, Trust, but Verify] (“Whether or not the Ethereum Foundation made
the right call, . . . the controversy raised questions that could not be answered within the
framework of the blockchain. They required appeal to some higher-level principles. The
viability of trustless trust is ultimately a matter of governance.”).
157
Patrick Murck, Who Controls the Blockchain?, HARV. BUS. REV. (Apr. 19, 2017),
https://hbr.org/2017/04/who-controls-the-blockchain [https://perma.cc/EKK6-KWWT].
Nevertheless, let us note that the future introduction of new governance models using offchain and sidechain mechanisms in public blockchain may reduce these difficulties and
therefore facilitate predatory innovation.
154
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So, on the one hand, predatory innovation is subjected to legal
analyses that are ill-adapted, especially to the blockchain context.158 On
the other hand, predatory innovation remains one of the most anticipated
and dangerous anticompetitive strategies that can be implemented on
private blockchain. This should raise questions about the need to adapt
current legal rules in this regard.
4. Predatory pricing. Attempting to drive a smaller competitor out of the
market by systematically undercutting its prices is another anticompetitive
practice.159 On blockchain, pricing occurs mainly in the form of costly
transaction fees when a user is submitting a transaction to be registered into
the chain.160 Predatory pricing is very unlikely on public blockchains
because it would only be possible if enough users could be convinced to
change the governance structure to facilitate such a change.
The situation is quite different for private blockchains. Private
blockchains can change the protocol anytime without having to convince
anyone to adopt the change. Accordingly, since the protocol can be changed
easily, the pricing can also be changed easily in response to competitor
pricing. One could imagine, accordingly, that one private blockchain may
offer its users very low transaction fees in an attempt to eliminate competing
blockchains from the market. The test related to the analysis of predatory
pricing, taking into account average variable costs, would then apply.
5. Margin squeeze. Another related practice occurs when a vertically
integrated dominant company operates on upstream and downstream
markets and sets the upstream price high enough so that companies are
unable to sustainably compete in the downstream market.161 Public
158

See Schrepel, supra note 140.
In the European Union predatory pricing is considered abusive if the prices charged by
the dominant undertaking are below average variable costs or if the prices charged by the
dominant undertaking are below average total costs and they are set as part of a plan for
eliminating a competitor. See Case C-202/07 P, France Télécom v. Comm’n, 2009 E.C.R.
I-2369. In the United States, in order to establish predatory pricing, the plaintiff must
show below-cost pricing and a dangerous probability of recoupment by the monopolist
once the rival has been driven from the market. See Brooke Group Ltd. v. Brown &
Williamson Tobacco Corp., 509 U.S. 209, 223–24 (1993).
160
See
How
Do
Ethereum
Smart
Contracts
Work?,
COINDESK,
https://www.coindesk.com/information/ethereum-smart-contracts-work/
[https://perma.cc/74G6-D73W]; see also DANNEN, supra note 33, at 47.
161
COMM’N OF THE EUROPEAN COMMUNITIES, GUIDANCE ON THE COMMISSION'S
ENFORCEMENT PRIORITIES IN APPLYING ARTICLE 82 EC TREATY TO ABUSIVE
EXCLUSIONARY CONDUCT BY DOMINANT UNDERTAKINGS 80 (Dec. 3, 2008),
http://ec.europa.eu/transparency/regdoc/rep/1/2008/EN/1-2008-832-EN-F1-1.pdf
[https://perma.cc/V7EC-C3TF] (asserting that margin squeeze occurs when a dominant
undertaking may charge a price for the product on the upstream market which, compared
159
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blockchains, by definition and by way of contrast, are horizontal. It is
therefore very unlikely for a margin squeeze to be implemented on public
blockchains.
The case is different, however, for private blockchains. Because
they allow income-generating applications while maintaining a financial
interest on the platform layer, one can imagine that a strategy of margin
squeezing could be implemented. Doing so would require that the
dominant company—here the blockchain gatekeeper—changes the price it
charges in the upstream market (i.e. the blockchain platform). In the
development phase of blockchain, such a strategy seems unlikely, but it
will have to be closely monitored in the years to come.
6. Exclusive dealing. Another practice is the formation of agreements under
which customers are contractually required to purchase particular goods or
services exclusively from a dominant company.162 Such terms could be
included in the user agreement which is signed before using the
blockchain.163 It seems unlikely that such exclusive dealing will be imposed
on a public blockchain because it would imply integrating such a term from
the start. Moreover, once a transaction is registered on a blockchain, users
have little interest in registering the transaction on another blockchain
because doing so is costly. The technology itself, thus, reduces the incentive
to use several blockchains for the same transaction.
The situation is quite different for private blockchains. Foreclosing
competitors is an efficient way to increase the overall blockchain price for
users and developers. Moreover, private blockchains have an interest in
increasing their level of attractiveness by obtaining data that they alone can
provide. In the TrustJobs illustration, for instance, X may want to be the
to the price it charges on the downstream market, does not allow even an equally efficient
competitor to trade profitably in the downstream market on a lasting basis.); see also
Case C-52/09, Konkurrensverket v. TeliaSonera Sverige AB 2011 E.C.R. I-527; Case C280/08 P, Deutsche Telekom AG v. Comm’n 2010 E.C.R. I-9555; Case C-295/12,
Telefónica and Telefónica de España v. Comm’n 2013 E.C.R. 619. In the United States, a
margin squeeze does not constitute an independent cause of action under Section 2 of the
Sherman Act. See Pac. Bell Tel. Co. v. LinkLine Commc’ns, Inc., 555 U.S. 438 (2009).
162
For an overview of exclusive dealing, see Case T-155/06, Tomra Sys. ASA & Others
v. Comm’n 2010 E.C.R. II-4361, and Case C-413/14 P, Intel Corp. v. Comm’n, 2017
E.C.R. 632. In the United States, exclusive dealing may constitute a violation of Section
2 of the Sherman Act if it forecloses competitors from accessing the market. The D.C.
Circuit held that “a monopolist’s use of exclusive contracts, in certain circumstances, may
give rise to a § 2 violation even though the contracts foreclose less than the roughly forty
percent or fifty percent share usually required in order to establish a § 1 violation.”
United States v. Microsoft Corp., 253 F.3d 34, 70 (2001).
163
For an example, see Ethereum Foundation, Legal Agreement, ETHEREUM.ORG,
https://www.ethereum.org/agreement [https://perma.cc/57TB-G4NU].
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only company listing some type of job offers. To this end, TrustJobs might
want to impose exclusive dealing at the entry point of its blockchain. For
this reason, it is highly likely that exclusive dealing practices will be
implemented on private blockchains.
7. Rebates. Yet another related practice is to grant retroactive rebates or
rebates that are conditional on a customer obtaining all or most of its goods
or services from the dominant actor.164 Because all practices are recorded
and visible on public blockchains, one user’s discount will be visible to all
and granting loyalty rebates or discounts could lead to push-back from users
who do not benefit from such a discount. This is more likely to occur if such
benefits are perceived as unjustified by other users. Public blockchains
therefore push for equal treatment of all users when there is no reason to
differentiate among them.
Private blockchains do not necessarily benefit from this “visibility
effect” because they can determine what information is visible to each user.
They may also have a greater commercial incentive to attract reputable
users by offering discounts. In the TrustJobs example, X may want to give a
discount on transaction registration fees to some big users. Rebates are,
therefore, expected to arise on private blockchains.
ii.

Exploitative Abuses

This section is intended to describe how exploitative abuses could
be implemented on blockchain. It should be noted that this type of abuse is
theoretically not prohibited under U.S. law, which only punishes
exclusionary abuses. But some of these exploitative practices are
identified and prohibited in practice,165 especially when they are related to
intellectual property and digital markets.166
164

For an overview of loyalty rebates, see Case C-413/14 P, Intel Corp. v. Comm’n, 2017
E.C.R. 632; Case 85/76, Hoffmann-La Roche and Co. AG v. Comm'n, 1979 E.C.R. 461;
Case T-228/97, Irish Sugar v. Comm’n, 1999 E.C.R. II-2975; Case T-219/99 British
Airways v. Comm’n, 2003 E.C.R. II-5925. In the United States, discount and rebate
scheme programs can violate Section 2 of the Sherman Act. See LePage’s Inc. v. 3M, 324
F.3d 141, 157 (3d Cir. 2003); Cascade Health Sols. v PeaceHealth, 502 F.3d 895, 905 (9th
Cir. 2007); Eisai Inc. v Sanofi-Aventis U.S., Civil Action No. 08-4168, 2014 WL
1343254, at *12 (D.N.J. Mar. 28, 2014).
165
See THORSTEN KÄSEBERG, INTELLECTUAL PROPERTY, ANTITRUST, AND CUMULATIVE
INNOVATION IN THE EU AND THE U.S. 73 (2012).
166
See Harry First, Exploitative Abuses of Intellectual Property Rights, in THE
CAMBRIDGE HANDBOOK OF ANTITRUST, INTELLECTUAL PROPERTY, AND HIGH TECH 222,
223, 241 (Roger D. Blair & D. Daniel Sokol eds., 2017) (“It is the standard view in the
United States that . . . antitrust law does not reach acts of exploitation by a monopolist . . .
.[W]ithout denying this substantial divergence in general between the United States and
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Exploitative abuse entails directly or indirectly imposing unfair
conditions on existing customers or suppliers.167 Such abuses could be
created by the creation of a dual blockchain environment, one for those
who pay the most and one for those who pay less and whose transactions
may lag behind as a result.168 In the TrustJobs example, X may impose
unfair conditions which users are unwilling to pay to gain visibility on
TrustJobs. In fact, the rise of the term “fairness” in the European
Commission’s language,169 whose definition and scope are still
undefined,170 could be seen as a sign of European willingness to tackle all
exploitative abuse practices more aggressively. In its Impact Assessment
entitled Fairness in Platform-to-Business Relations,171 the European
Commission identified several issues related to platforms. These include
the guidance that “businesses cannot negotiate terms and conditions,
the rest of the world, it turns out that there may be fewer differences between the United
States and other jurisdictions when it comes to judging exploitative behavior by
intellectual property rights holders with market power . . . .[C]ontrary to conventional
wisdom, antitrust law is being used today to control the ability of intellectual property
rights holders to exploit their licensees through excessively high prices or the imposition
of particular nonprice terms.”). For cases, see Microsoft Corp. v. Motorola, Inc., 795 F.3d
1024, 1033 (9th Cir. 2015); Broadcom Corp. v. Qualcomm Inc., 501 F.3d 297, 310, 314
(3d Cir. 2007).
167
Article 102(a) of the Treaty on the Functioning of the European Union (TFEU) refers
to the imposition of unfair purchase or selling prices as well as other unfair trading
conditions. Consolidated Version of the Treaty on the Functioning of the European Union
art. 102(a), 2008 O.J. C. 115/47 [hereinafter TFEU]. See Case COMP/38.636, Rambus
Inc., 2010 O.J. C 30 (the Commission had to deal with potentially abusive royalties for
the use of patents).
168
This issue is similar to the one of net neutrality. See Falk Schöning & Myrto Tagara,
Blockchain: Mind the Gap! Lessons Learnt from The Net Neutrality Debate and
Competition Law Related Aspects, 3 CONCURRENCES, at 6 (2018).
169
See Margrethe Vestager, The Importance of Being Open–and Fair, European
Conference,
HARV.
UNIV.
(Mar.
2,
2018)
https://ec.europa.eu/commission/commissioners/20142019/vestager/announcements/importance-being-open-and-fair_en
[https://perma.cc/7L78-Q5QX].
170
See Thibault Schrepel, Antitrust Without Romance (forthcoming). On the difficulty of
defining “fairness,” see Mogul Steamship Co. v. McGregor [1892] AC 25 at 49 (Citing
23 Q.B.D. 625, 626): (“I adopt the vigorous language and opinion of Fry L.J.: ‘To draw a
line between fair and unfair competition, between what is reasonable and unreasonable,
passes the power of the courts.’”) (citing 23 Q.B.D. 625, 626). The scope of fairness is
also unclear. See Louis Kaplow & Steven Shavell, Fairness Versus Welfare: Notes on the
Pareto Principle, Preferences, and Distributive Justice, 32 J. LEGAL STUD. 331, 334
(2003) (fairness integrating all independent evaluative principles that are not purely
welfarist).
171
Fairness in Platform-to-Business Relations, EUROPEAN COMM’N (2017),
https://ec.europa.eu/info/law/better-regulation/initiatives/ares-2017-5222469_en
[https://perma.cc/H5QS-VJK7].
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which are subject to unilateral and frequently unannounced changes” and
that “the overall policy objective is to ensure a fair and innovation-friendly
platform economy.” Everything suggests that blockchain issues will be
tackled under this general policy.
An exploitative abuse could occur, under this policy, when
blockchain creators provide services in exchange for preferential
treatment172 or when one blockchain imposes unfavorable measures on
another blockchain. However, because blockchain is still evolving rapidly,
there is little use for focusing too much attention on exploitative abuses.
The dynamism of the blockchain environment will likely correct these
abuses themselves—see developments on the “token effect.”173 This type
of abuse is nonetheless possible and will undoubtedly be the subject of
legal proceedings.
iii.

Discriminatory Abuses

Discriminatory abuses occur when parties apply “dissimilar
conditions to equivalent transactions with other trading parties, thereby
placing them at a competitive disadvantage.”174 Several kinds of such
abuse exist, although price discrimination is the most common.175
According to Judge Richard Posner, “price discrimination is a term that
economists use to describe the practice of selling the same product to
different customers at different prices even though the cost of sales is the
same to each of them. More precisely, it is selling at a price or prices such
that the ratio of price to marginal costs is different in different sales.”176
Because price discrimination involves favoring certain customers over
172

Peder Østbye, The Adequacy of Competition Policy for Cryptocurrency Markets (Aug.
24,
2017),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3025732
[https://perma.cc/H8MH-C82A].
173
See discussion, supra Part I.B.1.
174
See TFEU art. 102(c); see also 2008 O.J. C. 115/47; ROBERT O’DONOGHUE & A.
JORGE PADILLA, THE LAW AND ECONOMICS OF ARTICLE 102 TFEU 789 (2013).
175
In European judicial history, there are few cases in which price discrimination alone
was found abusive. See Case T-301/04, Clearstream Banking AG v. Comm’n, 2009
E.C.R. 317 (referring to anticompetitive foreclosure when an ‘as efficient competitor’
cannot compete effectively with the price of the dominant undertaking); see also C209/10, Post Danmark A/S v. Konkurrencerådet, 2012 E.C.R. 172, (ECJ clarifying that
where prices are below average total costs while being above average incremental costs, a
finding of abuse requires a demonstration of actual or likely exclusionary effects). In the
United States, price discrimination by a monopolist violates Section 2 of the Sherman Act
only to the extent that it is predatory or otherwise excludes competitors from the relevant
market. See Blue Cross & Blue Shield United of Wis. v. Marshfield Clinic, 65 F.3d 1406,
1413 (7th Cir. 1995). Price discrimination may also violate the Robinson-Patman Act. See
Brooke Group Ltd. v. Brown & Williamson Tobacco Corp., 509 U.S. 209, 220 (1993).
176
Richard Posner, ANTITRUST LAW 79–80 (2d. ed. 2001).
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others, it generally occurs in two ways: (i) charging different customers
different prices for the same product, or (ii) charging only some customers
the same price for different products.
Could price discrimination occur in the context of blockchain?
Certainly. But let’s recall that because of the “visible effect” of public
blockchains, occurrences of price discrimination will be limited. However,
within private blockchains users may encounter discriminatory terms
because the application of different terms to different users is an effective
way to urge users to join and use the blockchain. Discriminatory pricing
can incentivize some users to stay active on the blockchain by offering
lower prices, thus creating a potential discrimination claim for others.
Accordingly, discriminatory abuses are more likely to happen on private
blockchains. In the TrustJobs example, X may initiate discriminatory terms
to thank a user for a commercial advantage granted on another market.
Once again, private blockchains will be the center of focus.
II.

BLOCKCHAIN AND REGULATORY INFILTRATION

Anticompetitive practices that violate antitrust laws are stopped
and sanctioned when they are detected. But what if the identity of the
perpetrator is anonymous and therefore protected? Does this mean that all
identities should be publicized on blockchain, even if this undercuts a core
tenet of the technology? Should disclosure rules be imposed? Also,
considering the fact that blockchains are immutable, how can
anticompetitive practices be remedied on blockchain?
This section examines the effectiveness of antitrust law in the
context of blockchain by following questions: is there a “blockchain
fortress,” and if so, how does one enter it?177 This section also develops
blockchain principles that should be respected when using a “law is code”
approach. To this end, this section introduces a voting mechanism that
allows regulators to infiltrate blockchains without putting the technology
at risk.

177

Please note that the law is not the only method of analyzing this issue. Market
operations or social norms, for instance, could be used to do so as well. See DE FILIPPI &
WRIGHT, supra note 13. Other distributed ledger technologies state that they “intend to
work with governments to provide the same level of protection to distributed public
ledgers as is currently present in the financial system.” LEEMON BAIRD, MANCE
HARMON, & PAUL MADSEN, HEDERA: A GOVERNING COUNCIL & PUBLIC HASHGRAPH
NETWORK 7 (2018), https://s3.amazonaws.com/hedera-hashgraph/hh-whitepaper-v1.0180313-2.pdf [https://perma.cc/C3FW-CF44].
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A. Is Antitrust Law as We Know It Ineffective?
One of the major antitrust law issues related to blockchain is the
detection of anticompetitive practices as well as the identification of those
who engage in those practices.
First, algorithms drastically accelerate a company’s ability to
engage in anticompetitive practices while limiting the antitrust authorities’
ability to detect and gather evidence of anticompetitive practices.178 But
outside of blockchain, when algorithmic anticompetitive practices are
recognized, the perpetrator is generally known as soon as the practice is
identified because the perpetrator’s identity is not protected. Things are
different within the blockchain ecosystem. As previously explained,
blockchain is a technology that ensures the privacy of its users through
pseudonymity. These pseudononymous nodes create obstacles to
enforcement.
For that reason, tracking services are being developed, but they
only work on some blockchains where users engage in millions of
transactions. These tracking services are likely to improve, but at the same
time, new technologies are being developed to further protect real-life
identity. For instance, Monero is using “ring signatures,” a technology that
groups cryptographic signatures with at least one real participant, with no
way to tell which in the group is the real one as they all appear valid.179
Zcash is using “zero-knowledge proofs.”180 Concerns that predict the end
of pseudonymity should therefore be kept in perspective.
In fact, there are currently two different paths in the blockchain
sphere. One involves working with governments to develop legally
compliant blockchains.181 Here, pseudonymity may indeed soon become a
178

Richard Posner, Antitrust in the New Economy, 68 ANTITRUST L.J. 925, 939 (2001).
Computational law may help in this respect by automating processes of regulatory
analyses, see Legal Informatics Spring 2017–2018, STAN. UNIV. (2017),
http://complaw.stanford.edu/complaw/stanford/index.php
[https://perma.cc/W65HRDZ7];
Computational
Law,
STAN.
L.
SCH.,
https://law.stanford.edu/projects/computational-law/ [https://perma.cc/A7LF-J84E].
179
Ring
Signature,
MONERO,
https://getmonero.org/resources/moneropedia/ringsignatures.html
[https://perma.cc/WGU2-V8L2].
180
What are zk-SNARKs?, Z CASH (2019), https://z.cash/technology/zksnarks.html
[https://perma.cc/3RJU-LMVZ] (“Zero-knowledge proofs allow one party (the prover) to
prove to another (the verifier) that a statement is true, without revealing any information
beyond the validity of the statement itself.”).
181
IBM INST. FOR BUS. VALUE, Building Trust in Government: Exploring the Potential of
Blockchains
1
(2007),
https://www-01.ibm.com/common/ssi/cgibin/ssialias?htmlfid=GBE03801USEN [https://perma.cc/C8J3-TPNQ] (“IBM Institute for
Business Value surveyed 200 government leaders in 16 countries on their experiences
and expectations with blockchains.”).
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mirage.182 The other involves developing a system where everything is
encrypted in the blockchain, even the number of transactions.183 Along this
path, “nobody knows you’re a dog,”184 and pseudonymity would be
further entrenched, creating genuine legal issues.185 There is every reason
to believe that technology will move faster than regulators or authorities
on this subject, making this a serious enforcement issue.
Second, blockchain constitutes a real barrier to antitrust
enforcement because of the distributed nature of its network architecture.
No one is in control of public blockchains, but at the same time, everyone
is.186 For that reason, even if a practice is identified as being
anticompetitive, it cannot be deleted or stopped.

182

In fact, cyber-forensics could also be used to identify criminals. See John Bohannon,
Why Criminals Can’t Hide Behind Bitcoin, SCI. MAG. (Mar. 9, 2016),
http://www.sciencemag.org/news/2016/03/why-criminals-cant-hide-behind-bitcoin
[https://perma.cc/5S9S-68WK].
183
One of the notable projects is MimbleWimble. Bitcoin is working to make all amounts
encrypted. For an explanation, see TAPSCOTT & TAPSCOTT, supra note 28, at 459 (“The
biggest threat to bitcoin is that it becomes so heavily regulated at some point that a
competitor that’s more private and more anonymous shows up and everybody switches to
that.”) (quoting an interview with Stephen Pair that occurred on June 11, 2015).
184
Peter Steiner, On the Internet, Nobody Knows You’re a Dog, NEW YORKER, (July 5,
1993),
https://condenaststore.com/featured/on-the-internet-peter-steiner.html
[https://perma.cc/AC52-4U2L].
185
Michael del Castillo, With Zcash Launch, Blockchain Enters the Age of Anonymity,
COINDESK (Oct. 28, 2016), https://www.coindesk.com/zcash-launch-anonymousblockchain/ [https://perma.cc/A72A-HTLE]; see also Steven Buchko, The Best Fully
Anonymous
Bitcoin
Wallet
Options,
COINCENTRAL
(Nov.
13,
2017),
https://coincentral.com/anonymous-bitcoin-wallets/
[https://perma.cc/69VH-6VUW];
Tyler Durden, Is Bitcoin Really Anonymous? IRS Moves To Track Cryptocurrencies With
New
Chain
Analysis
Tools,
ZERO
HEDGE
(Aug.
25,
2017),
https://www.zerohedge.com/news/2017-08-25/bitcoin-really-anonymous-irs-movestrack-cryptocurrencies-new-chain-analysis-tools [https://perma.cc/8QPC-K6ZD]; DE
FILIPPI & WRIGHT, supra note 13, at 39 (“Over time, however, blockchains may become
increasingly anonymous, making transaction graph analyses and comparable tracing
techniques increasingly difficult. Services already have sprung up to mix and scramble
Bitcoin transactions to mask parties’ identities. Recently launched blockchains, such as
Zcash and Monero, are hiding the source, destination, and amount of digital currency
transferred within these blockchain-based networks by using advanced cryptography such
as zero-knowledge proofs and ring signatures.”); Zuckerberg, supra note 95 (explaining
that a recourse against blockchain is much harder than it is against tech giants and that
blockchain increases privacy and reduces the signal towards illegal conducts to the point
of eliminating them).
186
Huberman et al., supra note 55 (“Monopolies are often regulated to prevent or at least
mitigate their abuse of power. Bitcoin is not regulated. It cannot be regulated. It need not
be regulated because individually the miners are price takers.”).
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Blockchain is in principle immutable, meaning that once
information is stored on it, it is not possible to erase it.187 Also, because
blockchain is governed under the lex cryptographica, it will continue to
function as long as the people who interact with it pay the transaction fees
charged by miners who support the blockchain.188 For instance, Augur, “a
decentralized oracle [and] prediction market platform,” has no central
party that can stop its operation.189 This platform will continue to work
even if governments impose strict regulation or penalties on the original
parties who developed or promoted the blockchain.190 No “technically
skilled people of goodwill”191 are needed to maintain the blockchain.
Dapps cannot be shut down because there is no server to shut down.192
They can only be modified under specific and technical circumstances.193
In other words, if an anticompetitive smart contract is implemented on a
blockchain with no possible entry to order it to stop, the blockchain will
continue to perform the transactions. As a consequence, even if antitrust
agencies find a way to identify an anticompetitive practice, there is no
directly enforceable remedy.
This possibility has led some authors to ask for “regulatory
instruments [that] could be used to prevent certain users from becoming
dominant.”194 But these proposals in practice require outlawing—or at
least condemning—dominant positions, which is inconsistent with
principles of antitrust law which only sanctions abuses of dominance. It
would amount, in a sense, to going back to a structuralist vision in which
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This principle is debated in the blockchain community. See Angela Walch, The Path of
the Blockchain Lexicon (and the Law), 36 REV. BANKING & FIN. L. 713, 713 (2017);
Werbach, supra note 156.
188
See DE FILIPPI & WRIGHT, supra note 13, at 144.
189
ROBERT P. MURPHY & SILAS BARTA, UNDERSTANDING BITCOIN: THE LIBERTY
LOVER’S GUIDE TO THE MECHANICS AND ECONOMICS OF CRYPTO-CURRENCIES 78 (2017)
(“Remember that no one is “in charge” of Bitcoin. So long as just one copy of the
blockchain survives on someone’s hard drive somewhere on Earth, the Bitcoin network
can quickly propagate to thousands of other computers once that person gets online.”).
190
See DE FILIPPI & WRIGHT, supra note 13, at 104.
191
ZITTRAIN, supra note 4, at 246 (“Our generative technologies need technically skilled
people of goodwill to keep them going, and the fledgling generative activities above—
blogging, wikis, social networks—need artistically and intellectually skilled people of
goodwill to serve as true alternatives to a centralized, industrialized information economy
that asks us to identify only as consumers of meaning rather than as makers of it.”).
192
See RAVAL, supra note 21, at 7 (“Data in a dapp is decentralized across all of its nodes.
Each node is independent; if one fails, the others are still able to run on the network.”).
193
They could be linked to publicly available relevant legal provisions which, when they
are modified, will automatically change smart contracts. These contracts could also be
written with the option of inserting code later. See Raskin, supra note 108, at 326.
194
Østbye, supra note 172, at 30.
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dominant positions are punished in themselves.195 For that reason, such a
proposal should not be adopted. Yet, because the antitrust laws contribute
to consumer welfare, there must be a way to stop and prohibit
anticompetitive practices committed on the blockchain.
B. Regulatory Infiltration
To date, effective ways to apply antitrust law to blockchain are yet
to be found.196 Some propose extreme measures such as allowing
governments to filter Internet service providers,197 criminalize software
developers, blacklist decentralized autonomous organizations, or introduce
backdoors on individual computers to monitor citizens’ behavior.198 In
order to avoid such drastic measures that jeopardize blockchain
technology and/or individual freedoms, such as the right of access to the
Internet,199 regulators should encourage blockchains to be designed in
compliance with a “law is code” approach.
195

This would be disconnected from the current state of economic science. For an
explanation of how dominant positions may enhance innovation and benefit the
consumer, see Philippe Aghion et al., Competition and Innovation: An Inverted-U
Relationship, 120 Q. J. ECON 701 (2005).
196
Michèle Finck, Blockchains and Data Protection in the European Union 1 (Max
Planck Institute for Innovation and Competition Research Paper No. 18-01, 2018)
(“Regulators must . . . nudge blockchain developers to design their products in
compliance with this important public policy objective.”).
197
Although this would have to be done at a worldwide level, which seems very unlikely
to happen anytime soon. Jeff John Roberts, The Law of Blockchain: Beyond Government
Control?,
FORTUNE
(May
11,
2018),
http://amp.timeinc.net/fortune/2018/05/10/blockchain-law?__twitter_impression=true
[https://perma.cc/NX7S-WSLJ] (“Even though blockchain ledgers like bitcoin are
decentralized and run by computers across many countries, state authorities can still
target chokepoints in their infrastructure to exert control. In the same way governments
have targeted intermediaries like search engines and ISPs to tame unruly aspects of the
Internet, they could do the same to put pressure on blockchain networks.”).
198
See DE FILIPPI & WRIGHT, supra note 13, at 184.
199
See Jay P. Kesan & Rajiv C. Shah, Shaping Code, 18 HARV. J.L. & TECH. 319 (2004)
(“In considering regulatory actions, prohibitions can be an effective method of regulation,
but current export prohibitions on encryption code are impractical. Similarly, there are
regulatory trade-offs involved with technology-forcing regulation.”). But it is not even
certain that these measures would be effective because the technology will keep
developing. See RAVAL, supra note 21, at 31 (on decentralized bandwidth: “The latest
example is the Firechat app for iOS, created by a company called Open Garden. Firechat
lets phones speak to each other directly, peer to peer, using the iOS multipeer
connectivity feature. No ISP is required. Firechat is an example of a mesh networking
application. Mesh networks are the decentralized version of the standard centralized
Internet. In a mesh network, users don’t need to go through a central gateway to access a
site; they can connect directly to the nearest router, which would be a nearby computer.”).
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In fact, the idea that “code is law,” 200 according to which the use
of a technology is influenced by the way it is designed, remains useful in
understanding blockchain technology and what regulators should seek:
influencing the design of technologies. Nonetheless, blockchain
characteristics allow the spread of illegal activities, and because of that,
“code is law,” which is more of a descriptive than a proactive approach,201
must be supplemented with a “law is code” regulatory approach, which
explains how the regulator should act.
For the first time in history, it appears necessary to code and
integrate legal requirements into the technology itself.202 This is the
concept of “law is code.” Without implementing such an approach,
technological barriers will deprive the law of any effect.203 Blockchain
creates a technical fortress, and the practices that are carried out inside the
blockchain—or via the blockchain—are very well-protected. Fortunately,
there is a way for antitrust law to enter the fortress, thereby providing a
role for regulators to supplement antitrust laws.204 The following is a
schematic representation of the results expected by the application of a
thoughtful “law is code” approach which will lead to “regulatory
infiltration.”
Outside the blockchain, when unlawful practices are implemented
and detected, antitrust officials can investigate them and find the
perpetrator.

200

LESSIG, supra note 4, at 121. Lessig states that the “regulator could be a significant
threat to a wide range of liberties, and we don’t yet understand how best to control it.
This regulator is what I call ‘code’—the instructions embedded in the software or
hardware that makes cyberspace what it is. This code is the ‘built environment’ of social
life in cyberspace. It is its ‘architecture.’” See also Lawrence Lessig, The Code Is the
Law, INDUS. STANDARD (Apr. 9, 1999), http://tech-insider.org/berkmancenter/research/1999/0409.html [https://perma.cc/EF4R-7LK8]; Timothy Wu, When Code
Isn’t Law, 89 VA L. REV. 679 (2003).
201
See LESSIG, supra note 4, at 121 (“[I]n real space, we recognize how laws regulate—
through constitutions, statutes, and other legal codes. In cyberspace we must understand
how a different “code” regulates— how the software and hardware (i.e., the ‘code’ of
cyberspace) that make cyberspace what it is also regulate cyberspace as it is.”).
202
See Easterbrook, supra note 15, at 207 (“Beliefs lawyers hold about computers, and
predictions they make about new technology, are highly likely to be false. This should
make us hesitate to prescribe legal adaptations for cyberspace. The blind are not good
trailblazers.”). The same caution must be exercised today with the blockchain.
203
Showing how laws affect community, see POSNER, supra note 82, at 214–19.
204
See e.g., Cong & He, supra note 9, at 32. Cong and He call for a “regulatory node in
the blockchain” to detect anticompetitive practices. They add that “in the traditional
world, in general it helps for regulatory agency to observe and collect more information
about the market in order to better detect collusive behaviors.”
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As previously discussed, a blockchain is protected by its
technological structure. As a consequence, when anticompetitive practices
are committed on the chain, antitrust law is ineffective. Here is what then
happens when antitrust law attempts to work on blockchain without coding
and implementing legal requirements.

As a consequence, only the coding of legal requirements and its
implementation into the blockchain design will open the technology when
necessary. It permits antitrust laws to enter and sanction anticompetitive
practices. Here is what happens when the “law is code” approach is put
into action.
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C. Regulatory Humility
On the one hand, blockchain poses new challenges to antitrust
agencies due largely to the structure of blockchain itself. On the other
hand, regulators should not use the novelty of the technology as an
excuse—i.e., the “blockchain excuse”—to regulate blockchain activities to
the point of hindering innovation. For that reason, this article identified
five key principles205 of blockchain technology that should not be
challenged by regulators. If they are, the technology will be put at risk. In
other words, these principles show where the “law is code” approach must
be implemented: outside of the founding principles of blockchain.
1. Humility Towards the Key Characteristics of Blockchain
The law often lags behind technology,206 which generally benefits
society since the lag enables the early developers of burgeoning
205

See discussion, supra II, C, 1.
For a precise example of the General Data Protection Regulation (GDPR) applied to
blockchain, see Michèle Finck, Blockchains and the GDPR, OXFORD BUS. LAW BLOG
(Feb. 13, 2018), https://www.law.ox.ac.uk/business-law-blog/blog/2018/02/blockchainsand-gdpr [https://perma.cc/HYV3-5LBF] (underlining that “most current blockchain
projects are likely incompatible with the GDPR. This signals that even before the legal
framework’s entry into force it already seems outdated in respect of the newest

206
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technologies to build and discover attributes and uses of the technology
without legal constraints of any kind.207 Then comes the time for
regulatory regimes after the development and consolidation of new
technologies.208 Giving the historical tendency of regulators to urge
implementation of antitrust measures in emerging fields in an uninformed
manner209 with little concern for type I and II errors,210 the same order
(first technology, then regulation) seems to be desirable for blockchain.
Furthermore, when “governments increase their control [over
technologies], they replicate their vices,”211 an outcome that should be
avoided.212
And yet, the paradigm is quite different for blockchain. Without
upstream regulation, it will be impossible—for technical reasons—for the
law to catch up with the technology. As a result, prophylactic regulation is
essential in this space so long as it takes into account that most uses of
blockchain are still unknown, and their discovery should not be prevented
by legal obstacles. Thus, regulators must proceed but with extreme
developments in data management. While this is true in the blockchain context, the
GDPR also cannot be easily applied to big data, machine learning and AI.”); see also
Finck, supra note 198, at 28 (“Whereas the GDPR was fashioned for a world where data
is centrally collected, stored, and processed, blockchains decentralize each of these
processes,” adding that “blockchains (especially those that are public and
unpermissioned) and the GDPR are profoundly incompatible at a conceptual level as the
data protection mechanisms developed for centralized data silos cannot be easily
reconciled with a decentralized method of data storage and protection.”).
207
TAPSCOTT & TAPSCOTT, supra note 28, at 57 (“Let’s be clear: regulation differs from
governance. Regulation is about laws designed to control behavior. Governance is about
stewardship, collaboration, and incentives to act on common interests. But experience
suggests governments should approach regulating technologies cautiously, acting as a
collaborative peer to other sectors of society, rather than as the heavy hand of the law.”).
208
See id. at 66 (“If the blockchain is as big and universal as the Net, we are likely to do a
comparably bad job of predicting both its upsides and downsides.”) (quoting an interview
with David Ticoll, December 12, 2015).
209
See DE FILIPPI & WRIGHT, supra note 13, at 57 (“regulating too soon could provide
valuable guidance as to the legitimate uses of blockchain technology but could also stamp
out potential benefits”).
210
Type I errors, also called “false positives,” occur when a judge or antitrust authority
condemns an undertaking for having implemented one or more practices which, in reality,
are not anticompetitive. Conversely, type II errors, or “false negatives,” occur when a
judge or antitrust authority decides not to condemn a company which has implemented
one or more practices which are in fact anticompetitive.
211
GOLDSMITH & WU, supra note 41, at 8. The authors also write that “government is
often ugly and pathological.” Id. at 140.
212
Angela Walch, The Path of the Blockchain Lexicon (and the Law), 36 REV. BANKING
& FIN. L. 713, 763 (2017) (“Taking a slow, inquisitive, and deliberative approach is in
tension with the need to quickly get up to speed on the technology to ensure that
imminent risks are identified and addressed efficiently.”).
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caution.213 Regulations that are responsive to these concerns can be
achieved by respecting five founding principles of blockchains, explained
below.214
The first principle is pseudonymity. Regulations must recognize
this principle as essential to the blockchain,215 since imposing upstream
regulations that mandate disclosure of users’ identities would be contrary
to the very essence of blockchain technology216 and will actually eliminate
an alternative model to most of the technologies in use today where users’
real-life identify is known and monetized by companies. Of course,
pseudonymity does not come without its challenges;217 however, the
concept remains core to blockchain’s existence.218 The second principle is
the distributed architecture of blockchain. This core principle of
blockchain creates distributed power, meaning that no central point of
failure exists and the harm from one person’s reckless behavior is
contained solely to that person.219 The third principle is peer-to-peer
transmission between users. The existence of a transmission system,
which is vital to the use of blockchain, must not be challenged by
regulations. Doing so would amount to reintroducing middle-market
companies into the blockchain ecosystem, artificially and unnecessarily
making blockchain less attractive. The fourth principle is blockchain
consensus. Creators must remain free to choose the consensus mechanism
they wish to use.220 Therefore, blockchain users should be free to
213

For an overview of regulatory humility, see Friedrich A. Hayek, The Use of
Knowledge in Society, 35 AM. ECON. REV. 519 (1945); see also Thibault Schrepel,
Friedrich Hayek’s Contribution to Antitrust Law and Its Modern Application, GLOBAL
ANTITRUST REV. 199 (2014).
214
For an explanation of these principles, see discussion, supra Part II.C.1.
215
See discussion, supra Part I.A.1; see also, Thibault Schrepel, Feds Like
Cryptocurrencies and Blockchain Tech, and So Should Antitrust Agencies, TECHCRUNCH
(Dec. 13, 2018), https://techcrunch.com/2018/12/12/feds-like-cryptocurrencies-andblockchain-tech-and-so-should-antitrust-agencies/ [https://perma.cc/Q5WS-W6B5]; Iyke
Aru, Blockchain Transaction Anonymity is Necessary Evil, COINTELEGRAPH (Apr. 18,
2017), https://cointelegraph.com/news/blockchain-transaction-anonymity-is-necessaryevil [https://perma.cc/SVV9-ZNGP].
216
See Malte Möser & Rainer Böhme, The Price of Anonymity: Empirical Evidence from
a Market for Bitcoin Anonymization, 3 J. CYBERSECURITY 127 (2017). In fact,
pseudonymity amongst blockchain’s users may lead societies to reveal themselves by
moving in the direction consumers and citizens truly desire outside of legal boundaries.
217
See VIGNA & CASEY, supra note 21, at 224 (asking “can we afford not to tackle
identity?”).
218
See Jeff Brito, We Must Protect Our Ability to Transact Privately Online, COIN
CENTER (Feb. 6, 2019), https://coincenter.org/entry/we-must-protect-our-ability-totransact-privately-online [https://perma.cc/L9KN-K375] (arguing for pseudonymity in
crypto-currencies).
219
Mauri, supra note 32.
220
TAPSCOTT & TAPSCOTT, supra note 28, at 77.
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participate in the block validation process they deem best without
becoming liable for assenting to an anticompetitive practice the
blockchain may be involved with at another time. The fifth and final
principle is data immutability. Enabling an entity to delete data or stop
transactions on blockchain would undermine the trust that is a core feature
of this technology.
Regulations that challenge one of these five principles could cause
blockchain to lose its utility. The way blockchain will evolve is
uncertain,221 and choices made by blockchain communities will
fundamentally affect what values are built into it as well as the outcome
users and society can gain from it. For this reason, it is tempting for
regulators to get involved in how blockchain will turn out. But the
question is “whether we’re capable of making those choices,”222 knowing
that “law tends to arrive at basic answers before the right questions have
been asked.”223 The issues are too fundamental not to let blockchain
transformations emerge on their own thanks to its millions of users.
Regulatory humility in light of these bedrock blockchain principles will
ensure that the blockchain continues to develop to its full potential.
2.

What Remains Possible: Law is Code in Practice

Allowing blockchain technology to emerge does not mean that
nothing should be done about the illegal practices implemented on it.
First, it should be stressed that in some situations, the identities of
users engaged in anticompetitive practices will be reported to antitrust
authorities, despite the pseudonymity principle of blockchain. Such a
situation arises when the real-life identity of that user is known to other
blockchain users. Accordingly, one might imagine a situation in which a
company that is part of the production chain where an anti-competitive
practice took place, or even an end-consumer, introduces an antitrust
complaint. Thus, blockchain and pseudonymity do not protect blockchain
users against all types of detection and identification. In fact, the
anticompetitive effects caused by one practice on the market may also lead

221

It has been argued that without evolution, some blockchain could disappear. See, e.g.,
Campbell
R.
Harvey,
Bitcoin
Myths
and
Facts,
9
(2014),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2479670 [https://perma.cc/CXD8BHX9] (“It is likely that bitcoin will have to adapt and make changes if it is to survive. It
is unlikely that the model proposed in 2008 is the best model.”).
222
LESSIG, supra note 4, at 311 (answering “my argument is that we’re not.”).
223
BORK, supra note 12, at 16.
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an antitrust authority to launch an investigation.224 Here, a “law is code”
approach is not necessary.
However, the real-life identity of users or blockchain creators is
not always known, and in such situations, only a “law is code” approach
will enable courts and regulators to enter the blockchain. Two challenges
then arise: (i) one related to the applicability of legal requirements, (ii) the
other one to the necessity not to frustrate blockchain technology’s key
characteristics while making the law effective.
Regarding the first challenge related to the applicability of legal
requirements, imposing fair regulatory mechanisms to blockchain
communities through the implementation of code will only be successful if
developers and users are incentivized to comply with the law. Indeed, the
regulators’ usual ability to impose legal requirements is not effective on
blockchain because its creators and users are covered by their
pseudonymity and, therefore, not forced to comply with the law. As a
consequence, because the law within blockchain cannot be imposed in the
same way as it is imposed outside of blockchain, new mechanisms must
be devised so that users agree to comply with it. This may involve the
creation of legal incentives (the regulator may indeed promise legal
advantages to blockchains who agree to integrate the proposed code) as
well as economic incentives (for instance, tax advantages in exchange for
code integration). In other words, the law must not be conceived as a
threat or it will fail to be complied with. The law, within the blockchain
environment, must be designed as an ally to blockchains. Developers and
users must agree to facilitate legal enforcement by integrating the code
proposed by the regulator.225
Concerning the second challenge—making the law effective—new
mechanisms must be developed in order to identify users and/or
developers as well as making sanctions effective while keeping in mind
the vital characteristics of the technology which must not be challenged.
To this respect, regulators could first encourage the implementation of
mechanisms allowing a qualified majority of blockchain users to vote in
order to reveal the identity of another user. Such mechanisms could work
in private blockchains where the user’s real-life identity is verified prior to
granting access to the platform. This would be consistent with the idea of
decentralization behind blockchain by preserving the will of the majority.
As far as public blockchains are concerned, different types of governance
could be promoted by establishing “safe harbors” for specific
224

Although detecting the actual effects of an anticompetitive practice, as opposed to the
discovery of the practice, is not easy.
225
On the distinction between law as a "threat" or an "umpire", see BRONWEN MORGAN
& KAREN YEUNG, AN INTRODUCTION TO LAW AND REGULATION 6 (2007).
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configurations in the blockchain code to make it harder to use the
blockchain for illegal purposes. Self-regulation and co-regulation should
also be considered as serious alternatives.226 Second, regarding the
effectiveness of sanctions and remedies,227 a real challenge is created by
the absence of choke points on blockchain.228 And indeed, the structure of
blockchain technology makes it difficult to seek injunctive relief because
it is nearly impossible to enjoin a decentralized and autonomous
organization. The only viable option seems to embed regulatory measures
into the blockchain’s governance. Just as the mechanism by which users
would vote to reveal the identity of an individual involved in anticompetitive practices on a private blockchain, a mechanism could be
developed in which blockchain users vote on the creation of forks,
determined by courts or antitrust agencies, in order to delete or stop
transactions. Blockchain communities agreeing to introduce such
mechanisms would be treated by regulators and courts as being more in
line with the law than blockchains refusing to do so. Stricter measures
challenging one of the five principles could be imposed on the latter,
which could be a powerful tool at the disposal of public authorities.
In short, a delicate balance between the “law is code” approach and
the need to protect key characteristics of blockchain must be found. The
voting mechanism proposed above strikes this balance. The introduction
of such voting mechanisms would be binding when used to determine
whether an individual’s identity should be disclosed, whether to put an end
to certain transactions, whether a ban on “layer 2” applications should be
instituted, or whether there should be interference with a key aspect of a
blockchain’s function. One may also consider the possibility that public
authorities could mandate the presence of voting into blockchains without
the need to ask for any permission, or even going further, to force the
creation of hard forks. Time will show which mechanisms will be
appropriate in specific situations.
In any case, the “law is code” approach seems inevitable given that
antitrust law, if maintained as it operates today, will quickly become
ineffective for technical reasons. The need to control anticompetitive
226

See Martijn Scheltema, Balancing Public and Private Regulation, 12 UTRECHT L.
REV. 16 (2016); see also LINDA SENDEN ET AL., MAPPING SELF- AND CO-REGULATION
APPROACHES IN THE EU CONTEXT, 10 (Utrecht Univ. 2015).
227
See DE FILIPPI & WRIGHT, supra note 13, at 44 (“Blockchains thus enable the creation
of autonomous software programs run through the collaborative effort of parties with
different incentives and in different locations scattered across the globe, none of which
can unilaterally affect the code’s execution. Once deployed on a blockchain, these
programs no longer need or necessarily heed their creators; they are run on a
decentralized network, making it difficult to unwind or halt their execution.”).
228
A choke point is a point of congestion or blockage.
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practices will lead to compelling policy debates. These debates will generate
solutions, and as Lawrence Lessig observed, “we are at a stage in our
history when we urgently need to make fundamental choices about values,
but we should trust no institution of government to make such choices.”229
If a government regulates blockchain too strictly, innovation will be harmed
as developers move away from the space to other more lucrative or less
regulated fields. For instance, several New York startups decided to leave
the state when they were required to register with the New York State
Department of Financial Services and obtain a BitLicense.230 If developers
cannot vote with their computers, they will vote with their feet by relocating
their businesses, and if they cannot vote with their feet, blockchain
technology will be at risk. Only regulatory humility will help blockchain to
reach its full potential, while preventing anti-competitive practices.
III.

GOING BEYOND: THE BLOCKCHAIN ANTITRUST PARADOX

Satoshi Nakamoto’s paper introducing Bitcoin was published just
ten years ago, and Ethereum was created in 2015.231 In all likelihood, the
2010s will be remembered as the beginning of blockchain and distributed
ledger technologies232 in the same way the 1990s are remembered for the
beginning of the Internet.233 Blockchain has even been described as the
“return of the Internet.”234 However, previous generations of technology
were primarily concerned with the exchange of information while
blockchain is all about the exchange of value.235
It is difficult to predict how blockchain will evolve, as there are
potentially infinite applications.236 Blockchain’s evolution will also depend
229

LESSIG, supra note 4, at 8 (referring to institutions, “[T]he government we now have is
a failure. Nothing important should be trusted to its control, even though everything
important is.”).
230
WERBACH, supra note 39, at 175.
231
Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, BITCOIN (2008),
https://bitcoin.org/bitcoin.pdf [https://perma.cc/CF8Q-N3JH].
232
For instance, Tangle and Hashgraph, new distributed consensus platforms.
233
See M. ETHAN KATSH, LAW IN A DIGITAL WORLD 243 (1995) (writing on the
beginnings of the internet: “as we encounter cyberspace, we become linked to a light, a
sun, that unleashes powerful energies for new and creative visions.”).
234
TAPSCOTT & TAPSCOTT, supra note 28, at 43.
235
WORLD ECON. FORUM, Blockchain Beyond the Hype: A Practical Framework for
Business Leaders 4 (Apr. 2018) (White Paper) (“previous generations of technology were
predominantly about the faster and more secure exchange of information; that is, they
were aimed at delivering the same objectives faster . . . . Blockchain, meanwhile, is about
the exchange of value; it is intended to enable individuals to exchange currency and other
assets with one another without relying on a third party to manage the transactions.”).
236
See TAPSCOTT & TAPSCOTT, supra note 28, at 226–249 (listing streaming music, art
galleries, free press, education). Blockchain may help dispute resolution. See Jeremy
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on the development of its infrastructure layer, which is currently
incomplete.237 As of today, there are two dominant blockchain platforms:
Bitcoin and Ethereum. There are also a number of smaller networks under
development, several of them are probably destined to become major
players. In fact, alternatives to blockchain which allow decentralization
through algorithms are already in development, notably Tangle and
Hashgraph.
Because the future evolution of blockchain is unknown, it is
difficult to evaluate the scope of the practices that will develop along with
it. This article has identified several unilateral anticompetitive practices.
They are most likely to occur on private blockchains. However, most of
the usual mechanisms of antitrust law will be ineffective in the face of
blockchain.238 Even with the “regulatory infiltration” proposed using a
“law is code” approach, some of the instruments which are used today,
such as emergency measures or commitments, will be ineffective in their
current form.239 In the face of blockchain, current antitrust law may well
be eliminated. In fact, three factor corroborate this hypothesis.
First, antitrust law will probably become ineffective without
regulatory infiltration. For the first time in its history, antitrust law will
have to be greatly supplemented by regulations taking the form of a “law
is code” approach. Indeed, antitrust law will not have complete answers to
three issues: how to detect the anticompetitive practices committed on the
blockchain, how to identify the actor responsible for these practices, and
finally, how to remedy them for the future. While the author of an
Barnett & Philip Treleaven, Algorithmic Dispute Resolution—The Automation of
Professional Dispute Resolution Using AI and Blockchain Technologies, 61 COMPUTER J.
399, 402–03 (2018); SWAN, supra note 3, at 48 (discussing PrecedentCoin: Blockchain
Dispute Resolution); see also Jude Umeh, Blockchain Double Bubble or Double
Trouble?, 58 ITNOW 58, 59–60 (2016); Vitalk Buterin, A Next-Generation Smart Contract
and
Decentralized
Application
Platform,
BITCOIN
MAG.
(2014),
https://bitcoinmagazine.com/articles/ethereum-next-generation-cryptocurrencydecentralized-application-platform-1390528211/ [https://perma.cc/NX45-H92G].
237
See WORLD ECON. FORUM, supra note 235 (“Given the relatively early stages of this
technology, anchoring on blockchain without consideration of associated risks, including,
among others, cost, security and the relevant industry’s regulatory environment, can be
detrimental.”); see also DANNEN, supra note 33, at 14 (“[T]he Ethereum network is not
yet complete. It is operational today, but will not be complete until sometime in 2019.”).
238
Timothy May, The Crypto Anarchist Manifesto, ACTIVISM (Nov. 22, 1992),
https://www.activism.net/cypherpunk/crypto-anarchy.html
[https://perma.cc/8MUCAHLW] (“Just as the technology of printing altered and reduced the power of medieval
guilds and the social power structure, so too will cryptologic methods fundamentally alter
the nature of corporations and of government interference in economic transactions.”).
239
KATSH, supra note 233, at 240 (“Law is not only a process that touches all other
societal institutions, but it is, as I have stressed, an institution that is fundamentally
oriented around information and communication.”).
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anticompetitive blockchain can sometimes be identified, the effectiveness
of sanctions and remedies may be crippled by blockchain’s immutability.
Presciently, the home page of the Ethereum Project reads: “Build
unstoppable applications.”240
Thus, even where antitrust law finds a way to regulate blockchains,
it may die because it is no longer a creator of welfare on its own. Think of
it as the unfortunate death of jazz: the music still exists and has listeners,
but jazz no longer creates debate or leads to any movement that ventures
beyond its own framework.
Second, public blockchains will limit monopolization even when
new governance mechanisms are implemented. In particular, predatory
pricing and refusal to deal appear to be exceedingly unrealistic, while
tying, margin squeezing, exclusionary dealing, loyalty rebates, and
exploitative and discriminatory abuses are unlikely to occur. Furthermore,
because the transactions implemented on public blockchains are visible to
all, the incentive to engage in anticompetitive practices is reduced since
market surveillance and industry monitoring can easily root out illegal
activity. However, some perpetrators will be protected by the “opacity
effect” created by the characteristics of the technology. This is particularly
true for private blockchains where entering it, absent regulation
infiltration, is technically impossible. In short, anticompetitive practices
are expected to be rare on public blockchains, but these practices could be
plentiful on private blockchains that operate below authorities’ radar. The
same issues arise outside the scope of unilateral practices, namely, for
collusive agreements where the identification of colluders and the
unsuitability of existing mechanisms to stop and punish such practices is
equally problematic.241
The third and final reason to expect the death of antitrust law is
tied to its foundations. Without a doubt, regulators will find ways to
submit blockchains to the law, whether it is by way of regulatory
infiltration—which is recommended—or other ways that place the
technology at risk, such as the regulation of end users, transportation
layers, information intermediaries, blockchain intermediaries, transaction
processors or code, architecture or hardware manufacturers—which is not
recommended.242 But even if antitrust law remains as a body of positive
law,243 the regulator may end up protecting the existence of antitrust law
even though its initial goals are no longer fulfilled. After all, modern
240
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antitrust law is built on the premise that the Sherman Act is concerned
with trusts.244 Without trusts, are antitrust laws needed? This is the
“blockchain antitrust paradox”: antitrust laws’ potential lack of legitimacy
(and efficacity) on the one hand and the need to stop anti-competitive
practices on the other.
Furthermore, the death of antitrust law might not be solely linked
to blockchain technicalities. The fate of antitrust law might also be
determined by the inherent conflict between the logic of blockchain
technology and the logic of antitrust law. Recall that there is no trustee in
the sense of a third-party fiduciary within the framework of blockchain. In
other words, the target of antitrust laws is absent.245 Blockchain challenges
the raison d’être of antitrust law.
Conversely, antitrust law was created for, and is applied by,
centralized regulatory agencies, such as the FTC, the DOJ, and the
European Commission. Enforcing antitrust law amounts to imposing
vertically designed rules and concepts on a technology built around the
desire for decentralization.246 But blockchain is used not only for
“philosophical” reasons related to its decentralized nature but also because
it is practical, and in fact, blockchain’s practicability results from its
decentralization.247 In short, this opposition between the vertical nature of
antitrust law and the horizontal or decentralized nature of blockchain
raises a legitimacy concern. The cultural and sociological factors that led
to the development of blockchain technology cannot be ignored by the
law.
As a consequence, on top of all the challenges related to
blockchain technicalities, another concern is the legitimacy of antitrust law
with respect to this technology. To address this concern, a way must be
found to decentralize antitrust law and antitrust authorities.248 This will
244
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require a minima to design249 and implement new governance models
using blockchain.250 Antitrust authorities can no longer rely on pyramidal
structures nor continue to operate in a closed circle on the model of
nation-state-led government. Antitrust law as we know it must die and be
reborn. If not, it soon will be illegitimate.
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