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MACHINES ASCENDANT: ROBOTS AND THE 
RULES OF EVIDENCE  

 
Brian Sites* 

 
CITE AS: 3 GEO. L. TECH. REV. 1 (2018) 

 
 

 
INTRODUCTION 

 
Once, courts eschewed “the spector [sic] of trial by machine” and 

the possibility that “each man’s sworn testimony may be put to the 
electronic test.”1 Judges worried “jurors w[ould] abdicate their 
responsibility for determining credibility, and rely instead upon the 
assessment of a machine.”2 Forty years later, that fear has metamorphosed 
into trusting, even welcoming, machine evidence in place of human 
accusers.3 But these “machine accusers,” as creations of the imperfect, are 
fallible. And as tools operated by imperfect human agents, even an 
otherwise neutral machine can advance an ulterior agenda.4 Machines 
																																																													
* Associate Professor, Barry University Law School, LL.M. Columbia University Law 
School, J.D., Florida State University College of Law. I am deeply thankful to: Barry 
University Law School for supporting this article with a research grant; Michael 
McGinniss, Michael Morley, and Mark Summers, who offered helpful discussion on this 
topic previously; my research assistants, Jennifer Barron and Richard Pallas; and the 
forensic analysts who spoke with me about this article; and the Georgetown Law 
Technology Review for their helpful edits. Any mistakes herein are my own. 
1 United States v. Bursten, 560 F.2d 779, 785 (7th Cir. 1977); see also Andrea Roth, Trial 
by Machine, 104 GEO. L. J. 1245, 1247 (2016) (citing Bursten, 560 F.2d at 785). 
2 Bursten, 560 F.2d at 785.  
3 See infra Part II (discussing cases). 
4 See, e.g., Williams v. Illinois, 567 U.S. 50, 95–96 (2012) (Breyer, J., concurring) 
(stating that lab procedures have often been abused and listing sources in support of that 
observation); Pamela R. Metzger, Cheating the Constitution, 59 VAND. L. REV. 475 
passim (2006) (same); Featured Cases: Exonerated by DNA, INNOCENCE PROJECT, 
https://www.innocenceproject.org/all-cases/#exonerated-by-dna [https://perma.cc/99MN-
N9LM] (describing analysis of 363 post-conviction exonerations and attributing 
“unvalidated or improper forensic science” as “play[ing] a role in 49 percent of wrongful 
convictions later overturned by DNA testing”); Roma Khanna & Steve McVicker, Probe 
Finds Crime Lab Faked Results in 4 Cases, HOUS. CHRON. (June 1, 2005, 5:30 AM), 
http://www.chron.com/news/houston-texas/article/Probe-finds-crime-lab-faked-results-
in-4-cases-1494739.php (noting, e.g., that one of the analysts continued to work at the lab 
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warrant no blind faith, and whatever trust they receive must be earned 
through the crucible of the rules of evidence. 

Today’s robotic offerings look increasingly like the science fiction 
of years past, and their ascendance has only just begun. Trial by machine 
is now quite present. In a world where machines increasingly assume the 
“accuser” roles previously filled primarily by human actors in criminal 
trials, how do the rules of evidence apply? What rights does a criminal 
defendant have as to robotic accusers? Who must testify to authenticate 
machine-generated testimony? What are the consequences of defining 
statements made by machines as non-hearsay accusatory statements? This 
article analyzes these questions in the criminal context. 

The number of potential machine accusers directly relevant to 
criminal proceedings is staggering. In an era of “second generation 
forensic evidence,”5 circuit-board creep is on the rise as robotics and 
automation entangle further with society generally and the criminal justice 
system in particular. A far-from-exhaustive list of machine accusers now 
includes: machines that map crime scenes via laser imaging and computer 
software;6 facial recognition programs used by law enforcement and 
others;7 other biometric-based recognition tools such as tattoo 
recognition;8 devices that locate cell phones (e.g., Stingrays);9 automated 

																																																																																																																																																							
years later). Machines can also make mistakes on their own. See, e.g., David Kravets, 
License Plate Reader Error Leads to Traffic Stop at Gunpoint, Court Case, 
ARSTECHNICA (May 12, 2014, 5:43 PM), http://arstechnica.com/tech-
policy/2014/05/after-being-held-at-gunpoint-due-to-lpr-error-woman-gets-day-in-court/ 
[https://perma.cc/5Q43-S7NS].  
5 See Erin Murphy, The New Forensics: Criminal Justice, False Certainty, and the 
Second Generation of Scientific Evidence, 95 CAL. L. REV. 721, 726–31 (2007) (defining 
“second generation forensic evidence” such as cell-site location, GPS tracking, 
biometrics, etc.).  
6 Mauricio Marin, [North Las Vegas] Police Have New Crime-Solving Tool, LAS VEGAS 
NOW (June 23, 2017, 3:00 PM), http://www.lasvegasnow.com/news/nlv-police-have-
new-crime-solving-tool/749450915 [https://perma.cc/2CK6-UM8A]. 
7 See, e.g., Natasha Singer, Never Forgetting a Face, N.Y. TIMES (May 17, 2014), 
https://www.nytimes.com/2014/05/18/technology/never-forgetting-a-face.html 
[https://perma.cc/D36D-B2GP] (noting use of facial recognition in law enforcement in 
New York, Pennsylvania, and California, and also by casinos, grocery stores, and others); 
Andrew Flanagan, Thanks To AI, a 3rd Person Is Arrested Following a Pop Superstar’s 
Concert, NPR (May 23, 2018, 4:15 PM), 
https://www.npr.org/sections/therecord/2018/05/23/613692526/thanks-to-ai-a-3rd-
person-is-arrested-following-a-pop-superstars-concert [https://perma.cc/U2U8-98QZ] 
(describing facial recognition software’s use in China and noting “Amazon has been 
shopping its own facial recognition technology . . . to U.S. law enforcement”). 
8 See, e.g., Street-Level Surveillance: Tattoo Recognition, ELEC. FREEDOM FOUND., 
https://www.eff.org/pages/tattoo-recognition [https://perma.cc/7MUZ-VKDL] 
(describing the technology as “still in its infancy, [but] . . . being actively developed by 



2018 GEORGETOWN LAW TECHNOLOGY REVIEW 3 

license plate readers;10 stoplight cameras;11 drug-, firearm-, and general 
crime-detecting devices;12 software that estimates a defendant’s “future 
dangerousness” in the context of sentencing and parole;13 and innumerable 
laboratory machines that produce increasingly automated results on topics 
ranging from DNA to drugs.14 Sometimes machines do what humans can 
do as well; in that situation, should a criminal defendant’s rights turn on 
whether the prosecution employs a man instead of a machine? But 
machines allegedly also do what even skilled humans generally cannot;15 
against such an accuser, the right to test the evidence is essential. 

																																																																																																																																																							
private companies with the support of federal agencies, state law enforcement, and 
universities”). 
9 See, e.g., Tom Jackman, Police Use of ‘StingRay’ Cellphone Tracker Requires Search 
Warrant, Appeals Court Rules, WASH. POST (Sept. 21, 2017), 
https://www.washingtonpost.com/news/true-crime/wp/2017/09/21/police-use-of-stingray-
cellphone-tracker-requires-search-warrant-appeals-court-rules/ [https://perma.cc/7TAL-
ED5K] (discussing StingRay usage as widespread). 
10 See, e.g., Josh Shannon, Newark Police Expanding Network of Automatic License Plate 
Readers, NEWARK POST (Mar. 14, 2018), 
http://www.newarkpostonline.com/news/newark-police-expanding-network-of-
automatic-license-plate-readers/article_cb2b9a42-4efc-50ce-ba49-7822c8e89877.html 
[https://perma.cc/66KR-MQM6]. 
11 See, e.g., Charlie Lapastora, Red-Light Cameras Come Under Fire, at Least 7 States 
Trying to Ban Them, FOX NEWS (Jan. 31, 2018), 
http://www.foxnews.com/us/2018/01/31/red-light-cameras-come-under-fire-at-least-7-
states-trying-to-ban-them.html [https://perma.cc/42HK-B9LL] (noting that “[m]ore than 
500 communities in the U.S. have some type of red light or speed camera program”). 
12 See, e.g., Lexy Savvides, Crime-Fighting Robot Can Detect Weapons in Crowd, CNET 
(Sept. 21, 2017, 10:00 AM), https://www.cnet.com/news/knightscope-security-robot-can-
detect-weapons-in-a-crowd; Sharon Weinberger, Terrorist ‘Pre-Crime’ Detector Field 
Tested in United States, NATURE (May 27, 2011), 
https://www.nature.com/news/2011/110527/full/news.2011.323.html 
[https://perma.cc/N8YU-FGBY]; Chris Weller, There’s a Secret Technology in 90 US 
Cities that Listens for Gunfire 24/7, BUS. INSIDER (June 27, 2017, 10:59 AM), 
http://www.businessinsider.com/how-shotspotter-works-microphones-detecting-
gunshots-2017-6 [https://perma.cc/Y8H9-2CXS]; Future Attribute Screening Technology 
Fact Sheet, DEP’T OF HOMELAND SEC., https://www.dhs.gov/publication/future-attribute-
screening-technology [https://perma.cc/8JVF-B8GL]. 
13 See, e.g., CHRISTOPHER SLOBOGIN, PROVING THE UNPROVABLE: THE ROLE OF LAW, 
SCIENCE, AND SPECULATION IN ADJUDICATING CULPABILITY AND DANGEROUSNESS 101–
14 (2007) (discussing future dangerousness). See generally Brian Sites, The Danger of 
Future Dangerousness in Death Penalty Use, 34 FLA. ST. U. L. REV. 959, 960 (2007) 
(discussing future dangerousness analyses). 
14 See generally Brian Sites, Rise of the Machines: Machine-Generated Data and the 
Confrontation Clause, 16 COLUM. SCI. & TECH. L. REV. 3736, 51–57 and accompanying 
footnotes (2014) (describing cases and various forensic tools in the context of the 
Confrontation Clause). 
15 See, e.g., Joe Palazzolo, Defense Attorneys Demand Closer Look at Software Used to 
detect Crime-Scene DNA, WALL ST. J. (Nov. 18, 2015, 5:17 AM), 
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Use of these tools is not new, and these questions are no longer 
theoretical. Almost two decades ago, law enforcement officials scanned 
tens of thousands of individuals’ faces as they attended Super Bowl 
XXXV, identifying “a handful of petty criminals.”16 Facial recognition 
software has grown in law enforcement (and private sector) use since the 
“Snooper Bowl.”17 Now as many as one in every two Americans is in a 
law enforcement facial recognition network, and one in four state or local 
police departments can run facial recognition searches.18 Forensic experts 
have described probabilistic DNA genotype matching19 as “becoming 
regular practice in criminal cases.”20 And everyday machines that we 
willingly invite into our lives create evidence that can acquit or accuse us 
of malfeasance.21 Machine-generated testimony is real and omnipresent in 
																																																																																																																																																							
https://www.wsj.com/articles/defense-attorneys-demand-closer-look-at-software-used-to-
detect-crime-scene-dna-1447842603 [https://perma.cc/KA45-TSYT] (discussing 
TrueAllele, “a program that untangles DNA when humans can’t” and citing as an 
example “a recent Commerce Department study of more than 100 crime labs around the 
country, [which found that] only seven of them were able to correctly untangle a complex 
DNA mixture”); see also Jessica Pishko, The Impenetrable Program Transforming How 
Courts Treat DNA Evidence, WIRED (Nov. 29, 2017, 7:00 AM), 
https://www.wired.com/story/trueallele-software-transforming-how-courts-treat-dna-
evidence/ [https://perma.cc/9VPG-S36C] (describing TrueAllele as a program that can 
“make connections that elude humans”). 
16 See, e.g., Natasha Singer, Never Forgetting a Face, N.Y. TIMES (May 17, 2014), 
https://www.nytimes.com/2014/05/18/technology/never-forgetting-a-face.html 
[https://perma.cc/D36D-B2GP] (referring to this as “the ‘Snooper Bowl’ and noting that 
“no one detailed”). 
17 See, e.g., Jennifer Lynch, Face Off: Law Enforcement Use of Face Recognition 
Technology, ELEC. FREEDOM FOUND. (Feb. 18, 2018), https://www.eff.org/wp/law-
enforcement-use-face-recognition [https://perma.cc/6AZ3-2JV8] (noting that “law 
enforcement officers can use mobile devices to capture face recognition-ready 
photographs of people they stop on the street; surveillance cameras boast real-time face 
scanning and identification capabilities; and federal, state, and local law enforcement 
agencies have access to hundreds of millions of images of faces of law-abiding 
Americans”); Angelica Cabral, Automatic Facial Recognition Software Helps Police 
Make an Arrest in the U.K., SLATE (June 6, 2017, 4:01 PM), 
http://www.slate.com/blogs/future_tense/2017/06/06/automatic_facial_recognition_softw
are_helps_police_make_an_arrest_in_the.html [https://perma.cc/8FUH-8MM5].  
18 See, e.g., Clare Garvie, Alvaro Bedoya, & Jonathan Frankle, The Perpetual Line-up, 
GEO. L. CTR. ON PRIVACY & TECH. (Oct. 18, 2016), https://www.perpetuallineup.org/ 
[https://perma.cc/K37S-6CKJ]. 
19 See, e.g., Pishko, supra note 15 (“Through probabilistic genotype matching, programs 
like TrueAllele can sort out the DNA strands presented in [samples that contain the blood 
of multiple people].”). 
20 Id. (quoting Jennifer Friedman, a Los Angeles Public Defender’s Office forensic 
expert). 
21 See, e.g., Jacob Gershman, Prosecutors Say Fitbit Device Exposed Fibbing in Rape 
Case, WALL ST. J. (Apr. 21, 2016, 1:53 PM), 
https://blogs.wsj.com/law/2016/04/21/prosecutors-say-fitbit-device-exposed-fibbing-in-
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a sort of perpetual digital line-up, and “in this line-up, it’s not a human 
that points to the suspect—it’s an algorithm.”22 

How should the rules of evidence respond to machine accusers? 
The goal, as in most things, is finding the right balance. Machines are vital 
tools for investigating crimes. In this digital age, they make crime 
prevention possible in ways previously inconceivable. They offer the 
potential of a brighter, safer future, and courts and rulemakers must strike 
a balance between due scrutiny and an acknowledgment of the realities of 
how machines are used. Because the courts have thus far concluded that 
the Confrontation Clause offers little refuge to a criminal defendant faced 
with machine accusers,23 the burden falls to the rules of evidence, which 
have until now proven inadequate when applied to machines. This article 
analyzes that result.  

In Part I, the article briefly reviews the current state of the law 
under the Confrontation Clause and why the rules of evidence must bear 
the weight of protecting a criminal defendant’s rights; most of that work, 
however, remains in my prior article.24 Part II offers a brief primer on 
robotics under the rules of evidence. Part III describes the approach courts 
have taken thus far. Finally, Part III also offers proposals as to how to 
apply the rules of evidence to address the problems raised herein. In doing 
so, the article focuses on the authentication requirement and statements 
made by operators and machines together. 

As an initial note, there are other avenues through which a criminal 
defendant might seek protection in court, such as other constitutional 
rights and rules of disclosure.25 Similarly, there are other reforms that 
would improve the fairness of the criminal justice system in a world of 
evanescent technological evidence; for example, better pre-trial and 
discovery-phase evidence analysis, especially since many cases never go 

																																																																																																																																																							
rape-case/ [https://perma.cc/5LW6-FFH8] (reporting that a Fitbit, worn by a woman who 
told police she was raped, ultimately provided electronic data that indicated her claim 
was fabricated, leading to charges against her). 
22 Garvie, supra note 18. 
23 See, e.g., Sites, supra note 14. 
24 Id. 
25 See 18 U.S.C. § 3500 (2018). The Jencks Act requires the government to disclose 
certain prior statements from the witness so as to empower potential impeachment. See 
also Gundersen v. Municipality of Anchorage, 792 P.2d 673, 674–76 (Alaska 1990) 
(“[W]e hold that due process requires that the defendant be given an opportunity to 
challenge the reliability of that [breath test] evidence in the simplest and most effective 
way possible, that is, an independent test [of the defendant’s intoxication level].”); see 
generally Brandon L. Garrett, Constitutional Regulation of Forensic Evidence, 73 WASH. 
& LEE L. REV. 1147, 1152 (2016). 
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to trial.26 Much ink has now been penned in these areas, and, as such, this 
article largely reserves comment on those topics.  

However, much less has been said about the application of the 
rules of evidence to machine accusers and hearsay statements made by 
machine operators through or with machines.27 Many courts have held that 
the rules of evidence are the appropriate source of protection for criminal 
defendants as to these robotic accusers.28 If so, those rules must play their 
part appropriately; however, thus far, courts have not held the rules to their 
text or spirit. Courts often have not required the machine operators to 
testify even though, in many cases, no one else can establish that the 
results of the machine came from the proper use of the tool.  

Accordingly, the focus here is on the requirements of the rules of 
evidence, reserving for another day the role of external protections and 
related doctrines like Frye. Although this article focuses on the Federal 
Rules of Evidence (FRE), in surveying the landscape of cases, state rules 
of evidence are also addressed as relevant. For the sake of clarity (and 
brevity), this article reserves for the third installment in this trilogy the 
question of whether the problems identified are best tackled through 
revising the rules of evidence, reinterpreting the Confrontation Clause, or 
some third option.  

 
I. MACHINE-GENERATED DATA & THE CONFRONTATION CLAUSE 

 
The analysis of a criminal defendant’s rights as to machine 

accusers has, thus far, largely focused on the Sixth Amendment’s 
Confrontation Clause. Under a rubric called the “machine-generated 
testimony doctrine,” courts across the nation have held that machine-
generated data does not trigger the Confrontation Clause because it is the 
machines—not the analysts operating them—that make the statements at 
issue, and machines are not “witnesses” within the meaning of the 
Confrontation Clause.29 Courts have reached this conclusion mainly from 
																																																													
26 See, e.g., Erin Murphy, The Mismatch Between Twenty-First-Century Forensic 
Evidence and Our Antiquated Criminal Justice System, 87 S. CAL. L. REV. 633, 639–652 
(2014) (discussing these matters). 
27 Cf. Andrea Roth, Machine Testimony, 126 YALE L.J. 1972, 1976–77 (2017) (“While a 
handful of scholars have suggested in passing that the reports of a mechanical observer 
might be assertive claims implicating credibility, legal scholars have not yet explored 
machine conveyances in depth.”) (internal quotation marks omitted). 
28 See infra Parts II–III. 
29 See Sites, supra note 14, at 51–57 (collecting cases); see also Peter Nicolas, But What 
If the Court Reporter Is Lying? The Right to Confront Hidden Declarants Found in 
Transcripts of Former Testimony, 2010 BYU L. REV. 1149, 1192–93 (2010) (noting, 
while addressing a different issue, that “the Confrontation Clause encompasses only 
statements by people”). 
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either a general reading of the Clause or from the court’s use of the 
definition of hearsay to limit the reach of the Constitution. As described in 
my prior article, this broad exclusion of machine accusers from the 
Confrontation Clause is inconsistent with the Supreme Court’s recent 
treatment of forensic evidence, and it is an exception that could swallow 
their holdings whole as machines become increasingly widespread and 
automated.30 Because the major issues related to machine testimony have 
largely been analyzed by courts in the context of the Confrontation Clause 
and are closely tied to it, this section briefly reviews the state of the field 
in that area.   

The machine-generated testimony doctrine’s origin story largely 
begins with United States v. Washington.31 In Washington, a police officer 
pulled over an individual for erratic driving and subsequently obtained a 
blood sample.32 The forensic machines that analyzed it produced 
approximately twenty pages of data,33 based on which the lab director 
issued a report stating the blood sample contained intoxicants.34 The three 
analysts who actually conducted the tests—the only individuals who knew 
if the tests were actually run, if the samples were tampered with, if the 
defendant’s sample was the one placed in the machines, etc.—did not 
testify in court; their supervisor testified based on the data.35  

At trial, the defendant sought to cross-examine the three analysts 
themselves, arguing that the lab director’s reliance on raw data from tests 
he neither performed nor observed violated the Confrontation Clause.36 
The trial court disagreed and admitted the testimony.37 The Fourth Circuit 
affirmed on appeal,38 concluding that the defendant had no such right 
because “the inculpating ‘statement’—that [the defendant]’s blood sample 
contained PCP and alcohol—was made by the machine . . . [and thus was 
not] subject to the Confrontation Clause.”39 

																																																													
30 See generally Sites, supra note 14. 
31 United States v. Washington, 498 F.3d 225 (4th Cir. 2007). Though other cases 
preceded Washington, in the post-Crawford world, Washington functions as the first test 
to adopt this analysis. See, e.g., Joe Bourne, Prosecutorial Use of Forensic Science at 
Trial: When is a Lab Report Testimonial?, 93 MINN. L. REV. 1058, 1079–80 (2009) 
(describing Washington as “an analytical angle from which no other court had 
approached a Crawford issue pertaining to forensic science”). 
32 Washington, 498 F.3d at 227–28. 
33 Id.  
34 Id.  
35 Id. at 228–29. 
36 Id. 
37 Id. at 227. 
38 Id. at 232. 
39 Id. at 229–30. 
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The court also found that there was no value in cross-examining 
the technicians: the machines made the statements, and the technicians 
would know only what the machine data said.40 The Fourth Circuit 
stressed that if the concern was the reliability of the data, that issue would 
be properly addressed through the process of authentication of the 
evidence,41 and if the defendant wanted to question the technicians on that 
topic, he should have subpoenaed them.42 And so the machine-generated 
testimony doctrine was born.43  

This doctrine has taken root in a variety of jurisdictions.44 In 
United States v. Blazier, the Court of Appeals for the Armed Forces went 
so far as to state that “it is well-settled that under both the Confrontation 
Clause and the rules of evidence, machine-generated data and printouts are 
not statements and thus not hearsay—machines are not declarants—and 
such data is therefore not ‘testimonial.’”45 For example, in United States v. 
Moon, the Seventh Circuit endorsed Washington’s approach in a case 
involving raw data from an infrared spectrometer and a gas 
chromatograph, two machines often used in forensic labs (among other 
places).46 As in Washington, Moon involved one expert chemist testifying 
in court based on the data produced by a different analyst.47 The Seventh 
Circuit held that the non-testifying chemist’s conclusions were 
testimonial, but the raw data from the machines was not.48  

Similarly, in United States v. Lamons, the Eleventh Circuit held 
that data produced by a machine memorializing telephone calls was not 
testimonial because “the witnesses with whom the Confrontation Clause is 

																																																													
40 Id. at 230. 
41 Id. at 231 (discussing the requirements of laying a foundation). 
42 Id. at 231 n.3. 
43 See, e.g., Bourne, supra note 31, at 1079–80 (2009). 
44 See, e.g., United States v. Lizarraga-Tirado, 789 F.3d 1107, 1110 (9th Cir. 2015) 
(citing Washington and holding that satellite images and GPS coordinates and markers 
didn’t violate the Confrontation Clause because they were not statements of a person); 
United States v. Drayton, No. PWG-13-0251, 2014 WL 2919792, at *6 (D. Md. June 26, 
2014) (“[A] machine cannot bear witness against an accused within the meaning of the 
Confrontation Clause . . . . [O]nly a human may be a declarant . . . .”); State v. Salamone, 
No. 1 CA-CR 16-0204, 2017 WL 2875096, at *4 (Ariz. Ct. App. July 6, 2017) 
(“Although the chromatograms are certainly evidence against Salamone, as exclusively-
machine-generated data they are not out-of-court statements by any person, and thus are 
not subject to confrontation or hearsay analysis.”). But see United States v. Ramos-
Gonzalez, 664 F.3d 1 (1st Cir. 2011) (concluding, without analyzing the machine-
generated testimony doctrine, that the testimony of one analyst about, inter alia, the 
results of a test violated the Confrontation Clause). 
45 United States v. Blazier, 69 M.J. 218, 224 (C.A.A.F. 2010). 
46 United States v. Moon, 512 F.3d 359, 362 (7th Cir. 2008). 
47 Id. at 360–61. 
48 Id. at 361. 
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concerned are human witnesses,” and the data in Lamons was the 
statement of a machine.49 The Ninth Circuit has agreed as well in the 
context of satellite images, GPS markers, and coordinates, holding that 
there was no Confrontation Clause violation because the geographical 
information was not statements of a person.50 In United States v. Crockett, 
a federal district court held that “[t]he instrument readouts and printouts” 
resulting from analysis of cocaine did not implicate the Confrontation 
Clause or hearsay rule.51 The doctrine is old enough that it has also arisen 
in several post-conviction challenges.52 Given the overall consistency of 
the above-discussed federal court decisions and the high standard for post-
conviction relief, it is not surprising that those post-conviction challenges 
have largely been rejected.53 

State courts have generally rejected machine-generated-testimony 
claims under the Confrontation Clause as well.54 For example, in Hamilton 
v. State, a Texas court held that the raw data produced by DNA analysis 
was a machine-generated statement, and “[t]he Confrontation Clause 
implicates statements made by persons, not machines.”55 In People v. 
Lopez, the Supreme Court of California held that “[b]ecause, unlike a 

																																																													
49 United States v. Lamons, 532 F.3d 1251, 1260–61, 1263 (11th Cir. 2008) (emphasis in 
original). 
50 United States v. Lizarraga-Tirado, 789 F.3d 1107, 1110 (9th Cir. 2015). 
51 United States v. Crockett, 586 F. Supp. 2d 877, 885 (E.D. Mich. 2008); see also Adams 
v. United States, No. 09-6152 (GEB), 2011 WL 1792562, at *2–4 (D.N.J. May 10, 2011) 
(addressing, as an alternative basis for the court’s ruling, the merits of a 28 U.S.C. § 2255 
habeas corpus claim that alleged error under the Confrontation Clause, and citing e.g., 
Washington and Moon). 
52 See, e.g., White v. Davey, No. 2:14-CV-1427-EFB P, 2016 WL 7404761, at *8 (E.D. 
Cal. Dec. 22, 2016); Fructuoso v. Paramo, No. CV 14-2481 SS, 2016 WL 6839307, at 
*12–13 (C.D. Cal. Nov. 21, 2016), judgment entered, No. CV 14-2481 SS, 2016 WL 
6875231 (C.D. Cal. Nov. 21, 2016), and cert. denied, No. 17-55073, 2017 WL 3136219 
(9th Cir. Apr. 14, 2017); Godoy v. Virginia Dep’t of Corr., No. 1:16CV21 (LMB/JFA), 
2016 WL 5661938, at *5 (E.D. Va. Sept. 28, 2016), appeal dismissed sub nom., Godoy v. 
Dir., Virginia Dep't of Corr., 689 F. App'x 164 (4th Cir. 2017). 
53 See, e.g., sources cited supra note 52. 
54 See, e.g., Leger v. State, 732 S.E.2d 53, 60 (Ga. 2012) (supervisor may testify about 
data generated by other analysts); People v. Brown, 918 N.E.2d 927, 931 (N.Y. 2009) 
(“The . . . report, furthermore, was not ‘testimonial’ . . . because it consisted of merely 
machine-generated graphs, charts and numerical data.”); State v. Keck, No. 09CA50, 
2011 WL 1233196, at *5–6 (Ohio Ct. App. Mar. 30, 2011) (no Confrontation Clause 
violation where one analyst testified to her analysis, which was based in part on the 
apparently machine-generated DNA results that another analyst produced); cf. State v. 
Ortiz-Zape, 743 S.E.2d 156, 162 (N.C. 2013) (citing Washington and Moon approvingly), 
cert. denied, 134 S. Ct. 2660 (2014); State v. Dilboy, 48 A.3d 983, 989 (N.H. 2012) 
(noting that testimony based on “raw data, such as graphic or numerical computer 
printouts, . . . [might] not . . . violat[e] . . . the Confrontation Clause”). 
55 Hamilton v. State, 300 S.W.3d 14, 21–22 (Tex. Crim. App. 2009). 
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person, a machine cannot be cross-examined, here the prosecution’s 
introduction into evidence of the machine-generated printouts . . . did not 
implicate the Sixth Amendment’s right to confrontation.”56 The 
Connecticut Supreme Court reached a similar result.57  

A clear pattern has emerged for claims involving machine-
generated data. Courts considering such claims have reached analogous 
conclusions for a variety of machines including those producing DNA 
results,58 breathalyzer results,59 urinalysis results,60 and machine-generated 
data from equipment outside the lab.61 Some courts have also reached the 
same results without specifically discussing machine-generated testimony; 
these results include decisions based on the general observation that a 
supervisor may testify about tests performed by other analysts or the 
specific point that the supervisor may rely on raw data generated by other 
analysts.62 Courts, for the most part, appear unconcerned with the rise in 
number of “witnesses” immune to cross-examination. 
																																																													
56 People v. Lopez, 286 P.3d 469, 478 (Cal. 2012). 
57 State v. Buckland, 96 A.3d 1163, 1172 (Conn. 2014) (“We hold that the machine 
generated data is not subject to the restrictions imposed by Crawford, Melendez–Diaz, 
and Bullcoming.”). 
58 See, e.g., State v. Gomez, 244 P.3d 1163, 1166–67 (Ariz. 2010); People v. Arauz, 2D 
Crim. No. B242843, 2013 WL 3357931, at *5 (Cal. Ct. App. July 3, 2013), cert. denied, 
134 S. Ct. 2664 (2014).  
59 See Cranston v. State, 936 N.E.2d 342, 345 (Ind. Ct. App. 2010); People v. Dinardo, 
801 N.W.2d 73, 79 (Mich. Ct. App. 2010); Wimbish v. Commonwealth, 658 S.E.2d 715, 
719-20 (Va. Ct. App. 2008). 
60 See Marshall v. People, 309 P.3d 943, 947 (Colo. 2013); United States v. Bradford, No. 
2009-07, 2009 WL 4250093, at *9 (A.F. Ct. Crim. App. Nov. 23, 2009); United States v. 
Anderson, No. 2009-06, 2009 WL 4250095, at *5 (A.F. Ct. Crim. App. Nov. 23, 2009); 
United States v. Skrede, No. 2009-09, 2009 WL 4250031, at *3 (A.F. Ct. Crim. App. 
Nov. 23, 2009). 
61 See, e.g., Stultz v. Artus, No. 04-CV-3170 (RRM), 2013 WL 937830, at *9–10 
(E.D.N.Y. 2013) (automated message stating a payphone’s phone number was a 
statement by a machine, which falls outside the scope of the Confrontation Clause); cf. 
Robertson v. Commonwealth, 738 S.E.2d 531, 532–33 (Va. Ct. App. 2013) (en banc) 
(involving, but not addressing as such, machine-generated prices from a cash register). 
62 See Smith v. State, 28 So. 3d 838, 854–55 (Fla. 2009) (per curiam) (discussing this 
issue and citing Washington and Moon approvingly); id. at 878–80 (Canady, J., 
concurring) (disagreeing with the Court’s opinion on only other issues); Rector v. State, 
681 S.E.2d 157, 160 (Ga. 2009) (holding that a toxicologist could testify about tests and 
results obtained by another doctor because the toxicologist “reviewed the data and testing 
procedure” and “[a]n expert may base [his] opinions on data gathered by others”); State 
v. Roach, 95 A.3d 683, 694–99 (N.J. 2014) (an analyst who tested one DNA sample may 
testify about a DNA match based on results that depended, in part, on testing for a second 
DNA sample that another analyst generated); Commonwealth v. Yohe, 79 A.3d 520, 540 
(Pa. 2013) (“[W]e hold that [the reviewing supervisor] is the analyst who determined 
Appellant's [blood-alcohol content]. Although he relied on the raw data produced by the 
lab technicians [who ran the machines] . . . he is the only individual who engaged in the 
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Washington, decided in 2007, also demonstrated staying power: 
even after the Supreme Court’s intervening landmark cases of Melendez-
Diaz, Bullcoming, and Williams, it remains.63 Washington’s petition for 
certiorari was even still pending when the Court issued Melendez-Diaz.64 
Though the Court granted other petitions for certiorari and remanded them 
for reconsideration, the Court denied the petition in Washington.65 Other 
courts, considering the issue for the first time or upon reconsideration after 
the Williams et al. decisions, have held that machine-generated data does 
not trigger a confrontation right.66  

Against this rise of the machines, a limited resistance has 
formed—but its future appears tenuous.67 For example, in one case, Young 
v. United States, the D.C. Circuit found a Confrontation Clause violation 
where a supervisor gave surrogate testimony about DNA tests that she 
neither conducted nor was present for; in doing so, the court 
“emphasize[d] . . . that it is too simplistic to say that the DNA profiles and 
the [random-match probability] were not hearsay because they were 

																																																																																																																																																							
critical comparative analysis of the results of the . . . tests . . . and determined Appellant's 
BAC.”); see also id. at 541–42; cf. United States v. Hamilton, 413 F.3d 1138, 1142 (10th 
Cir. 2005) (computer-generated header “was generated instantaneously by the computer 
without the assistance or input of a person” and so, in the context of the hearsay rules, 
there was no “statement” or “declarant”). 
63 See, e.g., United States v. Summers, 666 F.3d 192, 202–03 (4th Cir. 2011); United 
States v. Maxwell, 724 F.3d 724, 726–27 (7th Cir. 2013); see also United States v. 
Darden, 656 F. Supp. 2d 560, 563–64 (E.D. Ma. 2009); Hamilton v. State, 300 S.W.3d 
14, 21 (Tex. Crim. App. 2009); Anderson, 2009 WL 4250095, at *5. 
64 See United States v. Washington, 498 F.3d 225 (4th Cir. 2007), cert. denied, 557 U.S. 
934 (2009). 
65 See Washington v. United States, 129 S. Ct. 2856 (2009), cert. denied. This does not 
mean that the Supreme Court necessarily approved of the result in Washington, as there 
are many reasons a court of discretionary jurisdiction might deny review. The point only 
is that the Court had an opportunity to address the doctrine post-Melendez-Diaz, or at 
least to require the Fourth Circuit to reconsider in light of Melendez-Diaz, but declined to 
do so. 
66 See, e.g., Oliver v. State, No. 14-09-00690-CR, 2010 WL 3307391, at *4 (Tex. App. 
Aug. 24, 2010); United States v. Drayton, Criminal No. PWG-13-0251, 2014 WL 
2919792, at *8–9 (D. Md. June 26, 2014); People v. Lopez, 286 P.3d 469, 478 (Cal. 
2012); People v. Revill, No. B233987, 2013 WL 6094307, at *9–13 (Cal. Ct. App. Nov. 
20, 2013). 
67 See, e.g., Washington, 498 F.3d at 232–35 (Michael, J., dissenting); State v. Roach, 95 
A.3d 683, 698–701 (N.J. 2014) (Albin, J., dissenting); cf. Pendergrass v. State, 913 
N.E.2d 703, 711 (Ind. 2009) (Rucker, J., dissenting) (not addressing the machine-
generated testimony doctrine, but stating “despite whatever ambiguity Melendez–Diaz 
may have created on the question of who must testify at trial, it appears to me the opinion 
is clear enough that a defendant has a constitutional right to confront at the very least the 
analyst that actually conducts the tests”). 
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‘nothing more than the raw data produced by a machine.”68 However, the 
overwhelming consensus is that machine-generated data does not require 
the testimony of the analyst who operated the machine; the right to cross-
examine machine accusers and their operators under the Confrontation 
Clause is largely a dead letter. Absent reinterpretation of the Clause, the 
protections criminal defendants seek in this area fall to the rules of 
evidence.  

 
II. ROBOTICS & THE RULES OF EVIDENCE: AN FRE PRIMER 

 
The Federal Rules of Evidence (FRE) and their state counterparts 

offer a variety of protections to a criminal defendant. Though far from 
exhaustive, this section serves as a primer for some of those protections 
relevant to machine-generated evidence. In particular, this section 
discusses rules related to authentication and hearsay. 

At an initial level, the authentication/identification requirement 
helps ensure that evidence is what it is alleged to be.69 Notably, this 
protection is not to ensure reliability but relevance. Under FRE Rule 901, 
“the proponent must produce evidence sufficient to support a finding that 
the item is what the proponent claims it is.”70 Thus, the court does not 
determine that the evidence necessarily is what is claimed: the district 
court “serves as [a] gatekeeper in assessing whether the proponent has 
offered a satisfactory foundation from which the jury could reasonably 
find that the evidence is authentic. The burden to authenticate under Rule 
901 is not high—only a prima facie showing is required.”71 The proponent 
of the evidence need not “rule out all possibilities inconsistent with 

																																																													
68 Young v. United States, 63 A.3d 1033, 1046 (D.C. Cir. 2013) (quoting United States v. 
Summers, 666 F.3d 192, 202 (4th Cir. 2011)). The D.C. Circuit went on to state that “the 
[data at issue] do[es] not stand on [its] own but, instead, ha[s] meaning because [it] 
amount[s] to a communication by the scientists who produced [it]—the assertion, 
essentially, that the scientists generated these specific results by properly performing 
certain tests and procedures on particular, uncorrupted evidence and correctly recording 
the outcomes.” Id.; see also United States v. Ramos-Gonzalez, 664 F.3d 1, 6 (1st Cir. 
2011) (concluding, without analyzing the machine-generated testimony doctrine, that the 
testimony of one analyst about, inter alia, the results of a test violated the Confrontation 
Clause); cf. Martin v. State, 60 A.3d 1100, 1106 (Del. 2013) (lending some support to the 
right to cross-examine the operating analyst in machine-generated data contexts).  
69 See generally FED. R. EVID. 901–03. 
70 FED. R. EVID. 901(a). 
71 United States v. Kaixiang Zhu, 854 F.3d 247, 257 (4th Cir. 2017) (quoting United 
States v. Vidacak, 553 F.3d 344, 349 (4th Cir. 2009)) (internal quotation marks and 
citations omitted). 
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authenticity, rather ‘the standard for authentication, and hence for 
admissibility, is one of reasonable likelihood.’”72  

A common way to authenticate evidence is through calling to the 
stand a witness familiar with the underlying data or item. For example, the 
proponent of satellite images generated by Google Earth could meet the 
authentication burden via “testimony from a Google Earth programmer or 
a witness who frequently works with and relies on the program.”73 Or, in 
the case of a lab report, the analyst who ran the tests could testify. As 
discussed subsequently, however, courts have also accepted the substitute 
testimony of an analyst or supervisor who did not run, observe, or 
otherwise participate in the tests.74 

One way to meet this burden for certain machines is with Rule 
901(b)(9), which allows for authentication of “a process or system.”75 This 
is a two-step process: first, the proponent must provide evidence that 
describes the process or system, and second, the proponent must establish 
that the process or system produces accurate results.76 Examples of 
machine-generated testimony that fall under the authentication provisions 
of this subsection include videos, photographs, x-rays, tape recordings, 
“and other outputs of mechanisms purporting to depict some aspect of 
reality in” visual or auditory form.77 It can also apply to mechanisms that 
transform or analyze data such as statistical studies.78 

Related to authentication is the establishment of a chain of custody 
for an item. This is a showing that the item at issue is the same item, in 
substantially the same condition, as the one seized from the defendant, 
taken from the crime scene, etc.79 This showing is often established by 
testimony from a witness (or multiple witnesses) who have personal 
knowledge of the item’s progression through the chain. Gaps or other 
issues related to the chain of custody might not preclude the evidence 

																																																													
72 United States v. Espinal-Almeida, 699 F.3d 588, 609 (1st Cir. 2012) (quoting United 
States v. Savarese, 686 F.3d 1, 11 (1st Cir. 2012)). 
73 United States v. Lizarraga-Tirado, 789 F.3d 1107, 1110 (9th Cir. 2015) (citing 
CHARLES ALAN WRIGHT & VICTOR JAMES GOLD, FEDERAL PRACTICE & PROCEDURE § 
7114 (2000)); see also United States v. Espinal-Almeida, 699 F.3d 588, 612–13 (1st Cir. 
2012) (testimony concerning GPS usage did not require expert testimony because 
“someone knowledgeable, trained, and experienced in analyzing GPS devices” testified). 
74 See discussion infra Sections II.A, II.B; infra notes 112–122.  
75 FED. R. EVID. 901(b)(9). 
76 See, e.g., WRIGHT & GOLD, supra note 73. 
77 Id. (collecting cases). 
78 Id. (collecting cases). 
79 See generally FED. R. EVID. 901 (Chain of custody is generally “proof that the item in 
question was in the continuous possession of one person or facility or a secure chain of 
individuals or facilities during the relevant period, all relatively tamper- and substitution-
proof.”). 
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reaching the jury but may instead negatively affect the weight given to the 
evidence.80 Courts commonly “presume[] that custodians have preserved 
the integrity of the evidence absent a sufficient showing of bad faith, ill 
will, or proof of tampering.”81  

The Federal Rules of Evidence also impose limitations on expert 
witnesses.82 Among other requirements, their testimony must be “based on 
sufficient facts or data,” be “the product of reliable principles and 
methods,” and the expert must have “reliably applied the principles and 
methods to the facts of the case.”83 Many describe the requirements 
applicable to expert witnesses as formidable: “[t]he new standard exhorts 
the judge to be an independent gatekeeper. It commands unequivocally . . . 
that the expert testimony itself and its foundations be scrutinized at each 
point in the chain from basis to conclusion, for at least some thres[]hold 
level of reliability.”84  

Hearsay rules also offer criminal defendants potential protections. 
However, that is generally not the case when facing machine-generated 
testimony. Hearsay is defined by the FRE in terms of a “person,”85 thereby 
excluding machine statements.86 Thus, in any court that considers 
machine-generated data to be solely the statement of the machine—as 
opposed to an assertion by the operator and the machine or through the 
machine87—the hearsay rules offer defendants minimal protection.88 
Further, even where hearsay statements are at issue, the FRE allow experts 
to rely on inadmissible hearsay statements in forming and testifying to the 

																																																													
80 See, e.g., United States v. Manning, 738 F.3d 937, 944 (8th Cir. 2014). 
81 Id. (citing United States v. Brumfield, 686 F.3d 960, 965 (8th Cir. 2012)). 
82 See generally FED. R. EVID. 702 (Testimony by Expert Witnesses). 
83 Id. at (b)–(d). 
84 FED. R. EVID. 702. 
85 FED. R. EVID. 801(a) (“(a) Statement. ‘Statement’ means a person’s oral assertion, 
written assertion, or nonverbal conduct, if the person intended it as an assertion.”); id. 
801(b) (“(b) Declarant. ‘Declarant’ means the person who made the statement.”); see also 
United States v. Washington, 498 F.3d 225, 231 (4th Cir. 2007) (“Only a person may be 
a declarant and make a statement. Accordingly, ‘nothing ‘said’ by a machine . . . is hear-
say.’”); United States v. Washington, 498 F.3d 225, 230 (4th Cir. 2007) (quoting 4 
MUELLER & KIRKPATRICK, FEDERAL EVIDENCE, § 380, at 65 (2d ed.1994)).  
86 See, e.g., Boothe v. Wheeling Police Officer Sherman (Star #155), 190 F. Supp. 3d 
788, 793 (N.D. Ill. 2016) (holding that only a person can be a declarant under the hearsay 
rules and collecting cases). 
87 See, e.g., Sites, supra note 14, at 78–93 (discussing this concept in the context of the 
Confrontation Clause). 
88 See, e.g., United States v. Lizarraga-Tirado, 789 F.3d 1107, 1109–10 (9th Cir. 2015) 
(satellite image and GPS coordinates and marker were not hearsay because they were 
automatically generated by a machine, and hearsay rules do not apply to machine 
statements). 
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expert’s opinion.89 Thus, even where courts have concluded that 
statements pertaining to machine-generated testimony are hearsay, they 
may still be useable by a lab supervisor or other such individual testifying 
as a surrogate witness at trial.90  

 
III. THE ROAD THUS FAR & THE ROAD AHEAD 

 
As noted above, courts have generally classified machine-

generated testimony issues not as a constitutional inquiry, but as one for 
the rules of evidence.91 While the Confrontation Clause, as currently 
interpreted, offers little protection against machine-generated data, the 
options under the rules of evidence are more robust, at least in theory. 
These options, however, have often proven unable to carry the weight of 
protecting a defendant’s rights. This section illustrates those holdings with 
a focus on two primary issues: the authentication requirement and 
application of hearsay rules under the FRE.  

 
A.  Hearsay Analysis 

 
A growing number of courts have looked to the hearsay rules in 

analyzing machine-generated evidence under the FRE. Courts have 
considered a variety of machine-generated “statements” including Taser 
reports,92 satellite images and GPS coordinates,93 breathalyzer data,94 
forensic lab reports from machines such as gas chromatography/mass 
spectrometers (GCMS),95 and more. For example, in Patterson v. City of 
Akron, the Sixth Circuit held that a report generated by a Taser was not 
hearsay.96 The court noted that FRE 801(a) defines “statement,” in the 
context of hearsay, as “a person’s oral assertion, written assertion, or 
nonverbal conduct, if the person intended it as an assertion.”97 In reaching 

																																																													
89 FED. R. EVID. 703. Such evidence may even be disclosed to the jury if its probative 
value substantially outweighs its prejudicial effect. Id. 
90 See, e.g., United States v. Blazier, 69 M.J. 218, 225–26 (C.A.A.F. 2010). 
91 See, e.g., id.; United States v. Washington, 498 F.3d 225, 231 (4th Cir. 2007). 
92 Patterson v. City of Akron, 619 F. App’x 462, 479–80 (6th Cir. 2015). 
93 United States v. Lizarraga-Tirado, 789 F.3d 1107, 1109 (9th Cir. 2015). 
94 United States v. Ahlstrom, 530 F. App’x 232, 239 (4th Cir. 2013); United States v. 
Hall, 497 F. App’x 299, 300 (4th Cir. 2012); United States v. Hamblen-Baird, 266 F.R.D. 
38, 39–40 (D. Mass. 2010). 
95 Dunn v. State, 665 S.E.2d 377, 381 (Ga. App. Ct. 2008). 
96 Patterson, 619 F. App’x at 479–80. 
97 Id. at 480 (quoting Fed. R. Evid. 801(a)). 
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that conclusion, the court drew on six other circuit decisions on the same 
topic.98  

Other courts have reached the same result.99 In United States v. 
Lizarraga-Tirado, the defendant was arrested for illegally crossing the 
Mexico-United States border, and the case turned in part on whether he 
was arrested in the United States or Mexico.100 The defendant argued that 
he was on the Mexico side of the border; government agents testified that 
he was in the United States.101 In support of their assertion that the arrest 
was on the United States side, the agents testified that they were familiar 
with the area and that one of them had “contemporaneously recorded the 
coordinates of defendant’s arrest using a handheld GPS device.”102 The 
government introduced a Google Earth satellite image that depicted the 
Mexico-United States border and included a marker called a “tack” that 
the agent asserted reflected the GPS coordinates she recorded during the 
arrest.103 Thus, the defendant had an opportunity to cross-examine the 
machine operator (the agent who operated the GPS and marked the 
coordinates), ameliorating both hearsay and authentication issues. The 
defendant argued, however, that more was needed because there was no 
testimony as to the origin of the satellite images or the “tack” reflecting 
the GPS coordinates on the handheld device, both of which were allegedly 
hearsay statements.104 The court rejected both arguments, holding that the 
satellite image—like other photographs from less-powerful cameras—
“makes no assertion, [and thus] it isn’t hearsay.”105  

The tack and GPS coordinate evidence, however, “present[ed] a 
more difficult question” because they made an assertion as to what was 
located there.106 The machine-generated testimony doctrine resolved this 
as well: the court determined that the tack and coordinates were generated 
by Google Earth, and thus, they could not be hearsay because they were 

																																																													
98 Id. (citing United States v. Lizarraga–Tirado, 789 F.3d 1107, 1109–10 (9th Cir. 2015); 
United States v. Lamons, 532 F.3d 1251, 1263 (11th Cir. 2008); United States v. Moon, 
512 F.3d 359, 362 (7th Cir. 2008); United States v. Washington, 498 F.3d 225, 230 (4th 
Cir. 2007); United States v. Hamilton, 413 F.3d 1138, 1142 (10th Cir. 2005); United 
States v. Khorozian, 333 F.3d 498, 506 (3d Cir. 2003)). 
99 See, e.g., United States v. Crockett, 586 F. Supp. 2d 877, 885 (E.D. Mich. 2008). 
100 Lizarraga-Tirado, 789 F.3d at 1108. 
101 Id. 
102 Id. 
103 Id. 
104 Id. 
105 Id. (citing United States v. May, 622 F.2d 1000, 1007 (9th Cir. 1980); United States v. 
Oaxaca, 569 F.2d 518, 525 (9th Cir. 1978)). 
106 Lizarraga-Tirado, 789 F.3d at 1109. 
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not statements by a person.107 The court noted that machine-generated 
statements could raise other “evidentiary concerns,” but it concluded that 
they “are addressed by the rules of authentication.”108 The defendant in 
Lizarraga-Tirado had not raised any such objection, and therefore the 
court did not fully explore the issue. 

These hearsay issues are not as simple as courts have portrayed 
them to be. Even taking as a given that the FRE appropriately defines 
hearsay solely as statements by “person[s],” a statement generated by a 
machine at the operator’s command can be seen as the statement of not 
just the machine but of the machine and the operator together. When 
applied to machines used to make assertions about the world, this 
determination should turn on the question of control: how autonomous is 
the machine’s statement?109 Exercising control over the machine’s 
analysis, such as by determining what test parameters to use, renders the 
statement a joint statement.110 In such a scenario, the operator of the 
machine should be subject to the Confrontation Clause’s requirements and 
hearsay analysis as well. As a result, the machine operator should 
normally need to testify for the evidence to be admissible. Notably, when 
that occurs, authentication claims will largely also be satisfied because the 
operator can help provide “evidence sufficient to support a finding that the 
item is what the proponent claims it is.”111 

Evidentiary requirements aside, there are practical reasons a 
defendant (and the court) should favor calling the machine operator. As 
one commentator noted, operators can commit a host of errors that are 
routinely important in a criminal justice context:  

 
[I]magine a person in a room overheard saying 

“Brrr—it’s cold.” A party now offers the statement as proof 
that the room was generally cold. In truth, the room was 
warm, but the declarant was standing directly in front of an 
air conditioning duct, a fact that would likely remain 
hidden absent the declarant’s live testimony. In the same 
respect, a thermometer placed in front of the air duct, if the 
reading is presented in court as an accurate report of room’s 
temperature, might cause the factfinder to draw the wrong 
inference. 

. . . . 
																																																													
107 Id. at 1109–10 (citing Washington, 498 F.3d at 230 and several other cases discussed 
herein). 
108 Id. at 1110. 
109 See Sites, supra note 14, at 78–93. 
110 Id. 
111 FED. R. EVID. 901(a).  
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For example, an operator of a breath-alcohol 
machine who fails to wait long enough after a suspect 
vomits before commencing the test runs the risk that the 
machine will mistake residual mouth alcohol for alcohol in 
deep lung air and inaccurately estimate the suspect’s blood-
alcohol level. A computer-run DNA analysis on a crime-
scene sample contaminated with residue from a suspect’s 
sample may, without correct control tests, falsely convey 
that the two samples match. “False” inputs might even 
include the failure to remove inputs that were correct when 
initially inputted, but have since become outdated. For 
example, the failure to scrutinize law enforcement 
databases for old, resolved warrants has led computer 
systems to falsely report to officers in the field that a 
suspect has an outstanding warrant. 112 
 
Calling the operator-analyst to testify gives the defendant a fair 

opportunity to explore these and many other critical issues. Just as the 
thermometer “operator” might have erred or misled the machine, so too 
might other operators. Without testimony from the machine operator, there 
will often be no way to determine whether the machine produced accurate 
and relevant results or was misled by factors within the operator’s control. 
That is a risk the criminal justice system should not accept and which 
would best be solved by requiring machine operators to testify more 
frequently. Hearsay requirements could help produce that result if 
machine-generated statements that are the product of the operator and the 
machine together are not automatically excluded from hearsay 
requirements. 

 
B.  Authentication 

 
Authentication is also a central concern in machine-generated 

testimony cases. It raises at least two potential obstacles to the admission 
of evidence: (1) whether the machine “produced scientifically sound 
results,” and (2) whether the sample tested was actually the sample at 
issue (e.g., the defendant’s sample, the sample from the crime scene, 
etc.).113 The first issue can be complex if the machine or test used is not 

																																																													
112 Roth, supra note 27, at 1993, 1999 (citing Ernest Sosa, Knowledge: Instrumental and 
Testimonial, in THE EPISTEMOLOGY OF TESTIMONY 116, 117 (Jennifer Lackey & Ernest 
Sosa eds., 2006)). 
113 United States v. Crockett, 586 F. Supp. 2d 877, 886 (E.D. Mich. 2008). 
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well established,114 and the second issue might be important in criminal 
cases involving testing that renders accusatory results.  

Consider the case that largely began the doctrine in the realm of 
the Confrontation Clause: United States v. Washington.115 Although 
Washington was not the first time courts analyzed machine-generated data 
under the Federal Rules of Evidence, it represents an important landmark. 
In the same breath that the Fourth Circuit foreclosed Confrontation Clause 
rights for innumerable present and future defendants, it highlighted the 
scope of the protections potentially offered by the rules of evidence.  

In particular, the Fourth Circuit in Washington concluded that the 
defendant could have advanced an authentication claim under FRE 901.116 
Since the defendant did not raise it below or on appeal, the court held that 
the lab samples could be introduced via a supervisor who never tested the 
materials.117 Similarly, various other courts addressing machine-generated 
testimony have expressed little-to-no concern over authentication issues, 
even where no one with first-hand knowledge testified in court that the test 
results derived from the actual sample at issue.118 

As noted previously, under FRE Rule 901, “the proponent must 
produce evidence sufficient to support a finding that the item is what the 
proponent claims it is.”119 The court is to “serve[] as [a] gatekeeper in 
assessing whether the proponent has offered a satisfactory foundation 
from which the jury could reasonably find that the evidence is 
authentic.”120 “[T]he standard for authentication, and hence for 
admissibility, is one of reasonable likelihood.”121 In the face of an 
authentication challenge and a surrogate analyst, should the court assume 
that there is a reasonable likelihood that the lab results came from the 
defendant’s sample simply because someone who works in the lab 
believes that it did? Is the court to presume that, since lab reports normally 
aren’t falsified or erroneous, the lab report “is what the proponent 
claims”—the results of proper analysis of the defendant’s sample? 

																																																													
114 See id. 
115 498 F.3d 225 (4th Cir. 2007) (addressing machine-generated testimony in the context 
of forensic analysis). 
116 Id. at 231. 
117 Id. 
118 See Crockett, 586 F. Supp. 2d at 886 (raising this issue and noting that it “was not 
discussed in the cases dealing with admission of laboratory test results through an expert 
who did not do the testing”). 
119 FED. R. EVID. 901(a). 
120 United States v. Kaixiang Zhu, 854 F.3d 247, 257 (4th Cir. 2017) (quoting United 
States v. Vidacak, 553 F.3d 344, 349 (4th Cir. 2009)) (internal quotation marks and 
citations omitted). 
121 United States v. Savarese, 686 F.3d 1, 11 (1st Cir. 2012). 
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As one treatise notes, the authentication burden, though minimal, 
“may require a showing that . . . the input data was accurately placed into 
the computer by a competent operator or reliable input device. . . . Failure 
to establish such a foundation justifies exclusion of the computer 
evidence.”122 Thus, in cases where no witness testified that the sample 
analyzed was in fact the defendant’s sample or that the machine was 
operated correctly, it is unclear how even the minimal threshold showing 
is met. How can the proponent have “produce[d] evidence sufficient to 
support a finding that the item is what the proponent claims it is”123 if the 
only people who know if the sample tested was the defendant’s did not 
testify? How can the court know if the machine was operated correctly on 
an unadulterated sample if the operator did not testify? Similarly, how is a 
chain of custody demonstrated without testimony from the witness who 
actually analyzed the sample—how else could the court know that the 
sample collected was the sample analyzed? Or as one court succinctly 
stated: “In order for the expert’s opinion on . . . the laboratory instrument 
[results] . . . to be relevant [and satisfy Rules 104 and 901], there must be 
information in the record to prove what was tested.”124 

There is no reason to apply the more liberal authentication 
requirements applicable to the introduction of photographs, videos, and 
the like. While courts generally do not require testimony from the person 
who took the photograph or filmed the video, testimony is available from 
someone who can attest, from personal knowledge, that the depiction is a 
fair and accurate representation.125 A supervisor or surrogate analyst can 
offer no such assertion about a lab report generated from a sample they did 
not test because they lack adequate personal knowledge of whether the test 
was run as alleged, how it was run, and whether the sample is actually 
from the source asserted. In summary, if the FRE authentication rules are 
to have a meaningful role in cases involving machine-generated testimony, 
the machine operator will need to testify in more cases. 

 

																																																													
122 31 CHARLES ALAN WRIGHT ET AL., FEDERAL PRACTICE & PROCEDURE: EVIDENCE § 
7114 (1st ed. 2018). 
123 FED. R. EVID. 901(a). 
124 United States v. Crockett, 586 F. Supp. 2d 877, 888 (E.D. Mich. 2008) (citing United 
States v. Grant, 967 F.2d 81, 82–83 (2d Cir. 1992) (“In order for the chemist’s testimony 
to be relevant, there must be some likelihood that the substance tested by the chemist was 
the substance seized at the airport. The government’s failure to establish a chain of 
custody from the moment the substance was seized to the time it was subjected to 
laboratory analysis makes this less likely, and thus casts some doubt on the admissibility 
of the chemist’s testimony.”)). 
125 See, e.g., United States v. Cejas, 761 F.3d 717, 724 (7th. Cir. 2014). 
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C.  The Road Ahead 
 
These revisions in hearsay and authentication analysis have deep 

practical roots given the seemingly endless stream of forensic lab 
scandals.126 Absent the ability to challenge evidence through channels 
such as hearsay or authentication, criminal defendants have little ability to 
protect themselves from analyst malfeasance. For example, although the 
defendant in Washington did not raise an authentication claim, he did raise 
a hearsay objection.127 However, the court held that the statement of the 
machine was not hearsay under the FRE.128 Thus, even when presented 
with an opportunity to protect the defendant’s right to inquire into the 
evidence against him, the court failed to recognize the human role in that 
accusation.  

As discussed above, viewing a machine accusation as solely the 
product of a machine ignores the reality of how many machines operate. 
For example, the Washington court determined that “[w]hether the 
machines properly reported [drugs in the defendant’s system was] . . . 
dependent solely on the machine” and the “raw data that the machines 
generated.”129 However, the machine would be the sole arbiter of whether 
a defendant’s sample had drugs in it only if: (1) the analyst operating the 
machine used the machine correctly,130 (2) the analyst did not intentionally 
tamper with the sample,131 (3) the analyst did not accidentally alter the 

																																																													
126 See, e.g., Chuck Lindell, Court: Examine if Austin Crime Lab Botched Death Penalty 
Evidence, STATESMAN (Oct. 18, 2017), https://www.statesman.com/news/court-examine-
austin-crime-lab-botched-death-penalty-evidence/Fue0LIlp74CTWSUXoSrXuO 
[https://perma.cc/9JS5-CMWP] (noting that, after a Texas Forensic Science Commission 
audit revealed that some crime lab staff members were improperly trained and “incorrect 
methods were used to examine DNA samples,” the Texas Court of Appeals ordered a 
lower court to examine a death penalty defendant’s allegations of compromised forensic 
analysis in his case). 
127 United States v. Washington, 498 F.3d 225, 229–32 (4th Cir. 2007). 
128 Id.  
129 Id. at 230. 
130 See, e.g., Lindell, supra note 126. 
131 See, e.g., Rebecca Everett, Future Cloudy for Thousands of Drug Cases Tested By 
Sonja Farak, Records Show Tampering Went On For Nearly Nine Years, DAILY 
HAMPSHIRE GAZETTE (Jul. 9, 2015), 
http://www.gazettenet.com/Archives/2015/07/druglabfolo-hg-070815 
[https://perma.cc/2Q2B-P96S]; Seth Augenstein, Oregon State Crime Lab Analyst Under 
Investigation for Evidence Tampering, FORENSIC MAG. (Sept. 17, 2015), 
https://www.forensicmag.com/article/2015/09/oregon-state-crime-lab-analyst-under-
investigation-evidence-tampering [https://perma.cc/K6PZ-P2DC]; Khanna & McVicker, 
supra note 4.  
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sample or err in some other way,132 and (4) the analyst actually ran any 
test whatsoever instead of falsifying the results.133 As the footnotes 
included for each of those items highlight, there have been innumerable 
examples demonstrating that no such assumptions are warranted. How 
could there be when, in the words of one news outlet nearly five years ago, 
“[o]ver the years, major failures have occurred in more than 100 U.S. 
labs.”134 And even when “errors” are not at issue, there are additional 
ways that the lab analysts might undermine the defendant’s case (such as 
withholding exculpatory information).135 

These issues are not unique to lab analysts and forensic tools. “So 
long as . . . motives to lie or cheat exist, programmers face the temptation 
to [do the same].”136 Whether it is human error or a machine built to lie,137 
																																																													
132 See, e.g., Tracey Kaplan, Crime Lab Uses Wrong Chemical in 2,500 
Methamphetamine Tests in Santa Clara County, MERCURY NEWS (May 5, 2014), 
https://www.mercurynews.com/2014/05/05/crime-lab-uses-wrong-chemical-in-2500-
methamphetamine-tests-in-santa-clara-county/ [https://perma.cc/6JXA-LH6S]; Allison 
Manning, Columbus Crime-Lab Error Might Affect 38 Cases, COLUMBUS DISPATCH 
(Aug. 8, 2014), https://www.dispatch.com/content/stories/local/2014/08/08/lab-error-
might-affect-38-cases.html [https://perma.cc/C86Y-2KSH].  
133 See, e.g., Katie Mettler, How a Lab Chemist Went From “Superwoman” To Disgraced 
Saboteur of More Than 20,000 Drug Cases, WASH. POST (Apr. 21, 2017), 
https://www.washingtonpost.com/news/morning-mix/wp/2017/04/21/how-a-lab-chemist-
went-from-superwoman-to-disgraced-saboteur-of-more-than-20000-drug-cases/ 
[https://perma.cc/6U22-2GUX] (describing a Massachusetts forensic analyst who 
falsified results by “not actually testing all the drugs that came before her, forging her co-
workers’ initials[,] and mixing drug samples so that her shoddy analysis matched the 
results she gave prosecutors,” leading to the dismissal of 21,587 drug cases “tainted by 
[her] misconduct”); Justin Zaremba, Lab Tech Allegedly Faked Result in Drug Case; 
7,827 Criminal Cases Now In Question, NJ.COM (Apr. 26, 2016), 
http://www.nj.com/passaic-
county/index.ssf/2016/03/state_police_lab_tech_allegedly_faked_results_in_p.html 
[https://perma.cc/C5SR-J8UL]. 
134 Jordan Michael Smith, Forget CSI: A Disaster is Happening in America’s Crime 
Labs, BUS. INSIDER (Apr. 30, 2014), http://www.businessinsider.com/forensic-csi-crime-
labs-disaster-2014-4 [https://perma.cc/X4Y5-K7JJ]; see also Crime Lab and Forensic 
Scandals, KOMORN LAW, http://komornlaw.com/crime-lab-and-forensic-scandals/ 
[https://perma.cc/KH87-SNPW] (listing numerous alleged forensic lab scandals). 
135 See, e.g., Radley Balko, Another Week, Another Crime Lab Scandal, WASH. POST 
(Oct. 20, 2017), https://www.washingtonpost.com/news/the-
watch/wp/2017/10/20/another-week-another-crime-lab-scandal/ [https://perma.cc/7N7K-
3WRR] (discussing the firing of a Massachusetts state crime lab head supervisor after it 
was revealed that lab staff withheld exculpatory evidence in thousands of drunk driving 
cases involving breathalyzer machines). 
136 Roth, supra note 27, at 1991 (internal quotation marks omitted). 
137 See, e.g., Dave Gershgorn, Facebook Built an AI System that Learned to Lie to Get 
What It Wants, QUARTZ (June 14, 2017), https://qz.com/1004070/facebook-fb-built-an-ai-
system-that-learned-to-lie-to-get-what-it-wants/ [https://perma.cc/86ZB-TB5A] 
(describing a Facebook artificial intelligence negotiating program: [T]he AI system didn’t 
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machine testimony is fallible. Its operators might unintentionally bias its 
output even despite the overarching entity’s efforts to avoid that via 
“multiple layers of scrutiny” in place as a safeguard.138 Design errors of 
many sorts might cause the program to fail.139 Just as these errors can be 
fatal outside the courtroom,140 they can be in the courtroom as well. 

For these reasons and others, the protections offered by the FRE 
are invaluable for criminal defendants facing machine accusers. Courts 
must apply them more rigorously. Doing so will also help address some 
related concerns for machine-generated testimony. For example, another 
commentator summarized many such dangers under the umbrella term 
“black box dangers”: 

 
Just as human sources potentially suffer the so-

called “hearsay dangers” of insincerity, ambiguity, memory 
loss, and misperception, machine sources potentially suffer 
“black box” dangers that could lead a factfinder to draw the 
wrong inference from information conveyed by a machine 
source. A machine does not exhibit a character for 
dishonesty or suffer from memory loss. But a machine’s 
programming, whether the result of human coding or 
machine learning, could cause it to utter a falsehood by 
design. A machine’s output could be imprecise or 
ambiguous because of human error at the programming, 

																																																																																																																																																							
only learn how to state its demands, but negotiation tactics as well—specifically, lying. 
Instead of outright saying what it wanted, sometimes the AI would feign interest in a 
worthless object, only to later concede it for something that it really wanted. Facebook 
isn’t sure whether it learned from the human hagglers or whether it stumbled upon the 
trick accidentally, but either way when the tactic worked, it was rewarded.); see also 
Megan Geuss, Volkswagen’s Emissions Cheating Scandal Had a Long, Complicated 
History, ARSTECHNICA (Sept. 24, 2017), 
https://arstechnica.com/cars/2017/09/volkswagens-emissions-cheating-scandal-has-a-
long-complicated-history/ [https://perma.cc/CV52-ZSAL] (describing VW’s and Audi’s 
“software that allowed the cars to cheat on their US federal emissions tests”).  
138 See, e.g., Mike Isaac, Facebook Trending List Skewed by Individual Judgment, Not 
Institutional Bias, N.Y. TIMES (May 20, 2016), 
https://www.nytimes.com/2016/05/21/technology/facebook-trending-list-skewed-by-
individual-judgment-not-institutional-bias.html [https://perma.cc/D87X-WZCD]. 
139 See, e.g., David Murray, Queensland Authorities Confirm ‘Miscode’ Affects DNA 
Evidence In Criminal Cases, THE COURIER-MAIL (Mar. 20, 2015), 
http://www.couriermail.com.au/news/queensland/queensland-authorities-confirm-
miscode-affects-dna-evidence-in-criminal-cases/news-
story/833c580d3f1c59039efd1a2ef55af92b [https://perma.cc/N2DK-N6D9]. 
140 See, e.g., David Shepardson, Tesla Mulling Two Theories to Explain ‘Autopilot’ 
Crash: Source, REUTERS (July 29, 2016), https://www.reuters.com/article/us-tesla-
autopilot-congress-idUSKCN10928F [https://perma.cc/Y7EB-N7SC]. 
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input, or operation stage, or because of machine error due 
to degradation and environmental forces. And human and 
machine errors at any of these stages could also lead a 
machine to misanalyze an event. Just as the “hearsay 
dangers” are believed more likely to arise and remain 
undetected when the human source is not subject to the 
oath, physical confrontation, and cross-examination, black 
box dangers are more likely to arise and remain undetected 
when a machine utterance is the output of an “inscrutable 
black box.”141 
 
Thus, a critical right for defendants is the ability to challenge, 

through cross-examination of the individual(s) who ran the test, whether 
the defendant’s actual sample was tested and tested properly. That 
adjustment, which is arguably required even under existing rules, will help 
address authentication issues, hearsay concerns, and many of the “black 
box” concerns above. In many criminal cases, the most compelling 
evidence is the lab’s findings. Numerous false convictions have involved 
such evidence for just that reason—forensic evidence has tremendous 
power. After hundreds of lab scandals and tens of thousands of cases 
impacted (or even dismissed), courts should require more machine 
operators to testify in court. This will not prevent all such errors or 
fabrications, but it will prevent some. And requiring machine operators to 
testify will better protect defendants against errant or misled machine 
accusers. And if, for example, requiring more machine operators to testify 
averted just the Dookhan scandal, the requirement would have protected 
countless defendants and prevented a cloud of doubt cast over twenty 
thousand cases.142 

CONCLUSION 
 

Many courts have held that the rules of evidence are the proper 
tool to protect a defendant’s rights as to machine testimony. If they are to 
carry that mantle, courts must apply them more faithfully. The 
alternatives—revising the FRE or reinterpreting the Confrontation 

																																																													
141 Roth, supra note 27, at 1977–78 (internal footnotes and citations omitted). But see 
Stephen A. Saltzburg, Equipment, Hearsay, and Authentication, 22 CRIM. JUST. 38, 41 
(2008) (arguing the absence of Confrontation Clause or hearsay problems and that 
authentication is sufficient on bases other than actual testing analyst’s testimony). 
142 See Mettler, supra note 133 (describing a Massachusetts forensic analyst who falsified 
results by “not actually testing all the drugs that came before her, forging her co-workers’ 
initials[,] and mixing drug samples so that her shoddy analysis matched the results she 
gave prosecutors,” leading to the dismissal of 21,587 drug cases “tainted by [her] 
misconduct”). 
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Clause—are much more difficult to achieve. Fortunately, the existing rules 
of evidence already provide avenues to help address the reliability and 
“black box” concerns described above. 

For example, courts should subject machine accuser testimony to 
the requirements of the FRE hearsay provisions when the statement is the 
product of an operator exercising control over the machine accuser. The 
judiciary’s current path of exempting nearly all machine statements is 
disingenuous and fails to reflect the reality that, in many situations, human 
operators control and thus contribute to the resulting machine accusation. 
In such an approach, courts would not apply the hearsay rules to the 
machine’s role: for example, judges would not ponder if a machine could 
make a dying declaration when its batteries were low. Instead, courts 
would subject the human operator to hearsay analysis and, absent some 
exemption, the operator would often be required to testify. Similarly, 
courts generally should not find that machine accuser evidence is 
adequately authenticated if the individual(s) with first-hand knowledge of 
the tests do not testify. As with the hearsay analysis, this approach would 
lead to more machine operators testifying in court.  

These or other analytical changes—such as reinterpreting the 
Confrontation Clause—are increasingly important as machine accusers 
aided by human operators rise in prevalence. Calling machine operators to 
testify would empower a defendant to examine whether his or her sample 
was tested properly. It would be excusable to believe, initially, that such 
basic matters as whether an analyst falsified results or ran the tests at all 
were not questions of any pertinence in the modern criminal justice 
system. But the stream of lab scandals described above erases any such 
notion. Again, errors of these sorts have occurred in more than a hundred 
domestic labs and have led to the dismissal of thousands of cases.143 Thus, 
defendants should be empowered to inquire into whether the operator used 
the machine correctly,144 otherwise erred in the analysis,145 falsified 
results,146 and actually ran any test whatsoever.147 That can be 
accomplished in many cases by requiring machine operators to testify in 
court.  

This will require some labs to restructure how tests are conducted 
to avoid the expense of producing numerous analysts to authenticate 
evidence.148 However, if courts adopt this approach to the FRE, that does 
																																																													
143 See, e.g., sources cited supra note 134 (describing this issue).  
144 See, e.g., Lindell, supra note 126 (describing this issue). 
145 See, e.g., sources cited supra note 132 (describing this issue). 
146 See, e.g., Lindell, supra note 126 (describing this issue). 
147 See, e.g., sources cited supra note 133 (describing this issue). 
148 See, e.g., Melendez-Diaz v. Massachusetts, 557 U.S. 305, 332–33 (2009) (Kennedy, 
J., dissenting) (discussing the various individuals involved in forensic drug analysis and 
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not foreclose statutory schemes that are designed to alleviate the burden 
on forensic labs: for example, rules that require the defendant to assert this 
right by a certain stage of trial to avoid its being deemed waived. Labs 
may also be able to adopt systems that reduce the number of individuals 
needed to testify. Even if they cannot, however, the difficulties faced 
under this analysis are dwarfed by years of analyst errors and falsification. 
This reality was brought about not just by the rules of evidence but also by 
the failure of forensic professionals to police their own to protect innocent 
defendants. 

The argument that courts should more faithfully apply the 
authentication and hearsay rules does not suggest the absence of other 
ways to enhance the rules of evidence and the criminal system in general. 
For example, since many cases never go to trial, pre-trial disclosure is 
immensely valuable. Another alternative is modifying reliability rules that 
apply to scientific or technical methods of expert witnesses such that they 
also apply to machine-generated testimony. Applying Daubert- and Frye-
style analysis to machine assertions could be one way to do so.149 But, as 
another commentator has noted, that approach has proven fallible: in one 
case, “two expert DNA systems . . . came to . . . different conclusion[s, 
but] have both been accepted in numerous jurisdictions under both 
Daubert and Frye. These basic reliability tests, unless modified to more 
robustly scrutinize the software, simply do not—on their own—offer the 
jury enough context to choose the more credible system.”150 

In any event, the FRE should not bear this weight alone. As argued 
previously, the Confrontation Clause has a clear role to play as to data 
generated by a machine (and as to testimonial assertions courts have let 
slip in under the guise of machine-generated evidence, such as the 
assertion that a given lab report actually pertains to the defendant’s 
biological sample). Additional government or industry regulation of, for 
example, forensic machines, could be helpful,151 but it is not alone 
sufficient. Just as reliability was neither the touchstone nor constitutionally 
sufficient in Crawford, so too is regulation an inadequate substitute for 
what the Constitution commands: the right to confront one’s accusers. The 

																																																																																																																																																							
arguing that a rule requiring calling all of them to testify “for all practical purposes, 
forbid[s] the use of scientific results in criminal trials”). 
149 Cf. Roth, supra note 27, at 2032–33 (making this same argument but also suggesting a 
distinction between “lay observations” such as those “of a poorly programmed robot 
security guard” and machine “conveyances [that] relate to matters beyond the ken of the 
jury”). 
150 Id. at 2035. 
151 See, e.g., id. at 2023–26 (discussing “front-end design, input, and operation protocols” 
such as “requir[ing] any software-driven system used in litigation to be certified as 
having followed software industry standards in design and testing”). 
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Confrontation Clause should empower defendants to confront machine 
accusers just as it empowered defendants to confront the human accusers 
the machines replaced. 

This article focused largely on the dangers inherent in machines 
built by humans and operated by human agents—agents who can err or 
intentionally mislead the machine’s analysis or assertions. It reduced that 
field of machines to the even narrower range of machine accusers that are 
operated by analysts who exercise control over the accusation. But as 
machines grow increasingly complex, the judicial system must be 
prepared to account for machines that are fully autonomous—and 
potentially even machines that learn to lie. Such quandaries are neither 
science fiction nor prediction; they have, in limited contexts, happened 
already.152 This is an issue that is going to get worse, not better. As 
machines increasingly assume the roles once occupied by humans, more 
and more criminal accusers will be immune to the crucible of cross-
examination. Someone might testify in court, but as the cases described 
herein demonstrate, that individual might lack any first-hand knowledge of 
the accusation’s basis. Just as breathalyzer-style machines evolved from 
creating results requiring human assistance to producing automated print-
outs, so too will existing machines increasingly stand on their own feet.153 
When the prosecution fills its evidence list with machine accusers and 
their human supervisors—supervisors who have no first-hand knowledge 
of the analysis allegedly conducted—how will the defendant prove the 
machine erred or was influenced to err? The hardest decisions are ahead of 
us, not behind, and they are decisions that courts will be forced to 
adjudicate soon. If technology continues at its usual pace, “soon” will be 
upon us earlier than we think. 

 

																																																													
152 See, e.g., Sara Mitri et al., The Evolution of Information Suppression in 
Communicating Robots with Conflicting Interests, 106 PROC. NAT’L ACAD. SCI. 15786, 
15787–88 (2009) (describing robots that learned to suppress information that could lead 
other robots to find food). 
153 See, e.g., Roth, supra note 27, at 2016 (making this observation as to breathalyzers 
and other machine witnesses). 
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“The economic lesson is timeless: if you control a key interface or 
bottleneck, you should open it up, but on your own terms and conditions.” 

~ Carl Shapiro and Hal Varian 
 

INTRODUCTION 
 

This paper seeks to establish how human-designed networks and 
different flavors of openness—institutional, organizational, informational, 
and resource-based—can and do coexist meaningfully. As part of that 
examination, this paper surveys fifty years of openness in the 
telecommunications and information technologies networking space. The 
focus is on how the term “openness” has been employed by regulators and 
others in the United States and what motivations appear to lie behind its 
use. 

Four relevant industry sectors are reviewed. First, the paper 
examines the basis for the open Internet in the processes and resources of 
its "Middle Layers" architecture. These include the functional design 
elements of the end-to-end principle, network interconnection, agnostic 
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accountable Web ecosystem. Mr. Whitt thanks Vint Cerf for his ever-present intellectual 
influence and abiding friendship. 
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bearer protocols, and modularity. Second, the paper explores access to 
local telephone networks in the FCC’s Part 68 Carterfone rules, the 
Computer II basic telecommunications/enhanced information services 
dichotomy, the Computer III concepts of Open Network Architecture, the 
Telecommunications Act of 1996 requirement of unbundling basic 
telephony network elements, and wireless spectrum. Third, the paper 
analyzes the broadband access debates—from open access to network 
neutrality—from the perspective of openness. Finally, the paper discusses 
the technology and economic elements that help to create and sustain 
online platform companies and touches on concerns expressed in the 
recent Warner Policy Proposal. Key aspects of what is termed “functional 
openness” appear in all of these disparate venues. 

The openness by design (ObD) framework is briefly introduced, as 
an analytical tool for understanding openness relating to factors such as 
complex systems, network design tradeoffs, and platform economics. The 
paper culminates by observing how openness should be considered from 
the human end-user perspective, particularly with the rise of new online 
technologies such as artificial intelligence, the Internet of Things, 
biometrics, and virtual reality. Ultimately, openness requires healthy 
degrees of trust and accountability in institutional entities, people, and 
processes—whether derived from markets, governments, or other 
inclusive decisional systems. The author’s current GLIAnet project, 
building a trustworthy and open Web ecosystem, is proffered as one such 
option worthy of exploration. 

 
I. OVERVIEW AND SUMMARY 

 
Open standards. Open source. Open APIs. Open Internet. Open AI. 

Open data. Open science. 
 
We all claim to love openness, from our political systems, to our 

consumer markets, our trade policies, and even our mindedness. Openness 
is an especially venerated concept in the information technology space and 
called out with approval seemingly everywhere. As one commentator puts 
it, “the architects of the twenty-first century digital age proclaim that 
openness is their foundational value.”1 

For the most part, openness proponents view it as an unalloyed 

																																																													
1 ANDREW L. RUSSELL, OPEN STANDARDS AND THE DIGITAL AGE 1 (2014) [hereinafter 
RUSSELL, OPEN STANDARDS]. 
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virtue, a way of meritoriously spreading the innovative and social value of 
a particular networked resource. And yet, surprisingly, no rigorous 
conceptual framework currently exists for assessing the relative value of 
open systems, especially in comparison to their more proprietary 
counterparts, such as fee-based commercial software. This ontological gap 
is especially troubling as new technology market and policy challenges, 
particularly affecting online data platforms, raise fundamental questions 
about the very efficacy of openness. 

Was Facebook too “open” in its data sharing practices with 
Cambridge Analytica and other third parties?2 Did Google deserve its $5 
billion fine from the European Commission by being too “closed” in its 
deployment of open source-based Android?3 And, does the policy of 
network neutrality—more recently dubbed “open Internet”—bolster or 
harm the aim of a truly “free and open” Internet?4 

So what exactly is openness? How does it compare to its presumed 
opposite, which is enclosure? And why should we even care? 

Here, the concept of openness is sketched out in the specific 
context of U.S. telecommunications and information networks—the lower 
and middle transmission layers of the Internet. Newer, networked 
emerging technologies (NETs)—such as cloud computing and social 
media platforms—also are discussed.5 The paper then introduces the 
conceptual framework of openness by design (“ObD”). The overarching 
thesis is that openness can be a useful prism through which to examine 
corporate and public policies. 

 This paper should be especially relevant for the rise of networked 
emerging technologies. In order to be able to participate in searching 
discussions of 21st Century technology policy, stakeholders should fully 
appreciate both the benefits and the concerns raised by NET platforms. 
ObD is one way to better understand the activities of the NET platforms 
																																																													
2 Andrea Valdez, Everything You Need to Know About Facebook and Cambridge 
Analytica, WIRED, (Mar. 23, 2018, 10:00 AM), https://www.wired.com/story/wired-
facebook-cambridge-analytica-coverage [https://perma.cc/MWT4-CWCA]. 
3 Jack Nicas & Adam Satariano, E.U. Fines Google $5.1 Billion in Android Antitrust 
Case, N.Y. TIMES, (July 18, 2018), 
https://www.nytimes.com/2018/07/18/technology/google-eu-android-fine.html 
[https://perma.cc/C3B8-28RT]. 
4 Restoring Internet Freedom, FED. COMMC’NS. COMM’N, https://www.fcc.gov/restoring-
internet-freedom [https://perma.cc/GN6D-NYAD]. 
5 Future papers will explore openness as a crucial element in other networked 
technologies, including software (open source, open standards), applications (open APIs), 
and computational systems (open AI algorithms). 
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and provide a potential accountability measure in its own right. 
This paper does not seek to advocate for a particular version of 

openness, or take a firm position on the policy or regulatory issues 
addressed. No snap judgments should be inferred about the need or 
efficacy of any particular approach for any specific network or platform. 
Rather, the goal is to introduce greater clarity and consistency of 
nomenclature to the conversation, leading (hopefully) to a unified 
framework of conjoined terms and concepts. The intention is descriptive, 
not prescriptive; seeking commonalities, not imposing mandates. 

For example, considerably more heat than light is cast when 
proponents of network neutrality claim to want to “protect an open 
Internet,” while at the same time the policy’s opponents seek to “restore 
the free and open Internet.” Those political battles over access to network 
functionalities and services continue unabated.6 However, before we can 
have a fruitful discussion about the relevance of openness, we first need a 
shared understanding between various sides of these debates about the 
underlying history and objectives of openness. That core understanding in 
turn will help drive a more thoughtful conversation about whether and 
how policymakers should consider forms of regulation for specific online 
networks and companies. 

One key takeaway from this exercise, in fewer than ten words: 
interfaces and protocols tend to outlast politics and proclamations. 

 
II. INTRODUCTION: THE LIMITS TO “NIRVANA-LIKE OPENNESS” 

 
In March 2018, Michael Powell, former Chairman of the Federal 

Communications Commission (FCC) and current head of NCTA,7 the 
Internet and Television Association, was interviewed for “The 
Communicators” television series.8 His commentary provides considerable 
																																																													
6 See, e.g., Petition for Forbearance from USTelecom to Fed. Commc’ns. Comm’n, WC 
Docket No. 18-141 (filed May 4, 2018), 
https://www.ustelecom.org/sites/default/files/documents/USTelecom%20Forbearance%2
0Petition.pdf [https://perma.cc/BT9C-YNAC] (seeking Section 160 forbearance from 
ILEC unbundling and resale requirements under Sections 251-252 of the 
Telecommunications Act of 1996). Among the proffered arguments in the Petition is that 
the broadband marketplace is “irrevocably open to competition.” Id. at iv. 
7 Michael Powell: President & CEO, INTERNET & TELEVISION ASS’N, 
https://www.ncta.com/people/michael-powell [https://perma.cc/S98H-D8GS]. 
8 Communicators with Michael Powell, C-SPAN (Mar. 22, 2018), www.c-
span.org/video/?442919-1/communicators-michael-powell [https://perma.cc/CCB3-
NZTW]. 
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fodder for constructive dialogue. 
  Part of Powell’s comments addresses the “fake news” reportedly 

facilitated by Facebook, as well as broader data privacy concerns. He 
called the Facebook situation “predictable and inevitable” due to the 
“mythology . . . that information always wants to be free and available, 
that openness is always good.”9 He attributed a lack of forethought about 
negative behavior and evil to this “Nirvana-like openness.”10 

Powell continued that “the government has been desensitized to 
that risk for some time,” but “there is an awakening taking place.”11 Future 
regulatory discourse will necessarily be more comprehensive and will 
likely be dominated by privacy concerns associated with companies who 
amass intimate data sets, “particularly when those data platforms are open 
for use by others.”12 He decried the “asymmetry of the approach” between 
the NET platform companies (“edge companies”) and the Internet access 
providers (“infrastructure companies”) that he represents.13 He called on 
regulators to develop a “coherent approach to everything in the value 
chain.”14 

In some important respects, Michael Powell and I agree that 
“openness” is not always good. But this point of agreement is merely the 
beginning, an open door, to a wider conversation. Where exactly should 
we go from here?  

 
III. OPENNESS AS A SYSTEMS CONCEPT 

 
The politically charged language of openness and enclosure can 

blind us to its nuances. In first unpacking the meaning of openness, it is 
useful to start at the beginning, in the natural systems that have arisen and 
taken over this planet for billions of years.  

The world is made up of all types of systems, from simple to 
complex, from natural to human-made.15 A system is an interconnected set 
of elements coherently organized in a way that achieves a function.16 As it 
turns out, openness and enclosure are key qualities of every system. With 

																																																													
9 Id. 
10 Id. 
11 Id. 
12 Id. 
13 Id. 
14 Id. 
15 DONATELLA H. MEADOWS, THINKING IN SYSTEMS: A PRIMER 3 (2008). 
16 Id. at 11. 
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physical systems, the concepts of the inside and the outside are born. What 
is part of the system is its inner components, while what is not part of the 
system lies outside of its boundaries. Openness does not exist in a vacuum 
(at least figuratively). 

Biological systems introduce the concept of an organism and its 
environment.17 The inner is then delineated as that substance and process 
to be protected and nurtured, while the outer is to be defended against or 
co-opted. In a typical mammal, for example, a haywire immune system 
(the inner) sees external threats where none exist. An underperforming 
immune system can succumb to the slightest external incursion. 

This polarity suggests a constant struggle for perfect equilibrium, 
but that is not how living systems work. “Homeostasis” is a means of 
adapting, tweaking, and adjusting a system to its internal and external 
environments. Crucially, in these processes, a balance constantly is sought 
in order to achieve the ideal internal environment for that organism. While 
the goal does not change, there is no set path or final end state to achieving 
it. As the second law of thermodynamics tells us, only in the death of a 
system do the inner and the outer conjoin once again. 

Humans are also systems. The human body includes many 
additional types of systems within it, such as the nervous, the immune, the 
respiratory, and the circulatory. Humans also possess psychological 
systems, and “openness to experience” is considered one of the five Big 
Traits.18 However, here, as well, there are limits. As Carl Sagan once put 
it, “Keeping an open mind is a virtue—but, . . . not so open that your 
brains fall out.”19 

Humans, over time, have designed and created other types of 
systems, including communities, nation-states and economies—and of 
course the Internet—which are deemed in varying ways to be “open” or 
“closed” to their respective environments. Moreover, technologies can be 
seen as an extension of a human’s physical and mental self into the outer 
world. 

Complex adaptive systems (CASs) are a particular type of 

																																																													
17 Ludwig von Bertalanffy, The Theory of Open Systems in Physics and Biology, 111 SCI. 
23 (1950). 
18 Big Five Personality Test Traits, 123 TEST, https://www.123test.com/big-five-
personality-theory [https://perma.cc/9TJ7-ULVQ]. 
19  CARL SAGAN, THE DEMON-HAUNTED WORLD: SCIENCE AS A CANDLE IN THE DARK 
(1997). 
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system.20 The CAS architecture is much richer than the sum of its parts. 
As such, the smaller scale interactions of elements within a CAS lead to 
larger scale structure and patterns, including non-linearities and emergent 
and self-organizing phenomena.21 In complex systems, in other words, 
more is different. 

All systems have a few salient features in common. First, systems 
include an inner and an outer: the individual thing or entity and its 
environment. This includes the establishment of boundaries, sometime 
permeable, that create a form of separation between the two sides. 
Increasingly experts are discovering that system boundaries mark a 
convenient, and not always definitive, demarcation between what is 
deemed the inner and the outer. 

Second, all systems interact in some fashion with their 
environments. These interactions are a means of exchanging (adding or 
subtracting) resources, and so can be seen as more or less open. 

Third, there are no absolutes in systems. All are comparative and 
contextual. This includes the notions of being open and being closed. A 
completely open system increases chaos, leading to dissolution—death. A 
completely closed system is a stifling order, leading to sterility—another 
form of death. When one speaks of open or closed systems, it is, thus, 
more precise to think about gradations between the two concepts. 

Fourth, all systems involve trade-offs. In biological systems, for 
example, there is an overall balancing of risks and benefits, stagnation and 
flourishing. One must survive first as an individual, within a pre-defined 
physical enclosure, before cautiously reaching outward to the larger 
environment in a restrained posture of openness. This openness amounts 
to a need and desire to access external resources: information about the 
environment, energy to fuel the system, and potential mates to allow the 
system to reproduce itself. These tradeoffs are highly contextual; engaging 
in amorous activities while the lion is closing in might not be such a bright 
idea, both for one’s own chances of survival and those of any future 
offspring. 

Finally, these aspects of openness in systems inform our ways of 
																																																													
20 See Serena Chan, Complex Adaptive Systems (Nov. 6, 2011) (unpublished seminar 
paper) (on file with Massachusetts Institute of Technology, 
http://web.mit.edu/esd.83/www/notebook/Complex%20Adaptive%20Systems.pdf 
[https://perma.cc/C3QF-ANKU]). 
21 See also Richard S. Whitt, A Deference to Protocol: Fashioning a Three-Dimensional 
Public Policy Framework for the Internet Age, 31 CARDOZO ARTS & ENT. L.J. 689, 719–
20 (2013) [hereinafter Whitt, Deference to Protocol]. 
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considering openness in particular forms of networks. In particular, this 
paper employs a systems-based approach to openness in networks, 
meaning it will focus on how intentions, designs, and attributes can 
enhance, or stifle, a tendency towards openness. 

 
IV. OPENNESS AS A NETWORKS CONCEPT 

 
What is a network, and how should one distinguish it from a 

system? Many experts use the two terms interchangeably, and there is no 
clear consensus on the distinction between the two terms. For purposes of 
this analysis, a network is a subset of the larger category of systems. Thus, 
a system is something that is born from the natural environment, including 
human-constructed systems like economies. On the other end of the 
continuum, a network is a type of system that is designed, engineered, 
implemented, and operated by human beings. Often, networks are created 
with the intention of communicating and passing information, but they can 
have other functions as well. Typically, a human being can, at most, 
expect to manage complex systems, while still exerting a greater amount 
of control over interconnected networks. 

 
A. Networks as Technologies 

 
As defined here, networks are a form of human technology. As 

such, they possess certain fundamental characteristics: 
• Technologies mediate forms of human interaction. 
• Technologies are not neutral. 
• Technologies are not deterministic or inevitable. 
• Technologies are not a “force” or a “trend”; they constitute a 

human creation.22 
 

Technologies can enrich the other modalities of life, including 
personal, social, economic, and political modalities. Technologies can also 
inhibit our ability to express ourselves freely and autonomously in these 
same modalities. 

While there are many forms of technology in the world, enabling 
sectors such as transportation, energy, healthcare, and bioengineering, this 
particular paper focuses on communications and information network 
technologies. 

																																																													
22 For more on each of these elements, see id. at 704–05. 
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As noted above, a technology is not easily severable from the 
culture in which it is embedded. This is also true of the various types of 
physical and virtual networks that humans have constructed over many 
decades to convey people, objects, and information between various 
places. 

Networks can be found in many flavors: physical or virtual, formal 
or informal, centralized or decentralized. In most cases throughout history, 
network industries—from stagecoaches and canals to the postal service, 
electricity, telegraphs, railroads, and airlines—have been subject to some 
form of government regulation and oversight.23 To many, the question of 
centralization actually ties directly to the concept of openness.24 In fact, 
the perceived tensions and tradeoffs between open (“decentralized”) and 
closed (“centralized”) control “ha[ve] been the perpetual preoccupation of 
the builders of information and communications networks.”25  

Another related dichotomy is based on those entities who exist 
inside a network, versus those who find themselves outside it. As one 
scholar succinctly summarizes, “the question of inclusion/exclusion is the 
most fundamental in the network society.”26 Or as author Joshua Cooper 
Ramo puts it, “Today, no position is more important, formidable, 
influential, or profitable than that of the gatekeeper. Defining who is out of 
any network is among the most essential moves of design.”27 Ramo makes 
clear that these gates are not just the assumed physical structures of the 
recent past, such as the Internet backbone, but the gates also include code, 
protocols, encryptions, blockchains, languages, international trade 
arrangements, financial rules, and national laws.28 

In such a target-rich environment of networks, everything can and 
should be put on the proverbial table. Here, the near-term aim is a 
searching examination of networked communications and information 
infrastructure in the United States—Layers 1–4 of the OSI protocol 

																																																													
23 See Kevin Werbach, The Federal Computer Commission, 84 N.C.L. REV. 1, 13 (2005) 
[hereinafter Werbach, Computer Commission]. 
24 See Wendy Hanamura, Decentralized Web FAQ, ARCHIVE.ORG: BLOG (July 21, 2018), 
https://blog.archive.org/2018/07/21/decentralized-web-faq/ [https://perma.cc/2XQW-
AL3Z]. 
25 RUSSELL, OPEN STANDARDS, supra note 1, at 279. 
26 FELIX STALDER, MANUEL CASTELLS AND THE THEORY OF THE NETWORK SOCIETY 195 
(2006). 
27 JOSHUA COOPER RAMO, THE SEVENTH SENSE: POWER, FORTUNE, AND SURVIVAL IN 
THE AGE OF NETWORKS 236 (2016). 
28 Id. 
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stack.29  
 

B. Honing Our Focus 
 
Nearly twenty years ago, Jason Oxman from the FCC’s Office of 

Plans and Policy wrote that the growth and success of the Internet “can be 
attributed to one basic attribute: the openness of both the Internet and the 
underlying telecommunications infrastructure.”30 Four years later, in 2003, 
renowned telecom policy experts Doug Sicker and Dale Hatfield sought to 
test that claim by unpacking the meaning of openness as an integral part of 
telecom and information services networks.31 

In undertaking one of the few systematic works of research in the 
field, Shah, Sicker, and Hatfield were able to acknowledge that: “Despite 
its importance, the term ‘open’ is often not clearly defined, is often taken 
to mean different things in different contexts, and has vastly different 
implications depending upon what level of the protocol stack is being 
considered.”32 The three authors found that “broad, liberal, and sometimes 
inconsistent use of the term” has made it difficult to extract some common 
concepts.33 They sought instead to “offer a clearer, more unified and 
consistent definition of what constitutes openness” in telecommunications 
services and networks.34 This paper endeavors to build on their seminal 
work. 

 
V. FINDING OPENNESS IN TELECOM AND INFORMATION NETWORKS 

 
Openness has been conceived and deployed to serve various 

purposes in the U.S. telecommunications (“telecom”) and information 
services space. Some assume that asymmetry of power between networks 
and third parties/users leads to a desire for more “open” networks. Others 
																																																													
29 See Margaret Rouse, OSI Model (Open Systems Interconnection), TECH TARGET: 
SEARCH NETWORKING (Apr. 2018) 
https://searchnetworking.techtarget.com/definition/OSI [https://perma.cc/B2X3-J8VJ]. 
30 Jason Oxman, The FCC and the Unregulation of the Internet 5 (Fed. Commc’ns 
Comm’n Office of Plans and Policy, Working Paper No. 31, July 1999). 
31 Ashish Shah, Douglas C. Sicker & Dale N. Hatfield, Thinking About Openness in the 
Telecommunications Policy Context, TPRC 2003 (Sept. 1, 2003) 
http://spot.colorado.edu/~sicker/publications/thinking.pdf [https://perma.cc/7RAP-
QPRR]. 
32 Id. at 1. 
33 Id. at 2. 
34 Id. at 1. 
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conclude that a form of regulatory enclosure was adopted as a negation or 
quarantine of activities on one end of the network in order to facilitate 
openness on the other end.35 

Shah, Sicker, and Hatfield defined openness in general terms as 
“unimpeded or freely available access to resources, and to processes.”36 
The term “open networks” typically refers to an architectural arrangement 
or decision, particularly as it relates to access technology. In contrast, the 
term “proprietary” is often used to mean the opposite of open, rooted in 
ownership and denying access to the content/code/decision.37 This 
distinction between resources and processes, and the crucial role played by 
accessibility, helps us set the stage for understanding the debate between 
both critics and proponents of an open Internet. 
 

A. The Open Internet 
 
The Internet represents one of the most successful examples of 

sustained investment and commitment to research and development in 
information infrastructure.38 Part of its success can be attributed to its 
unusual origins at the “unlikely intersection of big science, military 
research, and libertarian culture.”39 Further, the early homogeneity of 
design and top-down control slowly gave way to a heterogeneity of design 
and bottom-up governance. This was an important evolution because it 
dispersed decision-making power to larger and more diverse groups of 
individuals. 

The inclusive processes that produced the Internet are mirrored in 
its very nature as a resource readily available to others. These processes 
include agendas available for anyone to peruse, meetings available for 
anyone to attend, and draft documents anyone could review and comment 
on. Stated differently, the process accountability of representative entities, 
such as the Internet Engineering Task Force (IETF), and inclusive 
procedures, such as the request for comments (RFC) process, are enhanced 
by the resulting open standards and interfaces. Our inquiry reveals that 

																																																													
35 See Kevin Werbach, Off the Hook, 95 CORNELL L. REV. 535, 547 (2010). 
36 Shah, Sicker & Hatfield, supra note 31, at 12. 
37 See id. at 11. 
38 See Barry M. Leiner et al., A Brief History of the Internet, INTERNET SOC’Y (1997), 
https://www.internetsociety.org/internet/history-internet/brief-history-internet/ 
[https://perma.cc/AJ55-YVJR]; see also Whitt, Deference to Protocol, supra note 21, at 
698. 
39 MANUEL CASTELLS, THE INTERNET GALAXY 17 (2002). 
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openness, while often mixed together in practice and in description, can be 
found in the resource, process, and entity components of the Internet. In 
this case, openness of form, formats, and forums follow openness of 
function. 

 
1. Forms, Formats, and Forums: Open Standards 

 
Standards are the technical format or definition approved by a 

recognized standards organization or consortium, or accepted as a de facto 
standard by industry.40 They exist for a variety of programming languages, 
operating systems, data formats, and communications protocols. In turn, 
protocols constitute widely recognized technical agreements among 
computers and other devices about how data moves between physical 
networks.41 

During its first decade, the Internet’s design criteria were 
conceptualized via the technical standards used by computers, phones, 
software, and networking equipment to talk to each other.42 The protocols 
that drive the Internet in turn were developed via “open” industry 
standards groups and processes.43 Not surprisingly, “open standards mean 
different things to different people,” and a definition “depends on the 
vantage point of the viewer and the type of technology being 
standardized.”44 Some proponents of open standards find it beneficial that 
they allow for the creation of new forms of governance that are “neither 
market nor hierarchy.”45  

Ken Krechmer observes that there are ten different requirements or 
views of open standards, depending on whether one is a creator, 
implementer, or user: 

• Open meeting: participation is available for those who wish to 
attend. 

																																																													
40 See Vangie Beal, What Is Standard, WEBOPEDIA, 
https://www.webopedia.com/TERM/S/standard.html [https://perma.cc/3AME-Q4FN]. 
41 See What is a Protocol Exactly in Computer Science?, QUORA (Oct. 31, 2015), 
https://www.quora.com/What-is-a-protocol-exactly-in-computer-science 
[https://perma.cc/8CDA-R8N9]. 
42 See Whitt, Deference to Protocol, supra note 21, at 698–701.  
43 See id. at 702–03. 
44 Ken Krechmer, Open Standards: A Call for Change, 47 IEEE COMMS. MAG. May 
2009 at 88, 88. 
45 RUSSELL, OPEN STANDARDS, supra note 1, at 279. The questions surrounding open 
standards deserve their own, more fulsome treatment. For now, we will limit our 
discussion to the working code of the Internet. 
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• Consensus: decisions are reached via various defined forms of 
agreement, with all interests discussed and agreement found 
without dominations. 

• Due process: decisions are reached via established rules of 
conduct, including balloting and an appeals process. 

• Open intellectual property rights: property rights fees are limited or 
not applicable to implement the basic standard. 

• One world: the same standard is used for the same function, 
globally. 

• Open change: any revisions are subject to transparency; all 
changes are proposed and agreed to in the standards body. 

• Open documents: any written materials are subject to transparency; 
all may access and use.  

• Open interface: the boundaries between two resources are clearly 
defined and readily available, not hidden or controlled. 

• Open access: objective mechanisms are used to ensure 
conformance with accuracy, safety and proper use. 

• On-going support: standards remain supported until user interest 
ceases.46 

 
While many of these elements focus on the process side, they also 

include several forms of access to the underlying software resource. 
It is clear that the concept of open standards rests on several core 

principles, including individual voluntarism, decisional consensus, and 
common standards.47 This invokes the “paramount importance of well-
defined procedures to guarantee public participation in the production of 
standards and liberal terms of access to allow public use of standardized 
technologies.”48 Again the dichotomy of process and access resurfaces. 

An “open” process means any interested person can participate, 
know what is being decided, and be heard.49 To Shah, Sicker, and 
Hatfield, it denotes free, widely-available, non-proprietary 
documentation.50 At the IETF, for example, the Request for Comments 
(RFCs) themselves allow for inclusion by what it called “the Internet 
community”—in other words, those who actively participate in the 
standards processes. The IETF also has produced what is termed the “Tao 

																																																													
46 Krechmer, supra note 44, at 90-93. 
47 See RUSSELL, OPEN STANDARDS, supra note 1, at 278–79. 
48 Id. at 279 (emphasis in original). 
49 Whitt, Deference to Protocol, supra note 21, at 703.  
50 Shah, Sicker & Hatfield, supra note 31, at 10. 
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of the IETF,” fleshed out and revised over time, as an informal guidebook 
that emphasizes how the IETF employs all-inclusive processes, with open 
document reviews and open meetings.51 

What Internet pioneer Steve Crocker called “a culture of open 
processes” led to the development of standards and protocols that became 
building blocks for the Internet.52 Informal rules became the pillars of 
Internet culture, including a loose set of values and norms shared by group 
members. Unconventional entities—in this case, informal bodies of 
consensus—accompany these informal rules.53 Today, there is no single 
governing body or process that directs the development of the Internet’s 
protocols. Instead, we have multiple bodies and processes of consensus. 
Much of the “governance” of the Internet is carried out by so-called 
multistakeholder organizations (MSOs).54 These include the Internet 
Society (ISOC), the Internet Engineering Task Force (IETF), the 
International Corporation for Assigned Names and Numbers (ICANN), 
and the World Wide Web Consortium (W3C).55 

To one critic, however, the Internet’s technical community of the 
1990s was less democratic and inclusive than other industry standards 
bodies.56 Andrew Russell believes that “they preferred the rapid 
dissemination of a pragmatic kludge to a time-consuming pursuit of new 
technical knowledge.”57 By way of contrast, the International Standards 
Organization (ISO) in 1978 developed the Open System Interconnection 
(OSI) reference model.58 The ISO employs the “open system” moniker to 
describe its intentions, and the well-specified interfaces between each 
layer in the seven-layer reference model promote “openness.”59 
																																																													
51 The Tao of IETF: A Novice’s Guide to the Internet Engineering Task Force, IETF 
(Nov. 2, 2012), www.ietf.org/tao.html [http://perma.cc/HK9A-AWJE]; see also P. 
Hoffman & S. Harris, The Tao of IETF: A Novice’s Guide to the Internet Engineering 
Task Force: RFC 4677 (Sept. 2006), https://tools.ietf.org/pdf/rfc4677.pdf 
[http://perma.cc/DA8F-M7P9]; G. Malkin, The Tao of IETF: A Guide for New Attendees 
of the Internet Engineering Task Force: RFC 1718 (Nov. 1994), 
https://tools.ietf.org/pdf/rfc1718.pdf [http://perma.cc/B7YX-PCYS]. 
52 Whitt, Deference to Protocol, supra note 21, at 702. 
53 Id. 
54 Id. 
55 Id. 
56 See generally RUSSELL, OPEN STANDARDS, supra note 1, at 15–16. 
57 Id. at 275. 
58 Andrew L. Russell, OSI: The Internet That Wasn’t, IEEE SPECTRUM (July 30, 2013, 
1:17 AM), https://spectrum.ieee.org/tech-history/cyberspace/osi-the-internet-that-wasnt 
[https://perma.cc/55LR-MY55]. 
59 Shah, Sicker & Hatfield, supra note 31, at 9-10. 
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Ironically, as Russell argues, ISO’s attempt to utilize more 
formalized democratic mechanisms of international standardization to 
establish the OSI reference model may have been its downfall. In his 
words, “openness was OSI’s founding justification, noblest aim, and fatal 
flaw.”60 Russell cautions that this little-understood history of OSI “has 
some troubling lessons for those who champion inclusivity, openness, and 
multi-stakeholder governance.”61 These very values “opened up OSI’s 
process to strategies of delay and disruption and to internal conflicts that 
proved impossible to resolve.”62 

 
2. Function: Running Code 

 
The Internet’s “running code” reflects its unique heritage: open 

standards and public commons (as opposed to proprietary standards and 
private property). While much of its underlying physical networks, 
applications, and content come from the commercial, privately-owned-
and-operated world, its logical architectural platform typically does not.63 

Interestingly, openness does not appear to stand as an explicitly 
stated engineering design principle of the Internet. Instead, the overt 
interest is in connecting disparate networks. This may be because 
openness is not in itself an explicit design principle.64 Instead, openness 
emerges as a phenomenon resulting from the operation of engineering 
design principles. 

This apparent oversight makes sense, as Avri Doria explains. The 
world of Internet protocols and standards can be divided into three 
buckets: first (Bucket One), the general communications engineering 
principles, consisting of generic elements like simplicity, flexibility, and 
adaptability; second (Bucket Two) the specific design attributes of the 
Internet, such as the no-top-down design, end-to-end transmission, and 
layering; finally (Bucket Three), the actual operational resources, those 
naming and numbering features, such as the Domain Name System 
(DNS), intended to carry out the design principles.65 So, the engineers 

																																																													
60 RUSSELL, OPEN STANDARDS, supra note 1, at 24. 
61 Id. 
62 Id. 
63 Whitt, Deference to Protocol, supra note 21, at 722. 
64 Id. at 707-08. 
65 Avri Doria, Study Report: Policy Implications of Future Network Architectures and 
Technology (Berlin Symposium on Internet and Society, Pre-Conference Draft, Oct. 
2011), at 7–18 (available at https://www.hiig.de/wp-content/uploads/2012/04/Future-
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creating the protocols focused more on the Net’s design attributes (Bucket 
Two) rather than on generic impact elements like openness (Bucket 
One).66 

The Internet can be seen as having four foundational design 
elements,67 which are laid out in the IETF’s Request for Comment 1958 
(RFC 1958).68 Stating that the Internet does in fact have an architecture, 
the document indicates “in very general terms” that “the goal is 
connectivity, the tool is the Internet Protocol, and the intelligence is end to 
end rather than hidden in the network.”69 Moreover, “modularity is good. 
If you can keep things separate, do so.”70 

My gloss on this explanation in RFC 1958 is that the Internet’s 
architecture has a goal (the why) of connectivity, a tool (the how) of the 
Internet Protocol (IP), the intelligence (the where) residing end-to-end, 
and the scaffolding of layering (the what).71 So, the four foundational 
design elements of the Internet are: 

 
• Network of networks: Connectivity: The defining characteristic of 

the Internet is “a relentless commitment to interconnection.”72 
Shah, Sicker, and Hatfield suggest that openness is the ability to 
negotiate the terms of interconnection with another network 
provider, through a peering (peer-peer) or transiting (customer-
provider) agreement, or as driven by regulation.73 RFC 1958 sees 
Internet connectivity as “its own reward.”74 
 

																																																																																																																																																							
Network-Architecture-Draft-Paper.pdf [https://perma.cc/26XK-VMRJ]); see also Whitt, 
Deference to Protocol, supra note 21, at 706. 
66 Doria, supra note 65. 
67 See Whitt, Deference to Protocol, supra note 21, at 706–22. 
68 B. Carpenter, Architectural Principles of the Internet: RFC 1958, IETF (June 1996), 
https://www.rfc-editor.org/rfc/pdfrfc/rfc1958.txt.pdf [https://perma.cc/659K-ZHNZ]; see 
also R Bush & D. Meyer, Some Internet Architectural Guidelines and Philosophy: RFC 
3839, IETF ( Dec. 2002) https://www.rfc-editor.org/pdfrfc/rfc3439.txt.pdf 
[https://perma.cc/7SRM-SWSH] (updates elements of RFC 1958, and introduces the 
“Simplicity Principle” that complexity is the primary mechanism impeding efficient 
network scaling). 
69 Carpenter, supra note 68 at 2. 
70 Id. at 4. This RFC elsewhere states that “constant change” should be viewed as the sole 
surviving architectural design principle. Id. at 1. 
71 Whitt, Deference to Protocol, supra note 21, at 706–16. 
72 Kevin Werbach, Only Connect, 22 BERKELEY TECH. L.J. 1233, 1236 (2007). 
73 Shah, Sicker & Hatfield, supra note 31, at 6–7. 
74 Carpenter, supra note 68, at 2. 
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• Smart edges: End-to-end principle: The general proposition of the 
“end to end” argument is that the core of the Internet (the network 
itself) tends to support the edge of the Internet (the end user 
applications, content, and other activities).75 RFC 1958 states that 
the intelligence is “end to end rather than hidden in the network,” 
with most work “done at the fringes.”76 As a result, “end-to-end 
functions can best be realised [sic] by end-to-end protocols.”77 

 
• Agnostic protocols: IP: The IP is the single protocol that 

constitutes the “Internet” layer” in the OSI stack.78 The IP was 
designed to be an “open” standard so that anyone can use it to 
create new applications (from above) and networks (from below).79 
This built-in indifference engenders uniformity and seamless 
operations in a multi-vendor, multi-provider public network.80 

 
• Law of code: Layering: The use of layering means that functional 

tasks are divided up and assigned to different software-based 
protocol layers.81 In practice, modularity promotes fair and open 
competition between and among providers of the different layers 
by allowing competitors to compete with products that will 
interoperate.82 

 
Interestingly, none of these four design elements of the Internet by 

itself can be said to bring about “openness.” In fact, the concept of 
openness is not mentioned at all in RFC 1958. 

Shah, Sicker, and Hatfield suggest that, because some of the 
benefits attributable to the end-to-end (e2e) principle—end user control, 
flexibility, innovation, and the facilitation of competition—can be 
perceived as related to openness, the e2e principle constitutes “the 
broadest application of openness.”83 Nonetheless, the element-specific 
evaluation they undertook may be too narrow. Likely, it is more useful and 
true to the complex system nature of a network, like the Internet, to see 
openness as an emergent phenomenon that flows from the unique interplay 
																																																													
75 Whitt, Deference to Protocol, supra note 21, at 709. 
76 Carpenter, supra note 68, at 2, 4. 
77 Id. at 3. 
78 Whitt, Deference to Protocol, supra note 21, at 715. 
79 Id.  
80 Carpenter, supra note 68, at 2. 
81 Whitt, Deference to Protocol, supra note 21, at 708–09. 
82 Shah, Sicker & Hatfield, supra note 31, at 13. 
83 Id. at 6. 
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of the four design elements. 
 

3. Some Takeaways about the Openness of the Internet 
 
The discussion above demonstrates how the components of the 

Internet merged into its current state: a form of standardized protocols, a 
consensual forum of creators, a format of inclusive processes, and a set of 
functionalities that empower those at the edge. However one interprets a 
design for openness in these four components, the end result is generally 
as an open network. In systems-speak, openness is an emergent 
phenomenon, spanning the myriad ways the different parts work together 
to create the experience of the whole.84 

Shah, Sicker, and Hatfield also emphasize that the three primary 
standards bodies involved in the history of the Internet highlight different 
aspects: 

• OSI: values open communications between systems via adherence 
to standards; 

• IETF: stresses bottoms-up organization, participation, and access; 
and 

• IEEE: favors vendor neutrality and wide distribution. 
 

Back in 2003, the authors concluded that such philosophical 
differences between the standards bodies are “worthy of separate 
examination.”85 To this point, such an examination remains to be 
undertaken comprehensively across the four components of the Internet’s 
form, forum, format, and function. 

Of course, this overarching openness came about voluntarily, 
rather than through the realm of prescriptive government action. The next 
two sections will examine the openness concept as it has been an implicit 
and explicit part of the long-regulated telecommunications industry. 

 
B. Open Telecommunications Networks 

 
For hundreds of years, common carriage has been the defining 

regime for various types of networks. In a previous paper, I examined the 
three strands of common carriage in what I termed private concentration, 

																																																													
84 Moreover, the Internet has become perhaps the quintessential General Platform 
Technology (GPT). See Whitt, Deference to Protocol, supra note 21, at 718–19. 
85 Shah, Sicker & Hatfield, supra note 31, at 11. 
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public callings, and voluntary bailment.86 In turn, these were based on 
several interrelated reasons why policymakers have had concerns about 
the underlying network: 

• Scarcity: Network is relatively scarce due to persistent market 
power. 

• Value: Network is profoundly important due to the nature of the 
business. 

• Publicness: Network relies on public resources. 
• Holding out: Network has implicitly engaged in providing service. 

 
An interesting point to note is how closely some of the openness 

elements explored here match with these historical concerns. 
Beginning in the mid-1960s, the FCC began wrestling with 

fundamental questions concerning the growing convergence in the United 
States between the “modern-day electronic computer” and 
“communication common carrier facilities and services.”87 Jason Oxman 
observed in 1999 that “the openness of the telecommunications network, 
mandated by the FCC, provided an architecture over which the Internet 
could reach into a majority of American homes and businesses.”88 As 
Oxman notes, that openness of the U.S. telecommunications infrastructure 
has not been an accident.89 Indeed, as we shall see, it has been overtly 
designed to achieve explicit goals. 

Over the last fifty-plus years, the FCC has sought to come up with 
workable definitions, market-opening measures, and 
competition/consumer safeguards to address the dependency of the 
computer-based information services on the infrastructure-based 
telecommunications services. At times, the concept of “openness” has 
been front and center in those deliberations. Many (including this author) 
have written volumes about the regulatory space the FCC created during 
this especially frothy period of vast technology and market changes. Here, 
the treatment will be more by way of an impressionistic sketch, with the 
prism of openness hopefully providing useful insights moving forward. 

 
																																																													
86 Richard S. Whitt, Evolving Broadband Policy: Taking Adaptive Stances to Foster 
Optimal Internet Platforms, 17 CATH. U.J.L. & TECH. 417, 481–99 (2009) [hereinafter 
Whitt, Broadband Policy]. 
87 Robert Cannon, The Legacy of the Federal Communications Commission’s Computer 
Inquiries, 55 FED. COMM. L.J. 167, 170-78 (2003). 
88 Oxman, supra note 30, at 31. 
89 See id. at 7. 
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1. Part 68 Rules 
 
In the industry battles over the FCC’s definitional and market entry 

provisions in the telecom/information services space, many have 
overlooked the seminal role of the Commission’s Part 68 rules. Through 
the 1950s and ‘60s, the Carter Electronics Company battled then-phone 
monopoly AT&T for the right to attach its devices to the phone handset. 
The “Hush-A-Phone,” a rubber cup silencer that slipped over the 
telephone mouthpiece, was denied a place on the network. Initially, the 
FCC agreed with AT&T that the Hush-A-Phone device was “deleterious 
to the telephone system and injures the service rendered by it.”90 The D.C. 
Circuit overturned the Commission’s decision, finding no demonstrated 
harm to the phone network.91   

Tom Carter eventually returned to the scene with a complaint to 
the FCC after AT&T banned his latest device, the Carterfone.92 AT&T 
claimed that this new device violated a federal tariff provision against 
non-telephone company equipment—“foreign attachments”—being 
connected to the network.93 This time, in 1968, the FCC ruled against the 
phone giant.94 

The Part 68 rules ultimately were adopted in 1975. For the first 
time, the FCC recognized the ability of third parties to directly place non-
interfering Terminal Equipment (TE)—sometimes known as customer 
premises equipment (CPE)—onto the public switched telephone network 
(PSTN). The equipment in question needs to meet technical criteria for 
preventing four proscribed harms to the telephone company (“telco”) 
network: (1) electrical hazards to telco personnel, (2) damage to telco 
network equipment, (3) malfunction of telco billing equipment, and (4) 
degradation of service to customers other than the user of the TE and its 
customers. Even if one or more of these technical criteria is not met, the 
equipment still can be connected indirectly via protective circuitry.95 

The Part 68 rules are notable in several respects. The most obvious 
is that, for the first time, unaffiliated third parties had established federal 
rules allowing them to attach their equipment to the telephone network. 

																																																													
90 Hush-A-Phone Corp. v. United States, 238 F.2d 266, 268 (D.C. Cir. 1956). 
91 Werbach, Computer Commission, supra note 23, at 17-18 
92 Id. at 18-19.  
93 Id. at 19. 
94 Id. at 19-20. 
95 See Frequently Asked Questions, Part 68, FED. COMMCN’S COMM’N, 
https://transition.fcc.gov/wcb/iatd/part68faqs.pdf [https://perma.cc/G3KY-Z3LD]. 
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Beyond that general right, however, is the fact that the FCC was endorsing 
what amounted to a “do no harm” standard, with any degradation limited 
to the customers’ own terminal equipment. Importantly, explicit benefits 
need not be established in order to gain the right—access is deemed its 
own reward. 

In addition to creating the overall right, the FCC’s stated aim also 
was “to privatize both the TE technical criteria development process and 
the TE approval process.”96 Responsibility for these functions was 
transferred to standards bodies accredited under the organization and 
standards committee methods of the American National Standards 
Institute (ANSI). A separate body, the Administrative Council for 
Terminal Attachments (ACTA), was responsible for publicizing the 
criteria, maintaining a database of all approved TE, and establishing a 
labeling system. 

At the same time, there was a distinct price to be paid for this new 
form of network openness. As Kevin Werbach points out, under the Part 
68 process, those who introduce devices dependent on connections to 
communications networks must always receive permission, or at minimum 
tacit approval, ahead of time. “That permission comes either from the 
network owner or a government agency.”97 So while the substantive 
standard changed appreciably, and the forum shifted from the network to 
the FCC, and then to a private body, the obligation itself remained intact. 
Even indirectly, the FCC would be in the business of policing the 
interfaces between the telephone network and end user communications 
devices.98 Unlike with the Internet, some permission would be necessary 
to proceed with device innovation. 

The Part 68 rules also implicitly introduced the concept of, what I 
term, first and second order competition. This duality would run 
throughout the Commission’s subsequent telecom/information services 
rulings. In this case, the “first order competition” was for the actual 
equipment itself: modems, fax machines, and other network add-ons. The 
“second order competition” would be facilitated in adjoining markets by 
this move and includes network access services, enhanced services content 
providers, applications providers, and the like. Whether understood at the 
time or not, this second order aspect of the Part 68 rules paved the way for 
enhanced service providers (ESPs) to attach dial-up modems and other 

																																																													
96 Id. at 4. 
97 Werbach, Computer Commission, supra note 23, at 11. 
98 Id. at 5. 
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types of equipment. The first seeds of the dial-up ESP market were sown. 
Do the Part 68 rules betray any explicit recognition of “openness” 

in nomenclature or concept? Perhaps not. And yet, in essence, AT&T at 
the time was arguing that its telecommunications network needed to be 
“closed” in order to protect it from outside “foreign” attachments. The 
Commission countered that some greater degree of openness to such third-
party attachments struck a reasonable balance between risks to the 
network and benefits to the marketplace. The further adoption of technical 
criteria (rather than outright bans in tariff language) as the policing factor, 
and the reliance on standards bodies, also provides an interesting parallel 
in line with where the Internet pioneers ended up. Here, then, is a first 
inkling of the openness/enclosure concept, as played out in a regulatory 
analysis of the risks versus benefits involved in a particular set of network 
tradeoffs. 

Werbach also observes that Part 68 represents a federal agency 
taking over a market function and defining interfaces between networks. 
Each interface by definition links two different technology platforms. In 
this case, one specifies what activity is to be permitted, and the other 
specifies what activity is to be required.99 Arguably, modifying a failing 
market is better than ignoring its deficiencies, to the detriment of 
dependent sectors and players. But the questions are begged: from whose 
perspective should a network be perceived as open, and how should such 
openness be achieved? This theme also appears in other FCC proceedings 
related to telecommunications and broadband networks. 

 
2. Computer Inquiries 

 
The FCC’s Computer Inquiry decisions mark an especially 

fascinating evolution within the construct of openness. Even as far back as 
the mid-1960s, the Commission had the prescience to recognize that 
computer-based services are different from communications services and 
that the former depend directly upon the availability of the latter. The 
Commission also recognized that the nascent computing industry needed 
the space to compete free from undue interference from two sources: 
government regulators and communications carriers.100 

																																																													
99 Id. at 20. 
100 Richard S. Whitt, A Horizontal Leap Forward: Formulating A New Communications 
Public Policy Framework Based on the Network Layers Model, 56 FED. COMM. L.J. 587, 
597 (2004). 
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As time went on, a third goal became apparent: allowing providers 
of the underlying telecommunications services to compete in the 
unregulated information services sphere, in effect creating new forms of 
competition and innovation without unfairly impacting the existing 
competitive information services market. But the overall objective was to 
benefit the competitive computer networks by creating an “open 
communications platform” that would be available to all users on a non-
discriminatory basis.101 

As we shall see, the conceptual evolution took several decades 
over many different political administrations of the agency. Generally 
speaking, the Commission utilized a mix of “separating out” implements 
to accomplish the three interrelated purposes of protecting ESP reliance on 
telco networks, preventing telco/government interference to ESPs, and 
promoting telco market entry. These purposes were driven largely by 
regulatory definitions and entailed various forms of what the Commission 
called “safeguards.” This history is important to understand because 
eventually the wording and concept of openness became intertwined with 
these various regulatory regimes. For example, establishing safeguards 
that relied upon clear definitional lines between basic regulated services 
and unregulated enhanced services was tantamount to creating and 
sustaining “openness.”102 

The Computer I string of decisions sought to define which 
monopoly services should be subject to common carrier-style regulations 
																																																													
101 Cannon, supra note 87, at 180. 
102 The FCC took other concrete steps during the 1980s and 1990s to help protect and 
promote the “nascent” enhanced services market. For example, the Commission in 1983 
adopted the “ESP exemption” from above-cost per-minute carrier access charges, 
defining ESPs as end user of local network access services. See, e.g., MTS and WATS 
Market Structure, CC Docket No. 78-72, Memorandum Opinion and Order, 97 FCC 2d 
682, 711 (1983) (MTS/WATS Market Structure Order) ("[a]mong the variety of users of 
access service are . . . enhanced service providers"); Amendments of Part 69 of the 
Commission's Rules Relating to Enhanced Service Providers, CC Docket No. 87-215, 
Order, 3 FCC Rcd 2631 (1988) (ESP Exemption Order) (referring to "certain classes of 
exchange access users, including enhanced service providers"); Amendments of Part 69 
of the Commission's Rules Relating to Enhanced Service Providers, Order, 2 FCC Rcd 
4305, 4306 (1987) (ESPs, "like facilities-based interexchange carriers and resellers, use 
the local network to provide interstate services"); Access Charge Reform, CC Docket No. 
96-262, FCC No. 97-158, First Report and Order, 12 FCC Rcd 15982, 16131-32 (1997) 
(Access Charge Reform Order) ("Information service providers may use incumbent LEC 
facilities to originate and terminate interstate calls."). As in other cases, the FCC 
employed its power of definition to carve the ESPs out of the long-distance carrier 
charging arrangements. Id. 
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from competitive services that should not. It so happened at the time that 
“pure communications” services were the monopoly services, while “pure 
data processing services” were the competitive services. The Commission 
adopted a third category of “hybrid services” that involved both 
communications and data processing; these would be classified on a case-
by-case basis. Computer I also utilized what Kevin Werbach has called “a 
quarantine strategy” for data services.103 With the carrier acting as both 
supplier and potential competitor to the data services market, the 
Commission was concerned about discrimination incentives. So, the 
agency adopted its “Maximum Separation” safeguards. This included fully 
separate subsidiaries for carriers to enter the data processing market. 

Beginning in 1976, the Computer II decisions moved away from 
the three-headed definitional approach and instead adopted its now-
famous basic/enhanced dichotomy. This bright-line test employed a 
layered model of regulation, inspired by the technical reference models of 
OSI and the ISP protocols stack.104 Along with the reference design came 
the notion of classifying services based on the nature of the activity 
involved. 

Further, the modular concepts introduced broadly in the 1970s and 
1980s by OSI and IP brought the idea that layers, and the interfaces 
between, help foment openness to the network for the benefit of users and 
third parties. In Robert Cannon’s words, “the underlying layer is made 
into an open communication platform available to all.”105 So, what was 
defined as a basic service required an interface between the (assumed 
closed) network and what was defined as an (assumed open) enhanced 
service. The concept of layered interfaces may prove useful to the 
concerns in Part VI about networked emerging platforms.  

These definitions also were explicitly linked to the perceived need 
for structural safeguards. This required the telephone carriers to offer their 
data services via a separate affiliate, which in turn would provide non-
discriminatory access to the underlying communications components. This 
step would help avoid discriminatory conduct and cross-subsidization of 
competitive activities by monopoly services.   

So, in one respect, the basic/enhanced definition helped enable 
what Cannon has called “border regulations” between markets, where “the 
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division between the markets can be easily discerned and maintained.”106 
The ESP “equal access” requirement meant that, from the user side, 
non-discriminatory access would be granted to the underlying basic 
telephony network through “unbundling” and providing on equal terms the 
underlying basic transmission services. The FCC viewed this as a 
“structural constraint” on the potential for abuse by controlling access to 
and use of the underlying transmission facilities.107 

Starting in 1985, the Computer III decisions for the most part 
maintained the basic/enhanced definitional distinctions. However, the 
agency began moving away from structural separation to what was 
considered a less regulatory approach: functional separation. For the first 
time, the incumbent local telephone companies (the telcos) could provide 
basic and enhanced services on a structurally integrated basis. The price 
for this new freedom, in addition to the adoption of accounting 
mechanisms and other “nonstructural” safeguards, was the requirement to 
open up the local telephone plant. 

The Commission initially directed the Bell Companies to submit 
Comparably Efficient Interconnection (CEI) plans, detailing what services 
and functionalities the BOC was providing to its affiliated ESP. Those 
same services and functionalities were required to be provided on 
nondiscriminatory terms and conditions to non-affiliated ESPs. The BOCs 
then would submit plans to unbundle their local access networks into basic 
building blocks—Basic Serving Arrangements (BSAs) and Basic Service 
Elements (BSEs)—and make them available to ESPs to build new 
services. In this Open Network Architecture (ONA) regime, network 
interfaces and nondiscriminatory practices replaced corporate structures. 
Cannon called it a “progressive experiment in opening up the 
communications bottleneck.”108 

Shah, Sicker, and Hatfield concluded that openness in the 
Computer III docket was defined as access to network elements, 
interoperability, and design, motivated to provide competitors (ESPs) with 
the elements perceived as necessary to build information services. 
However, the form of Computer III openness was not limited to the ESPs. 
In addition to unbundling the basic telephone access network to the benefit 
of ESPs and others, the Commission in parallel was “opening up” 
opportunities for the telcos to compete in a structurally integrated 
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fashion.109 Theoretically, the openness would operate in both directions. 
The reality was not so clear-cut.110 

In summary, the Commission’s Computer Inquiry implements can 
be broken out as follows: 

• Network access for ESPs: definitional insulators, functional 
safeguards 

• Market insulation for ESPs: definitional insulators, behavioral 
safeguards 

• Market entry for ILECs: structural safeguards, functional 
safeguards, behavioral safeguards 

 
Finally, the Computer Inquiry decisions also continued the first 

order/second order competition distinction first evidenced in the Part 68 
rules. While ESP competition was the avowed aim, the follow-on benefits 
to related sectors for content, applications, devices, and other data services 
clearly were also part of the Commission’s thinking. 

 
3. Telecommunications Act of 1996 

 
The crucial legal backdrop of the Modification of Final Judgment 

(MFJ) was a U.S. government antitrust lawsuit against AT&T. The 1982 
breakup of AT&T led to the 1984 MFJ, which included a blanket line-of-
business quarantine on Bell Operating Companies (BOCs) in the CPE and 
information services markets.111 The MFJ mandated functional and 
structural separation between local and long-distance services, as well as 
between telecommunications and information services.112 By 1991, 
through a series of waivers and modifications, the BOCs were able to 

																																																													
109 For a definitive overview of the interplay between ISPs and ILECs under the various 
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enter the interstate information services market.113 
Eventually, Congress adopted the Telecommunications Act of 

1996, the first major overhaul of the Communications Act of 1934. At the 
time, the new statute was seen as a way to foment facilities-based 
competition in the local telephony markets, while providing a vehicle for 
the BOCs to enter the long-distance market.114 In now-familiar parlance, 
Congress sought to “open up” the local and long-distance markets to 
further competition.115 In doing so, the Act required the Bell Companies to 
abide by both structural (non-accounting) safeguards and accounting (non-
structural) safeguards.116 Through a series of proceedings and various 
waivers, most of these restrictions eventually were lifted, in the 
recognition of a shifting balance between market insulation for providers 
of information services and market inclusion for monopoly carriers of 
telecommunications services. 

Shah, Sicker, and Hatfield posit that the drafters of the 
Telecommunications Act of 1996 saw openness as providing access to 
incumbent unbundled network elements (“UNEs”), motivated to provide 
competitors with the elements necessary to build information services.117 
This suggests that Congress was informed, if not directly influenced, by 
FCC thinking about forms of separation and other safeguards. In 
particular, the unbundled network elements regime of Section 251 mirrors 
the Computer III ONA/CEI modular models. 

 
4. Wireless Spectrum 

 
Regulation of the U.S. wireless telephony market evolved 

separately and differently from the wireline telephony market. 
Nonetheless, many of the concepts are the same. For example, the FCC 
has assumed authority over radio frequency emissions to define technical 
standards for “unintentional radiators,” such as personal computers.118  

The concept of openness has been expressly introduced into the 
wireless space. As one notable example, the FCC in 2007 sought to 
establish the license conditions for the auctioning of the 700 MHz 

																																																													
113 Id. at 1441–46. 
114 Id. at 1454–58. 
115 Id. 
116 Id. at 1458. 
117 Shah, Sicker & Hatfield, supra note 31, at 3–4. 
118 Werbach, Computer Commission, supra note 23, at 5. 
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spectrum bands, including the so-called “C-Block.”119 Then-Chairman 
Kevin Martin was promoting the idea of facilitating a third broadband 
“pipe” into the home and saw the 700 MHz auction as offering the 
opportunity to enable the emergence of a nationwide wireless broadband 
competitor.120 As the Commission was contemplating the specific rules 
that would govern the C-Block, Google submitted an ex parte letter in the 
proceeding asking the agency to establish the C-Block as an “open 
platform.”121 The letter noted that open platforms in the communications 
environment can take several different forms, “each introducing varying 
degrees of ‘openness’ into the larger system based on where and how the 
platform is placed within the modular layers of the network.”122 

Google specified the need for service requirements to govern four 
different platforms: open applications, open devices, open services, and 
open access: 

• The open applications platform would give end users the ability to 
download and utilize software applications, content, and services. 
The letter noted this “no blocking” requirement was akin to the 
longstanding Carterfone/Part 68 rules applicable to the wireline 
network.123 

• The open devices platform would enable end users to utilize 
handheld communications devices with the desired wireless 
network. The parallel was drawn here to the then-pending cable 
set-top box proceeding.124 

• The open services platform would allow third parties to acquire 
wireless service on a wholesale basis. This request mirrored the 
simple resale requirement originally developed for the long-
distance industry.125 

																																																													
119 Federal Communications Commission, Second Report and Order, WT Docket No. 06-
150, FCC 07-132, adopted July 31, 2007, at para. 7 (“FCC 700 MHz Rules Order”). 
120 Statement of Chairman Kevin J. Martin, accompanying FCC 700 MHz Rules Order, at 
1.  
121 Letter from Richard S. Whitt, Telecom and Media Counsel, Google Inc., to Marlene 
H. Dortch, Fed. Commc’ns Comm’n, (July 9, 2007) [hereinafter Google ex parte letter]. 
The author of that letter and other contemporaneous Google filings is also the author of 
this paper. See also Richard Whitt, The Promise of Open Platforms in the Upcoming 
Spectrum Auction, GOOGLE PUB. POLICY BLOG, (July 10, 2007) 
https://publicpolicy.googleblog.com/2007/07/promise-of-open-platforms-in-
upcoming.html [https://perma.cc/R86X-RQRT]. 
122 Google ex parte letter, supra note 121, at 5. 
123 Id. at 5–6. 
124 Id. at 6–7. 
125 Id. at 7. 
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• The open networks platform would allow independent ISPs to 
interconnect their network facilities with the last-mile towers of 
wireless providers. The letter expressly pointed by reference to the 
open access requirement in the Computer Inquiries regime.126 

 
In its letter to the Commission, Google expressly called out how 

the four conditions would facilitate two different types of competition and 
innovation. What Google labeled as “first order” competition would occur 
at the network layer, with the eventual licensee to build out and operate its 
wireless network. By contrast, “second order” competition would occur at 
the applications and content layers, where numerous entities—“software 
applications providers, content providers, device makers, Web-based 
entities, simple resellers, and mobile virtual network operators”—would 
be able to take advantage of the openness requirements to interact with the 
new broadband network.127 

Ultimately, the Commission adopted the first two (“no blocking” 
and “no locking”) of the four requested conditions,128 and Google decided 
to participate in the auction.129 Verizon Wireless eventually won the right 
to utilize the C-Block spectrum, “encumbered” by the two openness 
conditions. 

 

																																																													
126 Id. at 7–8. 
127 Id. at 4. 
128 Serv. Rules for the 698-746, 747-762 and 777-792 MHz Bands, 22 FCC Rcd. 15289, 
at paras. 189-230 (2007), https://docs.fcc.gov/public/attachments/FCC-07-132A1.pdf 
[https://perma.cc/6GD7-DHJ2]; News Release, Fed. Commc’ns Comm’n, FCC Revises 
700 MHz Rules to Advance Interoperable Pub. Safety Commc’ns and Promote Wireless 
Broadband Deployment (July 31, 2007), 
https://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-275669A1.doc 
[https://perma.cc/K2B3-ZZVD]; see also Richard Whitt, Signs of Real Progress at the 
FCC, GOOGLE PUB. POL’Y BLOG (July 31, 2007), 
https://publicpolicy.googleblog.com/2007/07/signs-of-real-progress-at-fcc.html 
[https://perma.cc/AE5U-FBAG]. 
129 In a subsequent filing, Google responded to criticism from AT&T and others by 
promising to actually participate in the auction up to the reserve price of $4.72 billion, 
should the four openness conditions be met. Google ex parte letter, supra note 121. Whitt 
later confirmed that Google’s top priorities were the “no blocking/no locking” rules and 
that requesting the open services and open networks conditions amounted to regulatory 
tactics.  See STEVEN LEVY, IN THE PLEX: HOW GOOGLE THINKS, WORKS, AND SHAPES 
OUR LIVES 223 (2011) (“Whitt explains that ‘[w]e figured if you asked for four, you 
might get two.’”). 
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5. Some Takeaways about Open Telecom Networks 
 
Stretching back nearly fifty years, the story of telecom regulation 

in the United States is one of exploring various ways to deliver the 
benefits of competition and innovation to consumers. Initially, the 
policymakers sought to regulate the services themselves, before shifting to 
a focus on the standards and interfaces and protocols (the inputs) to those 
services. That latter stage could be characterized as attempting to draw 
bright lines, based on the network functionality (what could be considered 
“functional openness”).130 

The functional openness approach appears to be informed by the 
notion that layered competition and innovation bring a number of 
important public interest benefits. Moreover, the various rulemakings 
appear to recognize both the value and the opportunity to pursue first order 
competition (the initial market) and second order competition (the follow-
on markets). 

Utilizing the adaptive governance formula mentioned earlier,131 we 
can see how U.S. federal policymakers have parsed the facilitation of 
openness over the years: 

• Forum: federal regulatory bodies and personnel (FCC, Congress, 
courts); 

• Format: federal rulemaking and adjudication processes; 
• Form: standardized physical, virtual, and informational interfaces; 

and 
• Function: functional and structural separation between the 

regulated and the unregulated network layers, for various policy 
purposes. 
 
Finally, as we have seen, openness at the FCC has been defined 

reactively and defensively, in response to a legacy of comparatively more 
closed networks. That defensive impulse has led to an affirmative desire 
for competition and user safeguards on nondiscriminatory terms. 

 
 

																																																													
130 One also could think of these components, whether physical network interfaces or 
spectrum bands, as regulated business inputs (RBIs). 
131 See generally Richard S. Whitt, Adaptive Policymaking: Evolving and Applying 
Emergent Solutions for U.S. Communications Policy, 61 FED. COMM. L.J. 483 (2009) 
[hereinafter Whitt, Adaptive Policymaking]. 
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C. Open Broadband Access 
 
The third bucket of telecom and information networks to explore is 

the broadband networks. In the broadband space, Shah, Sicker and 
Hatfield saw openness as an architectural design choice, driven either by 
regulation (of the ILECs) or technical and commercial motivations.132 

In implementing the Telecommunications Act of 1996, the FCC 
initially concluded that the regulatory dichotomy of basic and information 
services essentially corresponded to the new statutory definitions of 
telecommunications services and enhanced services.133 The Commission 
also found that the statutory term “advanced telecommunications 
capability” amounts to broadband services and fits the definition of 
telecommunications services, providing a basic transmission path from the 
end user to a service provider.134 At the time, the ILECs were required to 
file interstate telecommunications tariffs for their DSL broadband services 
and unbundle their broadband networks to allow competing facilities-
based providers to gain access to line and other capabilities.135 The dial-up 
ESP world of the time can be viewed as constituting a type of “open 
access” regime that was extended by regulation into the broadband 
market. 

As the 21st Century dawned, however, a new Commission had a 
different perspective. Through a series of decisions, the agency eliminated 
the Computer III unbundling and access requirements for ILEC broadband 
services and curtailed the unbundling regime for broadband elements. 

 
1. Four Freedoms and One Policy Statement 

 
In 2004, and again in 2005, two then-chairmen of the FCC came 

up with two different but related approaches to disciplining the market 
behavior of the incumbent broadband providers: Powell’s bully pulpit and 
Martin’s unenforceable policy statement. Both can be seen as 
representative of what could be considered “behavioral lite” safeguards—
in other words, attempts to affect the market behavior of the broadband 
companies but without any actual regulations or enforcement mechanisms. 

In February 2004, Chairman Powell gave a speech at the Silicon 
																																																													
132 Shah, Sicker & Hatfield, supra note 31, at 5. 
133 Cannon, supra note 87, at 191–92. 
134 Inquiry Concerning the Deployment of Advanced Telecomms. Capability, 13 F.C.C. 
Rcd. 14569, 15282 (1998).  
135 Werbach, Computer Commission, supra note 23, at 66. 
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Flatirons conference, where he announced the objective of “Preserving 
Internet Freedoms.”136 Chairman Powell lauded the Internet’s “open 
architecture, which allows consumers to freely interact with anyone 
around the globe” and “has opened markets beyond the traditional 
geographic limitations.”137 To support “maintaining openness” on “the 
wide open seas” of the broadband-enabled Internet, Powell verbally 
challenged the broadband access providers to preserve four specified 
Internet freedoms: to access content, to use applications, to attach personal 
devices, and to obtain service plan information.138 

Chairman Powell’s Four Freedoms correlate in some fashion to the 
ways this paper has drawn out the various parameters of openness: access 
to information (transparency), access to network functionalities (first order 
competition), and access via the network to other functionalities (second 
order competition). Some have even suggested that these freedoms 
“mapped directly onto the FCC’s open-access and nondiscrimination 
requirements from the Computer Inquiries.”139 

Notably, however, these particular elements of openness, as 
articulated by Chairman Powell, were directed only at the consumer. 
Nowhere does he address the potential need for preserving “Net freedom” 
by granting various degrees of functional openness to competing network 
providers, broadband ISPs, and providers of Internet applications and 
content. Openness elements on the consumer end of the broadband pipe 
presumably would suffice to protect those operating at the other end. 
Moreover, the freedoms were presented in classic “bully pulpit” format, 
with no suggestion of accountability or enforceability. 

Barely sixteen months later, a new FCC Chairman took a different 
approach to the Powell Four Freedoms. As part of a decision deregulating 
the broadband ILECs, Chairman Martin included what he termed a 
“Policy Statement” containing “New Principles” to preserve and promote 

																																																													
136 Michael K. Powell, Chairman, Fed. Commc’ns Comm’n, Address at the University of 
Colorado School of Law Silicon Flatirons Symposium, Preserving Internet Freedom: 
Guiding Principles for the Industry, (Feb. 8, 2004), 
https://docs.fcc.gov/public/attachments/DOC-243556A1.pdf [https://perma.cc/AH9P-
7HKA]. 
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138 Id. at 3–6. 
139 Tom Struble, The FCC’s Computer Inquiries: The Origin Story Behind Net Neutrality, 
MORNING CONSULT (May 23, 2017), www.morningconsult.com/opinions/fccs-computer-
inquiries-origin-story-behind-net-neutrality [https://perma.cc/HCK6-6D3E]. 
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the “open” nature of the public Internet.140 This Policy Statement outlines 
four principles, the first three of which closely echoed the Powell 
formulation: consumers are entitled to (1) lawful content of their choice; 
(2) run applications and services of their choice; and (3) connect to the 
network of their choice with legal, non-harmful devices.141 The fourth 
principle stated, “consumers are entitled to competition among network 
providers, application and service providers, and content providers.”142 
That last statement expressly brought into play the desire for first and 
second order competition, but little other detail was provided. 

As with the Powell Four Freedoms, the Martin Policy Statement on 
its face did not establish enforceable rules or otherwise attempt to promote 
functional openness.143 In fact, Chairman Martin maintained his 
confidence that “regulation is not, nor will be, required.”144 This 
conclusion would be carried forward in an accompanying regulatory 
ruling. 

 
2. Wireline Broadband Order 

 
In August 2005, the FCC adopted its Wireline Broadband Order, 

which for the most part deregulated broadband services provided by the 
incumbent LECs.145 That decision utilized the Commission’s defining 
authority to now conclude that the ILECs’ combined Internet 
access/broadband transmission services are a unitary information service 
and are thus outside the bounds of traditional common carriage 
regulation.146 This definitional finding meant that third parties, such as 
broadband ISPs, are no longer granted functional access to broadband 
network facilities—either from the UNEs provided under the 

																																																													
140 News Release, Fed. Commc’ns Comm’n, FCC Adopts Policy Statement (Aug. 5, 
2005) (https://docs.fcc.gov/public/attachments/DOC-260435A1.pdf 
[https://perma.cc/FU5Q-H9TE]). 
141 Id. 
142 Id. 
143 News Release, Fed. Commc’ns Comm’n, Chairman Kevin J. Martin Comments on 
Comm’n Policy Statement (Aug. 5, 2005), https://docs.fcc.gov/public/attachments/DOC-
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nor are they enforceable documents . . . .”). 
144 Id. 
145 FED. COMMC’NS COMM’N, FCC NO. 05-151, APPROPRIATE FRAMEWORK FOR 
BROADBAND ACCESS TO THE INTERNET OVER WIRELINE FACILITIES (2005) [hereinafter 
WIRELINE BROADBAND ORDER]. 
146 Werbach, Computer Commission, supra note 23, at 67–68. 
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Telecommunications Act of 1996 or the access/unbundling requirements 
derived from Computer III. To the extent that openness previously was 
seen as including access to portions of the underlying basic transmission 
network, this redefinition eliminated that understanding. 

The stated rationale for the shift in definition/policy was the 
competition between the cable broadband networks and telephony 
broadband networks, and the high likelihood of additional facilities-based 
market entrants such as broadband over powerline (BPL).147 Shah, Sicker, 
and Hatfield surmised that the Commission’s rationale for this critical 
change was that only by fully controlling both traffic and content over the 
networks could the broadband carriers reap the profits necessary to finance 
the upgrades of their infrastructure.148 Such a conclusion does have some 
basis in network economics.149 

While this author and others have criticized the factual and 
conceptual foundations of the Wireline Broadband Order,150 those 
observations are not germane to this discussion. The salient takeaway is 
that the Commission was backing away from its previous reliance on the 
“access to networks” element in its overall openness strategy. And it did 
so through redefining Internet access over broadband. 

 
3. Network Neutrality 

 
With the elimination of the definitional, structural, and functional 

openness requirements in the Computer Inquiry decisions, the broadband 
providers appeared to have a clear path to begin providing online services 
on their own terms. And yet, that window of opportunity did not last long. 
In an October 2005 interview with Business Week, AT&T President Ed 
Whitacre delivered a warning that the large Internet companies of the day 
should expect to pay the phone companies for the broadband access 
																																																													
147 WIRELINE BROADBAND ORDER, supra note 145, at 27–38. 
148 Shah, Sicker & Hatfield, supra note 31, at 4–5. 
149 See, e.g., Whitt, Broadband Policy, supra note 86, at 487–89 (discussing likelihood of 
“ruinous competition” should multiple facilities-based broadband competitors enter the 
market).  
150 See., e.g., Richard S. Whitt & Stephen J. Schultze, The New “Emergence Economics” 
of Innovation and Growth, and What It Means for Communications Policy, 7 J. 
TELECOMM’S & HIGH TECH. L. 217, 291–96 (2009) (agency relied on inadequate record 
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market incentives, misapplied its own basic/enhanced definitional dichotomy, and leaned 
on its flawed predictive judgment); see also Whitt, Broadband Policy, supra note 86, at 
476–81. 
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delivered to their customers.151 To companies such as Google and Yahoo!, 
Whitacre’s words constituted a unilateral power display: "Now what they 
would like to do is use my pipes free, but I ain't going to let them do that 
because we have spent this capital and we have to have a return on it. So 
there's going to have to be some mechanism for these people who use 
these pipes to pay for the portion they're using . . . . Why should they be 
allowed to use my pipes? The Internet can't be free in that sense, because 
we and the cable companies have made an investment and for a Google or 
Yahoo or Vonage or anybody to expect to use these pipes free is nuts!"152 

At the time Whitacre made that statement, those same Internet 
companies believed they had no formal leverage over the broadband 
providers. Just a few months prior, as we have seen, the FCC had defined 
away the regulatory avenues previously available to gain “open” access to 
the ILEC networks. The Whitacre statements increased the concerns of the 
“OTT” companies to a “fever pitch.”153 

Some three years prior, academic Tim Wu had described the 
potential need for regulation to protect against the broadband companies’ 
anti-consumer behavior.154 While this initial analysis of what he first 
called “network neutrality” had some conceptual sway, the Whitacre 
interview provided rich empirical fodder for the Internet companies to 
actually mobilize. So, in many ways the inter-industry network neutrality 
battle began not with Tim Wu’s 2002 academic paper on the topic but 
with the 2005 demise of the Computer Inquiry rules for broadband 
networks.155 

Since the passage of the Telecommunications Act of 1996, 
Congress largely remained silent on the telecom regulatory front. In 2006, 
a new package of deregulatory telecom measures were considered by the 
Senate Commerce Committee. The Internet companies and their DC allies 
saw a rare window of opportunity and made the strategic decision to push 
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for the next best thing to the functional openness inherent in the Computer 
Inquiry safeguards: the behavioral remedy of network neutrality. Google 
and others introduced the network neutrality concept into the ongoing Hill 
debate, the telecom deregulation legislation eventually stalled, and a new 
partisan political battle was born. 

Soon enough, mandates access to broadband networks became a 
language game in which regulatory definitions drove policy outcomes. 
The wording employed to describe a particular regulatory concept is all-
important. Cannon warned years ago that the layered model embedded 
into the basic/enhanced dichotomy helps avoid “a mushed view of 
communications, when the differences between applications and the 
physical network cannot be perceived.”156 Oxman similarly pointed out 
that openness of the telecommunications network is not the same as 
openness of the data markets.157 Both authors seemed to indicate that 
stacking concepts onto new words could prove troublesome. 

Yet despite these warnings, we now live in an age of unclear words 
and meanings. For example, some (including the author) have called out 
the tech sector for a tendency to over-rely on easy sloganeering in place of 
educating policymakers on the important technical details of the 
Internet.158 As this political advocacy unfolded, so did the nomenclature: 
broadband access became network neutrality, which was shortened to 
“Net” (as in Internet) neutrality, which then became open Internet. The 
original focus on accessing a functionally open broadband network turned 
into maintaining the neutrality of the underlying broadband network, then 
mimicking the supposed neutrality of the Internet, until finally morphing 
into protecting the very openness of the Internet. One end of the 
broadband pipe eventually became synonymous with the other. 

The evolving uses of these phrases, mixed with the regulatory 
overhang of dreaded notions like “common carriage,” resulted in many 
deliberate misconceptions and inadvertent confusions. Some of these 
inaccuracies are addressed in a previous paper.159 To wit: 

• Broadband connectivity does not equate to Internet access. 
• Access to the Internet is not the same thing as the Internet. 
• Regulating access to the Internet is not regulating or applying Title 

II to the Internet. 
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159 See Whitt, Broadband Policy, supra note 86, at 427–32. 
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• The issue is not about the neutrality of the Internet. 
 

One imagines that the forces of pro-network neutrality saw good 
reasons to adopt the “open Internet” moniker for their advocacy purposes. 
However, while undoubtedly more evocative, the phrase conflates 
broadband access with the Internet as a platform of countless networks. 

There should have been no great surprise, then, when the FCC 
decided to use that same conflation for its own purposes. The December 
2017 “Open Internet” order touts the successful goals of “restor[ing] 
Internet freedom” and “honoring a bipartisan commitment to a free and 
open Internet.”160 Where network neutrality advocates focused on the free 
and open Internet from the user’s vantage point, the FCC and broadband 
ISPs co-opted the phrase to describe both their own “freedom” to be 
“open” to pursue commercial arrangements and their end user customers’ 
freedom to receive new services. Given the vague and undefined nature of 
the term “openness” as used in public debates, opponents of network 
neutrality were able to adopt, with ease, the term to suit their own 
advocacy. 

One troubling outcome of these language games is that we may 
end up over- or under-regulating segments of the tech sector based on 
misapprehensions about the impact of our actions on networks and 
markets. Meanwhile, actual online users become lost in the haze. Each 
side presumes to speak on behalf of the best interests of the Internet and its 
users. However, the openness that may be taken away (or restored) by 
network neutrality’s demise has been defined by only two sides of the 
network: the broadband provider/ISP and the other online entities of the 
Internet. The interests of the end user tend to be squeezed out. In future 
conversations about the crucial role of broadband platforms, what will 
openness look like for those who seek access to the Internet? 

 
4. Some Takeaways from the Open Broadband Debates 

 
First, while much of the recent inter-sector contest has been over 

the regulatory jurisdiction and enforcement hook in the statute, both sides 
have also contested the substance of the “access to resource” 
requirement—namely, the blocking, degrading, and prioritizing of Internet 
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internet-freedom [https://perma.cc/498U-X5PY]. 



2018 GEORGETOWN LAW TECHNOLOGY REVIEW 65 

traffic. These same concerns directed towards nondiscriminatory treatment 
by network operators drove much of the FCC’s past regulatory actions in 
the telecommunications policy space, from Carterfone to Computer III.161 

Second, since 2005, the Commission has made no bones about 
moving away from the multiple ISPs architecture of the Computer Inquiry 
proceedings to a single, “bundled” ISP model (telecommunications 
network access plus information services network access).162 By utilizing 
its power of statutory definition, the Commission has shifted the boundary 
line for competition further upward in the protocol stack. 

Third, this string of regulatory decisions makes clear that “it is 
very difficult to reverse an already adopted technical architecture once the 
infrastructure is built and investment is made.”163 The Commission’s 
decisions regarding the deployment of broadband access networks have 
created a path dependency that likely would make it challenging to 
envision reversing course and heading back to a more rigorous set of 
informational, behavioral, functional, and structural safeguards. 

Fourth, and relatedly, while prior industry battles hinged on 
definitional distinctions that carried structural and functional implications, 
the network neutrality debate has always centered on the imposition of 
what I have termed a behavioral remedy. Arguably, while behavior may 
be easier to shape than the structural separation of functional interfaces, it 
is also easier to evade. By contrast, the functional approach—interfaces, 
standards, and protocols—whether treated as safeguards, and/or as market 
entry mechanisms, has a better chance of surviving effectively. 

Finally, there is a small irony that, as we have seen, both sides of 
the broadband access debate have used regulators and would-be regulators 
as their chosen implements. Business models largely reliant on 
policymaker action (or inaction) should be held as all but ephemeral, 
regardless of which side of the debate one occupies. Functional remedies 
such as software interfaces, once adopted in the market, are more difficult 
to dislodge than a regulation unwanted by a politically strong industry 
sector. Interfaces typically outlast politics. 

 
 

																																																													
161 See discussion supra, Sections II-III. 
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VI. OPEN PLATFORMS 
 
Hopefully, this regulatory background demonstrates how openness is a 

meaningful paradigm that applies to various types of networks. As it turns 
out, the openness concept can be extended forward and outward to other 
layers of the Internet, such as networked emergent technology (NET) 
platforms. 

 
A. From Networks to Platforms 

 
It is safe to conclude that we are in the midst of the NET platforms 

era. While defining precisely what that means remains an “open” question, 
the impact of these technologies on society cannot be denied. It is useful 
first to consider the historical and economic roots of the typical platform. 

 
1. The History of Platforms: Agoras Through the Ages 

 
For thousands of years, economic markets were primarily physical 

and local. Buyers and sellers connected through innovations like farmers’ 
markets and trade exchanges. In ancient Greece, the agora also served a 
wider societal function as a gathering place for commerce, politics, 
discourse, and entertainment.  

In time, this connectivity function became its own successful 
business model. These exchanges do not necessarily (or solely) produce 
goods or distribute services of their own; instead, their primary value is 
their ability to directly connect different customer groups and enable 
transactions.164 In short, they are useful platforms for carrying out 
commerce. 

While prevalent throughout history, these market exchanges have 
only recently received serious attention in the economic literature. Noted 
French economist and Nobel-winner Jean Tirole formalized research 
efforts back in 2002. He first used the phrase “multi-sided markets” in his 
analysis of modern-day platforms such as the credit card business.165 Since 
then, the term “multi-sided platform” (MSP) has gained general uptake.   

It turns out that precisely defining what a platform is can be 
																																																													
164 LAURA CLAIRE REILLIER & BENOIT REILLIER, PLATFORM STRATEGY: HOW TO 
UNLOCK THE POWER OF COMMUNITIES AND NETWORKS TO GROW YOUR BUSINESS 4 
(2017). 
165 See JEAN TIROLE & STEVEN RANDALL, ECONOMICS FOR THE COMMON GOOD 378–400 
(2017). 
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surprisingly difficult. Some use the term to describe the foundation of a 
product, such as an automotive chassis platform. Others refer to a broad-
based technology, like the Intel platform. Another group employs the term 
to talk about economic transactions, such as the eBay online platform.166 
Initially, it may be useful to think broadly about a platform as a nexus of 
standardized rules and infrastructure that facilitates interactions among 
different users of physical and virtual networks. 

Reillier puts it squarely into a narrower, commercial context: 
platforms are “businesses creating significant value through the 
acquisition, and/or matching, interaction, and connection, of two or more 
customer groups to enable them to transact.”167 Examples include malls, 
which link consumers and merchants, and newspapers, which connect 
subscribers and advertisers. They also include operating systems, game 
consoles, payment systems, ride-share platforms, smart grids, healthcare 
networks, and social networks. If a network is a type of system, a platform 
can be considered one type of network. 

The critical asset in a platform is the community, which includes 
its members’ resources. The more traditional pipeline model includes an 
enterprise that relies on a supply-chain to deliver goods and services to 
consumers in a retail market. When an entity decides to move instead to a 
platform model, three fundamental shifts in focus occur: 

• From controlling scarce and valuable resources, to orchestrating 
community resources; 

• From optimizing and dictating internal processes, to facilitating 
external interactions; and 

• From increasing customer value, to maximizing total ecosystem 
value.168 
 
Similarly, the platform-powered ecosystem is a business comprised 

of a mix of business models, including platforms. Why then move from 
the traditional pipeline to a platform mentality? Perhaps because, as Van 
Alstyne and his colleagues have found, when platforms decide to enter 
into a market that relies on the pipeline business model, “the platforms 

																																																													
166 REILLIER & REILLIER, supra note 164, at 21–22. 
167 Id. at 21–28.  
168 See GEOFFREY G. PARKER ET AL., PLATFORM REVOLUTION: HOW NETWORKED 
MARKETS ARE TRANSFORMING THE ECONOMY—AND HOW TO MAKE THEM WORK FOR 
YOU (2017); see also Marshall W. Van Alstyne et al., Pipelines, Platforms, and the New 
Rules of Strategy, HARVARD BUS. REV. (April 2016), https://hbr.org/2016/04/pipelines-
platforms-and-the-new-rules-of-strategy [https://perma.cc/6C3V-QHHZ].  
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virtually always win.”169 
Apple’s iPhone is an example of a platform designed to facilitate a 

classic two-sided market for app developers and app users. The growth in 
participants on both sides of the market led to sizable networks effects, a 
key part of platform strategy. These demand-side economies of scale mean 
that firms attracting more platform participants than their competitors can 
offer a higher average value per transaction. The resulting virtuous 
feedback loop of greater scale generates more value, which attracts more 
participants, which creates more value, and so on, in an iterative 
fashion.170 

 
2. The Economics: Data Harvesting Meets Network Science 
 
Over the past twenty years, most public attention has focused on 

the economic shift from the physical to the digital world, as abetted by the 
Internet—a virtual platform in its own right.171 However, another 
profound economic shift has occurred in tandem: from traditional linear 
markets to multi-sided, digital platform markets.172 

In particular, two-dimensional pipeline business models (buyers 
and sellers) are being transformed into multi-dimensional commercial 
platforms and ecosystems. These new platforms constitute a novel type of 
commercial firm, which use digital infrastructure to enable groups to 
interact. The digital era, with its ubiquitous computing power, widespread 
online access, and growing roles for mobile and environmental devices, 
presents unprecedented opportunities to expand and deepen the world’s 
access to information. 

As with defining platforms more generally, deciding which entities 
fit in the multi-sided platform (MSP) bucket is not an easy task. Nick 
Srnicek identifies four key characteristics. A MSP: (1) positions itself as 
an intermediary between users and the ground upon which its activities 
occur; (2) produces and is reliant on network effects; (3) uses the cross-

																																																													
169 Van Alstyne et al., supra note 168.  
170 Id.  
171 The Internet is a classic General Platform Technology (GPT), a generic technology 
that over time comes to be widely used across the economy, enables many different and 
innovative uses, facilitates complementarities with existing and emerging technologies, 
and produces many spillover effects. Whitt, supra note 19, at 718. The GPT concept may 
have some relevance as we walk through a discussion of cloud computing and online data 
platforms. 
172 REILLIER & REILLIER, supra note 164, at 12. 
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subsidization of different services; and (4) controls the rules of governance 
of interactions.173 Harold Feld of Public Knowledge produced a three-
pronged test of his own for what he calls “digital platforms”—they (1) 
provide a two-sided or multi-sided market, (2) are accessed via the 
Internet, and (3) have at least one side that is marketed as a “mass market” 
service.174 For purposes of this paper, there is no compelling need to settle 
on any one particular formulation. Instead, this paper employs the generic 
term “NET platform” to describe these multifaceted online structures and 
processes utilized by networked emerging technologies. 

From a functional standpoint, NET platforms can be considered a 
combination of various Internet overlays (Web portals, mobile 
applications, computational systems) and underlays (networks, clouds, 
personal devices, sensing devices). These elements are mixed with large 
amounts of data: information derived from users’ fixed, mobile, and online 
activities; various “offline” activities (collected via environmental, IoT, 
and robotic mechanisms); and data inferred by machine learning 
algorithms. 

Commenters have observed that some of these NET platforms 
exhibit significant scale, scope, and reach.175 Much of this phenomenon 
can be explained by network science and the rise of the Internet. Some 
twenty years ago, the original prognosticators, Carl Shapiro and Hal 
Varian (now chief economist at Google), recognized and described a new 
economy arising out of online information services taking advantage of 
various benefits from the open Internet.176 Some of these economic factors 
include: 

																																																													
173 NICK SRNICEK, PLATFORM CAPITALISM 43–48 (2016).  
174 Harold Feld, Platform Regulation Part II: Defining “Digital Platform”, PUBLIC 
KNOWLEDGE (July 18, 2018) www.publicknowledge.org/news-blog/blogs/platform-
regulation-part-ii-defining-digital-platform [https://perma.cc/9KSK-LJ37]. 
175 See ANDREW MCAFEE & ERIK BRYNJOLFSSON, MACHINE PLATFORM CROWD (2017); 
SRNICEK, supra note 173; REILLIER & REILLIER, supra note 164; PARKER, ET AL, supra 
note 168; ALEX MOAZED & NICHOLAS L. JOHNSON, MODERN MONOPOLIES (St. Martin’s 
Press 2016); SANGEET PAUL CHOUDARY, PLATFORM SCALE (2015); AMRIT TIWANA, 
PLATFORM ECOSYSTEMS (Andrea Dierna ed., 2014). 
176 CARL SHAPIRO & HAL VARIAN, INFORMATION RULES 11–14 (Harv. Bus. Sch. Press 
ed., 1999).  Among other factors, Shapiro and Varian discuss the lock-in by legacy 
systems and switching costs for users from choosing a technology. Id. at 11–13. Network 
externalities are not limited to communications networks, but also are powerful forces in 
“virtual” networks. Id. They also appear in other networks-based enterprises, from postal 
services, railroads, airlines, and of course telephony. The key challenge is to achieve 
critical mass. Id. at 14. 
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• Positive externalities: All network users are better off when others 
join the network because its reach (and value) increases. 

• Positive feedback loops: When positive externalities appear on 
both sides of a platform, positive feedback loops appear and 
amplify growth. 

• Economies of scale: When the unit cost of production goes down 
with the volume of production; the largest company in a sector 
tends to enjoy the lowest cost base per unit. This is referred to as 
the supply side economy of scale. 

• Network effects: Unlike traditional businesses, platforms often 
exhibit network effects: the value created for users goes up with 
the number of users. This is also known as demand-side economies 
of scale. Network effects can be direct (via users) or indirect (via 
third parties). In certain circumstances, network effects can be a 
significant barrier to entry for would-be competitors. As Shapiro 
and Varian point out, network effects do not necessarily indicate a 
meritocracy; technology launched by positive feedback also 
requires a healthy dose of luck.177 

• Critical mass: When the growth of a network becomes self-
sustaining. 

• Tipping point: When the network, due to cumulative network 
effects, shift from one state (such as competition) to another state 
(higher concentration, including monopoly). 178 

 
Importantly, identifying these network-based economic effects—as 

provided by the open Internet and facilitated via relatively open 
telecommunications networks—should not dictate normative conclusions. 
To varying degrees, countless commercial and non-commercial ventures 
enjoy these network-based economic effects, to the collective benefit of 
many hundreds of millions of people. But there are countervailing 
concerns that might require societal attention. 
 

B. Data Carriage: Back to the Future? 
 
Online platforms can and do provide enormous benefits to society, 

due to the convergence of financial incentives, technology advances, and 
network science. These same factors also can lead to some challenges. As 

																																																													
177 Id. at 177. 
178 REILLIER & REILLIER, supra note 164, at 31–38; PARKER, ET AL., supra note 168, at 
82–83. 
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it turns out, these challenges have not gone unnoticed. Two notable 
examples bear mentioning below. 

Again, this paper does not take a position on the merits of applying 
any specific types of openness measure to one or more of the NET 
platforms. Rather, the purpose is to observe that the societal concerns span 
the types of networks and platforms that exhibit certain technical, 
commercial, and economic characteristics. 
 

1. Cloud Networks as Computer Utilities? 
 

In the 1960s, the idea of time-sharing via large computers 
developed so that computer power could be harnessed and brought into the 
home, like electricity or water.179 Author Tung-Hui Hu places modern-day 
cloud platforms within this infrastructural paradigm, “rooted in, and 
continuous with, the same landscape, environments, and architectures that 
have been used for centuries.”180 He even quotes Richie Etwaru who 
suggests that the cloud should no longer be considered a noun, but instead 
that “clouding” is best used as a verb.181 

Others have noted the commonalities between past and present 
“clouds.” In 2011, Kevin Werbach released his paper The Network 
Utility.182 There, he drew parallels between the so-called “computer 
utilities” of the 1960s and the cloud computing platforms of today.183 He 
noted that while networked computers need access to underlying 
communications utilities, networked computing platforms themselves can 
function as public utilities.184 

Werbach observed that proponents of the computer utility model 
believed that computer processing could be as important to society as 
power and water.185 He also noted that cloud computing is likely to 
produce the same kinds of dependencies that animated public utility 
regulation in other industries. In particular: 

• Delivering applications through large remote data centers creates 
large economies of scale; 

• Aggregating demand is a more efficient and high-performing 
																																																													
179 TUNG-HUI HU, A PREHISTORY OF THE CLOUD 53–54 (The MIT Press ed., 2016). 
180 Id. at 148. 
181 Id. at 145. 
182 Werbach, Network Utility, supra note 103. 
183 Id. at 1815–18. 
184 Id. at 1816–19. 
185 Id. at 1817. 
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solution; and 
• Cloud providers can capture and aggregate large volumes of user 

data.186 
 

Werbach concluded that the FCC should broaden its focus to these 
evolving Internet platforms. To do so, he claimed the agency should relax 
its sharp distinction between regulated and unregulated services and “hone 
in on the major competitive, pro-innovation, and consumer-protection 
issues for a network of cloud services fed by communications carriers.”187 

Werbach’s 2011 paper ticks off four major concerns for the FCC to 
investigate: nondiscriminatory access to connectivity (communications 
inputs), sufficient capacity and robustness, information governance (data 
privacy and integrity), and transparency. These concerns correspond well 
to the types of market-oriented openness explored here: namely, equitable 
access to network functionalities (first order access), equitable access 
through the network to other functionalities (second order access), and 
access to pertinent information (transparency). 

 
2. “Dominant” Platforms as Essential Facilities? 

 
In July 2018, U.S. Senator Mark Warner released the public policy 

equivalent of a bombshell: a 23-page draft white paper entitled Potential 
Policy Proposals for Regulation of Social Media and Technology 
Firms.188 The Warner White Paper makes the case for new approaches to 
regulating dominant platform companies and divvies up the potential new 
duties into three overall buckets: 

• Disinformation duties: duty to transparency, duty to label bots and 
to disclose online ads, duty to determine origin of posts/accounts, 
duty to identify inauthentic accounts, liability for state law torts 
(revising the intermediary liability provision in Section 230), and 
duty to provide access to public interest data. 

• Consumer protection duties: an “information fiduciary” duty, 
GDPR-like data protection requirements, first party consent for 
data collection, ban on user interfaces determined to be unfair and 
deceptive trade practices, and algorithmic auditability standards. 

																																																													
186 Id. at 1821–22. 
187 Id. 
188 U.S. Sen. Mark Warner, Potential Policy Proposals for Regulation of Social Media 
and Technology Firms, AXIOS (Jul. 30, 2018), 
https://graphics.axios.com/pdf/PlatformPolicyPaper.pdf [https://perma.cc/UT4E-C9NH]. 
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• Competition duties: data collection and use transparency, data 
portability requirement, mandated interoperability, and an 
“essential facilities” determination, including a nondiscrimination 
(FRAND terms and conditions) mandate.189 
 
Strikingly, many of Warner’s policy proposals mirror elements 

found in Title II of the federal telecommunications statute and the 
common carriage strands of private concentration, public callings, and 
voluntary bailment. These elements include: 

• Transparency: analog to duty to provide users with service 
information; 

• Information fiduciary requirement: analog to duty to protect user 
CPNI; 

• Data portability requirement: analog to local telephone number 
portability; 

• Interoperability: analog to Title II interoperability requirements; 
• FRAND terms and conditions: analog to Title II nondiscrimination 

standard; and 
• Essential facilities classification: analog to Title II common 

carriage. 
 

The Warner draft does not define “dominance” or “dominant 
platforms.” Nonetheless, individual companies—Facebook, Google, 
Twitter, Amazon, and Apple—are identified by name.190 There is 
opportunity now to at least consider the possible need for and substance of 
such a definition. Recall, for example, that Joshua Cooper Ramo sees 
defining who is in and who is out of a particular network as an essential 
design feature of the early 21st Century.191 To that end, Harold Feld 
recently coined the concept of the “Costs of Exclusion” (COE) from a 
platform ecosystem as a proxy for examining concerns that a particular 
NET platform may be dominant in harmful ways.192 That may well be a 
start. 
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3. An Option: Encouraging More Trustworthy and Accountable Online 
Ecosystems 

 
More will come of the Warner legislative proposal in the coming 

months. Such proposals tend to have the salutary effect of cracking “open” 
political, economic, and technological windows of opportunity. Perhaps 
these new ideas will have the opportunity to compete effectively in John 
Kingdon’s so-called “garbage can” of policymaking.193  

Both cloud computing and online data platforms raise legitimate 
questions about whether the Internet, contrary to its end-to-end, modular 
architecture, is fostering increasingly centralized and closed Web-based 
networks. One missing ingredient today appears to be basic human trust, 
an assurance that online interactions are founded on consent, 
accountability, and mutual benefit. With new technologies of data control 
now coming online—the Internet of Things, cloud computing, A.I. and 
machine learning, augmented reality, biometrics, and more—that existing 
trust and accountability deficit likely will get appreciably worse. 

One approach to consider is to create a new Web ecosystem based 
on injecting greater legitimate trust and accountability into users’ daily 
dealings with the open Internet. For example, the project known as 
GLIAnet seeks to create a more decentralized ecosystem of digital trust. 194 
Briefly, the GLIAnet concept is premised on reconceiving a Web user’s 
personal data as a virtual “Lifestream” of past practices, present actions, 
and future intentionalities. This rich and valuable dataset in turn could be 
shared voluntarily, in whole or in part, with new trustworthy entities, 
known as digital TrustMediaries. These entities, chosen by the user, would 
operate as digital interfaces between the user, the online NET platforms, 
and the Web. Other support elements in this user-driven ecosystem could 
include personal A.I. Avatars, individualized Cloudlets, self-sovereign 
Identity Layers (or Personas), and a host of distributed applications, 
devices, and services. Among other benefits, such an ecosystem could 
pose worthy market alternatives to the more intrusive “Ads+Data World” 
commercial model still underpinning many online platforms.195 

																																																													
193 JOHN W. KINGDON, AGENDAS, ALTERNATIVES, AND PUBLIC POLICIES 131 (1st ed. 
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The “functional openness” paradigm described above relies on 
creating nondiscriminatory software interfaces to help “open up” various 
relatively closed network resources. In this instance, developing common 
standards and protocols, through open processes and entities, could ensure 
that TrustMediaries and other players in a GLIAnet-type ecosystem have 
viable opportunities to compete and provide innovative new options for 
users. In other words, it would be fruitful to explore creating a Computer 
Inquiries-like functional openness regime suitable for the online platforms 
era. 

 
VII. DESIGNING FOR OPENNESS 

 
We have seen the resource and process openness concept defined 

in various ways in the Internet context, played out through various 
regulatory regimes at the FCC, and becoming part of the regulatory 
conversation for NET platforms, including cloud computing and online 
data companies. The once seemingly-settled world of telecommunications 
and information services policy now seems topsy-turvy. What once was 
unregulated is now being considered for forms of “openness” 
requirements. What once was regulated has now been “opened” to a world 
free from such requirements. So, where do we go from here? 

 
A. Past as Prologue 

 
Are there actual principles of “openness”? If so, a key question is 

whether there are defining characteristics that unify the openness concept 
in designed networks and evolving platforms. Recall, for example, that 
Shah, Sicker, and Hatfield defined openness in general terms as 
“unimpeded or freely available access to resources, and to processes.”196 
This paper has attempted to give further nuance to that observation. 

First, resource accessibility can be achieved via both written 
“vellum” solutions, such as standards and regulations, and “functional” 
solutions, such as physical and virtual interfaces. The efficacy of each 
approach can vary depending on the type of underlying resource. 

Second, the form of resource access should not differentiate 
unfairly. Shah, Sicker, and Hatfield found that non-discriminatory access 
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is an integral aspect of openness.197 This standard makes particular sense 
when the resource in question is scarce. 

Third, process accountability can be further divided into the 
entities (the forum) and the format (the practices). Each of these can 
embrace varying degrees of openness that lend legitimacy to their efforts. 
Transparency, as in receiving access to relevant information, seems to 
overarch all of these considerations. 

Finally, as our analysis of networks has demonstrated, openness 
can be deployed as different kinds of market entry and consumer 
protection safeguards: 

• Structural: MFJ, Computer II; corporate structure as safeguard; 
line of business restriction; 

• Functional: Part 68 rules, Computer III; interfaces and layers and 
interconnections as safeguard; 

• Behavioral: Network neutrality; 
• Procedural: Participation in standards bodies, rulemakings, and 

other decisional fora; and 
• Informational: Powell’s Four Freedoms, Martin’s Policy 

Statement, platform terms of service. 
 

The larger point is that the nature of the openness desired will vary 
depending on the perspective, the situation, and the element.198 Where a 
communications market is at least theoretically susceptible to more 
competition and innovation, for example, the types of tradeoffs involved 
in a “functional openness” approach might make most sense. 

The more “open” and more “closed” aspects of an information 
system often coexist and can change over time.199 Openness then should 
be viewed not as a one-size-fits-all definition but as a continuum of 
conditions and as part of an openness/enclosure polarity. In general, 
though, we should want to develop and implement incentives that lead us 
towards, and not away from, mutually constructive openness of access and 
opportunity and process. 

 
 

																																																													
197 Id. at 12. Shah, Sicker, and Hatfield also utilized a layers-based analysis that informs 
the question of whether the information can be delivered through the network, and if 
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B. Looking Ahead: ObD 
 

As mentioned previously, openness by design (ObD) is one way to 
approach questions about the right context and scope for bringing 
openness to a particular system. Many initial observations are discussed 
elsewhere200 and will be fleshed out in the coming months. For now, here 
is a quick overview.201 

The openness/enclosure paradigm is rooted in the legitimate 
possession and use of power in everyday life. For that power to be wielded 
in economic and political markets, some degree of trustworthiness must be 
in place. That trustworthiness can be derived from a number of sources, 
but a posture and practice of openness can be one accountability measure. 

As we have seen, openness is a highly contextual concept, whether 
applied to a resource, a process, an entity, a piece of information, a person, 
or even a stance. The ObD framework includes an express focus on a 
number of conceptual models and tools that collectively are useful in 
teasing out the implications and learnings.202 We already have encountered 
four such tools: complexity systems thinking, network science, modular 
(layered) analysis, and platform economics. 

In addition to more traditional framings such as competition law 
and consumer protection, here are a few other conceptual tools that might 
prove beneficial for future conversations. 

 
Polarities management: a shifting continuum 

Openness should not be seen as an absolute value, or always 
advantageous, or even the clearly optimal default position. Instead, 
complete openness exists at one pole of a recognized systems polarity with 
complete closure. The two poles form a constantly shifting continuum 
between provider (core) control and user (edge) freedom. 
 
Design theory: a constant trade off 

The school of top-down network design suggests that the major 
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engineering tradeoffs in networks are speed, security, and openness. If 
true, how does this inform how we think about openness in the context of 
networks and platforms? 

 
Scope: a matter of degrees 

There also are relevant factors in assessing the degrees of openness 
designed into a particular system. These factors range from mere 
knowledge to outright ownership.  In order, from bestowing the least to 
the most openness, these factors include:  

• Awareness 
• Transparency 
• Access 
• Input 
• Sharing 
• Control 
• Ownership 

 
Moreover, other pertinent tools include game theory, risk 

management, human ethical codes, and Cynefin framing.203 
 

VIII. CONCLUSION – OPENNESS FOR HUMANS 
 
This paper has sought to demonstrate that, while highly contextual 

and nuanced, openness need not be an “inherently subjective concept.”204 
If nothing else, spending some quality time and effort unpacking the 
notion of openness can bring useful points of objectivity to the table. 

The discussion has focused on openness as applied to systems, 
network, and platforms. But, what about humans as individuals, systems, 
networks, or platforms? What about “openness,” in essence, for the rest of 
us? The onrush of emerging online technologies—artificial intelligence 
(AI), Internet of Things (IoT), biometrics, virtual reality (VR), and the 
like—makes the answer to that question all the more urgent. 

The aforementioned coming technology frontier includes a world 
with millions of times more processing power using quantum computing, 
billions of connected devices through the Internet of Things, trillions of 
augmented reality experiences, and countless impactful interactions 
between human beings and machine learning-trained algorithmic systems. 
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Humans will increasingly be considered a digital entity projecting itself 
into the physical world, a virtual “lifestream” of 1s and 0s. In that context, 
where can we plausibly draw the line between openness and enclosure? 
How do we address legitimate social concerns about trust, security, 
consent, and accountability? What about honoring some of the openness 
principles discussed here, including access and inclusion and 
transparency? Can the autonomous human being still be enabled to 
interact, decide, and choose, on her or his own terms? Can humans also be 
more open by design? These remain unanswered questions for now but 
fodder for further societal conversation.205 
 Employing an "openness by design" framing can yield significant 
insights to benefit a public policy analysis of online-based business 
models and technology platforms. This includes understanding how 
resources, processes, entities, and information can be more or less 
accessible to those outside the system. These insights can extend to all 
layers of the Internet ecosystem, from access to networks and platforms, to 
the data, computational, devices, software, and applications layers. 
Further, ObD can be part of a larger, more comprehensive rethinking of 
policy (both public and corporate) and governance for the NET platforms 
sector. 

A deeper understanding of these networks and platforms can also 
help us perceive when and how best to regulate. As one example, direct 
government involvement in the world of online networks and platforms 
may not include an appropriate appreciation for the many complex 
tradeoffs and considerations. For such a rapidly-evolving sector, 
prescriptive regulation carries the risk both of over-regulating legitimate 
network functions and under-regulating undesirable behavior.206 Rather 
than dictating specific outputs and outcomes, policymakers might want to 
consider using discrete market inputs and incentives, such as “functional 
openness” so that market players themselves can shape the virtual 
landscape in more user-friendly ways.207 

Accountable governance regimes for the online technology sector 
can serve everyone’s best interests. Michael Powell’s overarching 
observation remains valid. The window of opportunity is “open” to 
achieve a thoughtful and balanced approach to govern the technology 
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sector at large. Perhaps openness by design, and the human trust and 
accountability it can engender, would be one fruitful way to get us there. 
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I. INTRODUCTION 
 

Over the past decade, social media has increasingly become an 
essential part of Americans’ everyday lives. As of 2017, eighty percent of 
Americans had a profile on at least one social media platform.1 Not only 
has social media become extremely popular for typical users, it has also 
become a massive marketing tool for celebrities, athletes, politicians, and 
anyone looking to create and maintain a personal brand.2 As a growing 
number of people use social media, the chance that it will be used as a 
platform for copyright infringement increases.3 Social media platforms, 
like all service providers4 on the Internet, are regulated by the Digital 
Millennium Copyright Act (the “DMCA”), which addresses copyright 
infringement on the Internet.5 Despite the rapid evolution of social media, 

																																																													
* J.D., Cornell Law School, 2018; B.A., Vanderbilt University, 2015. I would like to 
thank Professor Oscar Liivak for his help in the development of this article. 
1 See Percentage of U.S. Population with a Social Media Profile from 2008-2017, 
STATISTA, https://www.statista.com/statistics/273476/percentage-of-us-population-with-
a-social-network-profile/ [https://perma.cc/7Y2N-GQAA].  
2 See generally Karla Rodriguez, The Most Influential Celebrities on Social Media, US 
WEEKLY (Oct. 20, 2017), https://www.usmagazine.com/celebrity-news/pictures/the-
most-influential-celebrities-on-social-media/ [https://perma.cc/SW8D-XVLJ]. 
3 See Number of Social Network Users Worldwide from 2010 to 2021 (In Billions), 
STATISTA https://www.statista.com/statistics/278414/number-of-worldwide-social-
network-users/ [https://perma.cc/8CH8-94HB]. 
4 The DMCA’s definition of service provider encompasses platforms as well. See 
Liability Protections for Online Service Providers Under the DMCA and CDA, BEA & 
VANDENBERK (Mar. 31, 2011), https://www.beavandenberk.com/ip/copyright-
tm/liability-protections-for-online-service-providers-under-the-dmca-and-cda/ 
[https://perma.cc/8U58-9E4Q]. 
5 See generally Digital Millennium Copyright Act, Pub. L. No. 105-304, 112 Stat. 2860 
(codified at 17 U.S.C. §§ 101, 104, 104(a), 108, 112, 114, 117, 701, 512, 1201-05, 1301-
32, 701; 28 U.S.C. § 4001 (1998)). 
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the DMCA has remained unchanged since its 1998 addition to Title 17 of 
the United States Code.6   

This paper focuses on the widespread, unlicensed use of 
copyrighted music in both permanent social media posts (that remain on 
the platform indefinitely) and temporary social media posts (that expire 
within twenty-four hours) and asserts that the DMCA is inadequately 
equipped to address the development and proliferation of temporary social 
media posts. The DMCA has failed to police copyright infringement 
across many social media platforms, and in the absence of an update to the 
DMCA, this infringement will persist. 

First, this paper establishes a framework for understanding social 
media by exploring three popular social media platforms that feature 
temporary posting: Facebook, Instagram, and Snapchat. Next, it explains 
the DMCA and how it is intended to regulate copyright infringement on 
the Internet, how the courts have applied the DMCA, and how service 
providers have responded to those decisions. The following section 
addresses how copyright infringement is regulated for both permanent and 
temporary posts and shows how the DMCA fails to adequately regulate 
the use of copyrighted music across temporary posts. The next section 
refutes several arguments that challenge this paper’s assertion of 
widespread copyright infringement. Finally, this paper posits three options 
for addressing this regulation gap: (1) stick to the status quo and maintain 
current regulation, (2) increase enforcement of existing regulations and 
controls, or (3) update copyright law and the DMCA by requiring content 
providers to actively monitor and seek out copyright infringement. 

The DMCA is ill-equipped to handle social media as it has evolved 
today, and the result has led to widespread copyright infringement across 
many social media platforms. Although some social media platforms, like 
Instagram, have attempted to introduce features, which enable users to 
easily post properly licensed music, these attempts still fall short of 
addressing the problem.7 Either society and copyright holders must accept 
that these social media uses are an exception to existing copyright law, or 
the law must change in order to address temporary social media.  

 
II. UNDERSTANDING SOCIAL MEDIA 

 
When it comes to examining social media, it is necessary to 

understand the different platforms and the types of content that users can 
post on those platforms before discussing how the DMCA attempts to 
regulate these entities. There are two types of posts that are relevant to the 
																																																													
6 Id. 
7 See discussion infra Section IV(d).  
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discussion of copyright infringement: permanent social posts (permanent 
posts) and temporary social media posts (temporary posts). Both 
permanent and temporary posts may remain on the platform or on archival 
sites even after deletion.8 Unless the original poster deletes their own post 
or the hosting social media platform removes the post for violating its 
terms and conditions, a permanent post will remain on the platform and 
can be viewed by either all users or a select group of users based on the 
original poster’s privacy settings.9 Alternatively, a temporary post expires 
either immediately after a designated recipient(s) opens it or after a certain 
time period, typically twenty-four hours.10 

This paper focuses on Facebook, Instagram, and Snapchat because 
each popular platform offers the user a temporary posting ability. This 
paper goes on to examine the lack of regulation of temporary posts on 
these platforms and argues that the DMCA is ill-equipped to handle this 
newest form of social media posts.  

 
A. Facebook 

 
Facebook is a free social networking platform, which allows users 

to create their own individual profiles in order to share text, pictures, and 
videos and to send messages to other profiles. Facebook users can also 
follow their favorite brands, companies, restaurants, and other 
organizations by following the respective entities’ official Facebook 
pages. Facebook also allows users to join groups, create and share events, 
and use Facebook Marketplace to post classified ads.11 On May 18, 2012, 
Facebook’s IPO was launched as the largest technology-based initial 
public offering in the history of the United States at that time.12 As of the 
third quarter of 2018, Facebook connects over 2.2 billion active users on 

																																																													
8 See Are Social Media Posts Permanent?, THIRDPARENT.COM (Nov. 9, 2013), 
http://blog.thirdparent.com/are-social-media-posts-permanent/ [https://perma.cc/DX6X-
WAFQ]. 
9 See Terms of Service, Section 3(2), FACEBOOK, https://www.facebook.com/legal/terms 
[https://perma.cc/3TR6-BET5]; See generally How Do I Hide or Delete Posts I’ve Shared 
From My Page?, FACEBOOK, https://www.facebook.com/help/252986458110193 
[https://perma.cc/3P76-QMYG] (explaining how users can delete posts). 
10 See, e.g., Stories, Help Center, INSTAGRAM, 
https://help.instagram.com/1660923094227526 [https://perma.cc/FVW5-9AMC] 
[hereinafter Stories, Instagram Help Center]. 
11 See Margaret Rouse, Definition: Facebook, TECHTARGET.COM (Aug. 2014), 
https://whatis.techtarget.com/definition/Facebook [https://perma.cc/WHH6-AKVZ]. 
12 See If You Had Invested Right After Facebook’s IPO (FB, TWTR), INVESTOPEDIA 
(Aug. 14, 2015), https://www.investopedia.com/articles/markets/081415/if-your-would-
have-invested-right-after-facebooks-ipo.asp [https://perma.cc/TNF4-9AWJ]. 
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its platform.13 Facebook users can share posts after registering as an 
individual or as an official page.14 Depending on a poster’s privacy 
settings, an individual user or page may share a post—whether text, 
photos, videos, or some combination of the three—either publicly 
(allowing all Facebook users to view it) or privately (allowing only the 
Facebook users that the poster has already connected with to view it).15 
These permanent posts can be posted to the user’s or page’s own timeline, 
where all the user’s or page’s posts are listed or onto another user’s or 
page’s timeline.16 Facebook also has a temporary posting function via 
Facebook Stories.17 In September 2016, Facebook began testing a 
temporary story feature on Messenger, its private messaging app, before 
launching Facebook Stories in the full Facebook app in March 2017.18 
Facebook Stories are short photos or videos shared from a user’s or page’s 
account that every other unique user may view up to two times before they 
automatically disappear after twenty-four hours.19 

 
B. Instagram 

 
Instagram is an online photo-sharing social network that allows 

users and entities to edit their photos and videos with unique filters and 
post them to their personal Instagram pages.20 Instagram first launched on 
the Apple App Store on October 6, 2010 and gained one million users 

																																																													
13 Number of Monthly Active Facebook Users Worldwide as of 3rd Quarter 2018 (in 
Millions), STATISTA, https://www.statista.com/statistics/264810/number-of-monthly-
active-facebook-users-worldwide/ [https://perma.cc/M2GG-YKS8].  
14 See Juan Ramos, Facebook Page vs Facebook Profile: Do You Know the Difference?, 
HOOTSUITE (June 9, 2014), https://blog.hootsuite.com/facebook-page-vs-facebook-
profile/ [https://perma.cc/FX9P-GA9P]. 
15 See Basic Privacy Settings & Tools, FACEBOOK, 
https://www.facebook.com/help/325807937506242/ [https://perma.cc/UPN2-XHMY].  
16 See Vangie Beal, Facebook Timeline, WEBOPEDIA, 
https://www.webopedia.com/TERM/F/facebook_timeline.html [https://perma.cc/UY54-
MAEM]. 
17 See Ash Read, Facebook Stories: Everything You Need to Know About Facebook’s 
Latest Features, BUFFER (Mar. 28, 2017), https://blog.bufferapp.com/facebook-stories 
[https://perma.cc/3YDF-BU5B]. 
18 See id.; see also Casey Newton, Facebook Launches Stories to Complete Its All-Out 
Assault on Snapchat, VERGE (Mar. 28, 2017), 
https://www.theverge.com/2017/3/28/15081398/facebook-stories-snapchat-camera-direct 
[https://perma.cc/GV9F-S3K6]. 
19 See Read, supra note 17. 
20 See Margaret Rouse, Definition: Instagram, TECHTARGET.COM (May 2017), 
https://searchcio.techtarget.com/definition/Instagram [https://perma.cc/6ADX-QTYA].  
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within three months.21 Instagram continued to grow over the next several 
years, leading to its acquisition by Facebook in April of 2012 with thirty 
million users at that time.22 As of August 2018, Instagram had over one 
billion active monthly users, placing it third among social networks with 
the most active users, behind Facebook and YouTube, but ahead of 
Twitter by over 500 million users.23 Although Facebook owns Instagram, 
the sites operate largely separately with different apps and features, which 
provides a unique perspective on regulating copyright infringement 
discussed below.  

When Instagram was originally launched, its users could only 
share permanent posts with pictures and captions edited through the app.24 
Instagram users are either unverified individuals or businesses, celebrities, 
and other popular individuals who are verified through the website.25 As 
opposed to Facebook, there is not necessarily a distinction between 
individual users and pages. Businesses’ pages look fairly identical to 
individual users’ pages, barring the addition of a blue Verified Badge to 
Instagram pages that are verified by Instagram (a designation reserved for 
larger accounts subject to being impersonated).26 In June 2013, Instagram 
began allowing its users to post fifteen-second videos to their pages as 
well, before extending the time limit to sixty seconds in March 2016.27 

Instagram users can also post temporary posts to their Instagram 
story,28 just as they can on Facebook.29 In August 2016, Instagram 

																																																													
21 See Marty Swant, This Instagram Timeline Show’s the App’s Rapid Growth to 600 
Million, ADWEEK (Dec. 15, 2016), https://www.adweek.com/digital/instagram-gained-
100-million-users-6-months-now-has-600-million-accounts-175126/ 
[https://perma.cc/P528-CGR4].  
22 See id. 
23 See Priit Kallas, Top 15 Most Popular Social Networking Sites and Apps [August 
2018], DREAMGROW (Aug. 2, 2018), https://www.dreamgrow.com/top-15-most-popular-
social-networking-sites/ [https://perma.cc/BQT7-DA63].  
24 See Elise Moreau, What is Instagram, Anyway?, LIFEWIRE (Sep. 5, 2018), 
https://www.lifewire.com/what-is-instagram-3486316 [https://perma.cc/3FB9-9A58].  
25 See Verified Badges, INSTAGRAM, https://help.instagram.com/854227311295302 
[https://perma.cc/VA2B-MQ62]  (explaining how verified badges work).  
26 See id.; see also Setting Up Your Page, FACEBOOK, 
https://www.facebook.com/business/learn/set-up-facebook-page [https://perma.cc/E2TC-
GABG] (explaining how to set up a Facebook page for your business). 
27 See Colleen Taylor, Instagram Launches 15-Second Video Sharing Feature, With 13 
Filters and Editing, TECHCRUNCH (June 20, 2013), 
https://techcrunch.com/2013/06/20/facebook-instagram-video [https://perma.cc/ZG3L-
ZA7U]; see Casey Newton, You Can Now Record 60-Second Videos in Instagram, 
VERGE (Mar. 29, 2016), https://www.theverge.com/tech/2016/3/29/11325294/instagram-
video-60-seconds [https://perma.cc/5T9L-YZ7D]. 
28An Instagram story is a temporary post that a user can share from their account as either 
a photo or a video. The post remains on that user’s account for twenty-four hours or until 
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launched its temporary posting feature, which allows users to post 
temporary stories to their pages that last twenty-four hours or until the 
poster deletes them, whichever comes first.30 Despite the twenty-four-hour 
time limit on stories, each user’s stories are archived in a special section of 
the Instagram app where they alone can view them again or re-share 
them.31 

 
C. Snapchat 

 
Snapchat is a social networking platform that users can download 

and use on their phones and other mobile devices, such as tablets.32 
Snapchat allows users to send photos or videos to someone that last up to 
ten seconds before they disappear. The Snapchat app first launched on the 
Apple App Store in July 2011.33 By October 2012, the app was processing 
over twenty million images per day.34 As of August 2018, Snapchat had 
over 200 million active monthly users.35 Snapchat is often considered the 
original, true proliferator of temporary social media. 

Snapchat began and still stands as a true temporary-post-based 
social media platform. Snapchat users do not have pages or the ability to 
share permanent posts.36 Instead, Snapchat began by allowing the transfer 
of temporary pictures that disappeared from the viewer’s perspective after 
the viewer opened them.37 In December 2012, the app began to allow 
users to share temporary videos with one or more Snapchat friends.38 In 
2013, Snapchat added the My Story feature, allowing users to post 
																																																																																																																																																							
the user deletes it and may be viewed as many times as desired by any other user on 
Instagram, provided that they have access to that user’s account (i.e. If the user who posts 
has a private account, only those users that it has allowed to follow the account may see 
the temporary story at all.). 
29 See Stories, Instagram Help Center, supra note 10; Read, supra note 17. 
30 See Josh Constine, Instagram Launches “Stories,” A Snapchatty Feature for Imperfect 
Sharing, TECHCRUNCH  (Aug. 2, 2016), https://techcrunch.com/2016/08/02/instagram-
stories [https://perma.cc/L5QJ-VJ23]. 
31 See Stories, Instagram Help Center, supra note 10. 
32 See generally Try Snapchat, SNAP INC., https://www.snapchat.com/download 
[https://perma.cc/5FVZ-APL4]. 
33 See Snapchat Timeline, SNAPCHAT MARKETING: BLOG (Dec. 11, 2017), 
http://www.snapchatmarketing.co/snapchat-timeline/ [https://perma.cc/RCM3-YH3C] 
[hereinafter Snapchat Timeline]. 
34 See id. 
35 See Kallas, supra note 23. 
36 See Christina Newberry, How to Use Snapchat: A Guide for Beginners, HOOTSUITE: 
BLOG (Jan. 9, 2018), https://blog.hootsuite.com/how-to-use-snapchat-beginners-guide/ 
[https://perma.cc/489E-YB6A]. 
37 See id. 
38 See Snapchat Timeline, supra note 33. 
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temporary images or videos to their Snapchat stories that could be viewed 
for up to twenty-four hours by their friends or followers.39 This feature 
was innovative at the time and arguably was copied by both Facebook and 
Instagram for their temporary posting functions.40 

  
III. REGULATING COPYRIGHT ON SOCIAL MEDIA PLATFORMS 

 
All of the aforementioned platforms, like all social networking 

platforms, are subject to copyright acts, which include the DMCA.41 This 
section describes the DMCA and how it currently regulates all online 
media. This section also provides a brief overview of judicial application 
of the DMCA and describes the response by social media platforms to 
these judicial decisions. 

 
A. The Digital Millennium Copyright Act 

 
In 1996 the World Intellectual Property Organization (WIPO), a 

special agency of the United Nations, introduced the WIPO Copyright 
Treaty (WCT) and the WIPO Performances and Phonograms Treaty 
(WPPT).42 Both treaties were signed by the United States along with 
ninety-six other countries.43 The WCT is a special agreement concerning 
the copyright protection of authors’ works on digital forms of media.44 
The WCT recognized in its preamble the “profound impact of the 
development and convergence of information and communication 
technologies on the creation and use of literary and artistic works,” and it 
sought to protect authors using those mediums.45 In the same vein, the 
WPPT sought to protect beneficiaries in the digital environment, including 
“(i) performers (actors, singers, musicians, etc.); and (ii) producers of 
phonograms (persons or legal entities that take the initiative and have the 
responsibility for the fixation of sounds).”46 

																																																													
39 See id. 
40 See Constine, supra note 30. 
41 17 U.S.C. § 512 (2018). 
42 See generally World Intellectual Property Organization Copyright Treaty, Dec. 20, 
1996, 2186 U.N.T.S. 121 [hereinafter WIPO Copyright Treaty]; WIPO Performances and 
Phonograms Treaty, Dec. 20, 1996, 2186 U.N.T.S. 203.  
43 See id.; Contracting Parties, WORLD INTELLECTUAL PROP. ORG., 
http://www.wipo.int/treaties/en/ShowResults.jsp?lang=en&treaty_id=16 
[https://perma.cc/M6HH-92CJ].  
44 See Julie S. Sheinblatt, The WIPO Copyright Treaty, 13 BERKELEY TECH. L.J. 535, 
535-36 (1998). 
45 See WIPO Copyright Treaty, supra note 42, Preamble.  
46 See Summary of the WIPO Performances and Phonograms 
Treaty (WPPT) (1996), WORLD INTELLECTUAL PROP. ORG., 
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The WCT, although signed by the United States in 1997, was not 
binding in the United States until October 28, 1998, when President Bill 
Clinton signed the DMCA into law.47 The DMCA was drafted in response 
to the growing number of Internet users who transferred protected data, 
including music, text, and film, in peer-to-peer file-sharing platforms.48 
Although many of the world’s most famous file-sharing platforms would 
not arrive until a couple years later, the United States sought to address 
mounting demands and complaints from copyright holders by enacting the 
DMCA.49 

The DMCA is an addendum to existing United States copyright 
law. It is comprised of five titles: the WIPO Copyright and Performances 
and Phonograms Treaties Implementation Act (codifying the two 
aforementioned treaties), the Online Copyright Infringement Liability 
Limitation Act, the Computer Maintenance Competition Assurance Act, 
Miscellaneous Provisions, and the Vessel Hull Design Protection Act.50 
The DMCA provides guidance on a variety of copyright concerns 
including “the circumvention of copyright protection systems, the integrity 
of copyright management information, and civil remedies and criminal 
offenses and penalties.”51 

One of the most relevant parts of the DMCA, to this paper, grants a 
safe-harbor to service providers, which are defined as “entit[ies] offering 
the transmission, routing, or providing of connections for digital online 
communications, between or among points specified by a user, of material 
of the user's choosing, without modification to the content of the material 
as sent or received.”52 The law protects service providers from liability for 
																																																																																																																																																							
http://www.wipo.int/treaties/en/ip/wppt/summary_wppt.html 
[https://perma.cc/EY3D-EN3F]. 
47 See Digital Millennium Copyright Act, Pub. L. 105-304, 112 Stat. 2860. The DMCA 
was signed into law on October 28, 1998 and contained regulations regarding the use of 
copyrighted media on the Internet in the new digital age. 
48 See Steve P. Calandrillo & Ewa M. Davison, The Dangers of the Digital Millennium 
Copyright Act: Much Ado About Nothing?, 50 WM. & MARY L. REV. 349, 356–57 
(2008). 
49 See id. See generally Richard Nieva, Ashes to Ashes, Peer to Peer: An Oral History of 
Napster, FORTUNE (Sep. 5, 2013), http://fortune.com/2013/09/05/ashes-to-ashes-peer-to-
eer-an-oral-history-of-napster/ [https://perma.cc/C4X6-V6PK].  
50 See generally Amy P. Bunk, Validity, Construction, and Application of Digital 
Millennium Copyright Act (Pub. L. No. 105-304, 112 Stat. 2860 (1998), 179 A.L.R. FED. 
319 (2002). 
51 Id. 
52 17 U.S.C. § 512(k)(1) (2018); Cf. Internet Service Provider (ISP), TECHOPEDIA, 
https://www.techopedia.com/definition/2510/internet-service-provider-isp 
[https://perma.cc/P339-Z4J2]. Note that a service provider, as defined by the DMCA, is 
not to be confused with Internet Service Provider, which is an entity providing general 
access to the Internet. 
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“injunctive or other equitable relief, for infringement of copyright by 
reason of the provider’s transmitting, routing, or providing connections 
for, material through a system or network controlled or operated by or for 
the service provider . . . .”53 

The DMCA also prescribes the requirements for service providers 
to qualify for the safe harbor.54 Service providers are required to have a 
policy that provides for the termination of users who are “repeat 
infringers,” and the service provider must “accommodate[] and . . . not 
interfere with standard technical measures.”55 Additionally, the DMCA 
outlines procedures that copyright holders can use to protect their content 
from infringement.56 Under the DMCA, a copyright holder can submit a 
DMCA Takedown Notice to the designated agent of a service provider, 
“search engine, host or other type of site- owner/manager” to remove 
material that is infringing the copyright holder’s rights.57 The burden is 
then on the service provider to review the takedown notice and remove the 
infringing content.58 

Many websites offer online forms to easily and electronically 
submit a takedown notice. If a website infringing a copyright holder’s 
content has no formal process, then a copyright holder can submit a 
traditional letter with a set of standard elements to assert a copyright 
claim.59 These elements include their signature, identification of what 
work is being infringed, contact information, and standard boilerplate 
language provided by 17 U.S.C. § 512(c)(3).60 An additional requirement 
of the DMCA is that service providers send the contact information of a 
designated agent who is responsible for handling takedown notices to the 
Register of Copyrights, so their contact information is available in a 
central location to copyright holders.61 

																																																													
53 17 U.S.C. § 512(a). 
54 17 U.S.C. § 512(i). 
55 17 U.S.C. § 512(i)(1). 
56 Id. 
57 17 U.S.C. § 512(c)(3) (outlining the elements of a takedown notice). 
58 See id.; see also Submit a Copyright Takedown Notice, YOUTUBE, 
https://support.google.com/youtube/answer/2807622?hl=en [https://perma.cc/GS57-
H2JB].  
59 See generally 17 U.S.C. § 512. 
60 Standard statements to be included in a DMCA Takedown Notice include: the 
copyright holder has “a good faith belief that use of the material in the manner 
complained of is not authorized by the copyright owner, its agent or the law,” and “the 
information in the notification is accurate, and under penalty of perjury, that the 
complaining party is authorized to act on behalf of the owner of an exclusive right that is 
allegedly infringed.” 17 U.S.C. § 512(c)(3).  
61 17 U.S.C. § 512(c)(2) (2010); see also DMCA Designated Agent Directory, U.S. 
COPYRIGHT OFFICE, https://copyright.gov/dmca-directory/ [https://perma.cc/86YN-
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B. Judicial Application of the DMCA 
 

The courts have interpreted the DMCA, and their decisions provide 
substantial guidance on the DMCA’s text. Examining some of the 
landmark decisions interpreting the DMCA helps explain how the law is 
applied to service providers and why it fails to protect copyright holders 
today.62 

The beginning of the 21st century is marked by a myriad of 
judicial decisions regarding application of the DMCA. Viacom Int’l, Inc. 
v. YouTube, Inc. was a landmark Second Circuit case interpreting the 
DMCA, which pitted Viacom, the copyright holder “home to premier 
global media brands” such as Nickelodeon, MTV, BET, Comedy Central, 
and many others,63 against YouTube (and Google, as owner of YouTube), 
the service provider and “consumer media company . . . that allows people 
to watch, upload and share personal video clips.”64 Viacom filed suit in 
2007, alleging direct and secondary copyright infringement based on the 
“public performance, display, and reproduction of their audiovisual works 
on the YouTube website.”65 In short, YouTube, as a service provider, 
allowed users to upload videos containing copyrighted material owned by 
Viacom to their website.66 YouTube’s system was not actively seeking out 
infringing content absent registration by copyright holders in their 
detection system or upon request of a copyright holder via takedown 
notice.67 Thus, YouTube was home to 79,000 videos that contained 
unauthorized, copyrighted material owned by Viacom.68 

The question at issue in the case was whether the safe-harbor 
provision of the DMCA required YouTube to have actual or constructive 
knowledge of the infringing activity in order to be held liable for copyright 
infringement.69 The district court granted YouTube’s motion for summary 
judgment under the 17 U.S.C. § 512 safe harbor and dismissed Viacom’s 

																																																																																																																																																							
7EV9] (providing the directory for the agents who receive DMCA takedown 
notifications). 
62 See discussion infra Section IV. 
63 About Viacom, VIACOM, http://www.viacom.com/about/pages/default.aspx 
[https://perma.cc/ZG3K-MMLG].  
64 Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d 19, 28 (2d Cir. 2012) (internal citation 
omitted) [hereinafter Viacom II]. 
65 Viacom II, 676 F.3d at 28. 
66 See id. 
67 See id.; see also How Content ID Works, GOOGLE: YOUTUBE HELP, 
https://support.google.com/youtube/answer/2797370?hl=en [https://perma.cc/EDC4-
4FSF] [hereinafter How Content ID Works].  
68 Viacom II, 676 F.3d at 26. 
69 See Viacom Int’l Inc. v. YouTube, Inc., 718 F. Supp. 2d 514, 519 (S.D.N.Y. 2010) 
[hereinafter Viacom I]. 



92 GEORGETOWN LAW TECHNOLOGY REVIEW Vol 3.1 
 

copyright infringement claims, holding that YouTube’s lack of awareness 
of the infringement as a service provider afforded it safe harbor to escape 
liability.70 

On appeal, the Second Circuit overturned the decision in part, 
holding that, although YouTube did not have any affirmative duty to seek 
out infringing content under the DMCA, the common law doctrine of 
willful blindness could be applied.71 The court defined willful blindness as 
“‘conscious avoidance’ amounting to knowledge where the person ‘was 
aware of a high probability of the fact in dispute and consciously avoided 
confirming that fact.’”72 In April 2013, the district court ruled again in 
favor of YouTube.73 During the appeal process, a settlement was reached 
between the two parties which, though perhaps fortunate for the parties, 
denied copyright scholars and DMCA-governed companies definitive 
answers regarding these complicated issues.74  

More recent cases have held that service providers have no 
affirmative duty to seek out users’ copyright infringement.75 In June 2016, 
the Second Circuit held in Capitol Records, LLC v. Vimeo, LLC that 
Vimeo, a video-sharing site similar to YouTube, was entitled to the § 512 
safe harbor despite the fact that an employee of the service provider saw a 
video uploaded by a user that “includes substantially all of a recording of a 
recognizable copyright music.”76 The court further stated that Congress’ 
intent in the DMCA was not to penalize service providers for infringement 
of which they were unaware and that Congress did not intend to create an 
affirmative obligation for providers to “scour matter posted on their 
services to ensure against copyright infringement.”77 In other words, 
service providers are liable only for awareness of complaints from 
copyright holders of infringing content, rather than awareness based on 
common knowledge that content posted to their platform is potentially 

																																																													
70 See id. at 526–27. 
71 Viacom II, 676 F.3d at 41–42. 
72 See id. at 35 (quoting United States v. Aina-Marshall, 336 F.3d 167, 170 (2d Cir. 
2003)). 
73 Viacom Int’l Inc. v. YouTube, Inc., 940 F. Supp. 2d 110, 123 (S.D.N.Y. 2013) 
[hereinafter Viacom III]. 
74 See Jonathan Stempel, Google, Viacom Settle Landmark YouTube Lawsuit, REUTERS 
(Mar. 18, 2014), https://www.reuters.com/article/us-google-viacom-lawsuit/google-
viacom-settle-landmark-youtube-lawsuit-idUSBREA2H11220140318 
[https://perma.cc/EGN2-RGVZ]. 
75 See generally Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78 (2d Cir. 2016) 
[hereinafter Capitol Records II]; EMI Christian Music Grp., Inc. v. MP3tunes, LLC, 844 
F.3d 79, 89 (2d Cir. 2016). 
76 Capitol Records II, 826 F.3d at 96. 
77 Id. at 90. 
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infringing material.78 In October of 2016, the Second Circuit held in EMI 
Christian Music Group, Inc. v. MP3tunes, LLC that in order to defeat the 
safe harbor granted to service providers, “the burden falls on the copyright 
owner to demonstrate that the service provider acquired knowledge of the 
infringement, or of facts and circumstances from which infringing was 
obvious, and failed to take down the infringing matter . . . .”79 

Although service providers do not have an explicit, affirmative 
duty to seek out infringing content, the courts have not been as kind to 
service providers when the platforms fail to implement a functional repeat-
infringer policy. In BMG Rights Mgmt. v. Cox, the court affirmed that 
because Cox “knew accounts were being used repeatedly for infringing 
activity yet failed to terminate those accounts,” it failed to meet the repeat-
infringer requirement for safe harbor eligibility.80 Instead, the court held 
service providers must “(i) adopt a policy that provides for the termination 
of service access for repeat infringers; (ii) inform users of the service 
policy; and (iii) implement the policy in a reasonable manner” to qualify 
for safe harbor eligibility under the repeat infringer condition of the 
DMCA.81 For example, the service provider in Capitol Records, Inc. v. 
MP3tunes, LLC met this burden by tracking the source and web address of 
every song transferred onto the service provider’s site from a third party, 
terminating accounts of repeat infringers, and responding to takedown 
notices.82 

 
C. Response to Judicial Application 

 
Despite the lack of an affirmative duty to monitor for infringing 

content, YouTube has developed a system to actively seek out copyright 
infringement and avoid an assertion of willful blindness.83 In June 2007, 
YouTube began testing its Content ID service, which allows copyright 
owners to report the ownership of their content within YouTube’s system 
																																																													
78 Id. 
79 EMI Christian Music Grp., Inc., 844 F.3d at 92. 
80 BMG Rights Mgmt. (U.S.) LLC v. Cox Commc’n., Inc., 881 F.3d 293, 300 (4th Cir. 
2018). 
81 Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 511 (S.D.N.Y. 2013) 
[hereinafter Capitol Records I] (citing Wolk v. Kodak Imaging Network, Inc., 840 F. 
Supp. 2d 724, 744 (S.D.N.Y. 2012)). 
82 Capitol Records, Inc. v. MP3tunes, LLC, 821 F. Supp. 2d 627, 639 (S.D.N.Y. 2011); 
cf. Capitol Records, Inc. v. MP3tunes, LLC, No. 07 Civ. 9931 (WHP), 2013 WL 
1987225, at *2 (S.D.N.Y. May 14, 2013) (noting that while a repeat infringer policy is a 
condition of eligibility, the existence of a policy does not obfuscate a service provider 
from eligibility in the event of willful blindness). 
83 See Viacom II, 676 F.3d 19, 41-42 (2d Cir. 2012); How Content ID Works, supra note 
67. 
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for automatic detection.84 This allows copyright owners, like Viacom, to 
assert their ownership of copyrighted material with Content ID prior to its 
infringement. By placing their content within the system to be detected for 
infringement, the infringing posts are immediately removed without 
Viacom having to find the infringing material, file a takedown notice with 
YouTube, and wait for YouTube to receive the letter and remove the 
infringing content.85 

Rather than having the infringing content removed, copyright 
owners can allow their content to remain on YouTube but share in the ad 
revenues through monetization of those infringing videos.86 In this way, 
the copyright owner has the option of restricting the use of its content or 
effectively submitting to the reality of the Internet, where copyrights are 
inevitably infringed, but copyright owners may receive compensation for 
that infringement.  

Additionally, Content ID can be used during live streaming events. 
Although, those posting streaming content have complained about the 
inadvertent removal of non-infringing content in real time, ending their 
stream in the process.87 Nevertheless, the overall benefits of Content ID 
have proven fruitful for YouTube in protecting itself from liability and for 
copyright owners looking to protect their content.88 Although this system 
predates the filing of the Viacom case, the system is still in use today and 
is YouTube’s major tool for avoiding liability for infringing content 
posted to its site.89 

As a result, many other social media platforms have adopted their 
own forms of auto-detection software to examine the media on their 
platforms.90 While judicial interpretation of the DMCA makes it fairly 
clear that there is no affirmative duty to seek out infringing content, it 
																																																													
84 See Kevin J. Delancey, YouTube to Test Software to Ease Licensing Fights, WALL ST. 
J. (June 12, 2007, 11:59 PM), https://www.wsj.com/articles/SB118161295626932114 
[https://perma.cc/699M-KTJC]. 
85 See How Content ID Works, supra note 67. 
86 See id. 
87 See Tim Cushing, YouTube Kills Livestream of Convention When Audience Starts 
Singing ‘Happy Birthday’, TECHDIRT (Oct. 15, 2013, 10:57 AM), 
https://www.techdirt.com/articles/20131014/15323524876/youtube-kills-livestream- 
convention-when-audience-starts-singing-happy-birthday.shtml [https://perma.cc/C2LA-
QU33]. 
88 See Patricia Hernandez, YouTube’s Content ID System Gets One Much-Needed Fix, 
KOTAKU (Apr. 28, 2016) https://kotaku.com/youtubes-content-id-system-gets-one-much-
needed-fix-1773643254 [https://perma.cc/BM9P-D5XB]. 
89 See generally Allegra Frank, YouTube Is Changing the Content ID System in an Effort 
to Help Creators, POLYGON (Apr. 28, 2016) 
https://www.polygon.com/2016/4/28/11531228/youtube-content-id-changes-copyright-
dispute-jim-sterling [https://perma.cc/QNG5-C7YV]. 
90 See discussion infra Section IV(a). 



2018 GEORGETOWN LAW TECHNOLOGY REVIEW 95 

seems that many social media platforms are preemptively trying to avoid 
the same legal trouble YouTube faced. This detection software is present 
on Facebook and Instagram and is discussed in the proceeding section. 

 
IV. THE GAP IN SOCIAL MEDIA REGULATION 

 
This section examines how social media is currently regulated to 

explain the regulatory gap regarding temporary posts. First, it explains 
how the DMCA is used to regulate permanent posts across the three social 
media platforms, Facebook, Instagram, and Snapchat. Next, this section 
details the DMCA’s attempt to regulate temporary posts across the three 
social media platforms. Finally, this section explains how the DMCA is 
unable to adequately regulate many social media accounts that are using 
music in their temporarily posted videos, leading to widespread copyright 
infringement.  

These platforms have heeded YouTube’s aforementioned legal 
troubles, and they adopted stronger tools and protections than required by 
the explicit language of the DMCA to prevent copyright infringement 
across their permanent posting features. This section also demonstrates 
how the regulation of temporary posts achieves only minimal compliance 
with the DMCA and explains that although these methods are legally 
sufficient on their face, they are far from effective in preventing copyright 
infringement. 

 
A. Enforcing Copyright on Permanent Posts 

 
This section examines how social media platforms attempt to 

regulate copyright infringement within the guidelines of the DMCA and 
evaluates the effectiveness and shortcomings of current regulation. 

Facebook offers an electronic form with a standard procedure for 
filing a DMCA takedown notice if a copyright holder believes that their 
work has been infringed by a user’s post.91 The form’s questions ask 
whether there is a copyright claim or trademark claim; then, the site offers 
users the option to learn more about copyright claims or to describe what 
type of copyright claim the infringed party has.92 There are a number of 
																																																													
91 See Reporting Copyright Infringement, FACEBOOK, 
https://www.facebook.com/help/400287850027717/ [https://perma.cc/Z9H8-AG6V]; 
Reporting a Violation or Infringement of Your Rights, FACEBOOK, 
https://www.facebook.com/help/contact/634636770043106 [https://perma.cc/R5ZS-
RSZZ]. 
92 See Copyright Report Form, FACEBOOK, 
https://www.facebook.com/help/contact/1758255661104383 [https://perma.cc/4M3D-
LSMT] [hereinafter Facebook Copyright Report Form]. 
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messages that appear to ward off users from filing false copyright claims 
and accusations, and any user looking to submit a copyright claim must 
click that they have read and acknowledge the messages in order to 
proceed to each subsequent step of the reporting process.93 If a user is 
insistent that they have a viable copyright infringement claim, they are 
given one final warning to discourage inaccurate reporting before they can 
electronically provide their contact information, the content in question, 
their proof of ownership of the copyrighted work, and a declaration 
statement.94 

Additionally, permanent posts on Facebook are monitored through 
Facebook’s detection system, Rights Manager.95 In 2016, Facebook 
launched Rights Manager, a “set of admin and workflow tools that help 
publishers and creators manage and protect their video content on 
Facebook at scale.”96 Like YouTube’s Content ID, Rights Manager can be 
used to monitor both live streaming content and all permanent videos to 
detect infringement or block the live stream.97 

Instagram offers essentially the same Rights Manager tools as 
Facebook for addressing copyright infringement via permanent posts98 and 
live streaming videos.99 Users on Instagram can report any instances of 
copyright infringement electronically via Instagram’s Help Center form.100 
Users are asked to submit the same documentation and information as on 
Facebook, and Instagram suggests that they include a URL of the 
infringing material as well.101 The reporting system is identical to 

																																																													
93 See id. for an example of one disclaimer from Facebook’s form: “In most countries, 
copyright is a legal right that protects original works of authorship, such as books, music, 
film and art. Generally, things like names, titles, slogans or short phrases aren't 
considered to be original enough for copyright protection. Copyright also doesn’t 
generally protect facts or ideas, but it may protect the original words or images that 
express a fact or idea. For more information on copyright, visit the copyright section of 
our Help Center.” 
94 See id. 
95 Rights Manager, FACEBOOK, https://rightsmanager.fb.com [https://perma.cc/24YQ-
TVY8] [hereinafter Facebook Rights Manager]. 
96 See Lior Ben-Kereth & Analisa Tamayo Keef, Introducing Rights Manager, 
FACEBOOK (Apr. 12, 2016), https://media.fb.com/2016/04/12/introducing-rights-
manager/ [https://perma.cc/C4UW-QALB]. 
97 See id.; Facebook Copyright Report Form, supra note 92; Protect Your Instagram 
Content with Rights Manager, FACEBOOK, 
https://www.facebook.com/help/publisher/212679769276903 [https://perma.cc/R8EY-
V4QP] [hereinafter Protect Your Instagram Content with Rights Manager]. 
98 See Protect Your Instagram Content with Rights Manager, supra note 97. 
99 See Ben-Kereth & Keef, supra note 96. 
100 See Copyright Report Form, INSTAGRAM, 
https://help.instagram.com/contact/552695131608132 [https://perma.cc/X5Z9-437T]. 
101 See id. 
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Facebook’s and offers the same warnings and messages, which a reporter 
must click through and acknowledge before submitting a copyright 
claim.102 Although Facebook launched Rights Manager in 2016, Instagram 
did not implement an infringement-detecting system until 2018.103 Rights 
Manager works identically in Instagram as it does on Facebook, allowing 
content owners to have their material actively detected in permanent 
Instagram videos and blocks users from using the copyrighted material as 
their own, without requiring the copyright holder to file a takedown notice 
for each infringement.104 However, unlike YouTube, Instagram does not 
generate revenue on its own and has no monetization feature.105 While 
Instagram users can seek outside revenue and funding by posting ads and 
endorsing products through posts, Instagram itself does not generate 
revenue for popular users. Rights Manager therefore only functions as a 
tool for remove infringing content but does not affect the monetization of 
posts.106 All permanent Instagram videos and live streams are assigned a 
unique ID that can be used to assist Instagram in identifying any infringing 
content and addressing complaints.107 

Snapchat allows people to report copyright infringement by 
answering a series of questions on their Snapchat Support page.108 
Snapchat requests screenshots or screen captures of the infringing content 
to evaluate takedown notices.109 Although Snapchats are supposed to 
disappear after viewing, they do not actually disappear entirely as 
Snapchat stores these private pictures or videos past their immediate 
expiration or twenty-four-hour expiration.110 

																																																													
102 See id. 
103 See generally Steve Weiss, Instagram Rights Manager to Protect Branded Content, 
MUTESIX (Feb. 28, 2018), https://blog.mutesix.com/instagram-rights-manager-to-protect-
branded-content [https://perma.cc/NNW4-4J6F]. 
104 See id. 
105 See Anthony Carbone, How to Grow and Monetize Your Instagram Account, TNW 
(Jan. 12, 2016), https://thenextweb.com/socialmedia/2016/01/12/how-to-grow-and-
monetize-your-instagram-account [https://perma.cc/G4C2-HX9K]. 
106 See id. 
107 See Weiss, supra note 103. 
108 See Reporting Copyright Infringement, SNAPCHAT: SNAPCHAT SUPPORT, 
https://support.snapchat.com/en-US/co/report-copyright [https://perma.cc/GX6U-8T4H]. 
109 See id. Ironically, Snapchat asks users to screenshot the infringing content and 
describe the content to provide proof of infringement, although when a user screenshots a 
poster’s content, the original poster is notified. In other words, Snapchat is designed to be 
a place to share pictures and videos that users do not intend to exist on the Internet 
forever, and thus asking users to screenshot the offending material is antithetical to 
Snapchat’s original purpose. 
110 See Alyson Shontell, Actually, Snapchat Doesn’t Delete Your Private Pictures and 
Someone Found a Way to Resurface Them, BUS. INSIDER (May 9, 2013), 
https://www.businessinsider.com/snapchat-doesnt-delete-your-private-pictures-2013-5 
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B. Enforcing Copyright on Temporary Posts 
 

The use of temporary posts on social media is already expansive 
and is rapidly increasing.111 In June 2017, Instagram Stories had 250 
million active daily users, and by November 2017, that number had risen 
by twenty percent, to 300 million daily active users.112 As of December 
2016, twenty-five percent of Snapchat’s 158 million active users posted at 
least daily to their Snapchat story.113 Although Facebook Stories has not 
emerged as a popular platform for temporary social media posts, the lack 
of popularity is probably due more to users’ preferences for Instagram and 
Snapchat than user apathy toward temporary posting in general.114 
However, Facebook has started granting some users the ability to upload 
their Instagram stories simultaneously to Facebook as stories to encourage 
the use of Facebook Stories.115   

In contrast to Facebook and Instagram, Snapchat does not have any 
active monitoring system for copyright infringement.116 This may be due 
to the fact that all media posted to Snapchat by users is essentially 
temporary and disappears within twenty-four hours for stories, 
immediately after the recipient opens the snap message, or thirty days after 
a privately shared snap message is left unopened (excluding corporate 
postings through the Discover page).117 The short duration of posts does 
not seem to warrant Snapchat’s active monitoring. Thus, the only 
																																																																																																																																																							
[https://perma.cc/KQ86-MXCD]; see also Harry Guinness, Is Snapchat Really Deleting 
My Snaps?, HOW-TO GEEK (Jan. 4, 2017), https://www.howtogeek.com/287101/is-
snapchat-really-deleting-my-snaps [https://perma.cc/NFR2-AK7R]. This raises policy 
questions due to the fact that Snapchat assures users that the snaps that they send 
disappear after viewing or their twenty-four hour expiration. 
111 See Josh Constine, Instagram Stories and WhatsApp Status Hit 300M Users, Nearly 
2X Snapchat, TECHCRUNCH (Nov. 1, 2017), 
https://techcrunch.com/2017/11/01/instagram-whatsapp-vs-snapchat 
[https://perma.cc/6T9C-U6QF]. 
112 See id.  
113 See Snap Inc., Registration Statement (Form S-1) at 61, 90 (Feb. 2, 2017), 
https://www.sec.gov/Archives/edgar/data/1564408/000119312517029199/d270216ds1.ht
m [https://perma.cc/PLK4-TB34]. 
114 See Chris Welch, No One Is Using Facebook Stories, So Facebook Is Borrowing 
Instagram’s, VERGE (Sept. 6, 2017), 
https://www.theverge.com/2017/9/6/16264166/facebook-stories-fail-instagram-please-
help [https://perma.cc/Q77N-HTSS]. 
115 See id. 
116 See Snap Inc. Terms of Service, SNAP INC. (Sept. 26, 2017), https://www.snap.com/en-
US/terms [https://perma.cc/3P38-DXJU] (listing features of Snapchat and presenting 
DMCA Takedown Notices as the only method to challenge copyright infringement on the 
mobile app). 
117 See Discover, SNAPCHAT: SNAPCHAT SUPPORT, https://support.snapchat.com/en-
US/a/discover [https://perma.cc/BBB4-ULJH]; see also Newberry, supra note 36. 
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procedure for copyright holders to address copyright violations on 
Snapchat is to find the infringing content and report it by answering a 
series of questions on their Snapchat Support page.118 Despite the fact that 
Rights Manager has the technology to detect copyright infringement 
within permanent posts and livestreams, neither Facebook nor Instagram 
has, at this time, adapted Rights Manager or any other detection software 
to monitor the temporary posts on their platforms.119  

Because the social media platforms have no affirmative duty to 
seek out infringing content under the DMCA, often the only moderation 
for copyright violations within temporary posts on these platforms is 
initiated by a DMCA takedown notice from another user on the 
platform.120 Rather, the DMCA only requires social media platforms to 
“expeditiously” address the DMCA takedown notices they receive.121 
However, “expeditiously” is an ambiguous term, and in practice, the 
takedowns usually take one to three days.122 Based on this timeframe, 
even if a copyright holder immediately detects an infringing post right 
after it was shared and reported it to the platform, the post would still 
likely remain on the platform for the full twenty-four hours before 
removal. To that end, this method of takedown tacitly permits some 
degree of copyright infringement and may only be effective at taking 
down or reprimanding repeat infringers, as described below. While the law 
requires some form of infringement takedown action, influencers and 
celebrities on these platforms are also powerful endorsers of the platforms, 

																																																													
118 See SNAPCHAT, Reporting Copyright Infringement, supra note 108. 
119 See Ally Mnich, Protect Your Instagram Content with Rights Manager, VYDIA (Jan. 9, 
2018), https://vydia.com/protect-your-instagram-content-rights-manager 
[https://perma.cc/Y94N-9ZRF] (“[A]s of now, users will not be able to protect their 
Stories”). 
120 See discussion supra Section III(b). 
121 See 17 U.S.C. § 512(d)(1)(C) (2018). 
122 See Jonathan Bailey, How Long Should a DMCA Notice Take, PLAGIARISM TODAY 
(Dec. 5, 2008), https://www.plagiarismtoday.com/2008/12/05/how-long-should-a-dmca-
notice-take [https://perma.cc/4WVV-ASM2]; see also Artistic License, Instagram Take 
Down Process, ARTISTIC LICENSE, https://www.artistic-license.org/takedowns/instagram-
takedown-process/ [https://perma.cc/6NAC-LNP6] (noting that Instagram usually takes 
2-5 days to remove infringing content and only within 24 hours if you’re “lucky”); 
Christina Peters, Your Images Got Stolen – How to Do a DMCA Takedown Notice, FOOD 
PHOTOGRAPH BLOG (July 16, 2018), https://foodphotographyblog.com/your-images-got-
stolen-how-to-do-a-dmca-takedown-notice/ [https://perma.cc/YL6F-YG5H] (stating that 
“good hosting companies” will respond within 1-3 days). See generally Snapping the 
DMCA: Can Creators Protect Themselves on Snapchat?, COPYRIGHTCHICK (Sept. 1, 
2017), https://copyrightchick.com/2017/09/01/snapping-the-dmca-can-creators-protect-
themselves-on-snapchat/ [https://perma.cc/ANC2-98N6] (outlining the difficulties of 
filing DMCA notices for Snapchats given the DMCA Takedown process and the 
temporal nature of Snapchats). 
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which begs the question of how judiciously these platforms will reprimand 
the users that uphold the value of their platforms.123 

Platforms are required to track repeat infringers and remove their 
accounts. This requires copyright holders to identify and repeatedly file 
DMCA takedown notices with platforms for content posted by the same 
accounts, and this requires social media platforms to follow through on 
their responsibility to terminate these accounts.124 For temporary posts, 
copyright holders must timely identify an infringer and file a copyright 
claim before a social media platform is required to take action.125 While 
this might be feasible for some of the largest accounts, this temporal 
element necessitates constant monitoring and action, which is much more 
challenging than monitoring permanent posts that do not disappear after 
twenty-four hours. 

Interestingly, the platforms are not discouraging this unlicensed 
use of music by any means either. As opposed to restricting the use of 
music in Snapchat videos, the Snapchat app does the opposite and even 
encourages the use of music via several app features.126 In 2015, Snapchat 
launched a function that allows the app to detect a music track playing on 
the user’s device, allowing the user to upload the soundtrack to the 
background of their own Snapchat video.127 In 2016, Snapchat added 
Shazam, a mobile application that automatically recognizes music and 
media playing aloud, allowing users to detect music playing anywhere.128 
While these features do not directly encourage users to include said music 
in their videos, they certainly emphasize Snapchat’s involvement with 
music and the proliferation of music in Snapchat videos.129 

 
																																																													
123 See Kaya Yurieff, Snapchat Stock Loses $1.3 Billion After Kylie Jenner Tweet, CNN 
(Feb. 23, 2018), http://money.cnn.com/2018/02/22/technology/snapchat-update-kylie-
jenner/index.html [https://perma.cc/L592-MR58] (noting how Kylie Jenner’s negative 
comments about Snapchat lead to a major decrease in the Snap Inc. stock price). 
124 See 17 U.S.C. § 512(i)(1). 
125 See discussion supra Section III(b). 
126 See Brian Sutich, Snapchat Tips: How to Add Music to Your Snaps, APP FACTOR (June 
27, 2016), https://theappfactor.com/snapchat-tips-add-music-snaps 
[https://perma.cc/7DKY-KYG4]. 
127 See Stuart Dredge, Snapchat Gets More Musical with Update Adding Audio to 
People’s Snaps, GUARDIAN (Feb. 19, 2015), 
https://www.theguardian.com/technology/2015/feb/19/snapchat-gets-more-musical-
audio-snaps [https://perma.cc/TP9A-CKF8]. 
128 See What Is Shazam, SHAZAM, https://support.shazam.com/hc/en-
us/articles/204438738-What-is-Shazam [https://perma.cc/7GW4-ZUWU]; Natt Garun, 
You Can Now Shazam a Song from Within Snapchat, VERGE (Dec. 13, 2016), 
https://www.theverge.com/2016/12/13/13936586/shazam-now-inside-snapchat-update 
[https://perma.cc/EVY3-YQBD]. 
129 See Garun, supra note 128. 
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C. The Gap in Regulation 
 

While an individual user sharing temporary posts with music in the 
background with a limited friend list still qualifies as copyright 
infringement, the major copyright issue does not concern these small 
accounts. Instead, the issue lies with the social media influencers or users 
on any or all of the social media platforms who have established 
credibility in an industry and generate revenue by posting ads on their 
highly followed accounts.130 

There are many different types of influencers across various genres 
of promotion, products, and branding, such as fashion, technology, and 
makeup influencers.131 These accounts often have hundreds of thousands 
of followers, and they generate revenue by running paid promotions or ads 
or by creating their own ads for different products and brands132—
sometimes with unlicensed copyrighted music in the background of their 
videos.133 While these accounts certainly share permanent posts that are 
subject to the DMCA and can be adequately addressed, they also often use 
temporary posts to promote themselves, their own products, or their 
endorsers, all of which are only subject to the DMCA’s inadequate 
reach.134  

																																																													
130 See generally What is a Social Media Influencer?, PIXLEE, 
https://www.pixlee.com/definitions/definition-social-media-influencer 
[https://perma.cc/KZY8-LA5T]; Clare O’Connor, Earning Power: Here’s How Much 
Top Influencers Can Make on Instagram and YouTube, FORBES (Apr. 10, 2017), 
https://www.forbes.com/sites/clareoconnor/2017/04/10/earning-power-heres-how-much-
top-influencers-can-make-on-instagram-and-youtube [https://perma.cc/FVJ9-MFTT]. 
131 See generally Clare O’Connor, Forbes Top Influencers: Meet the 30 Power Players 
Making a Fortune on Social Media, FORBES (Apr. 10, 2017), 
https://www.forbes.com/sites/clareoconnor/2017/04/10/forbes-top-influencers-meet-the-
30-power-players-making-a-fortune-on-social-media/#49085d9613c8 
[https://perma.cc/8W5J-NZBM]. 
132 See id.; Werner Geyser, Meet the Top 25 Influencers Crushing it on Instagram, 
INFLUENCER MKTG. HUB, https://influencermarketinghub.com/top-25-instagram-
influencers/ [https://perma.cc/7VWX-9VJ8] (highlighting the accounts of some of the top 
social media influencers on Instagram and their specialties/follower counts). 
133 See, e.g., KardashianSnaps, Kylie Announces The Vacation Collection + Swatches, 
YOUTUBE (June 11, 2017), https://www.youtube.com/watch?v=FlVdBxsMt6w (last 
visited Dec. 2, 2018) (playing songs from several artists including “Love Galore” by SZA 
and “Butterfly Effect” by Travis Scott); Luke Toft, Social Media Influencers and 
Infringement Concerns, FOX ROTHSCHILD (Feb. 28, 2018), 
https://advertisinglaw.foxrothschild.com/2018/02/social-media-influencers-infringement-
concerns [https://perma.cc/8GEL-CUUX]. 
134 The Rise of Influencer Marketing on Snapchat, INFLUENCER MKTG. HUB, 
https://influencermarketinghub.com/the-rise-of-influencer-marketing-on-snapchat/ 
[https://perma.cc/5VXR-B9U8].  
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The most extreme example of this unauthorized use of copyrighted 
music occurs on celebrity accounts, which are followed by millions of 
users.135 One example is a celebrity who turned to Snapchat to increase his 
fame and brand value, becoming a household name through his Snapchat 
notoriety.136 While Snapchat does not share the number of followers its 
users have, DJ Khaled’s Instagram now has almost ten million followers 
today (up from two million users at the time of his introduction to 
Snapchat in 2015).137 DJ Khaled’s Snapchat videos often feature others’ 
music in the background that he has inferably not licensed, while he either 
sings along to it or simply plays it loud enough such that it is audible and 
identifiable.138 Given his influence, this music can be heard by millions of 
people. In 2015, at the beginning of his rise to fame, his Snapchat stories 
were each viewed by over three million people daily,139 a staggering 
number and a perfect example of how quickly music can be disseminated 
through these snaps. Some people have even created online playlists 
featuring every song that has been played in any one of DJ Khaled’s 
snaps, further exemplifying how these temporary posts leave more than 
just a temporary impact.140 

Another major social media influencer is Kylie Jenner, whose rise 
to fame as a member of the Kardashian family has been accelerated by her 
social media use.141 Her Snapchat account is one of the most followed 
accounts on the platform, and her Instagram account has over 117 million 

																																																													
135 See Bobby Finger & Lindsey Weber, 2016: The Year Social Media Replaced 
Celebrity P.R., VANITY FAIR (Dec. 21, 2016), 
https://www.vanityfair.com/style/2016/12/celebrity-social-media-replacing-pr-publicists 
[https://perma.cc/6YJU-LPFT] (demonstrating the wide reach of celebrity accounts, and 
their use in celebrity branding and marketing). 
136 See DJ Khaled: The Making of a Snapchat Superstar, BBC NEWS (Nov. 26, 2016), 
http://www.bbc.com/news/av/magazine-38111429/dj-khaled-the-making-of-a-snapchat-
superstar [https://perma.cc/MKQ2-J8XS].  
137 See id.; Instagram Statistics Summary for DJ Khaled, SOCIAL BLADE, 
https://socialblade.com/instagram/user/djkhaled [https://perma.cc/Y2NE-JJDD]. 
138 See Shahil, DJ Khaled Dancing on Snapchat!!!! Pt. 2, YOUTUBE (June 17, 2017), 
https://www.youtube.com/watch?v=3OM8xC1UyIE [https://perma.cc/7HMX-GLWB] 
(containing a compilation of DJ Khaled’s temporary Snapchat stories, compiled by a user 
who ripped the videos from the Snapchat app using third-party software). 
139 See Jesse Wojdylo, How Many Views Does DJ Khaled Get on His Snapchat Stories?, 
WOJDYLO SOCIAL MEDIA (Dec. 30, 2015), http://wojdylosocialmedia.com/views-dj-
khaled-snapchat-stories [https://perma.cc/NUX6-WB9E]. 
140 See Jimmy Amash, DJ Khaled’s Snapchat Soundtrack, SPOTIFY, 
https://open.spotify.com/user/jimmyamash/playlist/2OPTiZxjVFKLshWCw2OlhJ 
[https://perma.cc/F6ND-59HM] (featuring a collection of all songs played in the 
background of DJ Khaled’s Snapchat Stories). 
141 See generally Twenty-Five Top Snapchat Influencers, IZEA (June 7, 2017), 
https://izea.com/2017/06/07/top-snapchat-influencers [https://perma.cc/MJ7T-SCGP]. 
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followers.142 The impact of having millions of followers should not be 
underestimated. For example, when she tweeted in February 2018, “Sooo 
does anyone else not open Snapchat anymore? Or is it just me... ugh this is 
so sad,” Snapchat’s stock plummeted six percent, losing about $1.3 billion 
in value.143 Both her Snapchat and Instagram accounts post temporary 
stories featuring unofficial and official ads for her cosmetics company, 
Kylie Cosmetics, which is slated to become a billion-dollar brand in the 
near future.144 While the Kylie Cosmetics brand has its own separate 
social media accounts, which carefully curate posts and feature no 
copyrighted music, Kylie’s personal account often advertises the 
upcoming product releases while playing popular music in the 
background. When she does this, she is essentially using that music to 
promote her product without paying or acquiring actual permission to use 
it.145 

These examples demonstrate social media influencers’ immense 
power over their own brands, the products they advertise, and, in actuality, 
the social media platforms themselves.146 However, social media 
influencers gain the commercial benefits of using copyrighted music to 
promote products without paying copyright holders any licensing fees.147 
Additionally, while neither Snapchat nor Instagram support functions 
allowing users to download these temporary posts, a quick search on 
YouTube exposes many compilations of these influencers’ “snaps,” 
																																																													
142 See Kylie Jenner (@kyliejenner), INSTAGRAM, 
https://www.instagram.com/kyliejenner/?hl=en [https://perma.cc/UT4Y-EW8A]; Avery 
Hartmans, Here Are the 10 Most-Followed Instagram Accounts in 2017, BUS. INSIDER 
(Nov. 29, 2017), https://www.businessinsider.com/instagram-top-10-people-2017-2017-
11 [https://perma.cc/37KQ-NGY3] (stating that Kylie Jenner has the seventh most 
followed Instagram account across the platform). 
143 Yurieff, supra note 123. 
144 Marianne Mychaskiw, Kylie Cosmetics Is Set to Become a $1 Billion Dollar Brand, 
INSTYLE (Aug. 9, 2017), http://www.instyle.com/beauty/kylie-cosmetics-kylie-jenner-1-
billion-dollar-brand [https://perma.cc/LSN5-ZFK4].  
145 See Kylie Cosmetics (@kyliecosmetics), INSTAGRAM, 
https://www.instagram.com/kyliecosmetics/?hl=en [https://perma.cc/9XFH-P6Y4]; see 
also Kylie Snaps, NEW Kylie Jenner Song Compilation # 7, YOUTUBE (June 28, 2016), 
https://www.youtube.com/watch?v=tBo_Frg0Foo [https://perma.cc/DU7P-2GQL] 
(demonstrating Jenner’s use of copyrighted background music in temporary Snapchat 
videos); Kylie Snaps, Kylie Jenner REVEALS KOKO COLLECTION on Snapchat, 
YOUTUBE (Nov. 5, 2016), https://www.youtube.com/watch?v=fanJy7_fYUA 
[https://perma.cc/YY8Z-KTHE] (further demonstrating Jenner’s use of copyrighted 
background music). 
146 See Yurieff, supra note 123; see also Kimberlee Morrison, Here’s Why Influencer 
Marketing Is All the Rage on Social Media Now, ADWEEK (Feb. 19, 2016), 
http://www.adweek.com/digital/influencer-marketing-isnt-what-about-the-fame 
[https://perma.cc/7LAA-9BBT]. 
147 See discussion supra Section IV(b). 
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exemplifying the fact that these posts are far from temporary.148 To that 
end, the use of music in temporary social media postings is not minor but, 
in fact, has a massive reach and an enormous, lasting impact. 

 
D. Instagram’s Partial Solution 

 
In May 2018, after the initial drafting of this paper, Instagram 

adopted a partial solution to the use of licensed music on their Instagram 
stories. Instagram partnered with Spotify, an online digital music service, 
allowing users to attach songs to their Instagram stories so that they can 
legally play the music.149 Attaching the song to an Instagram story 
generates a small button on the story directly linking users to the Spotify 
application to listen to the full song.150 It also allows the artists of the song 
to get more streams of their music. The feature will soon be added to 
Facebook’s temporary posts as well.151 

While this partnership certainly gives users an option to use 
licensed music, this partial solution still generates a host of issues. First, 
the addition of this feature does nothing to remove the ability of users to 
continue using music in the traditional, infringing way. By using music in 
the background and not the new Spotify-linking feature, the post will not 
link to the artist’s original work, and thus the benefit to artists who have 
licensed their music to Spotify is absent. Relatedly, there is a significant 
library of music that is not on Spotify152 that could conceivably be 
infringed by using the traditional method of including music in Instagram 
stories. Notably, much of this music is from popular artists who have 
chosen to license their music to a competing service, such as Jay-Z, who 
has exclusively licensed his albums to Tidal, a competing digital music 
platform.153   

 Although this feature is helpful for some artists, it is not sufficient 
for flagging every infringement that occurs. Artists can still report 

																																																													
148 See, e.g., Savage Dan Productions, DJ Khaled Snapchat Video Compilation, 
YOUTUBE (Dec. 2, 2015), https://www.youtube.com/watch?v=U3POE3iTD6o; Kylie 
Snaps, NEW Kylie Jenner Song Compilation # 7, supra note 145. 
149 See Colin Stutz, Spotify & Instagram Partner So Users Can Share What They’re 
Listening to in Stories, BILLBOARD (May 1, 2018), 
https://www.billboard.com/articles/business/8430172/104spotify-instagram-stories-users-
share-what-listening-to [https://perma.cc/A6V3-B9HQ]. 
150 Id.  
151 Id. 
152 See Kailla Coomes, From Aaliyah to Garth Brooks, Here Is the Music You Can’t Find 
on Spotify, DIG. TRENDS (May 25, 2018), https://www.digitaltrends.com/music/artists-
not-on-spotify [https://perma.cc/9AMB-8H8G]. 
153 Id. 
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infringements that they are aware of through DMCA takedown notices.154 
While this paper describes the shortcomings in this procedure, at the very 
least DMCA takedown notices offer an avenue to address this 
infringement that, although inefficient, is not very complex.155 While the 
Spotify feature allows Instagram users to legally link to copyrighted music 
in their personal temporary posts, it does not address the problem that 
occurs when music is used for a commercial purpose, and the user has not 
acquired the appropriate commercial license for an advertisement. 156  

Although this feature offers a legal avenue for Instagram users to 
play music in their posts and potentially introduce more people to artists 
and their music, it is not a complete solution to all types of music 
copyright infringement on the platform.   

 
V. REFUTING ARGUMENTS AGAINST COPYRIGHT INFRINGEMENT 

 
While this paper argues that the use of unauthorized music on 

temporary social media posts is clearly infringement, several defenses can 
be posited to argue the opposite. This section examines some of these 
arguments and then refutes the idea that these posts are not infringement 
and that there is not an applicable solution to address these posts. 
 

A. It’s Temporary or a One-Time Use So It’s Not Infringement 
 

One defense to the charge of infringement is that temporary 
postings may not be infringement at all. In other words, given the temporal 
nature of these posts, they do not infringe copyright and are not in 
violation of the DMCA. However, 17 U.S.C. § 501 states that copyright 
infringement occurs when “anyone . . . violates any of the exclusive rights 
of the copyright owner as provided by § 106 through § 122 or of the 
author as provided in § 106A(a).”157 The statute alone makes no 
declaration of how many times infringement must occur but rather 
indicates that any use of copyrighted material can qualify copyright 
infringement.158  

Further, 17 U.S.C. § 1101 does not state a minimum for how many 
times a work must be infringed before a copyright infringement claim can 

																																																													
154 See discussion supra Section IV(b). 
155 Id. 
156 See Commercial vs. Non-Commercial Music, MUSICBED, 
https://www.musicbed.com/knowledge-base/commercial-vs-non-commercial-music/117 
[https://perma.cc/776M-QVWS]. 
157 17 U.S.C. § 501(a) (2018). 
158 See id. 
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be made.159 The statute states that an unauthorized act occurs when 
“[a]nyone who, without the consent of the performer or performers 
involved—(1) fixes the sounds or sounds and images of a live musical 
performance in a copy or phonorecord, or reproduces copies or 
phonorecords of such a performance from an unauthorized fixation.”160 In 
other words, recording a live performance without permission is itself a 
violation of U.S. Copyright Code, even before any redistribution of that 
performance occurs.161 

Courts use a variety of factors to assess whether copyright 
infringement occurs, such as fair use and incidental use.162 While these 
factors are assessed to make a qualitative judgment on whether 
infringement has occurred, repeated infringement is not a necessary factor. 
The temporary nature of the social media posts and their twenty-four-hour 
expiration should not exculpate these posts from qualifying as copyright 
infringement.   

  
B. Personal Social Media Accounts Don’t Require Licensing 

 
Alternatively, a second possible defense is that a Snapchat account 

is a personal account, and the stories shared with music are just for the 
user’s followers and should somehow escape the requirement of licensing. 
A synchronization license is required to play music in the background of a 
video or other created content, such as a television show, movie, 
commercials, and other videos.163 Synchronization licenses are negotiated 
with composers or artists of the track, which can be found by searching 
through the BMI Repertoire.164 These posts are clearly visual media 
containing music either in the background or in connection with the 
video’s content, and thus if they do require any license, they require a 
synchronization license.165 Although it is possible that these 
synchronization licenses are being obtained, it is more likely, based on the 
number of different songs that these accounts use and the fact that some 

																																																													
159 17 U.S.C. § 1101(a)(1). 
160 Id. 
161 See id. 
162 See discussion infra Section V(c) (explaining how fair use factors are evaluated to 
determine if infringement has occurred or whether the de minimis exception applies). 
163 See Types of Music Licenses, MEGA, http://megalv.com/types-of-licenses 
[https://perma.cc/54E4-S2G7]. 
164 See BMI Repertoire, BMI, http://repertoire.bmi.com/StartPage.aspx 
[https://perma.cc/7AG4-58T6]. 
165 See Types of Music Licenses, MEGA, http://megalv.com/types-of-licenses 
[https://perma.cc/54E4-S2G7]. 
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are used the day that they come out,166 that these licenses are not being 
obtained, and thus all use of this music is technically copyright 
infringement. 

  
C. It’s Fair Use or Incidental Use 

 
One could raise a defense of fair use to argue against the assertion 

that these temporary stories are all instances of copyright infringement.167 
Under 17 U.S.C.A. § 107, fair use of a copyrighted work stands as a 
potential defense to infringement.168 Fair use is defined as the use of a 
copyrighted work “for purposes such as criticism, comment, news 
reporting, teaching (including multiple copies for classroom use), 
scholarship, or research.”169 In other words, a fair use exemption means 
copyrighted material has been used without permission from the copyright 
holder, but it is not infringement because it was used in such a way, either 
quantitatively or qualitatively, that does not warrant being categorized as 
infringement. Several factors are evaluated to determine whether the fair 
use exemption applies, including: 

 
(1) the purpose and character of the use, including whether 

such use is of a commercial nature or is for nonprofit 
educational purposes; 

(2) the nature of the copyrighted work; 
(3) the amount and substantiality of the portion used in 

relation to the copyrighted work as a whole; 
(4) and the effect of the use upon the potential market for 

or value of the copyrighted work.170 
 

All of these factors may be weighed against each other, but the fourth 
factor may be dispositive.171  

For example, the use of a song in the background to complement 
the advertisement of a cosmetic product in a Snapchat story would likely 
fall right under 17 U.S.C.A. § 107(1) as having a commercial nature.172 

																																																													
166 See Savage Dan Productions, supra note 148; Kylie Snaps, NEW Kylie Jenner Song 
Compilation # 7, supra note 145 (showing an example of where Kylie Jenner has posted 
to her Snapchat a series of songs that she has presumably not licensed behind videos). 
167 See generally 17 U.S.C. § 107 (2018).  
168 Id. 
169 Id. 
170 Id. 
171 See, e.g., Fitzgerald v. CBS Broadcasting, Inc., 491 F. Supp. 177 (D. Mass. 2007) 
(outlining the general framework for evaluating copyright claims). 
172 See 17 U.S.C. § 107(1). 
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On the other hand, an argument could be made regarding the amount and 
substantiality of the portion of the copyrighted work used based on the 
third factor under § 107.173 Courts have found that copyright infringement 
occurs when the amount copied is more than de minimis, focusing on 
“whether the admitted copying occurred to an extent sufficient to 
constitute actionable copying.”174 Further, courts focus on both 
quantitative and qualitative components.175 “Qualitative” means the 
abstraction to which the works are compared, and “quantitative” means 
how much of the work appears.176 

For example, in many of the temporary stories posted by Kylie 
Jenner advertising her makeup, the qualitative prong is clearly met 
because users are able to discern the audio as she uses it in the background 
for the purpose of providing music.177 The quantitative prong is also met 
because the audio can also be played in a series of connected temporary 
stories for several minutes, and the sound is not distorted or hidden by any 
means.178 In Ringgold, the use of a poster in the background of a full HBO 
show for intermittent spurts of 1.86 to 4.16 seconds, totaling 26.75 
seconds, met the quantitative prong of copyright infringement.179 Thus, a 
court would likely find that the use of music prominently played in the 
background of a series of commercial snaps for its entirety would meet the 
quantitative prong. 

Additionally, in Byrne v. British Broadcasting Corp., the Southern 
District of New York held that if the purpose of a post were to “entertain, 
rather than inform,” even if included under the title of “news broadcast,” 
fair use would not be an applicable defense.180 Applying Byrne, it seems 
reasonable to conclude that a social media influencer playing music while 
lip syncing181 would stand as an entertainment purpose, and courts would 
not likely accept a claim that the demonstration of a product with music in 
the background would qualify as an informational or educational purpose.  

However, there are instances where it is difficult to discern 
whether a social media influencer is playing music for an entertainment or 
a commercial purpose under the ambiguous common law fair use 
																																																													
173 See generally Ringgold v. Black Entm’t Television, Inc., 126 F.3d 70 (2d Cir. 1997). 
174 Id. at 75. 
175 Id. 
176 Id.  
177 See, e.g., KardashianSnaps, supra note 133. 
178 See id. (demonstrating how the songs play longer than 10 seconds as multiple 
Snapchats are strung together). 
179 Ringgold, 126 F.3d at 76–77. 
180 Byrne v. British Broad. Corp., 132 F. Supp. 2d 229, 234 (S.D.N.Y. 2001). 
181 See Andy Boxall, Now You Can Give Your Video Snapchats a Soundtrack, DIG. 
TRENDS (Feb. 19, 2015), https://www.digitaltrends.com/mobile/snapchat-music-
recording-video-news [https://perma.cc/S7LZ-MAJC].  
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doctrine.182 For example, while the use of a copyrighted piece of music in 
an advertisement would very likely be commercial in nature, the 
distinction becomes less clear when a social media influencer is always 
essentially advertising themselves. It would be easy for the courts to view 
advertisements as they traditionally have, only considering posts that 
directly advertise a product and use copyrighted material as non-fair 
use.183 On the other hand, it could be argued that all posts and media on a 
social media influencer’s account contribute to their brand and 
commercial value, 184 and thus, all posts fall outside the fair use argument. 
While fair use does not likely ameliorate the responsibility of these social 
media users who are intentionally playing music in the background of 
their videos to enhance their commercially-purposed content, the 
distinction between which posts are commercial and which are not is still 
unpredictable and could be analyzed very narrowly or broadly. 

Additionally, some members in the social media community are 
pushing to expand the definition of what qualifies as a transformative use 
of a work, which would qualify more social media posts under the fair use 
exception.185 In other words, some argue that videos or posts using music 
for lip-syncing or as background to some other short temporary video 
should qualify as a transformative use of the work rather than direct 
copying and thus escape liability for infringement.186 While the merits of 
these arguments are not evaluated here, they further the assertion that 
many of the posts on these social media accounts do not qualify as fair use 
and would require legal adaption to qualify for the fair use exception. 

																																																													
182 See Manal Z. Khalil, The Applicability of the Fair Use Defense to Commercial 
Advertising: Eliminating Unfounded Limitations, 61 FORDHAM L. REV. 661, 662–63 
(1992) (highlighting the unpredictability in the fair use doctrine and explaining how it 
was difficult even before the advent of social media to discern whether a copyrighted 
piece was being used for commercial purposes). 
183 Brian Farkas, The ‘Fair Use’ Rule: When Use of Copyrighted Material Is Acceptable, 
NOLO, https://www.nolo.com/legal-encyclopedia/fair-use-rule-copyright-material-
30100.html [https://perma.cc/VS4B-G2R2]; see, e.g., Steinberg v. Columbia Pictures 
Indus., Inc., 663 F. Supp. 706, 715 (S.D.N.Y. 1978) (holding that the use of an artist’s 
work for a commercial advertisement for a film was not fair use). 
184 See generally Kaley Hart, How to Get Sponsored on Instagram: A Complete Guide to 
Getting Your First Paid Post and Quitting Your Day Job, JUMPER MEDIA (Sep. 28, 
2017), https://jumpermedia.co/how-to-get-sponsored-on-instagram 
[https://perma.cc/9SAY-4ZMM].  
185 See Laura Levinson, Adapting Fair Use to Reflect Social Media Norms: A Joint 
Proposal, 64 UCLA L. REV. 1038, 1045 (2017); cf. Maya Fe Holzauer, Copyright and 
Social Media: What Does it Meme?, NE. U. L. REV. EXTRA LEGAL (May 13, 2018), 
http://nulawreview.org/extralegalrecent/copyright-and-social-media-what-does-it-meme 
[https://perma.cc/A7H2-5C5E]. 
186 Cf. Holzauer, supra note 185. 
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Finally, one could argue that the use of music in these posts is just 
incidental use.187 Incidental use occurs when copyrighted material 
partially appears in the background of a broadcast or recording—
essentially it occurs when copyrighted material accidentally or without 
purpose appears in the middle of a longer recording.188 In Italian Book 
Corp., the court found that because the news broadcast was filming a 
festival and did not know that they would record the copyrighted music 
playing, inclusion of the copyrighted music was incidental and impossible 
to avoid.189 In contrast, the copyrighted work used in part of the set design 
for the television show in Ringgold did not qualify as incidental use due to 
the fact that the defendants purposely placed the copyrighted poster 
without permission in the set.190 Even though the poster was not a focal 
point of the scene, it still did not qualify for an incidental use exception 
because of its purposeful placement.191 Therefore instances in which 
music is simply audible in the background of a temporary post on social 
media may be incidental use. Conversely, when the videos use music to 
highlight their advertising or demonstration of a product or when the 
subject of the video is lip syncing to the music,192 then this is more clearly 
intentional use. 

  
D. It Is Unfeasible to Regulate Temporary Posts 

	
Finally, one might assert that there are simply not any solutions to 

deal with the rapid infringement via temporary posts. However, this 
argument is faulty based on the current practice of synchronization 
licensing in the United States, which is fairly robust and widely 
accepted.193 When an individual or entity wants to use the music of any 
artist or artists, that individual can acquire a synchronization license from 
the appropriate composer by searching one of the licensing databases such 
as the BMI Repertoire.194 While obtaining synchronization licenses for 
every small temporary post would likely be undesirable for both music 

																																																													
187 See 17 U.S.C. § 114(j)(2) (2018). 
188 See id. (defining incidental use). 
189 Italian Book Corp. v. ABC, 458 F. Supp. 65, 68 (S.D.N.Y. 1978).  
190 See Ringgold v. Black Entm’t Television, Inc., 126 F.3d 70, 80 (2d Cir. 1997).  
191 See id. 
192 See, e.g., KardashianSnaps, supra note 133. 
193 See BMI Repertoire, supra note 164. BMI Repertoire is a service on which those 
looking to play or music can obtain one single license depending on their intended use, 
and pay a single fee to use all the music within BMI’s database, avoiding legal claims 
against them for unauthorized use. 
194 See Licensing FAQ, BMI, https://www.bmi.com/licensing [https://perma.cc/DXU7-
2L99]. 



2018 GEORGETOWN LAW TECHNOLOGY REVIEW 111 

users and the copyright holders, some other type of licensing system could 
be used to address this use. Thus, the solution is not to just tacitly allow 
this infringement to occur.  

Similarly, one might assert that there is not a technical solution to 
feasibly address these posts given their quantity and the fact that they are 
temporary. However, the technology already exists to address copyright 
infringement in real time during live streams on Facebook and Instagram. 
Companies like Facebook could invest resources into adapting their live 
stream copyright detection software to detect copyright infringement in 
temporary posts within the twenty-four-hour time frame.195 For some 
reason social media platforms have not yet publicly introduced a means of 
applying their detection systems to temporary posts. Thus, these users 
have escaped liability for their infringing videos featuring copyrighted 
music, barring instances where a hypothetical copyright holder happens to 
be alerted to a Snapchat video using their music and files the necessary 
DMCA takedown notice.196 

It is possible that there is an exorbitant cost to monitor all of these 
temporary stories as opposed to just the permanent posts; however, the 
consequence is the tacit acceptance of rapid copyright infringement.197 The 
technology could be further developed, but these platforms have yet to 
apply the technology due to dubious technological abilities or some other 
unascertained reason. 

 
VI. POTENTIAL SOLUTIONS TO THE GAP 

 
This section examines the possible solutions for the 

aforementioned gap in regulation.198 Three possible options can be 
adopted: ignoring the problem and sticking to the status quo of regulation, 
forcing users to work within existing controls and technologies, or 
updating the DMCA to address the evolution of social media. Each 
solution is evaluated in order to determine the viable options to copyright 
holders and social media platforms alike. 

 
 

																																																													
195 See Ben-Kereth & Keef, supra note 96; Mike Masnick, Facebook Launches Its Own 
Version of ContentID, Which Will Soon Be Abused to Take Down Content, TECHDIRT 
(Apr. 13, 2016), https://www.techdirt.com/articles/20160413/09154834169/facebook-
launches-own-version-contentid-which-will-soon-be-abused-to-take-down-content.shtml 
[https://perma.cc/BDX6-E25T]. 
196 See discussion supra Section III(b) (demonstrating how there is no affirmative duty to 
seek out the content, thus leading to the mentioned result). 
197 See discussion supra Section III(b). 
198 See discussion supra Section V. 
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A. Solution One: Status Quo 
 

The first solution is to stick with the status quo and ignore the 
temporary posts as potential copyright infringement. While these posts 
might legally be copyright infringement, it is possible that copyright 
holders are not interested in removing the infringing content. For example, 
LeBron James, arguably the best professional basketball player in the 
world, has forty-four million followers.199 LeBron James frequently posts 
videos of himself lip syncing to newly released rap and hip-hop music, 
often helping up-and-coming artists gain massive exposure or highlighting 
new music by established artists.200 An artist featured on LeBron James’ 
Instagram would more than likely feel elated and would welcome the 
exposure, as would their record label or other possible copyright holders of 
the artist’s music.201 Accordingly, the copyright holder would likely not be 
interested in filing a DMCA takedown notice to remove the content. 

Ideally, all copyright holders would be happy that their music was 
being played on any influencer’s temporary posts and would welcome the 
exposure. However, more likely, many copyright holders are not aware of 
the infringement. Social media influencers are immensely powerful, 
having been described as the future of marketing202 and ambassadors for 
brands.203 One of the paramount tips for being a social media influencer is 
consistent content, which often includes advertisements and posts through 
temporary posting.204 The current system requires copyright holders to 

																																																													
199 LeBron James (@kingjames), INSTAGRAM, 
https://www.instagram.com/kingjames/?hl=en [https://perma.cc/L93R-W5E4].  
200 Elias Leight, How LeBron James Became Hip-Hop’s Most Important Fan, GENIUS 
(Nov. 30, 2017), https://genius.com/a/how-lebron-james-became-hip-hop-s-most-
important-fan [https://perma.cc/4KSR-FDXF]; see, e.g., Thomas Clark, LeBron James 
Jamming to Tee Grizzley- First Day Out, YOUTUBE (June 15, 2017), 
https://www.youtube.com/watch?v=EG8GtYFVjzI [https://perma.cc/Q9GF-KJ6L] 
(reproducing one of LeBron James’s Instagram posts, which featured a song that became 
widely searched soon after his posting). 
201 See Leight, supra note 200 (noting how one artist, Kendrick Lamar, sent music to 
LeBron James for him to debut on his Instagram account). 
202 See Jelle Fastenau, Under the Influence: The Power of Social Media, MEDIUM (Mar. 6, 
2018), https://medium.com/crobox/under-the-influence-the-power-of-social-media-
influencers-5192571083c3 [https://perma.cc/43V8-8ND2]. 
203 See also Evan Varsamis, Are Social Media Influencers the Next Generation Brand 
Ambassadors?, FORBES (June 13, 2018), 
https://www.forbes.com/sites/theyec/2018/06/13/are-social-media-influencers-the-next-
generation-brand-ambassadors/#28c65d48473d [https://perma.cc/QR5F-86VP]. 
204 See Alexis Short, 5 Tips on Becoming a Social Media Influencer, eZANGA (July 11, 
2018), https://blog.ezanga.com/blog/5-tips-on-becoming-a-social-media-influencer 
[https://perma.cc/ABT6-NBXX] (describing the importance of consistent posting); see, 
e.g., Huda Kattan (@hudabeauty), INSTAGRAM, 
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become aware of the infringing content either by discovering it themselves 
or by notification from another user and then to file a timely DMCA 
takedown notice.205 Even if a timely DMCA takedown notice is filed, 
more often than not, the infringing content would not be removed before 
its twenty-four-hour expiration, and thus copyright holders would likely 
have to rely on the poster being a repeat infringer in order to inflict any 
meaningful repercussion under § 512(i)(1). Thus, many instances of 
infringement are likely never discovered by copyright holders, and the 
current requirement—or lack thereof—of social media platforms to 
regulate these temporary posts is not sufficient to prevent this 
infringement.  

Additionally, there is also the possibility that the social media 
platforms are not interested in, or are fearful of, restricting their biggest 
influencers. As discussed, some of the most major influencers on these 
platforms can have an enormous effect on the platform’s stock price and 
the health of their companies.206 While the Kylie Jenner example is fairly 
extreme, if social media platforms were to begin vigorously policing their 
influencers, without regulation requiring all platforms to regulate content 
the same way, platforms could face backlash and accordingly sacrifice 
their own stability.207 

Collectively then, it seems that, although copyright infringement is 
occurring, the burden placed on content providers does not require them to 
address copyright infringement in an adequate time frame when it comes 
to temporary social media.208 Absent judicial action or the drafting of new 
legislation, copyright infringement will persist under this system, and 
content providers will likely not be held accountable. While maintaining 
the status quo is the easiest of options for service providers, it fails to 
address many concerns, and on the whole, it upholds a system that is 
fraught with copyright infringement of varying degrees and places a large 

																																																																																																																																																							
https://www.instagram.com/hudabeauty/?hl=en [https://perma.cc/ABT6-NBXX]. Huda 
Kattan is an influencer with over 28 million followers, who posted over 25 temporary 
stories in a twenty-four-hour period on October 28-29, 2018. 
205 See discussion supra Section III(b). 
206 See Yurieff, supra note 123. 
207 Vine provides a recent example of this phenomenon. Vine was a very popular social 
media app several years ago until, among other issues, the top influencers on the app 
moved to YouTube after Vine failed to compensate them for their videos. While this 
compensation is a separate issue from infringement, it highlights an example where 
influencers collectively shunned an app for a decision it made, and lead to its eventual 
demise. See Yuyu Chen, Swinging from Vine: More than Half of Top Vine Influencers 
Have Left the Platform, DIGIDAY (May 17, 2016), https://digiday.com/media/swinging-
vine-half-top-influencers-left-platform [https://perma.cc/YN42-UCNH].  
208 See discussion supra Section IV(b). 
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burden on copyright holders to monitor public accounts as much as they 
possibly can. 

 
B. Solution Two: Enhancing Existing Controls 

 
An alternate solution would be to use the existing controls in place 

for permanent posts and apply them to temporary posts across social 
media. One option would be to require synchronization licensing for all 
accounts that use music in the background of their social media posts, just 
as movies, television shows, and other visual media producers are required 
to do.209 

Practically, the focus would be on educating and requiring larger 
social media influencers that use their account for commercial purposes to 
license music for their use first, before requiring all users to do the same. 
Requiring only a subset of users to license their music might seem 
discriminatory, and it is not hard to imagine that the social media 
platforms would be hesitant to deter or place a cost on these users that are 
so valuable to their own success.210 One solution would be to force all 
verified users to pay the licensing fees; however, this could transform the 
verified badge211 into a punishment rather than a desired benefit for users 
and would likely raise major backlash. Additionally, any type of required 
licensing would be difficult to regulate and would require a large 
educational campaign, likely by the social media platforms, to encourage 
and require their users to obtain such licenses should they intend to use 
music in their posts.212 

Another solution would be to require Facebook and Instagram to 
expand their already existing detection software to these temporary posts 
and require Snapchat to develop their own infringement detection 
technology or license one from another social media platform. First, these 

																																																													
209 See generally Joy Butler, Music Licensing: The Difference Between Public 
Performance and Synchronization Licenses, COPYRIGHT CLEARANCE CTR. (May 16, 
2017), http://www.copyright.com/blog/music-licensing-public-performance-license-
synchronization [https://perma.cc/7MC2-MFPL]. 
210 See What is a Social Media Influencer?, PIXLEE, 
https://www.pixlee.com/definitions/definition-social-media-influencer 
[https://perma.cc/KZY8-LA5T] (stating that influencers are popular across all the social 
media platforms); see also O’Connor, Earning Power: Here’s How Much Top 
Influencers Can Make on Instagram and YouTube, supra note 130 (demonstrating the 
high value social media influencers have to social media platforms and their advertising 
revenue). 
211 See Verified Badges, INSTAGRAM, https://help.instagram.com/854227311295302 
[https://perma.cc/VA2B-MQ62] (explaining how verified badges work). 
212 See generally Butler, supra note 209 (describing music licensing as “not rocket 
science, but . . . also not intuitive”). 
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Content ID-type systems are not per se required by law and requiring them 
to apply to temporary posts by judicial action might be unfeasible.213 It 
can be inferred that creating new affirmative duties would require an 
update to their system. Given the frequency of these posts, it would 
require a lot more computing power to address them. While the 
technological ability exists to use detection software for real time live 
streams, it is not clear whether these platforms currently have the ability to 
use this software on a widespread basis for the hundreds of millions of 
daily active users. 

Additionally, there are some complicated implications to 
enhancing the existing systems in place without revising them. Some 
argue that systems like Content ID, known as algorithmic systems, are 
fraught with mistakes and lead to far too many false positives and 
subsequent low accountability.214 Additionally, the system of using 
intermediaries to regulate copyright infringing content on major social 
media platforms creates a privatized system without transparency, and 
lack of transparency furthers these problems by creating incentives for 
maintaining this inefficient status quo.215 To that end, one might argue that 
even if the technology is available to adapt our existing systems to auto-
detect all content across all platforms, the result might be a system with 
new problems.216 

The overall concern under this solution of enhancing existing 
controls is the uneven rollout and the enormous amount of cooperation 
from the social media platforms. While the forthcoming third solution 
forces social media platforms to act directly, the enforcement of 
synchronization licenses as a policy measure requires judicial action, or 
some other measure or penalty, to scare the social media platforms of the 
repercussions for failure to cooperate. Attempting to solve the problem by 
enhancing the existing law might be burdensome and difficult to install, as 
opposed to just drafting a new law entirely. However, working with 
existing controls is a solution that could be adopted in some form and 
expanded, rather than updating the law to address these new technological 
forms. 

																																																													
213 See generally Viacom II, 676 F.3d 19, 27–28 (2d Cir. 2012) (holding that there is no 
affirmative duty to seek out infringing content and thus no need for Content ID 
detection). 
214 See Niva Elkin-Koren & Maayan Perel, Accountability in Algorithmic Copyright 
Enforcement, 19 STAN. TECH. L. REV. 473, 492–93 (2016) (describing how current auto-
detection systems function and how they often fail to accurately and adequately scrub 
service providers of infringing content and instead over-remove content, an equally large 
problem). 
215 See id. at 518. 
216 See id. at 516. 
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C. Solution Three: New Law 
 

The third and final solution requires an update or amendment to 
DMCA and United States copyright law that provides an affirmative duty 
for content providers to monitor all forms of social media posted on their 
social media platforms. The courts have held specifically that there is no 
affirmative duty for service providers to seek out copyright-infringing 
content on their platforms under the DMCA.217 However, given the fact 
that technology can automatically detect infringing content, if the standard 
were changed to require service providers to search for infringing content, 
the use of technology could efficiently assist in the removal many of the 
infringing posts or even the infringing users if they are repeat offenders.  

While this puts a burden on the service providers, this burden is 
not unlike the burden posed by the current DMCA takedown notice 
procedure.218 The social media platforms are already required to address 
DMCA concerns. Although adding an additional requirement to actively 
search for these infringers might be technologically different, it is not 
inconsistent with existing law in the sense that these providers are already 
subject to regulation that requires them to address copyright infringement 
and takedown notices. However, an affirmative duty to seek out infringing 
content would probably require large teams of reviewers to check for false 
positives. 

This affirmative duty could require service providers to seek out 
infringing content but not necessarily remove it. In other words, systems 
could be developed where copyright holders register their content. They 
can then either be alerted to infringing content instantly and given the 
option to remove it or have it automatically removed. Systems that give 
copyright holders this option keep the balance of authority in the copyright 
holders’ hands, allowing them to retain the benefit from desirable 
exposure from a popular influencer like LeBron James. 219 For some 
artists, this would be preferable to a mass deletion of positive exposure. 
Additionally, these systems could add further settings to allow copyright 
holders to control their content, such as the ability to have their content 
removed from social media influencers with a specified threshold of 

																																																													
217 See generally Capitol Records II, 826 F.3d 78 (2d Cir. 2016); EMI Christian Music 
Grp., Inc. v. MP3tunes, LLC, 844 F.3d 89 (2d Cir. 2016). Although drafted to regulate 
pornographic material online, the Communications Decency Act (CDA) joined the 
DMCA as another extremely protective statute for Internet service providers. Both the 
CDA and the DMCA would have to be repealed in order to remove this non-publisher 
liability exemption for Internet service providers and force them to take on an affirmative 
duty to remove infringing content. See 47 U.S.C. § 512 (2018).  218 See 17 U.S.C. § 512(c). 
219 See Leight, supra note 200. 
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followers, allowing them to restrict the use of their music from small 
influencers that they may not be aware of versus having a valuable feature 
being automatically removed.  

Further, there is a question of incentivizing the platforms to 
enforce this affirmative duty to regulate. Critics have argued in the past 
that one of the problems with requiring the service providers themselves to 
monitor the content is that it incentivizes platforms or service providers to 
either over-censor and remove false positives or under-censor and ignore 
infringing content.220 However, if controls were added that allow 
copyright holders and social media platforms to continue sharing the 
infringing media legally, while allowing both parties to share in its 
monetization, an incentive would be created for these platforms to ensure 
the proliferation of this approved infringing content. In other words, 
searching for infringing content would not be for the purpose of removing 
it, but instead the incentive would be to ensure that profits are maximized 
and shared between the platform and the copyright holder, similar to 
YouTube’s solution of enabling monetization its videos today.221 

The new law would also have to regulate whether the social media 
platforms had the responsibility of identifying all copyrightable content or 
simply having a system that allows for copyright holders to identify and 
mark their content. In other words, Content ID on YouTube only works 
when copyright owners mark their content in the system so that it can be 
auto detected.222 It could be an insurmountable burden to require service 
providers to develop a library of all copyrightable material to search; 
however, requiring social media platforms to adopt a Content ID-type 
system that allows copyright owners to file ownership for their content 
and to have their material detected by the service providers seems like a 
fair compromise for the social media platforms and copyright holders 
alike. 

 
VII. CONCLUSION 

 
At their respective inceptions Facebook was a website to connect 

friends at Harvard, Instagram was an application to post pictures with 

																																																													
220 Many have described the lack of incentive that exists for service providers to either 
not remove any content or to risk removal of content that puts them at risk. However, 
YouTube has shown that these are not the only two options, and a middle ground can be 
created where copyright holders are protected while social media platforms are still 
incentivized to uphold copyright protections. See Mark A. Lemley & R. Anthony Reese, 
Reducing Digital Copyright Infringement Without Restricting Innovation, 56 STAN. L. 
REV. 1345, 1385 (2004) (describing the risk of over-removal to avoid liability). 
221 See How Content ID Works, supra note 67. 
222 Id. 
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unique filters, and Snapchat was a way to send a disappearing message to 
private friends.223 Regardless of their creators’ intentions, these platforms 
and applications have evolved into massive electronic networks, news 
sources, video hosting platforms, marketing and branding essentials, and 
globalizing tools that have revolutionized the world in which we live.224 
As the use of these platforms continues to grow,225 the necessity to update 
copyright regulations to address the platforms and their new features must 
grow too. 

While the DMCA adequately addresses permanent postings on 
social media platforms through the use of takedown notices, copyright law 
has failed to effectively address infringing content on temporary social 
media. The use of temporary social media continues to rise, and in the 
absence of regulation, the copyright of many owners is being violated and 
will continue to be violated for both commercial and non-commercial 
purposes.226 While posting a single temporary story containing 
background music to a social media platform that is viewed by a small 
group of friends might seem harmless, the use of social media by major 
influencers as an occupation and the subsequent unauthorized use of 
copyrighted music is blatant copyright infringement. Without an update to 
the DMCA, this infringement will continue to persist. Adopting a solution 
with an affirmative duty to service providers to seek out copyright 
infringing material is not overly burdensome on social media platforms in 
the name of ensuring copyrights and the rights of copyright owners remain 
intact.

																																																													
223 See discussion supra Section II. 
224 See discussion supra Section II. 
225 See Number of Social Network Users Worldwide from 2010 to 2021, supra note 3. 
226 See discussion supra Section IV(b). 
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I. INTRODUCTION 
 

On December 15, 2016, China seized a United States Navy 
unmanned maritime system (UMS) in the South China Sea.1 The UMS, 
known as an “ocean glider,” was used by the Navy to gather 
oceanographic data in the region.2 Chinese naval personnel seized the 

																																																													
* Commander, Judge Advocate General’s Corps, United States Navy.  LLM, Georgetown 
University Law Center; J.D., Washington & Lee University School of Law; M.A., Naval 
War College; B.A., State University of New York at Geneseo.  The positions and 
opinions expressed in this article are those of the author and do not necessarily represent 
the views of the United States Government, the Department of Defense or the United 
States Navy.  An earlier version of this article was submitted in partial completion of the 
Master of Laws requirements at Georgetown University Law Center. 
1 See U.S. DEP’T OF DEF., UNMANNED SYSTEMS INTEGRATED ROADMAP, FY 2013-2038, 
at 8 http://www.dtic.mil/dtic/tr/fulltext/u2/a592015.pdf [https://perma.cc/3JA4-HM3C] 
[hereinafter DoD Integrated Roadmap] (using the term unmanned maritime system 
(UMS) to refer to all unmanned maritime vehicles (UMVs), to include unmanned 
underwater vehicles (UUVs) and unmanned surface vehicles (USVs)). See also Maritime 
U.K., Being a Responsible Industry, an Industry Code of Practice, a Voluntary Code 1.0 
at 15 (Nov. 2017), 
https://www.maritimeuk.org/documents/197/CODE_OF_PRACTICE_V1.0_-
_Up_to_24m_-_Final.pdf [https://perma.cc/F6GJ-PU9H] (hereinafter Maritime U.K. 
Code of Practice) for an example of another acronym “MASS”- “Maritime Autonomous 
Surface Ship” used by the IMO, United Kingdom, and other states and organizations to 
refer to unmanned maritime technology.  
2 Dan Lamothe & Missy Ryan, Pentagon: Chinese Naval Ship Seized an Unmanned U.S. 
Underwater Vehicle in South China Sea, WASH. POST (Dec. 17, 2016), 
https://www.washingtonpost.com/news/checkpoint/wp/2016/12/16/defense-official-
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UMS within sight of Navy research vessel, USNS Bowditch, and despite 
protests by the United States, the Chinese did not return the UMS for 
several days.3 A little over a year later, Houthi rebels reportedly seized 
another United States Navy UMS off the coast of Yemen, although 
circumstances behind this second incident remain unclear.4 These high 
profile incidents highlight important questions about the rights and 
obligations of unmanned systems vis-à-vis the international maritime 
agreements, notably the 1982 United Nations Convention on the Law of 
the Sea (UNCLOS),5 and the various International Maritime Organization 
(IMO) conventions, including the International Convention for the Safety 
of Life at Sea (SOLAS), the International Convention on Standards of 
Training, Certification and Watchkeeping (STCW convention), the 
International Convention for the Prevention of Pollution from Ships 
(MARPOL), and the International Regulations for Preventing Collisions at 
Sea (COLREGS).6 Because these agreements pre-date UMSs, at least in 
the modern sense of the term,7 the extent that these and other maritime 

																																																																																																																																																							
chinese-naval-ship-seized-an-unmanned-u-s-ocean-glider/ [https://perma.cc/3M6B-
Z9TX]. 
3 Jane Perlez & Matthew Rosenberg, China Agrees to Return Seized Drone, Ending 
Standoff, Pentagon Says, N.Y. TIMES, Dec. 18, 2016, at A-10.  
4 Ben Werner, VIDEO: Houthi Forces Capture U.S. Navy Unmanned Underwater 
Vehicle Off Yemen, USNI NEWS (Jan. 3, 2018, 2:24 PM), 
https://news.usni.org/2018/01/03/houthi-rebels-find-likely-u-s-navy-unmanned-
underwater-vehicle [https://perma.cc/RMY5-Y6B4].  
5 United Nations Convention on the Law of the Sea, Dec. 10, 1982, 1833 U.N.T.S. 397; 
see also U.S. DEP’T OF DEF., OFFICE OF THE GENERAL COUNSEL, LAW OF WAR MANUAL 
at § 13.1.2 (updated Dec. 2016), 
https://dod.defense.gov/Portals/1/Documents/pubs/DoD%20Law%20of%20War%20Man
ual%20-%20June%202015%20Updated%20Dec%202016.pdf [https://perma.cc/F2X2-
UK3M] (Stating that the United States is not a party to UNCLOS, but it acts “in 
accordance with the balance of interests reflected in the LOS Convention relating to 
traditional uses of the oceans, such as navigation and overflight” and that the United 
States would “exercise and assert navigation and overflight rights and freedoms on a 
worldwide basis in a manner that is consistent with the balance of interests reflected in 
the . . . Convention.”). 
6 See generally Convention on the International Regulations for Preventing Collisions at 
Sea, Oct. 20, 1972, T.I.A.S. 8587, 28 U.S.T. 3459, [hereinafter COLREGS]; International 
Convention for the Safety of Life at Sea, Nov. 1, 1974, 1184 U.N.T.S. 3 [hereinafter 
SOLAS]; International Convention on Standards of Training, Certification and 
Watchkeeping, Jul. 7, 1978, 1361 U.N.T.S. 2 [hereinafter STCW Convention]; 
International Convention for the Prevention of Pollution from Ships, 1973, as Modified 
by the Protocol of 1978, Feb. 17, 1978, 24 U.S.T. 3407, 1340 U.N.T.S. 61 [hereinafter 
MARPOL].  
7 Michael Schmitt & David Goddard, International Law and the Military Use of 
Unmanned Maritime Systems, 98 INT’L REV RED CROSS. 568, 570 (Sep. 25, 2017) 
(providing a brief history of UMS and stating that “it is only in the twenty-first century 
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agreements govern UMSs is unclear. This paper focuses primarily on 
challenges that UMSs present under the COLREGS, the technical rules on 
maritime navigation, from a perspective recommended for the United 
States military.  

In order to enhance safety of navigation, to limit the ability of 
adversaries to exploit uncertainty against United States UMS operations, 
and to a lesser extent, to incentivize the development of UMS technology, 
this paper asserts that the United States should work towards definitive 
recognition that most UMSs are subject to the COLREGS, in conjunction 
with the regulatory scoping effort underway at the IMO.8 To this end, this 
paper seeks to frame the major issues anticipated for United States Navy 
and Department of Defense (DoD), other United States government 
entities, and international decision-makers working to address this 
problem. Following the introduction in Part I, Part II provides an overview 
of the characteristics and missions for DoD UMSs, their status as vessels 
or non-vessels under current law and regulations, and a description of the 
efforts by the IMO and other maritime organizations to address these 
issues. Part III addresses the challenges of COLREGS compliance for 
UMSs, including rule-based and technological challenges; COLREGS 
special categories that may provide leeway for UMSs to operate under the 
Rules, including restricted-in-ability-to-maneuver status; and best 
practices and amendments to the COLREGS for UMSs proposed by 
various maritime organizations. Part IV examines COLREGS uncertainty 
for UMSs in admiralty law, including the possibility that applying the 
Rules to unmanned systems will incentivize technological development. 
Part V evaluates alternatives to COLREGS application, including 
considering UMSs as a novel category subject to a separate set of 
navigation rules,9 treating UMSs as components of a launching platform,10 

																																																																																																																																																							
that UMSs became the subject of aggressive technological progress and operational 
concept development.”).  
8 Press Release, International Maritime Organization (IMO), IMO Takes First Steps to 
Address Autonomous Ships, (May 25, 2018), 
http://www.imo.org/en/mediacentre/pressbriefings/pages/08-msc-99-mass-scoping.aspx 
[https://perma.cc/Y2S3-WDNK] [hereinafter IMO autonomous ships briefing] (providing 
an update on the IMO regulatory scoping exercise for UMSs (referred to as Maritime 
Autonomous Surface Ships (MASS) following the 99th session of the Maritime Safety 
Committee (MSC) meeting in May 2018); see also Part III, Sections C and D infra for a 
discussion of mitigation measures contained in the Rules.  
9 See Daniel A. G. Vallejo, Electric Currents: Programming Legal Status into 
Autonomous Unmanned Maritime Vehicles, 47 CASE W. RES. J. INT'L L. 407, 408, 414–
16, 425–28 (2015) (arguing that UMSs should be classified as novel category, military 
devices, instead of vessels due to the challenges for UMSs to comply with COLREGS 
that cannot be overcome without amendment, and the time and delay necessary to amend 
the COLREGS which the author argues the military will not wait for before deploying its 
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classifying military UMSs that qualify as warships,11 and retaining the 
status quo in which the UMS regulatory environment remains uncertain. 
Finally, Part VI discusses the likely phases towards definitive COLREGS 
governance and provides recommendations for the IMO’s regulatory 
scoping exercise. The paper concludes that a strong United States position 
for COLREGS governance over most UMSs will persuade other states, 
maritime organizations, and the IMO to act on this increasingly relevant 
issue.12  

In general, the COLREGS, also known as the “Rules of the Road,” 
consist of two sets of rules: (1) the Inland Rules that govern in United 
States inland waters such as lakes and rivers and (2) the International 
Rules that govern in all water surfaces beyond the inland waters, including 
on the high seas and in connected navigable waters.13 This paper focuses 
on the International Rules, although the International and Inland rules 
match each other in most important respects. Rule 1(a) of the COLREGS 
(International Rules) states, “These Rules shall apply to all vessels upon 
the high seas and in all waters connected therewith navigable by seagoing 

																																																																																																																																																							
systems. The same author also argues for the creation of a new set of navigation rules to 
govern UMSs as military devices).  
10 See Andrew Norris, Legal Issues Related to Unmanned Maritime Systems Monograph, 
NAVAL WAR COLLEGE, 23–24 (2013), https://www.hsdl.org/ [https://perma.cc/UT9A-
VHPN] (compiling results of workshop on UMSs at the Naval War College that includes 
extensive discussion of UMS vessel status and alternative options such as a UMS as an 
adjunct or component of a launch platform, object or device, and implications of warship 
and weapons system status for certain UMSs that meet the definition of a vessel).  
11 See id. at 27–30; Vallejo, supra note 9, at 413; Lieutenant Andrea M. Logan, JAGC, 
U.S. Navy, Human Machine Teaming at Sea: A Model for Unmanned Maritime Systems 
and the Use of Force, 24–28 (2016) (unpublished) (on file with author).  
12 See Schmitt & Goddard, supra note 7, at 578 (asserting that a United States position on 
UMS navigational rights and obligations in the law of the sea context may cause other 
states to follow suit) (emphasis added).  
13 COLREGS, supra note 6, Rule 1 (“These [International] Rules shall apply to all 
vessels upon the high seas and in all waters connected therewith navigable by seagoing 
vessels.”); Inland Navigation Rules, 33 C.F.R. § 83.03(q) (2017) (“Inland Waters means 
the navigable waters of the United States shoreward of the navigational demarcation lines 
dividing the high seas from harbors, rivers, and other inland waters of the United States 
and the waters of the Great Lakes on the United States side of the International 
Boundary.”). Note that all citations in this paper to the “COLREGS” are to the 
International Rules, unless a reference is made to the Inland Rules, at which time the 
Inland Navigation Rules C.F.R. provision will be specifically cited. For a useful reference 
that combines the International and Inland Rules into a single publication, see U.S. DEP’T 
OF HOMELAND SECURITY, U.S. COAST GUARD, NAVIGATION RULES AND REGULATIONS 
HANDBOOK (Aug 2014), 
https://www.navcen.uscg.gov/pdf/navRules/CG_NRHB_20180126.pdf 
[https://perma.cc/JZ4G-HBJE] [hereinafter NAVIGATION RULES AND REGULATIONS 
HANDBOOK].  
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vessels.”14 While the COLREGS govern the conduct of vessels (a term 
that is interchangeable with ships),15 the Rules do not directly regulate 
non-vessels, such as buoys or fixed objects like piers. Similarly, aside 
from minor provisions on the lighting of unmanned barges, the COLREGS 
do not address “unmanned” ships, systems, craft, or other objects, 
including autonomous or semi-autonomous craft, as vessels or non-
vessels.16 It is therefore an open question whether the COLREGS apply to 
UMSs, creating an uncertain regulatory environment for unmanned 
systems and manned vessels that encounter them. 

The December 2016 Chinese seizure of the United States Navy 
UMS raises a host of legal issues, but as it relates to the COLREGS, the 
incident highlights uncertainty for UMSs in the following way: if the 
UMS seized by China was considered a vessel for COLREGS purposes, 
the COLREGS would govern the conduct of both the Chinese vessel and 
the UMS vessel in this incident, as the Rules impose definite obligations 
on how vessels interact with one another. For example, COLREGS Rules 
13, 14, and 15 that prescribe actions for vessels to take when overtaking 
one another, in crossing situations, and in head-on situations, apply to the 
“[c]onduct of vessels in Sight of One Another,”17 which presumably was 
the case in this incident. If the UMS was a vessel for COLREGS purposes, 
then the Chinese vessel certainly violated the COLREGS when it failed to 
take action to avoid the UMS.18 If the UMS was not a vessel, it is unclear 
which navigational rules, if any, govern the interaction, although by 
intentionally seizing the UMS, the Chinese vessel violated several 

																																																													
14 COLREGS, supra note 6, Rule 1(a).  
15 Id.; see also Norris supra note 10, at 24 (stating that the terms ship and vessel are 
mostly synonymous in international agreements; several agreements use the term vessel; 
other agreements use the term ship). This paper will use the term vessel unless a specific 
treaty is referred to that makes use of the term ship necessary, such as UNCLOS 
provisions on warship status.  
16 See generally COLREGS, supra note 6. Aside from limited sections about unmanned 
barge lighting requirements (Inland Rules, Annex I and 33 C.F.R. §84.16(c) and 33 
C.F.R. §82.7 and §90.7)), no other provisions in the COLREGS (International or Inland 
Rules) discuss unmanned craft, so whether the Rules apply to UMSs remains unclear.  
17 COLREGS, supra note 6, Rules 13–15.  
18 See James Kraska & Raul (Pete) Pedrozo, China’s Capture of U.S. Underwater Drone 
Violates the Law of the Sea, LAWFARE (Dec. 17, 2016, 7:03 PM), 
https://lawfareblog.com/chinas-capture-us-underwater-drone-violates-law-sea 
[https://perma.cc/KF3J-3NPU] (asserting that the Chinese vessel that seized the UMS 
violated the COLREGS, among other international laws and norms) (emphasis added). 
For the purpose of this paper, it is assumed that the UMS was operating on the surface 
when it was seized because the COLREGS do not govern subsurface navigation. See 
Schmitt & Goddard, supra note 7, at 577. 
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international norms in any case, including its obligation to exercise due 
regard.19  

The UMS seizure by China in the South China Sea was a high 
profile intentional incident that has not been repeated, with the possible 
exception of the incident off the coast of Yemen, mentioned in Part I 
above.20 Nonetheless, uncertainty about COLREGS application to UMSs 
is much more likely to result in lower profile maritime accidents, as UMSs 
become more numerous and manned vessels encounter them more 
frequently. For example, the uncertain application of the COLREGS to 
UMSs could result in the following mishaps: (1) a manned vessel closes 
on a UMS but hesitates to act in time to prevent a collision because its 
crew is uncertain whether to treat the UMS as a vessel for COLREGS 
purposes; (2) a manned vessel closes on a UMS that looks like another 
manned vessel, and absent any markings to indicate it is unmanned, the 
manned vessel unsuccessfully tries to get the attention of the UMS using 
bridge-to-bridge radio before colliding, and (3) a remote UMS operator 
assumes that a UMS is not obligated to follow the COLREGS, therefore 
fails to give way to a manned vessel when it would be required to under 
the Rules, resulting in a collision in which a crew member is killed, 
potentially exposing the UMS operator to significant liability.  

Fortunately, the problem of UMS-COLREGS uncertainty 
demonstrated by these and similar situations has not gone unnoticed. 
Several governmental entities, non-governmental maritime organizations, 
and trade groups including the IMO, the United States Coast Guard, 
Maritime U.K., the Comité Maritime International (CMI), among others 
are studying these issues and developing recommendations to address the 
problem.21 The recent work by CMI is particularly helpful. CMI’s 

																																																													
19 See Kraska & Pedrozo, supra note 18 (discussing China’s failure to observe due regard 
in an UNCLOS context in violation of Articles 58 and 87); see also COLREGs, supra 
note 6, Rule 2(b) (Providing the rule on due regard in the COLREGS, “[i]n construing 
and complying with these Rules due regard shall be had to all dangers of navigation and 
collision and to any special circumstances, including the limitations of the vessels 
involved, which may make a departure from these Rules necessary to avoid immediate 
danger.”).  
20 See Werner, supra note 4. Note that the statement that the UMS seizure has not been 
repeated is based solely on information reported in open source media.  
21 See, e.g., COMITÉ MAR. INT’L, INT’L WORKING GRP., POSITION PAPER ON UNMANNED 
SHIPS AND THE INTERNATIONAL REGULATORY FRAMEWORK 2021, 22–23, 
http://comitemaritime.org/wp-content/uploads/2018/05/CMI-Position-Paper-on-
Unmanned-Ships.pdf [https://perma.cc/6R84-CJZ7] [hereinafter CMI IWG Position 
Paper]; U.S. NAVIGATION AND SAFETY ADVISORY COMMITTEE, RESOLUTION 16-01, 
UNMANNED MARITIME SYSTEMS BEST PRACTICES (May 5, 2016), 
https://maddenmaritime.files.wordpress.com/2016/06/navsac-resolution-16-01-
unmanned-maritime-systems-ums-best-practices-final-05-may-2016.pdf 
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International Working Group (IWG) produced an informational paper on 
UMSs and solicited input from its national maritime law association 
(MLA) members via questionnaire on application of the maritime 
regulatory framework to UMSs, including ship and vessel status, ship 
registration rules, and considerations in UNCLOS, SOLAS, the STCW 
convention, and the COLREGS.22 To date, twenty-two national MLAs, 
including MLAs from the United States, the United Kingdom, and France, 
have submitted responses to CMI’s questionnaire, providing insight on 
these issues from diverse national legal perspectives that will aid the 
IMO.23 However, with unmanned systems increasing in number and 
capability, as well as the likelihood of full-sized commercial UMSs within 
a few years,24 dangers to navigation safety caused by regulatory 
uncertainty will become more pervasive until definitive guidance is 
provided.25  

In addition to the perspectives of governmental and non-
governmental maritime organizations and industry groups, a military 
perspective is also vital to any comprehensive effort to address the UMS-
COLREGS issue. The military has distinct concerns related to the 
application of the COLREGS to UMSs that go beyond the interests of 
groups like private industry that are primarily concerned with navigation 
safety. First, according to available information, UMSs owned or operated 
by the military, particularly the United States military,26 are more 
																																																																																																																																																							
[https://perma.cc/L87H-YKJL] [hereinafter NAVSAC Resolution 16-01]; Maritime U.K. 
Code of Practice, supra note 1.  
22 See id.; Questionnaire, Comité Mar. Int’l, Int’l Working Grp. (Mar. 24, 2017), 
http://comitemaritime.org/work/unmanned-ships/ [https://perma.cc/TW5C-WUGF].  
23 See Comité Mar. Int’l, Int’l Working Grp., http://comitemaritime.org/work/unmanned-
ships/ [https://perma.cc/V2PN-4VF7] [hereinafter CMI IWG Website] (Responses to the 
IWG questionnaire from twenty two national maritime law associations (MLAs) include 
Argentina, Australia, Belgium, Brazil, Canada, Croatia, Denmark, Finland, France, 
Germany, Ireland, India, Italy, Japan, Malta, Netherlands, Panama, Singapore, Spain, 
United Kingdom, United States, and Venezuela (a Chinese MLA paper was originally 
posted, but it was subsequently withdrawn from the site).). 
24 See MAREX, The Autonomous Revolution, THE MAR. EXECUTIVE (Aug. 25, 2017, 
8:06 PM), https://maritime-executive.com/features/the-autonomous-revolution 
[https://perma.cc/7Y2J-WPMG] (discussing the various prototypes of UMSs planned for 
commercial use for international companies and their expected timelines).  
25 See generally NAVIGATION RULES AND REGULATIONS HANDBOOK supra note 13, at i 
(describing the role of the IMO, formerly the Inter-Governmental Maritime Consultative 
Organization (IMCO), in development of the COLREGS and its amendments).  
26 See Scott Savitz et al., U.S. Navy Employment Options for UNMANNED SURFACE 
VEHICLES (USVs), RAND NAT’L. DEF. RESEARCH INST. at 10–11 (2013), 
https://www.rand.org/content/dam/rand/pubs/research_reports/RR300/RR384/RAND_R
R384.pdf [https://perma.cc/FAK3-PAD5] (Showing that the United States has the 
greatest number of USVs at technology readiness level (TRL) 8 or above by a wide 
margin.).  
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developed and operate in greater numbers than other UMSs, so they are 
exposed to proportionally greater risks from regulatory uncertainty based 
on numbers and autonomous development alone.27 Second, military UMSs 
have certain operational requirements that may be uniquely impacted by 
future regulatory action or amendments to the COLREGS, especially those 
that would unduly constrain freedom of operation.28 Therefore the military 
should be involved in shaping regulatory policy in a way that increases 
navigational certainty, while preserving its operational flexibility to the 
maximum extent possible.29 Third, military UMSs face additional 
considerations in the UNCLOS context, recognized in relevant part by the 
United States (a non-party) as customary international law, such as recent 
challenges to UMS activities like military marine data collection.30 While 
																																																													
27 See id. (demonstrating that as of 2013, “the more developed naval sector that accounts 
for nearly 70 percent of currently available systems,” while also noting that the civilian 
market has more diverse applications); see also MAREX, The Autonomous Revolution, 
supra note 24 (indicating that wide-spread use of ocean-going commercial UMSs are not 
anticipated in the short-term); Market for Unmanned Naval Vessels Projected to Grow, 
MAREX (Jan. 6, 2016, 20:34), https://www.maritime-executive.com/article/market-for-
unmanned-naval-vessels-projected-to-grow [https://perma.cc/B53Z-6HGV] (citing 
statistics that show the autonomous naval vessel market is expected to grow six percent 
over next five years). 
28 See discussion infra Part III, Section D (Discussing a potential unique military 
requirement for a UMS to disguise a UMS’ location. This requirement may be 
inconsistent with regulatory guidance or COLREGS amendments that propose to require 
prominent identification for all UMSs.). 
29 Id.  
30 See Kraska & Pedrozo, supra note 18 (outlining legal issues involved with the 
December 2016 UUV seizure and arguing that China violated three norms in 
international maritime law and UNCLOS by seizing the UMS to include (1) that China 
stole a United States vessel that was legitimately operating in the sea; (2) that China 
violated United States sovereign immunity rights over its UMS, and (3) that China 
interfered with high seas freedoms which the UMS was engaged in by failing to exercise 
“due regard” for the UMS); Julian Ku, The Non-Existent Legal Basis for China’s Seizure 
of the U.S. Navy’s Drone in the South China Sea, LAWFARE (Dec 16. 2016, 5:50 PM), 
https://www.lawfareblog.com/nonexistent-legal-basis-chinas-seizure-us-navys-drone-
south-china-sea [https://perma.cc/6YJP-WMGE]; see also Mark J. Valencia, U.S.-China 
Underwater Drone Incident: Legal Grey Areas, THE DIPLOMAT (Jan. 11, 2017), 
http://thediplomat.com/2017/01/us-china-underwater-drone-incident-legal-grey-areas 
[https://perma.cc/F2PU-AQ4U] (Questioning the lawfulness of the U.S. position on the 
UMS seizure for several reasons to include: (1) seizure was not a “theft” from China’s 
perspective because the unmanned undersea vehicle (UUV) was unidentified and China 
was ensuring safety at sea; (2) because UUV was not a warship or governmental ship 
engaged in non-commercial practice, it was not entitled to sovereign immunity under 
UNCLOS art 32; and (3) because the UUV was conducting marine scientific research in 
the EEZ of Philippines, the U.S. was required to obtain consent of the Philippines as 
coastal state under UNCLOS article 258, which the U.S. failed to do, making this 
situation a legal “grey area.”). But see Raul (Pete) Pedrozo, Military Activities in the 
Exclusive Economic Zone: East Asia Focus, 90 INT’L L. STUD. 514, 524–31 (2014) 
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not directly related to the issue of COLREGS uncertainty, UNCLOS 
considerations are informative to the UMS-COLREGS discussion, as the 
COLREGS and UNCLOS both govern maritime navigation, with 
UNCLOS applying on a jurisdictional level and the COLREGS on a 
vessel-specific level.31 As an important caveat, although they are related, 
the COLREGS and UNCLOS are distinct agreements with different 
purposes and effects, so the recommendation to recognize most UMSs as 
COLREGS vessels does not necessarily mean that interested states should 
take a similar position on UMSs in the UNCLOS (and customary 
international law of the sea) context.32  

																																																																																																																																																							
(demonstrating in detail that military data and intelligence collection activities in EEZs 
are lawful irrespective of coastal state consent based on long-standing state practice, 
customary international law, and the language of UNCLOS).  
31 See UNCLOS and COLREGS, supra notes 5 and 6 (UNCLOS (and the customary 
international law of the sea) governs maritime navigation on a macro level, addressing 
issues of jurisdiction and passage rights, while the COLREGS apply on a micro level, 
regulating vessel-specific issues like safe speed, lighting, and rules on interaction among 
vessels). For information about UNCLOS incorporating IMO convention standards by 
reference, including COLREGS standards, see ANNA MIHNEVA-NATOVA, THE 
RELATIONSHIP BETWEEN UNITED NATIONS CONVENTION ON THE LAW OF THE SEA AND 
THE IMO CONVENTIONS 7–11 (2005), 
http://www.un.org/depts/los/nippon/unnff_programme_home/fellows_pages/fellows_pap
ers/natova_0506_bulgaria.pdf [https://perma.cc/BS72-P3L3]. 
32 See Schmitt & Goddard, supra note 7, at 576–77 (arguing that UMSs cannot be 
“unequivocally characterize[d]” as vessels or ships under every international agreement 
because the definitions of these terms were created for the purposes of each respective 
agreement and the terms do not necessarily apply the same in other agreements); Logan, 
supra note 11, at 8 (arguing that one legal definition for UMSs is unhelpful in part 
because“[i]nternational maritime legal regimes serve different purposes and effectuate 
different policy interests”). But see Maritime Law Association of the United States, 
Response of MLA to CMI Questionnaire re Unmanned Ships at 5, 
http://comitemaritime.org/wp-content/uploads/2018/05/CMI-IWG-Questionnaire-
Unmanned-Ships-US.pdf [https://perma.cc/D6Z5-63UJ] [hereinafter MLAUS response to 
CMI Questionnaire] (Discussing the impact of “the effectively single statutory definition 
of “vessel” in United States law for various purposes “because a craft that is a vessel for 
one purpose also is a vessel for nearly every other purpose under the law, once a craft is 
determined to be a vessel, it is imbued with all of the rights and obligations concomitant 
with that status.”). UNCLOS considerations are largely beyond the scope of this paper, 
but whether UMSs as ships or vessels are subject to the rights and responsibilities of 
UNCLOS may be more important to the DoD than whether the COLREGS apply. For 
example, whether a UMS is recognized as a ship or vessel within UNCLOS (and 
customary international law) could impact the extent a UMS is entitled to exercise 
navigation rights such as innocent passage, and may implicate sovereign immunity 
considerations. See Schmitt & Goddard, supra note 7, at 578–82. See generally Norris, 
supra note 10, at 30–46. In any case, this paper asserts that definitive recognition of 
UMSs as vessels under the COLREGS need not accompany a similar result on ship status 
within UNCLOS as the two issues are not necessarily related.  
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Finally, the recommendation in this paper for the United States to 
work towards definitive recognition of UMSs as COLREGS vessels is 
subject to two additional clarifications. First, the recommendation is 
limited to those UMSs that reasonably meet the definition of a COLREGS 
vessel. As discussed in Part II, Section B, infra, not every UMS meets or 
should meet the vessel definition, although this paper recommends an 
inclusive interpretation to strengthen regulatory certainty for as many 
UMSs as possible and to incentivize the development of COLREGS-
compliant devices.33 Second, while this paper primarily concerns UMSs 
operated by the military, the COLREGS should govern all UMSs that 
meet the definition of a vessel including those operated by the military, 
those in other governmental service, and privately-owned UMSs. UMSs 
that are privately-owned or that otherwise engage in commercial service 
face certain regulatory considerations that do not necessarily apply to 
UMSs in non-commercial service.34 Nonetheless, there is no overriding 
policy rationale for treating military and non-military UMSs vessel status 
differently under the COLREGS, and navigation safety would be furthered 
by maximum recognition of UMSs as vessels, to the extent supported by 
law. Subject to caveats discussed in Part III, infra; this paper will 
demonstrate that most UMSs can and should operate as vessels under the 
COLREGS, while additional regulatory guidance and amendments to 
better account for UMSs should be pursued.35 

 
II. UMS CHARACTERISTICS AND CURRENT STATUS 

 
A. Characteristics of DoD UMSs in Operation and Development 
 
According to DoD’s Unmanned Integrated Roadmap FY2013-

FY2038, UMSs in operation and in development range widely from small 
torpedo-shaped objects, to vehicles resembling speedboats, to larger 

																																																													
33 See discussion infra Part II, Section B (describing vessel status under the COLREGS, 
United States and foreign law); discussion infra Part IV (discussing a technology forcing 
benefit of broad recognition of vessel status for UMSs).  
34 See Norris, supra note 10, at 56 (stating that certain UMSs may be subject to the 
requirements of international maritime agreements that do not necessarily regulate UMSs 
in government non-commercial service such as the STCW Convention, MARPOL, 
SOLAS (depending of the size and tonnage of the government ship), and the International 
Management Code for the Safe Operation of Ships and for Pollution Prevention).  
35 See NAVSAC Resolution 16-01, supra note 21 (recommending a series of best 
practices for UMSs to provide guidance, information and awareness for UMS operators); 
see also infra Part III, Section D and Part VI (discussing regulatory best practices and 
proposed amendments to the COLREGS in greater detail).  
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craft.36 Per Navy doctrine, UMSs are divided between unmanned surface 
vehicles (USVs) and unmanned underwater vehicles (UUVs).37 The 
United States Navy envisions a diverse set of missions for its USVs,38 and 
the systems the United States Navy operates and plans to develop range 
widely in size and scale.39 As an example, the Defense Advanced 
Research Projects Agency (DARPA) anti-submarine warfare continuous 
trail unmanned vehicle (ACTUV) “Sea Hunter” is a large, 130-foot 
trimaran-style USV in testing that will be capable of operating 
autonomously or semi-autonomously for up to seventy days without 
resupply.40 According to its most recent publicly available plan for UUVs, 
the United States Navy is also developing a wide spectrum of UUVs.41 
The United States Navy also contemplates using its UUVs for a variety of 
mission sets.42 As a general rule, the COLREGS present fewer challenges 
for UUVs than USVs because the COLREGS do not govern subsurface 
operations.43 
																																																													
36 DoD Integrated Roadmap, supra note 1, at 8 (depicting various types of UMSs under 
development by the DoD).  
37 See U.S. DEP’T OF NAVY, THE COMMANDER’S HANDBOOK ON THE LAW OF NAVAL 
OPERATIONS, NWP 1-14M, § 2.3.4–2.3.6 (August 2017) [hereinafter COMMANDER’S 
HANDBOOK].  
38 See id. § 2.3.4; see also U.S. DEP’T OF NAVY, THE NAVY UNMANNED SURFACE 
VEHICLE (USV) MASTER PLAN xi (2007) [hereinafter USV MASTER PLAN]. 
39 See USV MASTER PLAN supra note 38, at xii (explaining that USVs are scaled from 
small “x-class” platforms that vary widely in size and purpose, to “harbor and snorkeler-
class” sizes with 7-meter hulls, to “fleet class” with 11-meter (or larger) hulls). 
40 Paul Benecki, DARPA Christens (Mostly) Autonomous Vessel, MAR. EXEC.(Apr. 7, 
2016, 6:28 PM), http://www.maritime-executive.com/features/darpa-christens-mostly-
autonomous-vessel [https://perma.cc/K9K8-Z7EG].  
41 See U.S. DEP’T OF NAVY, THE NAVY UNMANNED UNDERWATER VEHICLE (UUV) 
MASTER PLAN, xxii (2004) [hereinafter UUV MASTER PLAN] (describing UUVs as 
ranging from a small “man-portable class” that displaces about 25-100 lbs., to a “light 
weight vehicle class” that displaces about 500 lbs., to a “heavy weight class that displaces 
about 3000 lbs., to a “large vessel class” that displaces approximately 10 long-tons); see 
also Sally DeBoer, A Survey of Missions for Unmanned Undersea Vehicles: Publication 
Review, DRONES TECH REV. (June 9, 2015), http://cimsec.org/survey-missions-
unmanned-undersea-vehicles-publication-review/16670 [https://perma.cc/5KFQ-AR72] 
(stating that an updated UUV master plan was produced in 2011, but not released to the 
public).  
42 See COMMANDER’S HANDBOOK, supra note 37, § 2.3.5; UUV MASTER PLAN, supra 
note 41, at xix. (describing the range of missions for UUVs including “intelligence, 
surveillance, and reconnaissance; mine countermeasures, ASW, inspection/identification, 
oceanography, communication/navigation network nodes, payload delivery, information 
operations . . . time critical strike, barrier patrol (homeland defense, antiterrorism/force 
protection and barrier patrol (sea base support)”). 
43 See COLREGS, supra note 6, Rule 1(a) (“These rules shall apply to all vessels upon 
the high seas and in all waters connected therewith navigable by seagoing vessels.”) 
(emphasis added). 
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In addition to having a wide variety of characteristics and utility 
for diverse missions, the level of autonomy for UMSs also ranges 
significantly. Levels of autonomy are not described in the same way by 
every organization that works with UMSs, but organizations tend to 
describe autonomy on a scale that ranges from maximum human control 
(manual control) to full autonomy.44 In its USV Master Plan, the United 
States Navy describes the range of autonomy: “manual” (humans remotely 
make all decisions), semi-autonomous (some behaviors are autonomous 
and others are initiated by humans) and fully autonomous (a UMS makes 
decisions without regular human interaction and control).45 The IMO also 
created a framework for degrees of autonomy ranging from a ship with 
automated processes with seafarers onboard, to remote control with 
seafarers onboard, to remote control without seafarers onboard, to a fully-
autonomous ship with a system that makes decisions and determines 
actions by itself.46 Notably, even the most autonomous UMS envisioned 
by DoD retains human oversight for emergencies, such as the ability to 
override an action of a UMS, but human input will be reduced to “one of 
supervision,”47 as autonomy is planned to increase in the long-term.48  

 
B. UMSs as Vessels under the COLREGS 

  
One of the first and most important considerations for decision-

makers working on the UMS-COLREGS effort is whether UMSs, or 
perhaps only a subset, are (or should be) vessels subject to the COLREGS, 
or in the alternative, whether UMSs fall (or should fall) outside of the 
Rules as non-vessels. The following section reviews the requirements and 
definitions for vessel status in the COLREGS, in United States law, and in 
foreign law to help answer this question. This section concludes that broad 
and inclusive vessel status for all but a small subset of UMSs is supported 
by law and desirable for policy reasons.  

The definition of a vessel in Rule 3(a) of the COLREGS includes 
“every description of watercraft, including non-displacement craft, WIG 
																																																													
44 Compare USV MASTER PLAN, supra note 38, at xi (listing levels of autonomy as 
manual, semi-autonomous, and autonomous or fully autonomous), with Maritime U.K. 
Code of Practice, supra note 1, at 14 (describing levels of control defined by the 
European Defen[s]e Agency’s Safety and Regulations for European Unmanned Maritime 
Systems (SARUMS) group in six levels ranging from: manned, to operated, to directed, 
to delegated, to monitored, to autonomous—with an operator retaining the ability to 
monitor events in the most autonomous categories).  
45 USV MASTER PLAN, supra note 38, at xi; see also DoD Integrated Roadmap, supra 
note 1, at 15, 66–72. 
46 IMO Autonomous Ships Briefing, supra note 8.  
47 DoD Integrated Roadmap, supra note 1, at 16. 
48 See id. at 72.  
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[wing-in-ground] craft, and seaplanes, used or capable of being used as a 
means of transportation over water.”49 This definition is not unlike the 
definitions in the domestic law of maritime states. For example, the United 
States statutory definition includes “every description of watercraft or 
other artificial contrivance used, or capable of being used, as a means of 
transportation on water,” and the definitions in foreign laws of other 
maritime states are similarly broad.50  

Lozman v. City of Riviera Beach, a 2013 United States Supreme 
Court decision on the definition of a vessel in American admiralty law, is 
particularly helpful for its analysis on vessel status, given the close 
similarity between the definition in the COLREGS and United States 
law.51 In Lozman, the Supreme Court used an objective test to determine 
vessel status for an immobile house-boat, deciding that while “not every 
floating structure is a vessel”52 the test for a vessel is whether “a 
reasonable observer, looking to the physical characteristics and activities 
[of the object], would consider it designed to a practical degree to be 
capable of carrying persons or things over water.”53 In holding that a 
house-boat was not a vessel, the Court took a step away from an “anything 
floats” approach—a very broad definition of a vessel—used in earlier 
cases, but the Court also noted that traditional vessel characteristics, such 
as possession of a steering mechanism, a raked hull, a capacity to generate 
or store power, and means of propulsion, remained important to the 
analysis.54 As an example of a notable foreign case on UMS vessel status, 
the Canadian decision in Cyber Sea Technologies, Inc. v. Underwater 

																																																													
49 COLREGS, supra note 6, Rule 3(a). Note that absent more detailed language in the 
COLREGS to define the term vessel, UMS vessel status is an issue that ultimately will be 
determined by the courts. However, this section on vessel status is included as a 
framework for planners and decision-makers to determine the extent that UMSs, as a 
class, will need to comply with the COLREGS.  
50 1 U.S.C. § 3 (2006); see Eric Van Hooydonk, The Law of Unmanned Merchant 
Shipping – an Exploration, 20 J.I.M.L. 403, 408 (2014) (describing vessel and ship 
definitions from United States, United Kingdom, Dutch, Spanish, Chinese, and Belgian 
law); see also CMI IWG Website, supra note 22 (including the responses to CMI 
Questionnaire from twenty two national maritime law associations (MLAs), many which 
include the definition of a vessel of their respective states). 
51 Lozman v. City of Riviera Beach, 568 U.S. 115 (2013). 
52 Id. at 121.  
53 Id. (using a practical requirement for the definition of a vessel, whether a reasonable 
observer looking to the house-boat’s physical characteristics and activities, would 
consider it designed to a practical degree for carrying people or things over water).  
54 Id. at 121−22 (departing from an anything floats approach to determining vessel status 
seen in earlier cases, the Court stated “a . . . washtub, a plastic dishpan, a swimming 
platform on pontoons, a large fishing net, a door taken off its hinges, or Pinocchio (when 
inside the whale) are not ‘vessels,’ even if they are ‘artificial contrivance[s]’ capable of 
floating, moving under tow, and incidentally carrying even a fair-sized item or two”).  
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Harvester Remotely Operated Vehicle found that an unmanned 
submersible used to remove submerged timber was a vessel for the 
purposes of Canada’s maritime law jurisdiction.55 

The definitions for a vessel in the COLREGS, United States, and 
many foreign laws are therefore quite broad but not so broad to include 
anything on the water, such as a floating tree or a fixed oil platform. Many 
of the types of DoD’s UMSs described in Section A of this Part, supra, 
likely meet the definition of a vessel under these expansive definitions but 
not every UMS does, so lines will have to be drawn between UMSs that 
are vessels and those that are not. A few principles are useful in drawing 
these lines. First, the size of the UMS alone is not determinative. The 
COLREGS do not have a de minimis size limit for which vessels fall 
within the Rules. Some rules apply to very small vessels, notably 
paragraph (d)(ii) of Rule 23 on Lights and Shapes governs power-driven 
vessels less than seven meters in length (without specifying a minimum 
size), and paragraph (d)(ii) of Rule 25 on Sailing Vessels Underway and 
Vessels Under Oars governs rowing vessels.56 Therefore, small and 
possibly even expendable UMSs, including those envisioned for 
“swarming” attacks,57 should not necessarily be excluded from COLREGS 
vessel status based on their size alone. Likewise, the degree of autonomy 
possessed by a UMS has not been considered a defining characteristic of 
vessel status.58 However, UMSs that are physically connected to a 
mothership, known as remotely-operated vehicles (ROVs), have been 
treated as appurtenances to vessels in some cases, rather than independent 
vessels.59  
																																																													
55 Cyber Sea Technologies, Inc. v. Underwater Harvester Remotely Operated Vehicle, 
[2002] F.C. 569 (Can.) (a Canadian case that decided an unmanned submersible used to 
remove timber from a flooded reservoir was a ship for the purposes of Canadian maritime 
law jurisdiction under the Federal Courts Act); see also CANADIAN MLA, RESPONSE TO 
CMI QUESTIONNAIRE ON UNMANNED CARGO SHIPS, http://comitemaritime.org/wp-
content/uploads/2018/05/CMI-IWG-Questionnaire-Unmanned-Ships-CANADA.pdf 
[https://perma.cc/7YEQ-98V3] [hereinafter Canada MLA response to CMI questionnaire] 
(including discussion of the Cyber Sea Technologies, Inc. case definition of a UMS as a 
ship under the Canadian Federal Courts Act and the statutory definition of a vessel under 
the Canadian Shipping Act (2001)).  
56 COLREGS, supra note 6, Rules 23(c)(ii), 25(d)(ii).  
57 See generally Warrior Scout, Navy Builds Future Attack Drone ‘Ghost Fleet,” WE ARE 
THE MIGHTY (Feb. 2, 2017, 2:50 PM), https://www.wearethemighty.com/articles/navy-
advances-plans-for-futuristic-ghost-fleet [https://perma.cc/9P45-9BTR] (describing 
planned swarming capability for smaller UMSs).  
58 See generally Kraska & Pedrozo, supra note 18. 
59 The term “ROV” is defined differently by various sources, but for the purposes of this 
paper, ROV will be used to refer to those unmanned systems that are physically 
connected by a tether to a launch platform or mothership, regardless of size, degree of 
autonomy, or other factors. See Halle v. Galliano Marine Serv., LLC, No. 15-5648, 2016 
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Some authors, like Daniel A. G. Vallejo, argue that UMSs as a 
whole are not vessels because they are not “capable of being used as a 
means of transportation.”60 This is because UMSs are generally designed 
for activities other than transportation (e.g., mine clearance), and they 
usually only carry internal equipment, which these authors assert as 
meaning that a UMS cannot be considered “as a means of transportation” 
without stretching the definition of “transportation” beyond its intended 
meaning.61 This argument correctly notes that there are important limits to 
the types of UMSs that can be considered vessels, but the assertion that 
UMSs as a whole are not vessels goes too far, given the broad definition in 
international agreements, United States law, and foreign law as described 
in this section, supra.62  

In contrast, this paper asserts that a narrow reading of the vessel 
definition, excluding UMSs that are not specifically designed for 
transportation or unable to carry items beyond internal equipment, is not 
the only reasonable interpretation of vessel.63 Instead, the United States 
																																																																																																																																																							
U.S. Dist. LEXIS 51572, at *4 (E.D. La. Apr. 18, 2016) (quoting Coakley v. SeaRiver 
Mar., Inc., 319 F. Supp. 2d 712, 714 n.1 (E.D. La. 2004) (“Critical to the Court's finding 
was the fact that the ROV was an appurtenance of the vessel. An appurtenance is ‘any 
identifiable item that is destined for use aboard a specifically identifiable vessel and is 
essential to the vessel's navigation, operation or mission.’”); see, e.g., F.A. Azis et al., 
Problem Identification for Underwater Remotely Operated Vehicle (ROV): A Case Study, 
41 PROCEDIA ENGINEERING 554, 554–560 (2012) (“A ROV is a tethered unmanned 
underwater robot.”); see also discussion infra Part V, Section B (discussing an alternative 
option to COLREGS governance for UMSs by expanding the adjunct/appurtenance 
concept to UMSs as a class, in lieu of COLREGS vessel status). But see Cyber Sea Tech., 
Inc. v. Underwater Harvester Remotely Operated Vehicle [2002] F.C. 569 (Can.) 
(holding that for the purposes of Canadian maritime law jurisdiction, an unmanned 
submersible is a ship, even though it was connected to a barge by a 400-foot umbilical 
cord).  
60 See Vallejo, supra note 9, at 411−13.  
61 See id.; Brendan Gogarty & Meredith Hagger, The Laws of Man over Vehicles 
Unmanned: The Legal Response to Robotic Revolution on Sea, Land and Air, 19 J. L. 
INFO. & SCI. 73, 114 (2008) (Gogarty and Hagger doubt that UMSs are capable of being 
used for transportation, explaining that “[t]he obvious problem here is the use of the word 
‘transportation’, which requires that vessels must transport something or someone. Whilst 
many USVs and UUVs will in fact be used for transportation, others may be sealed units, 
such as exploratory, surveillance or mapping craft.”). 
62 Kraska & Pedrozo, supra note 18 (providing examples from international agreements 
to show that vessels are broadly defined in maritime law, listing agreements such as the 
London Dumping Convention, the 1996 Protocol to the London Dumping Convention, 
and the COLREGS); see also Van Hooydonk, supra note 50, at 408. 
63 Rob McLaughlin, Unmanned Naval Vehicles at Sea: USVs, UUVs, and the Adequacy 
of the Law, 6 J. L. INFO. & SCI. 100, 112 (2011) (“I absolutely agree that there is no 
requirement to read into the definition of ‘vessel’ any necessity for transporting someone 
or something characterizable as ‘separate’ from the vessel. The COLREGs definition is 
designed to cast the broadest possible net of application . . . .”); Andrew H. Henderson, 
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and IMO should take an inclusive position that broadly construes “capable 
of being used as a means of transportation” to include those UMSs that 
carry internal sensors, equipment, and weapons systems64 unless courts 
dictate otherwise. An inclusive reading of vessel status would further 
navigation safety by ensuring that most UMSs would be governed by the 
COLREGS, instead of falling outside the requirements of navigational 
rules as non-vessels.65  

The technology level of UMSs is another factor that may be 
relevant to vessel status.66 UMSs today vary widely in terms of 
technological capabilities. While none are fully compliant with the 
COLREGS at this time, some, like DARPA’s ACTUV, are functionally 
compliant or close to compliant with many of the Rules.67 One could 
argue that treating lower technology UMSs that are unable or mostly 
unable to comply with the COLREGS as vessels the same as advanced 
UMSs like the ACTUV is not sensible, especially for devices that lack the 
basic capabilities to navigate and maneuver.68 Taking this argument a step 
further, only the most advanced or high technology UMSs would be 
vessels subject to the COLREGS, while lower technology or less 
advanced ones would not be subject to the Rules. 

Although level of technology is not expressly mentioned in the 
definition of vessels in Rule 3(a) of the COLREGS, United States statutes 
and case law, or foreign laws,69 the technological ability of a UMS to 

																																																																																																																																																							
Murky Waters: The Legal Status of Unmanned Undersea Vehicles, 53 NAVAL L. REV. 55, 
66 (2006). 
64 Kraska & Pedrozo, supra note 18 (“[T]he variation between manned systems and 
unmanned systems, such as size of the means of propulsion, type of platform, capability, 
endurance, human versus autonomous control and mission set, has not been a defining 
character of what constitutes a ‘vessel’ or ‘ship.’”). 
65 Note that a broad and inclusive position on COLREGS application to UMSs also aligns 
with planning assumptions in DoD’s Unmanned Integrated Roadmap. See DoD 
Integrated Roadmap, supra note 1, at 82 (stating that “USVs must operate in accordance 
with [COLREGS]” as physical, regulatory, and policy environment planning factors for 
future UMS development).  
66 See infra Part III, Section B (addressing some of the current technological challenges 
for UMSs to comply with the COLREGS).  
67 See Benecki, supra note 40.  
68 See Savitz et al., supra note 26, at 7−15 (discussing the range in technology among 
UMSs, to include lower technology devices in the emerging market). 
69 See 1 U.S.C. § 3 (2018); Lozman v. City of Riviera Beach, 568 U.S. 115 (2013); 
COLREGS, supra note 6, Rule 3(a); Van Hooydonk, supra note 50, at 408 (indicating 
that none of these sources explicitly discuss level of technology as a factor for vessel 
status under the COLREGS or in admiralty law, although this paper asserts that 
definitional language “capable of being used as a means of transportation” inherently 
implies some ability to move and maneuver in light of the traditional vessel 
characteristics described in Lozman). 
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operate on the seas is relevant to its status as a vessel. While the 
possession of traditional vessel characteristics, like steering or a means of 
propulsion, is not dispositive to vessel status, they are still relevant to the 
analysis.70 A UMS without steering or propulsion, for example, is unable 
to navigate in any meaningful sense and is a hazard to navigation. 
Moreover, steering and propulsion, as attributes of vessel status, are more 
important for UMSs than traditional dredges or barges that courts have 
considered vessels, even though they lack independent propulsion.71 
Unlike a dredge or barge, a UMS is not normally moved by tow, so its 
ability to maneuver is normally entirely independent. Therefore, level of 
technology is relevant to vessel status as a baseline, insofar as a UMS 
possesses these key traditional characteristics of a vessel as described in 
Lozman.72  

If decision makers want to go beyond possession of steering and 
propulsion, technology readiness levels (TRLs) may provide a more in-
depth way to use level of technology as a benchmark to determine UMS 
vessel status. TRLs have been used by DoD to assess its UMSs across 
various categories like navigation, autonomy, communications, 
propulsion, launch and recovery, and others.73 While a system of TRLs 
may be useful to DoD for internal purposes, like resource allocation and 
development, this paper asserts that TRLs or a similar system is 
inappropriate to use as a basis for determining COLREGS vessel status for 
the following reasons. First, there is no guidance in the COLREGS, United 
States law, or foreign law on what precise technology level or TRL should 

																																																													
70 Canada MLA response to CMI questionnaire, supra note 55 (including portions of the 
Cyber Sea Technologies, Inc. case showing the submersible’s possession of power and 
equipment to navigable were important for vessel status); see Lozman, 568 U.S. at 137 
(citing The Robert W. Parsons, 191 U.S. 17, 31 (1903)); see also Van Hooydonk, supra 
note 50, at 408 (citing Belgian law that considers “every craft, with or without its own 
propulsive power . . .” to be a “vessel.”). For simplicity, this paper distills traditional 
vessel requirements listed in Lozman to steering and propulsion, the key attributes 
necessary for basic maneuverability and mobility.  
71 Cf. Stewart v. Dutra Constr. Co., 543 U.S. 481, 489−95 (2005) (indicating that a dredge 
is a vessel for the purposes of the Longshore and Harbor Worker’s Compensation Act 
(LHWCA), although dredges generally lack independent means of propulsion and are 
often moved under tow or by some method other than independent power).  
72 Lozman, 568 U.S. at 121−22.  
73 See Savitz, supra note 26, at 11−15; USV MASTER PLAN, supra note 38, at 67−69; 
UUV MASTER PLAN, supra note 41, at 55−60 (demonstrating DoD’s use of TRLs to 
evaluate technological capabilities of USV classes, assessed for hull, ballast, energy, 
navigation, guidance and control, communications, propulsion, masts, auto-launch and 
recovery, and UUV classes, assessed for sensors, communication, navigation, energy, 
data signal processing, autonomy, structure, mission equipment, vehicle control, host 
interface, and logistics support). 
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qualify a UMS for COLREGS vessel status.74 Any lines drawn using 
levels of technology, beyond the baseline discussed above,75 would be 
arbitrary without further guidance. Additionally, the IMO could develop a 
system like DoD’s TRLs for international application, but doing so is 
likely impractical because of the wide variety of UMSs76 and because 
companies and adversaries would likely refuse to disclose the technical 
information necessary to develop and implement international standards. 
Even if a consensus could be reached on technology standards for vessel 
status, doing so would cause a significant number of UMSs to initially fall 
outside the COLREGS as non-vessels.77 As non-vessels, these UMSs 
would not be subject to any navigation rules, cutting against the policy 
goal of enhancing navigation safety. A final argument against using TRLs 
is that by using detailed technology standards to determine a UMS’s 
vessel status, UMS developers may be negatively incentivized to develop 
future UMSs at a level just below the requisite TRL for a vessel, whatever 
it may be, to avoid the need to make a UMS COLREGS-compliant. Based 
on the above, this paper posits that as long as a UMS is capable of basic 
steering and propulsion, it should not be excluded from COLREG vessel 
status based on technology factors alone.78  

Taken together, an inclusive reading of the vessel definition in the 
COLREGS encompasses any UMS as a vessel that operates as a distinct, 
yet not necessarily autonomous, entity on the water, which also possesses 
some steering capability and a means of propulsion (excluding immobile 
or unpowered craft and craft that are physically connected to a launching 
platform).79 Until the IMO acts to definitively recognize that unmanned 
systems can have COLREGS vessel status, COLREGS application will 
remain uncertain for even the most capable and vessel-like UMS. 
Nonetheless, broad and inclusive vessel status for UMSs serves United 
States and IMO interests and should be used by decision-makers as a 
planning factor for the IMO exercise and beyond. 

 
 
 

																																																													
74 See COLREGS, supra note 6, Rule 3(a).  
75 See supra note 51 and accompanying discussion. 
76 See Savitz et al, supra note 26, at 11−15 (discussing variety in UMS technology among 
TRL levels). 
77 See discussion supra Part I (including language in Rule 1 on application of the 
COLREGS to vessels). 
78 See discussion infra Part IV (discussing technology forcing benefits of broad and 
definitive COLREGS application for UMSs, including lower technology and UMSs that 
are incapable of full compliance with the COLREGS).  
79 See supra note 59 and accompanying discussion.  



2018 GEORGETOWN LAW TECHNOLOGY REVIEW 137 

C. Current United States Government and International Efforts 

As reflected in its 2013 Unmanned Integrated Roadmap FY2013-
FY2038, DoD has assumed that its UMSs must follow the COLREGS, at 
least as a planning factor for future development.80 However, since the 
issuance of the Roadmap, the United States government has considered 
options other than definitive COLREGS application for UMSs, such as the 
potential adoption of UMS best practices, and has worked with the IMO to 
thoroughly study the issue.81 In 2017, the United States co-sponsored a 
proposal with other states at the IMO Maritime Safety Committee (MSC) 
to study application of the IMO regulations to UMSs.82 This proposal 
recommended that MSC “engage in a regulatory scoping exercise” to 
review IMO regulations and propose amendments “to ensure that the 
construction and operation of Maritime Autonomous Surface Ships 
(MASS) were carried out safely, securely, and in an environmentally 

																																																													
80 DoD Integrated Roadmap, supra note 1, at 81−82; see also Maritime U.K. Code of 
Practice, supra note 1, at 6.3, 6.4, 7.13 (Stating that MASSs (its term for UMSs) should 
comply with light, shape, and sound signals in the COLREGS, and “Control System shall 
be capable of operating with the requirements of Chapter 5 [vessel design and 
manufacture standards] and Chapter 10 [System integrity certification and test 
procedures] to a level of compliance with the COLREGS as appropriate to the MASS 
class.”). 
81 See Letter from J.G. Lantz, Director, Commercial Regulations and Standards, U.S. 
Coast Guard, COMDT (CG-5PS), to Ki-tack Lim, Secretary General, International 
Maritime Organization (Jan. 15, 2016), 
 http://www.imo.org/en/About/strategy/Documents/Member%20States%20-
%20tdc/United%20States%20-%20Input%20to%20TDCs.pdf [https://perma.cc/P5QD-
UCRL] [hereinafter Coast Guard letter] (Responding to IMO request for information on 
trends, developments and challenges, the United States Coast Guard stated that “IMO 
Conventions, such as COLREGS and SOLAS, will likely need amendments to address 
ship-to-ship movements and communication requirements for [UMSs’] safe operation.”).  
82 Internat’l Maritime Org. [IMO], Maritime Safety Committee (MSC), 98th session, 7-16 
June 2017 (June 28, 2017), 
http://www.imo.org/en/mediacentre/meetingsummaries/msc/pages/msc-98th-session.aspx 
[https://perma.cc/XX8K-225C] (discussing the scoping exercise of IMO regulations 
proposed by the MSC for application to marine autonomous surface ships (MASS)) 
[hereinafter IMO Maritime Safety Committee Ninety- Eighth Session]; Int’l Maritime 
Org. [IMO], Maritime Safety Committee Ninety-Ninth Session, MSC 99/22, Regulatory 
Scoping Exercise for the Use of Maritime Autonomous Surface Ships (MASS), Plan of 
Approach for the Scoping Exercise (June 5, 2018), http://www.iadc.org/wp-
content/uploads/2018/07/MSC-99-22-Report-Of-The-Maritime-Safety-Committee-On-
Its-Ninety-Ninth-Session-Secretariat.pdf [https://perma.cc/L45N-LBW2] [hereinafter 
IMO Maritime Safety Committee Ninety- Ninth Session Plan of Approach] (providing a 
plan of approach to implement the regulatory scoping exercise, proposed at the ninety-
eighth session of the MSC in MSC 98/20/2 by Denmark, Estonia, Finland, Japan, the 
Netherlands, Norway, Republic of Korea, the United Kingdom and the United States).  
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sound manner,” with a projected completion date in 2020.83 MSC later 
established definitions for MASS and degrees of autonomy and 
established a plan to implement the scoping exercise at its 99th session in 
May 2018.84 Although this paper is focused on the COLREGS, the IMO 
scoping exercise is also examining the impact of UMSs within the other 
IMO conventions like the International Convention for the Safety of Life 
at Sea (SOLAS) and the International Convention on Standards of 
Training, Certification and Watchkeeping for Seafarers (STCW 
Convention).85 As such, the IMO is conducting a very comprehensive 
effort to determine the impact of UMSs on the maritime regulatory 
framework and how the framework may need to change to accommodate 
this new technology.86  

At the present time, no other maritime state operates UMSs to the 
degree that the United States does,87 and some have different perspectives 
on this issue.88 Nonetheless, unlike recent controversies over autonomous 
weapon systems89 or challenges to United States’ assertions of UMS 
navigational rights in the UNCLOS context,90 opposition to greater clarity 

																																																													
83 IMO Maritime Safety Committee Ninety-Ninth Session Plan of Approach, supra note 
82. 
84 See IMO autonomous ships briefing, supra note 8. See generally id. 
85 See Internat’l Convention on Standards of Training, Certification and Watchkeeping 
for Seafarers, July 7, 1978, [hereinafter STCW Convention]; MARPOL supra note 6. 
86 See IMO autonomous ships briefing, supra note 8. 
87 See Savitz, et. al supra note 26, at 11−15 (indicating that in 2013, the United States and 
friendly nations dominated the current and emerging market for UMS production, 
especially for higher, but also lower, technology UMSs).  
88 See, e.g., BRITISH MAR. LAW ASS’N, RESPONSE TO CMI QUESTIONNAIRE: UNMANNED 
SHIPS 1, http://comitemaritime.org/wp-content/uploads/2018/05/CMI-IWG-
Questionnaire-Unmanned-Ships-UK.pdf [https://perma.cc/34LU-ML6G] [hereinafter 
British MLA response to CMI Questionnaire] (providing an example of the British MLA 
view on the potential for “vessel” status for UMSs that would seem to present fewer 
challenges compared to other perspectives as“[t]he unmanned operability of any such 
“ship” does not seem to present barriers to compliance with the specific UK requirements 
for ship registration).  
89 See STEVEN GROVES, HERITAGE FOUND., A MANUAL ADAPTING THE LAW OF ARMED 
CONFLICT TO LETHAL AUTONOMOUS WEAPONS SYSTEMS 69−71 (Apr. 7, 2016), 
http://www.heritage.org/defense/report/manual-adapting-the-law-armed-conflict-lethal-
autonomous-weapons-systems [https://perma.cc/QLS3-43JM] (describing opposition 
from Human Rights Watch, Amnesty International, Article 36 and other non-
governmental organizations (NGOs) and certain states to lethal autonomous weapons 
systems (LAWS) in the Convention on Certain Weapons process as well as the 
“Campaign to Stop Killer Robots” and the International Committee for Robot Arms 
Control).  
90 See generally William Yale, Uncharted Waters, the Sobering Implication of the 
Chinese UUV Seizure, THE NAVALIST (Dec. 21, 2016), 
https://thenavalist.com/home/2016/12/20/to4rzgdg6a3x4r7ogbwqcbnr9eq2kx 
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for UMSs under the COLREGS is less likely based on a review of survey 
responses from various national MLAs.91 This is because a more certain 
regulatory environment for UMSs would benefit all states, regardless of 
whether they operate UMSs or not. Additionally, the focus of the 
COLREGS on technical and vessel-specific issues is less controversial 
than UNCLOS matters, which more directly impact state sovereignty. 
Accordingly, international consensus on the UMS-COLREGS issue is 
achievable, and the IMO exercise has a good chance of success. 
 

III. COLREGS CHALLENGES FOR UMSS 

In order to show that definitive COLREGS governance for UMSs 
is desirable, first it is necessary to demonstrate that COLREGS 
compliance is possible, i.e., that UMSs are capable of complying with the 
Rules as written. This assessment must focus on: (A) whether COLREGS 
Rules that were drafted for manned vessels, categorically require the 
physical presence of humans in order for a vessel to follow the rules and 
(B) given the present state of unmanned systems technology, whether 
UMSs are technologically able to comply with the Rules. This Part also 
considers application of COLREGS special categories to UMSs and 
addresses best practices and proposed amendments to clarify the Rules to 
better account for UMSs. 

 
A. COLREGS Rule-Based Challenges for UMSs 

This section explores the impact of specific COLREGS rules to 
UMSs and whether any rule categorically requires the physical presence of 
a human onboard a vessel. At first look, Rule 2 on Responsibility in Part A 
on General Rules and Rule 5 on Look-outs in Part B on Steering and 
Sailing present the most difficulty for UMSs because these rules appear to 
require the involvement of humans, at least implicitly.92 Rule 2(a) contains 
a requirement that vessels must be handled in accordance with the 
“ordinary practice of seamen.”93 Additionally, Rule 2 includes an exigent 

																																																																																																																																																							
[https://perma.cc/B9UA-SWZT] (outlining Chinese statements and arguments seeking to 
challenge the United States Navy’s UMS (UUV) and legitimize its seizure of the United 
States UMS in December 2016). 
91 See generally CMI IWG website, supra note 23.  
92 See COLREGS, supra note 6, Rule 2 and 5; see also Vallejo, supra note 9, at 423 n.78 
(“The usage of the words ‘sight’ and ‘hearing’ denote human characteristics of 
observation.”). 
93 COLREGS, supra note 6, Rule 2(a) (“Nothing . . . shall exonerate any vessel, . . . from 
the consequences of any neglect to comply with these Rules or of the neglect of any 
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circumstances exception that allows a departure from the rules when 
necessary to avoid danger or collision.94 This rule therefore implies a 
degree of human or human-like decision-making to have the ability to 
make judgments of an “ordinary seaman” and to determine when a 
departure from the Rules is necessary.  

Rule 2 requirements should not present a rule-based challenge for 
remote-controlled UMSs because human controllers can exercise the 
judgment of an ordinary seaman as well as a seaman physically onboard a 
vessel.95 The rule may, however, present significant challenges for the 
more autonomous UMSs that do not involve humans for most decisions, 
requiring a broad reading of the rule at a minimum.96 In any case, Rule 2 
does not explicitly require a physical human presence onboard a vessel in 
order to comply with the rule, and an autonomous UMS with a remote 
human decision-maker in the loop for emergency situations as a 
workaround should allow the UMS to meet these requirements.97  

Perhaps more than Rule 2 and the other COLREGS rules, Rule 5, 
on look-outs, comes the closest to explicitly requiring human presence on 
a vessel. Rule 5 states that “[e]very vessel shall at all times maintain a 
proper look-out by sight and hearing as well as by all available means 
appropriate in the prevailing circumstances and conditions so as to make a 
full appraisal of the situation and risk of collision.”98 At least one court 
noted that the use of Automatic Radar Plotting Aid (ARPA) does not 
obviate the need to use a dedicated look-out, and this reasoning could be 
extended by analogy to UMSs.99 While the sensors of a UMS may 
perform better than a human’s eyes and ears, it is possible a UMS sensor 
suite would not satisfy these requirements under a strict interpretation of 

																																																																																																																																																							
precaution which may be required by the ordinary practice of seamen (emphasis added), 
or by the special circumstances of the case.”). 
94 Id. Rule 2(b) (allowing further departure from the Rules when the “dangers of 
navigation and collision and to any special circumstances, including the limitations of the 
vessels involved, which may make a departure from these Rules necessary to avoid 
immediate danger”).  
95 CMI IWG Position Paper, supra note 21, at 13−14 (discussing the ability of a UMS to 
comply with Rule 2, “[i]n principle, this judgement may be provided remotely, subject to 
the sophistication of the relevant communications technology. Even autonomous ships 
under permanent supervision paired with an ability to assume remote control arguably 
satisfy this requirement”).  
96 See infra Part III, Section D.  
97 COLREGS, supra note 6, Rule 2. 
98 Id. Rule 5 (emphasis added). 
99 See Tokio Marine & Fire Ins. Co. v. M/V Flora, No. 97-1154, 1999 LEXIS 267, at 
*42−43 (E.D. La. Jan. 11, 1999), aff’d, 235 F.3d 963 (5th Cir. 2001) (discussing that use 
of radar does not obviate the need for a dedicated look-out).  
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Rule 5, although a remote human observer probably would.100 Rule 5 does 
not define whether the “look-out” requirement means an actual look-out as 
a watch-stander or merely the function of a watch-stander, so there is 
room to argue that an autonomous system with sensors can fulfill the 
functional requirement for a look-out.101 In any case, Rule 5 presents a 
rule-based challenge for direct application to UMSs, which can be 
overcome by a broad reading of the rule or an amendment that exempts 
UMSs from Rule 5.102 Echoing the views of some commentators, this 
paper asserts that a broad reading of Rule 5, considering sensors the 
functional equivalent of “sight and hearing,” is reasonable, noting that 
UMSs are being developed with sensors advanced enough to meet judicial 
requirements for the Rule.103 Notwithstanding, an amendment to expressly 
exempt UMSs from Rule 5’s look-out requirement is recommended, such 
as one proposed by the United States Navigational and Safety Advisory 
Council (NAVSAC), a federal advisory committee on navigation safety 
that has studied UMS issues, discussed infra in this Part, Section D.104 
																																																													
100 See CMI IWG Position Paper, supra note 21, at 14.  
101 See GERMAN MLA (DVIS), CMI IWG QUESTIONNAIRE “UNMANNED SHIPS” 
RESPONSE 11 (June 20, 2017), http://comitemaritime.org/wp-
content/uploads/2018/05/CMI-IWG-Questionnaire-Unmanned-Ships-GERMANY.pdf 
[https://perma.cc/C8Q2-DDT3] (providing a well-developed analysis about application of 
the look-out requirements of Rule 5 to UMSs and asserting that whether this rule can be 
met remotely depends on whether the requirement mandates a look-out as an actual 
human watch-stander or instead, as a function). 
102 Id. at 12 (Discussing remote compliance with Rule 5, “the fact that the information is 
perceived by way of technical means does not in itself constitute a breach of Rule 5” and 
“visual and aural information transferred would need to enable the lookout to see and 
hear at least as good as if he would had he been physically present on board,” and other 
factors would need to be considered “such as the likelihood and consequences of a 
possible malfunctioning of the technical equipment.”). Contra Vallejo supra note 9, at 
422−23 (Asserting that unmanned vessels are incapable of meeting the look-out 
requirements of Rule 5—“Not only do the definitions listed in the regulations assign each 
vessel a human navigator, but the navigations itself is supposed to adhere to navigation 
and safety provisions based on human characteristics.”). 
103 See Paul W. Pritchett, Ghost Ships: Why the Law Should Embrace Unmanned Vessel 
Technology, 40 TUL. MAR. L.J. 197, 205−06 (2015) (“[T]he [unmanned] system is 
extremely close to meeting the courts’ formulations of the capabilities of a proper 
lookout. It can detect large and small objects, it can detect changes in the course of other 
vessels, and it can be simultaneously stationed on multiple parts of the vessel.”); MLAUS 
response to CMI Questionnaire, supra note 32, at 12 (“It is nevertheless possible that a 
sufficiently sophisticated on-board system that would enable “sight and hearing” for a 
remote human controller equivalent to that which could be attained by a lookout stationed 
on the bridge and/or bow of the vessel would be satisfactory under Rule 5.”).  
104 U.S. NAVIGATION & SAFETY ADVISORY COMM., RESOLUTION 11-02, UNMANNED 
VEHICLES/VESSELS (2011), 
https://homeport.uscg.mil/Lists/Content/Attachments/455/NAVSAC%20Resolution%201
1-02%20-%20Unmanned%20vessels.pdf [https://perma.cc/VS86-7SWA] [hereinafter 
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While Rule 5 seems to present the biggest rule-based challenge for 
UMSs that contemplates human presence, other rules in the COLREGS 
also need to be reviewed.105 Rule 6 on Safe Speed does not require a 
human to be onboard, but it does require several factors to be considered 
when determining safe speed, some which may be difficult for UMSs.106 
Some of these factors include: weather, visibility, sea state, maritime 
traffic, and proximity to hazards.107 An autonomous UMS needs to have 
adequate sensors to take these and other maritime factors into account. 
Rule 7(a) on Risk of Collision states that “[e]very vessel shall use all 
available means appropriate to the prevailing circumstances and 
conditions to determine if risk of collision exists . . . .”108 Rule 7(c) further 
states that “assumptions shall not be made on the basis of scanty 
information, especially scanty radar information.”109 This rule does not 
require a human crew per se, but it is important that UMS sensors have 
sufficient precision to provide more than “scanty” information. Rule 8 on 
Actions Taken to Avoid Collision includes descriptions of the actions and 
manner of actions that a vessel needs to take to avoid collision.110 This 
Rule is unlikely to present unique challenges for a UMS, aside from 
paragraph (a) that states “[a]ny action taken to avoid collision shall be 
taken . . . with due regard to the observance of good seamanship.”111 As 
with Rule 2, a UMS can meet the “good seamanship” requirement with a 
human remote-controller or perhaps eventually by advanced 
																																																																																																																																																							
NAVSAC RESOLUTION 11-02]; U.S. NAVIGATION & SAFETY ADVISORY COMM., 
RESOLUTION 12-08, UNMANNED VEHICLES/VESSELS (2012), 
https://homeport.uscg.mil/Lists/Content/Attachments/461/NAVSAC%20Resolution%201
2-08%20-%20Unmanned%20vessels.pdf [https://perma.cc/3JSJ-E3P3] [hereinafter 
NAVSAC RESOLUTION 12-08]. To date, the recommendations in Resolution 11-02 and 
Resolution 12-08 have not been adopted by the Coast Guard; see also Norris, supra note 
10, at 49 (Stating NAVSAC is . . . “a group of experts selected and appointed to, among 
other things, advise and make recommendations to the U.S. Coast Guard on the Rules of 
the Road.”).  
105 See CMI IWG Position Paper, supra note 21, at 13–15 (discussing challenges UMSs 
face under COLREGS rules 2, 5, 6, 8, 18, and parts C and D); see also SEBASTIAN 
OHLAND & AXEL STENMAN, YRKESHÖGSKOLAN NOVIA, INTERACTION BETWEEN 
UNMANNED VESSELS AND COLREGS 17–30 (2017), 
https://www.theseus.fi/bitstream/handle/10024/125252/Ohland_Sebastian-
Stenman_Axel.pdf [https://perma.cc/5QEK-5KCD] (discussing challenges that certain 
COLREGS rules pose for UMSs).  
106 See COLREGS, supra note 6, Rule 6(a); CMI IWG Position Paper, supra note 21, at 
15; OHLAND & STENMAN, supra note 105, at 28. 
107 COLREGS, supra note 6, Rule 6(a); OHLAND & STENMAN, supra note 105, at 28.  
108 COLREGS, supra note 6, Rule 7. 
109 Id. Rule 7(c). 
110 COLREGS, supra note 6, Rule 8(a); CMI IWG Position Paper, supra note 21, at 15; 
OHLAND & STENMAN, supra note 105, at 20.  
111 COLREGS, supra note 6, Rule 8(a).  
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programming. Rule 19 on Conduct of Vessels in Restricted Visibility 
applies to vessels not in sight of one another when navigating in or near an 
area of restricted visibility. Rule 19 also does not explicitly require human 
presence per se, but in order to comply with the rule, a UMS must have 
the ability to perceive conditions that qualify as restricted visibility and to 
act accordingly.112 

UMS design characteristics often do not match those of traditional 
vessels, so a UMS also may have difficulty complying with some of the 
light and shape requirements in Part C and sound and light signal 
requirements in Part D of the COLREGS, especially without a human 
crew onboard.113 However, Rule 1 authorizes the government to issue a 
certificate of closest-possible compliance for “vessel[s] of special 
construction or purpose,” to allow variance from “the number, position, 
range or arc of visibility of lights or shapes, as well as to the disposition 
and characteristics of sound-signaling appliances.”114 These certificates 
may be useful for many types of DoD UMSs, and they should be 
considered in the design process. To comply with the COLREGS, a UMS 
must not only conform to the characteristics in Parts C and D but also 
must be able to perceive light and shape requirements and sound signals of 
other vessels.115 While Parts C and D do not present rule-based limitations 
that necessarily require a UMS to be manned, programming a UMS to 
perceive sounds, lights, and shapes does present a significant 
technological challenge for UMSs that will be discussed more in Section 
B infra. 

A final rule-based challenge to UMSs under COLREGS is the 
requirement of a human crew for radio communications as a method to 
arrange passage and as a means to communicate distress as demanded in 
Annex IV on Distress Signals.116 Assuming radio equipment is operational 
and has a sufficient range, which can be a challenge,117 a human-operated 
UMS that is controlled remotely (and within range) should be able to 
communicate with other vessels by radio as well as a manned vessel. For 
autonomous vessels, this challenge is greater, but it can likely be 
																																																													
112 OHLAND & STENMAN, supra note 105, at 21–22, 29.  
113 See COLREGS, supra note 6, parts C and D; CMI IWG Position Paper, supra note 21, 
at 15. 
114 COLREGS, supra note 6, parts C and D. 
115 COLREGS, supra note 6, parts C and D; CMI IWG Position Paper, supra note 21, at 
15.  
116 COLREGS, supra note 6, annex IV (explaining radio communications as a method to 
indicate distress); see also Vessel Bridge-to-Bridge Radiotelephone Regulations, 33 
C.F.R. § 26 (2017) (applying to navigable waters of the United States).  
117 See What is VHF?, BLUESEAS, http://www.offshoreblue.com/communications/vhf-
capabilities.php [https://perma.cc/H4KQ-EVSR] (showing that traditional bridge-to-
bridge radio range is generally limited to a transmission radius of 20 nautical miles). 
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overcome by a UMS forwarding radio communications to a remote human 
operator. Notwithstanding, use of voice recognition technology for an 
autonomous UMS to directly communicate by radio is not yet achievable, 
even for the ACTUV Sea Hunter.118 If not for the workaround of 
forwarding communications to a human operator, radio communications 
would present the clearest rule-based hurdle for autonomous UMSs. As 
such, this paper recommends an amendment to Annex IV to clarify that 
UMSs are exempt from radio communications.119 This would also help 
mariners clearly understand an important difference between a UMS and a 
manned vessel. 

As demonstrated by this section, none of the COLREGS Rules 
categorically require the physical presence of a human crew onboard for a 
UMS to comply with the Rules as written. However, a broad reading of 
certain rules, like Rule 5, or a workaround that involves the use of a 
remote human operator, like Rule 2, and the rules on radio 
communications is necessary for even the most advanced UMS to fully 
comply with the COLREGS as written. 

 
B. Technological Challenges to UMS COLREGS Compliance 

Given that the COLREGS are not categorically restricted to 
manned vessels per se, it is also important to address whether UMSs are 
capable of complying with the Rules from an overall technological 
perspective. Unlike Part II, Section B, which discusses technology level as 
a possible factor to determine vessel status, this section assumes the 
COLREGS apply to qualifying UMSs as vessels and focuses, instead, on 
the challenges that technology poses for autonomous or mostly-
autonomous UMSs to comply with the Rules.120 Autonomous varieties of 
UMSs have made significant progress in recent years, but even the most 
advanced autonomous systems are not yet capable of full COLREGS 
compliance without workarounds or modifications to the Rules discussed 
in this section and Section D infra.121  

																																																													
118 Benecki, supra note 40 (stating that Sea Hunter is not yet capable of autonomously 
communicating via radio). 
119 See Coast Guard letter, supra note 81 (stating that possible amendments to the 
COLREGS may be necessary in the areas of ship movements and communications).  
120 See NAVSAC RESOLUTIONS 11-02, supra note 104 (distinguishing between 
autonomous and remote-controlled UMSs regarding the ability to comply with the 
COLREGS and asserting that remote-controlled UMSs should be treated like manned 
vessels); NAVSAC RESOLUTIONS 12-08, supra note 104 (same). 
121 See Benecki, supra note 40; see also Pritchett, supra note 103, at 207 (arguing that 
UMSs are not technologically capable of complying with the COLREGS).  
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The COLREGS technology limitations do not equally apply to all 
types of UMSs. The degree to which the COLREGS present a challenge to 
an unmanned system is directly related to its level of autonomy.122 For 
example, assuming technology is in working order, a manual or remote-
controlled UMS, for which a human makes all decisions, should be able to 
comply with the COLREGS as well as a manned vessel, except for rules 
(if any) that require a human to be physically present onboard the vessel. 
Although not adopted, NAVSAC previously recommended that remote-
controlled UMSs operated by humans should be considered as “manned” 
for COLREGS purposes.123 This rationale should also apply to semi-
autonomous UMSs to a lesser extent because semi-autonomous UMSs 
have human operators to supervise and make certain key decisions. At the 
other end of the spectrum, UMSs with the greatest levels of autonomy will 
have the most difficulty complying with the COLREGS due to the absence 
of a human operator and programming limitations discussed infra.124  

Above all else, technological challenges for autonomous UMSs 
primarily involve the difficulties of programming a UMS to adequately 
perceive “COLREGS-defined lights, shapes, sounds and vessel 
categories,”125 which, among other reasons, is critical to determine when a 
vessel (or UMS) is the stand-on or give-way vessel. A related challenge 
involves programming an autonomous UMS to operate in complex 
environments that involve multiple objects.126 In the Unmanned Integrated 
																																																													
122 DoD Integrated Roadmap, supra note 1, at 16 (discussing levels of autonomy planned 
for UMSs); see also CMI IWG Position Paper, supra note 21 (discussing the relative ease 
that remote-controlled vehicles have to comply with the COLREGS compared to 
autonomous craft).  
123 NAVSAC RESOLUTION 11-02, supra note 104 (Recommending the promulgation of 
“an interpretive rule under 33 C.F.R. Parts 82 and 90 to provide that a vessel being 
operated remotely is considered to be manned and must comply with the applicable 
Navigation Rules and annexes.”); NAVSAC RESOLUTIONS 12-08, supra note 104.  
124 Benecki, supra note 40 (describing limitations of DARPA’s ACTUV Sea Hunter in 
complying with the COLREGS); see also Pranay Agrawhal & John Dolan, COLREGS-
Compliant Target Following for an Unmanned Surface Vehicle in Dynamic 
Environments, 2015 IEEE/RSJ INT’L CONFERENCE ON INTELLIGENT ROBOTS & SYS. 
(IROS), Oct/Sept., https://www.ri.cmu.edu/pub_files/2015/9/IROS-Pranay-Final-
Copy.pdf [https://perma.cc/3HR6-L34J]. 
125 Benecki, supra note 40 (Stating that the DARPA ACTUV Sea Hunter “does not 
presently have the ability to perceive and understand COLREGS-defined lights, shapes, 
sounds and vessel categories.”).  
126 Id. (Quoting a Leidos representative who stated that DARPA’s ACTUV’s current 
level of capability is to operate in open-sea areas outside of congested waters, although 
operating in complicated environments is “quite technically feasible, he suggested—with 
enough funding.”); Pritchett, supra note 103, at 202 (Citing studies showing that UMSs 
have challenges in dynamic environments. “Computational models show that “path 
planning around moving obstacles . . . is Non-Deterministic Polynomial-Time hard (NP-
hard) or, in other words, very difficult,” and “recent field tests of autonomous vessel 
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Roadmap FY2013–FY2038, DoD assumes that its UMSs will need to 
operate in complex scenarios in the vicinity of multiple vessels in major 
shipping lanes and harbors,127 so this limitation on operating in complex 
environments is important. Advances in UMS technology have made 
progress, but not even the most advanced UMSs, like the ACTUV, are 
able to fully comply with the COLREGS or currently operate in these 
challenging scenarios.128  

Notwithstanding these limitations, it is anticipated that autonomous 
UMSs will be able to fully comply with the COLREGS at a future date. 
As such, personnel qualification standards (PQSs), or benchmarks derived 
from these standards, could provide useful programming guidelines for 
engineers developing future UMSs as well as a standard to certify when an 
autonomous UMSs become COLREG-compliant.129 The Navy uses PQSs 
to evaluate the ability of sailors and bridge crews to navigate vessels and 
assess characteristics of other vessels such as lighting, sound, and shape 
signals, to determine appropriate actions in relation to other vessels, and to 
evaluate numerous other requirements of professional seamanship.130 An 
evaluation and certification process similar to a PQS for UMSs could have 
military and civilian applications and ultimately could provide a method to 
determine when a UMS crosses the threshold into full COLREGS 
compliance.131 In the near-term, while rule-based challenges likely can be 
overcome by broad interpretations of the Rules or workarounds using a 

																																																																																																																																																							
systems have demonstrated that in congested waters there is still no substitute for human 
control.”).  
127 DoD Integrated Roadmap, supra note 1, at 82 (Describing the planned physical 
operating environment for a UMS. “The intended physical operating environments for 
UMS are in and around harbors . . . placed within major shipping routes such as the Strait 
of Hormuz, or possibly out in the open ocean. . . USVs must be capable of avoiding 
ships, docks, floating debris, and navigation aids.”). 
128 Benecki, supra note 40 (“Sea Hunter is not yet the maritime equivalent of a Google 
Self-Driving Car, handling rush hour in downtown San Francisco, but it could be likened 
to a freeway-self-driving Tesla Model S.”); see also ROBERT RYLANDER & YEMAO MAN, 
LIGHTHOUSE SWEDISH MAR. COMPETENCE CTR., AUTONOMOUS SAFETY ON VESSELS 47 
(2016), 
http://www.lighthouse.nu/sites/www.lighthouse.nu/files/autonomous_safety_on_vessels_
-_webb.pdf [https://perma.cc/S3SL-Y3YD] (discussing two European projects on 
unmanned systems and recommending an incremental approach as functionality matures 
and legislation catches up to technology).  
129 See Email from Captain Albert Janin, JAGC, USN, Deputy Assistant Judge Advocate 
General for Admiralty and Maritime Law (Nov. 3, 2017, 3:51 PM) (on file with author).  
130 See generally U.S. DEP’T OF NAVY, CHIEF OF NAVAL OPERATIONS INSTR. 3500.34G, 
PERSONNEL QUALIFICATION STANDARDS (15 May 2014).  
131 See id.; Maritime U.K. Code of Practice, supra note 1, §§ 3.3.1, 12.3, 12.4 (outlining 
proposed certification requirements for classes of UMSs (MASS), described in general 
terms).  
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remote human operator, technological challenges for more autonomous 
systems are much harder to overcome. However, this does not mean that 
definitively applying the COLREGS to UMSs is undesirable or 
impossible, given flexibility provided by special categories contained in 
the Rules and discussed in the next section infra.  

 
C. Special Categories 

Noting the challenges above, COLREGS special categories that 
account for vessels unable to fully maneuver and keep out of the way of 
other vessels may be useful for UMSs, especially in the interim period 
before definitive guidance on UMSs is available following completion of 
the IMO scoping exercise. In general, the COLREGS require other vessels 
to give way to vessels in a special category on a hierarchical basis, with 
certain classes of vessels given deference over other classes of vessels 
based on the degree that their ability to maneuver is limited.132 Notably, a 
vessel in a special category is generally required to adhere to certain 
lighting and shape requirements to alert other vessels about its 
limitations.133 As described in Rule 3 (f) and (g), some of these categories 
that may be applicable for a UMS include: (1) vessels not under command 
(NUC), “a vessel which through some exceptional circumstance is unable 
to maneuver as required by these Rules and is therefore unable to keep out 
of the way of another vessel,” and (2) vessels restricted in [their] ability to 
maneuver (RAM), a “vessel which from the nature of her work is 
restricted in her ability to maneuver as required by these Rules and is 
therefore unable to keep out of the way of another vessel.”134 This 
category includes a non-exhaustive list of vessels including those that 
work with undersea cables, underwater operations, replenishment at sea, 
launching and recovering aircraft, and towing operations.135 

The NUC categorization may be appropriate in emergency 
situations, such as when a UMS loses propulsion or when communications 
are lost, but this category is usually temporary and should not be used for 
																																																													
132 COLREGS, supra note 6, Rule 18. 
133 Id. Rule 27(b) (indicating the lighting and shape requirements for vessels with RAM 
status). 
134 Id. Rule 3(g).  
135 Id. (listing the non-exhaustive categories of RAM vessels to include: (i) a vessel 
engaged in laying, servicing or picking up a navigation mark, submarine cable or 
pipeline; (ii) a vessel engaged in dredging, surveying or underwater operations; (iii) 
a vessel engaged in replenishment or transferring persons, provisions or cargo while 
underway; (iv) a vessel engaged in the launching or recovery of aircraft; (v) a vessel 
engaged in mine-clearance operations; (vi) a vessel engaged in a towing operation such 
as severely restricts the towing vessel and her tow in their ability to deviate from their 
course”).  
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UMSs that are operational and retain the ability to navigate.136 Compared 
to NUC status, a vessel can assert RAM status as long as the vessel 
engages in work that restricts its ability to maneuver, so RAM status 
apparently provides an option that would be available for UMSs more 
often.137 UMSs that are involved in certain types of work, like surveying 
activities, easily fit into an express RAM category while conducting this 
work, but since the list of RAM-qualifying activities above is not 
exclusive, the COLREGS would not necessarily prevent “autonomous 
operations” in general from being considered as a category of work that 
restricts the ability of UMSs to maneuver.  

Some have suggested that RAM status may not be available to a 
UMS engaged in routine operations, such as transiting from point A to 
point B, in part because autonomous operation is arguably just a mode of 
operation instead of a “nature of work” that restricts a vessel’s ability to 
maneuver.138 This paper gives some weight to this position and does not 
suggest that RAM status is a panacea to allow UMSs that are not fully 
capable of maneuvering under the COLREGS to operate in a completely 
safe manner or in all circumstances. Nonetheless, RAM status may be a 
useful mitigation tool to increase safety for UMSs that operate under the 
current Rules in advance regulatory guidance by the IMO or other 
organizations. At a minimum, UMSs engaged in work which fits an 
express RAM category, like cable maintenance, would qualify for RAM 

																																																													
136 McLaughlin, supra note 63, at 112 (Arguing that not under command (NUC) status is 
inappropriate for unmanned vessels because it only covers vessels with “an inability to 
take collision avoidance action due to some special circumstance (such as loss of 
propulsion), not the lack of a human on board to command.”); Michael R. Benjamin & 
Joseph A. Curcio, COLREGS-Based Navigation of Autonomous Marine Vehicles, 
AUTONOMOUS UNDERWATER VEHICLES, 2004 IEEE/OES, at 2 (July 2004), 
https://www.researchgate.net/publication/4143876_COLREGS-
based_navigation_of_autonomous_marine_vehicles [https://perma.cc/3Z5D-6DGR]; 
British MLA Response to CMI Questionnaire, supra note 88, at 6 (“The rule [NUC] may, 
however, cover an unmanned ship that has lost its communications owing to loss of 
satellite coverage, for instance.”). 
137 See McLaughlin, supra note 63, at 112; Gogarty & Hagger, supra note 61, at 115; 
Benjamin & Curcio, supra note 136, at 2 (“[i]t is somewhat more conceivable that the 
AMV [autonomous marine vehicle] could be considered a vessel restricted in her ability 
to maneuver”).  
138 OHLAND & STENMAN, supra note 105, at 30 (arguing that RAM status is not 
applicable to UMSs when they engage in normal operations because UMSs are designed 
to work like manned vessels which, like manned cargo ships, do not receive RAM status 
in their daily work); see also Gogarty & Hagger, supra note 61, at 115 (“[i]n the 
alternative, individual vessels within such a swarm might be defined as ‘restricted in their 
ability to manoeuvre’, but that would most likely depend on their level of autonomy, how 
routine the operations they were involved in are, and their ability undertake non-trivial 
navigation in response to environmental stimuli”).  
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status under the existing COLREGS while engaging in this work. In fact, 
several missions the Navy envisions for USVs and UUVs include laying 
undersea sensor grids, mine countermeasures, bottom mapping and 
surveying, and others, easily fall within existing RAM categories.139  

In the alternative, by taking a more expansive view of RAM status, 
UMS operators could assert that “autonomous operations” is a nature of 
work that restricts a UMS’s ability to maneuver. This would require 
operators to ensure that its UMSs comply with the lighting and shape 
requirements of Rule 27(b) for RAM status to the extent required by the 
COLREGS and leave the issue for courts to decide in the event a UMS 
that asserts RAM status is involved in a mishap.140 An expansive 
interpretation of RAM status is defensible under the existing rules,141 but 
an amendment to the COLREGS to explicitly make a UMS operating 
autonomously an express RAM category, similar to an amendment 
proposed by NAVSAC as discussed infra in this Part, Section D,142 is 
preferred because it would more precisely account for UMSs under the 
existing rules. 

 
D. Best Practice Guidance and Amendment Proposals 

Several maritime organizations and industry trade groups have 
proposed regulatory best practices to help regulate UMS operations to 
supplement the requirements in the COLREGS.143 For example, in 2016, 
NAVSAC proposed several non-binding best practices for UMS 
operations to operate alongside the COLREGS in the areas of safety, 
professionalism, respect, and procedures. Those recommendations that 
involve configuring a UMS for safety of navigation include: 

																																																													
139 COMMANDER’S HANDBOOK, supra note 35, §§ 2.3.4−2.3.5. 
140 See COLREGS, supra note 6, Rule 27(b).  
141 It is reasonable to argue that because autonomous UMSs are not yet fully capable of 
keeping out of the way of other vessels in complex environments based on the current 
technological limitations of autonomous operations, RAM status would be appropriate 
under the existing COLREGS for vessels engaged in autonomous operations. See 
Benecki, supra note 40.  
142 NAVSAC RESOLUTION 11-02, supra note 104; NAVSAC RESOLUTION 12-08, supra 
note 104; see also infra Part III, Section D.  
143 For an example of steps taken by this United Kingdom maritime organization to 
review feasibility for unmanned systems operating within international maritime 
organization framework, see U.K. Marine Indus. All., Information Paper Submitted to the 
IMO MSC 95th Session 10 (Marine Autonomous Systems Regulatory Working Grp, 
MSC 95/INF., 2015), 
http://www.maritimeindustries.org/write/Uploads/UKMIA%20Uploads%20-
%20DO%20NOT%20DELETE/The_IMO_regulatory_framework_and_its_application_t
o_Marine_Autonomous_Systems.pdf [https://perma.cc/4M8X-2LZD].  
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• Placement of a flashing white light . . . on UMS that is 
visible for at least two nautical miles at all times while 
operating on or near the surface of the water;  

• Unique retro-reflective markings;  
• Markings that identify the UMS as a UMS, e.g.: 

UNMANNED;  
• Yellow paint;  
• An Automatic Identification System (AIS) that 

broadcasts a unique identifier; e.g., UNMANNED;  
• A radar transponder that displays Morse code Romeo 

(“.-.”);  
• A sound producing device that, if practicable, can 

produce the sound signal Morse code Romeo (“.-.”); 
and  

• Use of a position recorder.144  
 

While they have not been adopted by the Coast Guard to date, 
these proposals could be published in a Navigation Vessels Inspection 
Circular (NVIC) that would promulgate guidance for United States 
UMSs.145 Similarly, the United Kingdom’s MASRWG recently published 
a comprehensive and voluntary Code of Practice for British UMSs.146 
While guidance that may be provided by the Coast Guard will not 
necessarily apply to DoD’s UMSs, it may be in DoD’s interests to follow 
those recommendations that advance navigation safety. At the same time, 
DoD has certain military requirements for its UMSs that may not be 
consistent with every best practice proposed by the Coast Guard. For 
example, a Navy UMS may need to conceal its location on occasion, 
making a requirement for every UMS to identify itself with a flashing 
white light impractical for military UMSs. 

In addition to best practices, some organizations have proposed 
amending the COLREGS themselves to better account for UMSs. For 
example, in 2011 and 2012, NAVSAC proposed amending the COLREGS 
by: (1) requiring UMSs to be equipped with AIS, if practicable; (2) adding 
self-propelled, unmanned autonomously operating vessels to the 
																																																													
144 NAVSAC RESOLUTION 16-01, supra note 21. 
145 See Naval Vessel Inspection Circulars, U. S. COAST GUARD, 
http://www.dco.uscg.mil/Our-Organization/NVIC/Year/2010/ [https://perma.cc/L4FL-
QNQS] (showing that as of November 25, 2018, the Coast Guard has not yet published 
an NVIC on UMS operations).  
146 Maritime U.K. Code of Practice, supra note 1 (comprising a manual of best practices 
for UMS (MASS) in the United Kingdom ranging from operations, to design and 
manufacturing standards to navigational characteristics involving lights, shapes, and 
sound signals, to system and operator certification, to pollution and other matters). 



2018 GEORGETOWN LAW TECHNOLOGY REVIEW 151 

categories of vessels restricted in their ability to maneuver; (3) limiting the 
application of Rule 5 on look-outs to manned vessels, and (4) creating new 
light and flag requirements for UMSs.147 These amendments were not 
adopted by the Coast Guard, and as this Part suggests, amendments to the 
COLREGS are not necessarily a precondition for UMSs to operate under 
the Rules. However, the proposed amendments to list “autonomous 
operations” as a category of work that expressly qualifies for RAM status 
and exempts UMSs from the look-out requirement,148 would better 
account for UMSs without compromising an obvious military 
requirement. Along with an amendment to exempt UMSs from the radio 
communications provisions, discussed supra in Section A of this Part, 
these amendments would be useful for the United States to advocate in the 
IMO exercise. Other amendments proposed by NAVSAC to require AIS 
and specific light and flag requirements for UMSs would provide greater 
clarity but may unduly constrain military requirements, unless waivable.149  
 

IV. ADMIRALTY LAW CONSIDERATIONS 

UMSs also raise a host of novel issues in admiralty law including 
questions about how the doctrines of seaworthiness, limitation of liability, 
in rem liability, and others apply to this new technology.150 At first glance, 
the issue of maritime liability for UMS operations seems like something 
that should concern the civilian shipping industry more than the Navy, 
DoD, and the United States government in general. However, the United 
States government has a broad waiver of sovereign immunity for civil 
liability in admiralty incidents involving its public vessels.151 Much like 
																																																													
147 NAVSAC RESOLUTION 11-02, supra note 104; NAVSAC RESOLUTION 12-08, supra 
note 104; Norris, supra note 10, at 49–51 (commenting on the proposed amendments by 
NAVSAC, noting that NAVSAC “appears to have implicitly recognized that at least 
some UMSs satisfy the broad COLREGS definition of “vessel,” but cautioning that as of 
publication of his article, they have not been formally adopted by the Coast Guard or 
forwarded to the IMO). 
148 NAVSAC RESOLUTION 11-02, supra note 104; NAVSAC RESOLUTION 12-08, supra 
note 104.  
149 COLREGS, supra note 6, Rule 1(e) (discussing waivers for vessels of special 
construction or purpose); see id. Parts C and D.  
150 See generally Michal Chwedczuk, Analysis of the Legal Status of Unmanned 
Commercial Vessels in U.S. Admiralty and Maritime Law, 47 J. MAR. L. & COM. 123, 
156–66 (2016) (discussing implications of unmanned vessels for admiralty and maritime 
law including an issue of in rem liability for unmanned vessels that could be an important 
consideration for civilian unmanned vessels, but generally inapplicable to U.S. 
government unmanned vessels because the U.S. cannot be sued in rem under the waiver 
of sovereign immunity in the Public Vessels Act). 
151 See Suits in Admiralty Act, 46 U.S.C. § 30901–30918 (2018); Public Vessels Act, 46 
U.S.C. §§ 31101–31113 (2018); Canadian Aviator, Ltd. v. United States, 324 U.S. 215 
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other areas in tort law in which the Federal Government faces liability, the 
United States waives sovereign immunity for collisions involving the 
operation of its public vessels under the Suits in Admiralty Act and the 
Public Vessels Act.152 This waiver allows the United States to be sued in a 
federal district court for operations of its public vessels worldwide, subject 
to limitations in the Public Vessels Act.153 If a Navy or other United States 
government-owned or operated UMS falls within the scope of the Public 
Vessels Act as a “public vessel,” the United States government may be 
liable for damages caused by the operation of the UMS and potentially for 
compensation for towage or salvage services rendered to the UMS.154  

On one level, definitive application of the COLREGS over most 
UMSs as vessels would provide greater clarity to how courts would 
analyze a mishap involving a UMS. For example, assume a manned vessel 
and a UMS collide. In a normal scenario, involving two manned vessels, 
the admiralty presumptions related to COLREGS compliance would apply 
to both vessels. As vessels, both the manned vessel and the UMS vessel 
would be subject to the COLREGS, and the vessel at fault would be found 
liable under normal negligence principles. However, given uncertainty 
about COLREGS’ application to a UMS, it is possible that a court would 
find the UMS to be a vessel for COLREGS’ purposes. As a vessel, courts 
may place a high burden on the UMS for any procedural non-compliance 
with the COLREGS that could result in its operator being found liable.155 
																																																																																																																																																							
(1945) (“Since we hold that the Public Vessels Act was intended to impose on the United 
States the same liability (apart from seizure or arrest under a libel in rem) as is imposed 
by the admiralty law on the private shipowner . . . .”). Note that waiver of sovereign 
immunity in the admiralty context is a waiver for civil liability purposes only and does 
not implicate the waiver of sovereign immunity in the UNCLOS context mentioned, 
supra note 32. 
152 46 U.S.C. § 31102.  
153 Id.  
154 Id. A related consideration is that if the United States takes the position that an UMS 
is definitively a vessel under the COLREGS, it could become more difficult for the 
United States to later to assert that its UMSs are not public vessels under the Public 
Vessels Act, should it desire to attempt to limit exposure in future litigation.  
155 The Pennsylvania, 86 U.S. 125, 1998 AMC 1506 (1873) (holding that both parties are 
liable for violations of procedural rules, one for exceeding safe speed and the other for 
using a bell instead of a foghorn in dense fog).  

But when, as in this case, a ship at the time of a collision is in actual 
violation of a statutory rule intended to prevent collisions, it is no more 
than a reasonable presumption that the fault, if not the sole cause, was 
at least a contributory cause of the disaster. In such a case the burden 
rests upon the ship of showing not merely that her fault might not have 
been one of the causes, or that it probably was not, but that it could not 
have been. Such a rule is necessary to enforce obedience to the mandate 
of the statute. 

Id. at 136.  
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It is equally possible for a court to find that a UMS is not a vessel, and 
therefore not subject to the COLREGS, removing any burden against the 
UMS and resulting in the opposite conclusion.  

As demonstrated by this scenario, COLREGS violations are 
important to the issue of causation and apportionment of liability in 
admiralty law.156 The Pennsylvania Rule is the controlling precedent on 
this issue in the United States.157 This rule derived from The Pennsylvania 
case in which the Supreme Court found two vessels colliding in dense fog 
to be equally at fault when each violated a statutory rule, one for 
exceeding safe speed and the other for using a bell instead of a foghorn as 
required.158 Under the Pennsylvania Rule, a vessel that is involved in an 
accident and is found to be in violation of a safety statute or regulation 
(e.g. a COLREGS Rule) is presumed to be at fault unless it meets the high 
burden to prove that the violation could not have caused the accident.159

 

For example, a vessel that alters course to port in a meeting situation 
instead of altering to starboard as required by the COLREGS Rule 14,160 
and then collides with another vessel, would have the burden to show that 
its non-compliance with the Rule did not and could not have caused the 
collision.161 Uncertainty about whether the COLREGS govern UMSs 
confuses this presumption for UMS mishaps, resulting in uncertainty 
about liability for UMS operators, including the United States military.  

A clearer regulatory environment in which the COLREGS 
definitively apply to a broad range of UMSs would not only remove this 
uncertainty but could also incentivize technological development. If a 
broad range of UMSs, including lower technology devices that meet 
vessel requirements discussed in Part II, Section B,162 are recognized as 
vessels subject to the COLREGS, owners and operators of less-than-fully-
compliant UMSs would face a more certain risk of liability under the 
Pennsylvania Rule for any mishap involving a UMS if the UMS violates 
one or more of the COLREGS.163 This risk of liability would impact the 

																																																													
156 See Pritchett, supra note 103, at 206 (discussing The Pennsylvania Rule that “[i]n 
addition to preventing collisions, the navigational rules play an important part in 
apportioning liability when accidents do occur”). 
157 The Pennsylvania, 86 U.S. at 125. 
158 Id. at 125, 136. 
159 Id. at 136. 
160 COLREGS, supra note 6, Rule 14(a) (altering course to starboard is generally required 
in head-on situations to allow for a port-to-port passage). 
161 See id. (referring to crossing situation (Rule 15)). 
162 See discussion supra Part II, Section B (arguing that UMSs that possess a baseline 
technology level of steering and propulsion should not be excluded as COLREGS vessels 
per se even if they are less capable and have lower technology).  
163 See supra notes 155−59 and accompanying text.  
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least COLREGS-compliant, lowest technology, UMSs the most164 and 
would therefore incentivize development of better, more compliant 
technology. In the long-term, these incentives may result in advances to 
unmanned technology benefitting private industry and the military alike.  

To date, few UMSs’ collisions with other vessels have resulted in 
lawsuits, perhaps, because UMSs have not yet become prevalent in the 
maritime environment.165 With the anticipated increase in UMSs in future 
years, however, this will undoubtedly change. Accordingly, definitive 
action by the IMO on COLREGS application to UMSs will help lessen 
uncertainty about liability for UMSs, while potentially spurring 
technological development. In the meantime, operating UMSs in a 
cautious manner, perhaps in close-proximity to launching platforms and 
outside busy shipping lanes, taking advantage of mitigation measures such 
as RAM status,166 and following best practices (when available) that are 
appropriate for DoD UMSs, would help to mitigate these risks. 

 
V. ALTERNATIVES TO VESSEL STATUS UNDER COLREGS 

The argument for definitive recognition of UMSs as vessels 
subject to the COLREGS is not universally accepted, so it is also 
important for decision-makers working on these issues to consider 
regulatory options other than the COLREGS to govern UMS navigation. 
This section analyzes four alternatives to the position that UMSs should be 
governed by the COLREGS: (1) identifying UMSs as something other 
than COLREGS vessels, such as military devices that would follow a 
navigation regime distinct from the COLREGS;167 (2) linking UMS 
navigational status to that of its launching platform;168 (3) classifying 
																																																													
164 See Savitz, supra note 26, at 11 (indicating that the “overwhelming majority” of 
higher technology UMSs at TRL 8 or 9 are developed in the United States and friendly 
countries). 
165 See Halle v. Galliano Marine Serv., L.L.C., No. 15-5648, 2016 U.S. Dist. LEXIS 
51572 at *1 (E.D. La. Apr. 18, 2016) (citing to prior hearing involving the status of an 
ROV in a non-collision context where no reported cases involving a collision with a 
UMS has been located); see also MLAUS response to CMI Questionnaire, supra note 32, 
at 12 (stating that research revealed no case involving a collision with a remote-
controlled or autonomous UMS for which the principle of “good seamanship” was in 
question); British MLA response to CMI Questionnaire, supra note 88, § 4.3 (stating that 
the issue whether a UMS can meet Rule 5 look-out requirements has yet to come before 
its (United Kingdom) courts).  
166 See supra Part III, Section C.  
167 Vallejo, supra note 9, at 428 (“Defining UMVs as ‘military devices’ would be 
consistent with previous definitions of military devices and could shield the United States 
from liability in the event of a tort at sea. UMV technology is not compatible with the 
COLREGS as they are currently formed.”).  
168 Norris, supra note 10, at 23−24. 
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certain UMSs that qualify as warships;169 and (4) keeping the status quo 
for which COLREGS application remains uncertain. 

 
A. Novel Category 

The first alternative, posed by author Daniel A. G. Vallejo, against 
COLREGS governance for UMSs is to identify UMSs as something other 
than a vessel, such as military devices, to obviate the requirement for 
UMSs to comply with the COLREGS.170 This position is primarily based 
on two concerns with COLREGS application (also raised in Part III, 
Sections A and B); first, that UMSs cannot comply with the COLREGS as 
written without the physical presence of humans, which Mr. Vallejo 
asserts is necessary, and second, UMSs are technologically incapable of 
complying with the Rules as asserted by Mr. Vallejo and others.171 The 
same author suggests that the time to amend the COLREGS to encompass 
UMSs would result in long delays and that governments are unlikely to 
delay UMS operations until the COLREGS are amended.172 Therefore, 
Mr. Vallejo argues, an interim and separate navigation regime for UMSs 
as military devices to exist outside the COLREGS is preferable to granting 
UMS vessel status.173  

Assuming that amending the COLREGS is a precondition to UMS 
operations,174 this paper asserts that the challenges associated with 
amending the Rules should not divert the IMO and maritime community 
into developing a second set of rules for UMSs. Moreover, the creation of 
two separate sets of rules, one for manned vessels and the other for UMSs, 
is ill-advised, even as an interim step, because it would cause unnecessary 
confusion. Under the COLREGS, it is reasonably certain that if vessel A 
does X, vessel B is supposed to do Y. A second set of rules would throw 
these basic presumptions in doubt and would require mariners to learn 
another set of rules that would operate simultaneously with the COLREGS 

																																																													
169 See id. at 27−30.  
170 See Vallejo, supra note 9, at 428; see also Pritchett, supra note 103, at 207.  
171 See Vallejo, supra note 9, at 422−28 (“As they are written, the COLREGS are too 
based on human action and thought, and right now technology doesn’t have the capability 
to mimic such foresight.”). 
172 See id. at 408, 415−16 (“Further, amending the COLREGS would not be in the best 
interest of time because the military will most likely deploy UMVs before the regulations 
can be amended.”).  
173 See id. at 427. 
174 But see discussion supra Part III (concluding that amendment to the COLREGS to 
account for UMSs is not necessary, subject to certain caveats, because the Rules as 
written do not present an insurmountable hurdle for UMSs, while best practices and 
certain amendments are desirable).  
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in the same sea space,175 increasing complexity in an already complicated 
maritime environment.  
 

B. UMS as Adjunct or Component of Launching Platform 

Another alternative to COLREGS vessel status, discussed by some 
authors, is to consider a UMS to be an adjunct or component of a 
launching platform, like an ROV in admiralty law.176 This is similar to a 
position taken by certain other states with respect to UMS warship 
status.177 Under this paradigm, a UMS would not exist as an independent 
entity under the COLREGS, but instead a UMS would be considered as a 
part of the platform that launches it for navigation purposes.178 This option 
also may be workable for UMSs that operate in close proximity to 
launching platforms, but it would be impractical for UMSs as a whole for 
several reasons. First, UMSs increasingly operate at distances far from 
their launch platforms for extended periods of time.179 Therefore, it would 
be difficult and often impossible for vessels that encounter remote UMSs 
to link a UMS to a particular launch platform. Second, classifying a UMS 
as a component of a launch platform is also unsatisfactory for UMSs that 
are not launched from sea-based platforms, such as UMSs that launch 
from shore or from the air. Furthermore, the United States Navy has long 
taken the position that its UMS vehicles possess sovereign immunity and 
navigation rights that are independent of their launch platforms.180 The 
Navy could change its doctrine on this point, but this may have other 
undesirable ramifications in doctrine and policy (e.g. if UMSs no longer 
have independent status, it may impact assertions of independent 
sovereign immunity or passage rights for its unmanned vehicles), so a 
change in this direction is unlikely.  
 
 
																																																													
175 Distinct rules for UMSs and manned vessels operating in the same sea space is unlike 
the International and Inland Rules in the COLREGS that do not operate in the same 
geographical space. Instead, they operate different geographic spaces divided by 
demarcation lines. See supra note 13 and accompanying text.  
176 See Norris, supra note 10, at 23−24 (Discussing whether UMSs can be treated as 
adjuncts or components of their deploying platforms and arguing against this position 
“based upon an assumption that, in accordance with U.S. Navy doctrine, UMSs are 
separate entities, with a controlling legal regime that is separate and independent from 
that of its deploying platform.”). See generally supra note 59 for a discussion of ROVs. 
177 See Logan, supra note 11, at 30.  
178 See id.; Norris, supra note 10, at 23−24.  
179 Benecki, supra note 40 (describing extended deployment capabilities of the ACTUV).  
180 COMMANDER’S HANDBOOK, supra note 37, §§ 2.3.6, 2.5.2.5; Norris, supra note 10, at 
23.  



2018 GEORGETOWN LAW TECHNOLOGY REVIEW 157 

C. UMSs as Warships 

Another important consideration for the UMS-COLREGS 
discussion is that some UMSs operated by the military could potentially 
meet the requirements under international law and United States policy to 
be classified as warships.181 Warship classification for UMSs would be 
similar to unmanned aerial systems (UAS) that DoD considers to be 
“military aircraft” and classifies as manned military aircraft.182 Warship 
status is critical to a variety of considerations under the law of armed 
conflict, but by itself, granting certain UMSs warship status would not 
increase navigational certainty for these UMSs under the COLREGS. 
Additionally, it is likely to be much more difficult to achieve a consensus 
for UMSs to be internationally recognized as warships as opposed to 
achieving consensus on basic vessel status.183  

First, warships, as a subset of ships or vessels, must comply with 
the COLREGS like any other vessel with minor exceptions for some light, 
shape, and sound requirements,184 so the impact of the COLREGS on 
warships is largely the same as for other vessels. Without definitive 
recognition by the international community that a UMS can qualify as a 
warship, designating UMSs with warship status would not advance 
navigational certainty for UMSs any more than vessel status until this 
issue is resolved. Second, UMSs do not easily meet the definition of a 
warship in UNCLOS or in customary international law.185 Among other 
criteria, a “warship” must be “under the command of a commissioned 
officer” and “manned by a crew which is under regular armed forces 
discipline.”186 Some commentators have indicated that the definition for a 
warship could be read broadly to cover some types of UMSs, much like 
UASs, insofar as remote human operators could stand in as “commanding 

																																																													
181 See Norris, supra note 10, at 27–32. 
182 COMMANDER’S HANDBOOK, supra note 37, § 2.4.4.  
183 See Groves, supra note 89, at 3, 6, 10 (discussing strong opposition by certain state 
and non-governmental organizations to recognition of international norms to govern 
autonomous weapons systems).  
184 See COLREGs, supra note 6, Rule 1(c); Norris, supra note 10, at 27.  
185 See Norris, supra note 10, at 27–30; Henderson, supra note 63, at 67 (“A UUV is, of 
course, unmanned by definition and therefore lacks a crew or commanding officer. It 
cannot then be a warship per se, even if deemed a vessel in its own right. But under the 
“component” theory discussed supra, UUVs might still be considered extensions of the 
launching/controlling warship.”); Logan, supra note 11, at 24–28 (discussing policy 
considerations and practical impediments to designating a UMS as a warship, arguing for 
a “use-based” test to classify a UMS).  
186 UNCLOS, supra note 5, Art. 29 (providing the definition of a warship). 
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officers” and “crew.”187 If this hurdle is overcome, the United States could 
designate a UMS as a warship by policy, so warship status is theoretically 
possible.188 However, from a practical perspective, aside from the need to 
meet the same requirements for vessel status, warships also carry 
additional legal implications beyond peacetime issues encountered by 
regular vessels such as entitlement to exercise belligerent rights.189 Based 
in part on these implications, reaching consensus for the status of 
unmanned warships is likely to be much more controversial than achieving 
consensus that UMSs are COLREGS vessels.190 As such, this paper 
recommends that the United States seek to clarify the status of its military 
UMSs as COLREGS vessels via the IMO independently of the question of 
warship status. 

 
D. Retaining the Status Quo 

A final alternative to considering UMSs vessels for COLREGS 
purposes is to keep the status quo in which COLREGS application would 
remain uncertain. One argument in support of the status quo is that 
ambiguity may afford the United States (and DoD) flexibility to continue 
designing, testing, and operating UMSs without a concern for whether the 
COLREGS apply.191 Similar flexibility for UMSs based on an uncertain 
status may or may not be advantageous to DoD’s UMSs in the law of the 
sea context.192 However, given the projected increase in UMS numbers 
and operations in future years, uncertainty about the COLREGS will 
become more dangerous to navigation safety over time and would not 
appreciably benefit UMS operators or manned vessels, whether they are 
civilian or military. The fact that autonomous vessels like the ACTUV Sea 
Hunter are now able to operate at extreme distances from their launch 

																																																													
187 See Norris supra note 10, at 27–30 (for an explanation on the definition of warship 
within UNCLOS and the position that there is no absolute bar within UNCLOS art. 29 to 
define an unmanned maritime system as a warship). 
188 See Logan, supra note 11, at 26.  
189 See Norris, supra note 10, at 30–59 (discussing the legal ramifications involved with 
vessel and warship status, to include considerations on the entitlement to exercise 
belligerent rights); id. at 24–28.  
190 See Groves, supra note 89, at 3–10.  
191 But see DoD Integrated Roadmap, supra note 1, at 81–82 (Asserting that USVs must 
comply with COLREGS as a planning factor in the physical and policy and regulatory 
environment, “[u]nmanned systems programs must consider all the policies and 
regulations of the appropriate authorities as program planning begins” and “USVs must 
operate in accordance with collision regulations (COLREGS).”). 
192 See, e.g., Norris, supra note 10, at 40 (describing the uncertain status of UMS 
navigation rights under UNCLOS). 
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platforms and controllers only increases the risks of regulatory uncertainty 
of navigational safety for all parties on the world’s oceans.193  

 
VI. CONCLUSION AND RECOMMENDATION 

A decision by the IMO to definitively recognize that most UMSs 
are governed by the COLREGS as vessels should not negatively impact 
DoD and Navy UMS operations for four primary reasons. First, because 
most of DoD’s UMSs would likely qualify as vessels at the present time 
under broad domestic and foreign standards; (except for immobile, 
unpowered or physically-connected types as discussed, supra at Part II, 
Section B) definitive recognition of UMSs as vessels would simply 
increase certainty on this issue.194 Second, the COLREGS only present a 
major challenge to a subset of UMSs that operate autonomously or 
mostly-autonomously. Most UMSs are not autonomous and will not be in 
the near-term, or even the middle-term,195 and aside from rules, like Rule 
5, that arguably require human presence, remote-controlled variants 
should be able to comply with the COLREGS without much difficulty. 
Third, the Rules do not govern UUVs when they are below the surface, 
which accounts for a significant portion of UMS operations.196 Finally, at 
least since 2013, DoD has assumed its UMSs will follow the COLREGS 
as a planning factor for future development, so COLREGS application 
aligns with planning.197 Overall, the most serious challenges of 
COLREGS compliance are limited to the subset of UMSs that operate 
autonomously (or mostly-autonomously) on the surface.198 The challenges 
for this UMS subset can be mitigated by RAM status, especially while 
																																																													
193 Benecki, supra note 40.  
194 See generally Part II, Section B. As of the date of this writing, no reported decisions 
have been found that precisely illustrate this point. Nonetheless, this paper asserts that a 
broad or inclusive interpretation of vessel status to cover most UMSs is in accordance 
with existing law and regulations.  
195 See DoD Integrated Roadmap, supra note 1, at 72 (indicating that higher levels of 
automation are planned by DoD in the long-term future state). 
196 See supra note 43 and accompanying text; see also ASS’N FOR UNMANNED VEHICLE 
SYS. INT’L, UNMANNED MAR. VEHICLES: CORE CAPABILITIES & MKT. BACKGROUND 5 
(Aug. 8, 2013), https://higherlogicdownload.s3.amazonaws.com/AUVSI/b657da80-1a58-
4f8f-9971-7877b707e5c8/UploadedFiles/AUVSIUMVCoreCapabilities08-08-13.pdf 
[https://perma.cc/3FJM-T8Q7] (stating that in 2013, UUVs comprised 28% of all 
unmanned maritime vessels).  
197 DoD Integrated Roadmap, supra note 1, at 82.  
198 See COLREGS, supra note 6, Rule 1(a) (stating that COLREGS do not govern 
subsurface operations in Rule 1(a)); NAVSAC RESOLUTION 11-02 supra note 104, 
Section III (indicating that remote-controlled UMSs should be treated like manned 
vessels and should not have as many concerns as autonomous vessels); NAVSAC 
RESOLUTION 12-08, supra note 104. 
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engaged in missions envisioned by DoD for UMSs that easily qualify for 
RAM status under the COLREGS,199 and later by following best practice 
recommendations or regulatory guidance as appropriate.  

Although this paper asserts that UMSs can operate under the 
COLREGS framework, subject to caveats and mitigation measures 
discussed supra in Part III, the evolution towards full regulatory 
recognition of UMSs as vessels and certainty of COLREGS application 
will not occur quickly. Instead, the regulatory environment for UMSs 
likely will go through three general phases before the IMO takes action, 
which likely will not occur until years after the regulatory scoping 
exercise is complete in 2020.200 During the first phase, UMSs will 
continue to operate in advance of adequate guidance in an uncertain 
regulatory environment, as they do today. During this period, it is 
advisable for UMSs to operate cautiously and to minimize risks of 
liability, for example, by using RAM status (if applicable), remaining 
close to launch platforms, and by staying away from busy ports, sea lanes, 
and congested waters, to the extent possible.  

The second phase towards greater regulatory certainty will likely 
involve UMSs operating under interim guidance, like the Code of Practice 
published by the United Kingdom Marine Industries Alliance and best 
practices that may be promulgated by the United States Coast Guard.201 
DoD should be involved in shaping and following best practices and 
interpretive guidance that contribute to navigation safety and do not 
compromise military requirements. The third phase will involve action by 
the IMO. As a result of the regulatory scoping exercise, at a minimum, the 
IMO and international community should reach a consensus that the 
COLREGS definitively govern UMSs. This consensus should be pushed 
by the United States, based on military and non-military perspectives, but 
resolution on the issue within the International Rules must come from the 
IMO.202  

Definitive recognition by the IMO that UMSs are COLREGS 
vessels, to the extent they meet the definition, could take several forms 
including an official pronouncement by the IMO, publication or 

																																																													
199 See supra Part III, Section C.  
200 See IMO Maritime Safety Committee Ninety Eighth Session, supra note 82 
(describing the regulatory scoping exercise and its expected completion date of 2020).  
201 See NAVSAC RESOLUTION 16-01, supra note 21 (recommending a series of best 
practices for UMSs to provide guidance, information and awareness for UMS operators).  
202 See NAVIGATION RULES AND REGULATIONS HANDBOOK, supra note 13, at i (showing 
that amendments to the International Rules are made through the IMO).  
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modification of interpretive guidance,203 or possibly an amendment to 
modify Rule 1 on Application. This amendment should read: “These Rules 
shall apply to all vessels, manned and unmanned (inserted language), upon 
the high seas and in all waters connected therewith navigable by seagoing 
vessels.”204 While amendments to clarify the COLREGS to better account 
for UMSs are not a necessary precondition for COLREGS application, 
assuming broad interpretation of the Rules, workarounds using remote 
human operators, and mitigation measures like RAM status, this paper 
recommends the adoption of three amendments discussed supra in Part III, 
Section D: (1) exempting UMSs from look-out requirements,205 (2) 
explicitly recognizing unmanned autonomous navigation as a RAM 
category,206 and (3) exempting UMSs from radio communication 
requirements for safe operations.207 These amendments would be 
particularly helpful to navigation safety and are unlikely to interfere with 
military interests.  

Recent efforts by the United States, the IMO, and other maritime 
organizations to address the challenges of UMSs are encouraging. The 
United States, informed by its military’s unique perspective, should take 
the lead on this issue at the IMO and help achieve consensus to place 
unmanned technology squarely within the international framework on 
maritime navigation. Definitive recognition of UMSs as COLREGS 
vessels by the IMO would benefit not only the civilian industry but also 
the United States military by providing a more certain operating 
environment, limiting the ability of adversaries to exploit regulatory 
uncertainty against its operations,208 and incentivizing the development of 
UMS technology in the long-run.209 
	

																																																													
203 See CMI IWG Position Paper, supra note 21, at 20–21 (asserting that interpretative 
guidelines may be sufficient for remote-controlled UMSs, but amendments to the 
COLREGS are likely necessary for autonomous vessels).  
204 COLREGS, supra note 6, Rule 1(a).  
205 NAVSAC RESOLUTIONS 11-02, supra note 104. 
206 Id. 
207 See COLREGS, supra note 6, Annex iv; Coast Guard Letter, supra note 81 (Stating 
that the “IMO Conventions, such as the COLREGS and SOLAS, will likely need 
amendments to address ship-to-ship movements and communication requirements for 
their safe operation.”).  
208 See Kraska & Pedrozo, supra note 18 (arguing that the Chinese seizure of the UMS 
violated the COLREGS, among other violations of international law). As shown by 
recent high-profile incidents supra Part I, greater certainty that the COLREGS govern 
UMSs as vessels under the rules may also limit the ability of foreign adversaries to ignore 
the COLREGS to the detriment of United States UMS operations.  
209 See discussion supra Part IV. 
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INTRODUCTION 
 

Your personal information has already been stolen. Statistically 
speaking, that is.1 From 2005 to 2017, 7,674 data breaches exposed over 
one billion U.S. consumer records.2 While this statistic includes the eighty 

																																																													
* Duke University School of Law, J.D./LL.M in Law and Entrepreneurship, 2018. I 
would like to thank Professor Rebecca Rich and the members of her Fall 2017 Scholarly 
Writing Workshop for their invaluable guidance and feedback during the planning and 
drafting stages of this article.   
1 In Spring 2016, the Pew Research Center study found that 64% of Americans had 
experienced a breach of their personal information. Given this information, combined 
with the almost half of Americans’ data compromised in the Equifax hack in 2017, it is 
more likely than not that an American’s data has been breached. Kenneth Olmstead & 
Aaron Smith, Americans and Cybersecurity, PEW RESEARCH CTR. (Jan. 26, 2017), 
http://www.pewinternet.org/2017/01/26/americans-and-cybersecurity 
[https://perma.cc/R9TZ-CT5EDE2E-RW5J]. 
2 Robert Farrington, Calm Down! Your Identity Has Already Been Stolen, THE COLL. 
INV’R (Sept. 14, 2017), https://thecollegeinvestor.com/20167/identity-stolen 
[https://perma.cc/V2WK-CNJG]. Global statistics are even more alarming. Over 4 billion 
records were stolen in 2016 in over 4000 hacking incidents. Herb Weisbaum, More Than 
4 Billion Data Records Were Stolen Globally in 2016, NBC NEWS (Jan. 30, 2017, 7:31 
AM), https://www.nbcnews.com/storyline/hacking-in-america/more-4-billion-data-
records-were-stolen-globally-2016-n714066 [https://perma.cc/5G8Y-XEAN]. For further 
information, Breach Level Index presents a chilling real-time count of records stolen in 
data breaches worldwide as well as a detailed list of those security incidents. Data Breach 
Statistics, BREACH LEVEL INDEX, http://www.breachlevelindex.com  
[https://perma.cc/B8BY-72VH].  
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million Social Security numbers stolen in Anthem’s 2015 hack,3 it does 
not account for the 145.5 million Social Security numbers that were 
compromised in the 2017 Equifax hack.4 These hacks are not idle threats 
to consumers: $16.8 billion was stolen from U.S. consumers through 
identity theft in 2017.5  

The reality is that data storage on the Internet is more 
interconnected than ever. Hackers may only gain access to a person’s 
email address and password—a problem with a seemingly simple solution: 
just change the password. But those hackers may have gained access to 
more than someone’s innocent email conversations. One survey estimates 
that thirty-five percent of adults keep sensitive medical and financial 
information in their email, including bank statements, tax returns, and 
health records.6 A significant percentage of adults also store loan and 
mortgage information, pin numbers and passwords, and other personal 
records both in their email accounts and through cloud-based storage 
platforms, like Dropbox and Google Drive.7 These accounts, once 
compromised, can be a treasure trove of data for hackers, warranting years 
of credit monitoring, cancellation, and reestablishment of accounts, often 
causing anxiety for victims.8  

Yet courts presented with data breach claims still assert that 
“plaintiffs do not explain how the stolen data would be used to perpetrate 

																																																													
3 In 2015, health insurance company Anthem suffered a data breach of 80 million 
customer records. Farrington, supra note 2. 
4 Id. Nor does this statistic include the recent estimates by Yahoo that 3 billion user 
accounts, rather than its earlier estimates of 1 billion, were compromised in the 
company’s 2013 data breach. Lily Hay Newman, Yahoo's 2013 Email Hack Actually 
Compromised Three Billion Accounts, WIRED (Oct. 3, 2017, 7:29 PM), 
https://www.wired.com/story/yahoo-breach-three-billion-accounts 
[https://perma.cc/86CG-UUTR]. 
5 Facts and Statistics: Identity Theft and Cybercrime, INS. INFO. INST., 
https://www.iii.org/fact-statistic/facts-statistics-identity-theft-and-cybercrime 
[https://perma.cc/R4RB-252C].  
6 LexisNexis Risk Solutions, LexisNexis Risk Solutions-Sponsored Survey Finds More 
Than One-Third of Americans Store Tax, Bank, Health and Other Sensitive Records in 
Email, Cloud and Electronic Systems, PR NEWSWIRE (Oct. 3, 2016), 
https://www.prnewswire.com/news-releases/lexisnexis-risk-solutions-sponsored-survey-
finds-more-than-one-third-of-americans-store-tax-bank-health-and-other-sensitive-
records-in-email-cloud-and-electronic-systems-300338041.html [https://perma.cc/8PK3-
HBRL]. 
7 Id. 
8 See Adam Shell, Equifax Data Breach Could Create Lifelong Identity Theft Threat, 
USA TODAY (Sept. 9, 2017), 
https://www.usatoday.com/story/money/2017/09/09/equifax-data-breach-could-create-
life-long-identity-theft-threat/646765001 [https://perma.cc/UB8C-9XVK]. 
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identity theft”9 or “[a]ppellants have alleged no misuse, and therefore, no 
injury.”10 Similarly, courts have been disinclined to accept that hackers 
can cause damage with nontraditional identifying information: “[w]ithout 
a hack of information such as social security numbers, account numbers, 
or credit card numbers, there is no obvious, credible risk of identity theft 
that risks real, immediate injury.”11 The U.S. judicial system has yet to 
reconcile the threat of data theft with the reality of its compounding 
impact.  
  When someone’s identity is stolen and used to make fraudulent 
purchases or to open new accounts, there is often no legal recognition of 
economic injury—credit card companies will waive fraudulent charges 
and closure of falsified accounts is costless. However, victims must 
sacrifice valuable time they could have spent on work, family, education, 
and other life experiences to deal with the aftermath of identity theft and 
complete tasks such as closing existing online and financial accounts.12 A 
2015 report focusing on the emotional impact of identity theft, 
promulgated by the recent data breach expert, Equifax, stated that victims 
often experience similar emotions as trauma survivors, such as feelings of 
vulnerability and isolation, in addition to suffering from financial stress.13 
Increased awareness and monitoring of accounts is necessary for years 
following the initial identity theft incident. Without “real” economic injury 
and no proof of future risk of misuse of personally identifiable information 
(PII),14 victims often have no recourse against hackers who are 

																																																													
9 In re VTech Data Breach Litig., No. 15 CV 10889, 2017 WL 2880102, at *4 (N.D. Ill. 
July 5, 2017) (refusing to confer standing, the court stated that the stolen information, 
including VTech usernames, passwords, birthdates, secret questions, and other account 
information, could not be used to open a credit card or other bank account so therefore it 
could not be used for identity theft). 
10 Reilly v. Ceridian Corp., 664 F.3d 38, 44 (3d Cir. 2011) (reasoning that without actual 
misuse of the breached data, because there was no evidence that the data breach was 
“intentional or malicious” or that hackers intended to misuse the information, the plaintiff 
had not shown injury). 
11 Antman v. Uber Techs., Inc., No. 3:15-cv-01175-LB, 2015 WL 6123054, at *10–11 
(N.D. Cal. Oct. 19, 2015) (explaining that because the only data that had been stolen in 
Uber’s breach was names and driver’s license numbers, there was no risk that the 
information could be misused to cause the injury necessary to confer standing). 
12 IDENTITY THEFT RES. CTR., IDENTITY THEFT: THE AFTERMATH 11 (2016), 
https://www.idtheftcenter.org/images/page-docs/AftermathFinal_2016.pdf 
[https://perma.cc/XPW2-J8NH].  
13 See A Lasting Impact: The Emotional Toll of Identity Theft, EQUIFAX (Feb. 2015), 
https://www.equifax.com/assets/PSOL/15-9814_psol_emotionalToll_wp.pdf 
[https://perma.cc/54YY-E57F]. 
14 On a broad level, PII “refers to information that can be used to identify, locate, or 
contact an individual, alone or when combined with other personal or identifying 
information.” Personal Information, PRACTICAL LAW GLOSSARY ITEM 1-501-8805 
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frustratingly impossible to track or against the companies which enable 
those hackers with lax security policies.15 

Consumers need a reliable remedy. Current data protection 
infrastructure effectively leaves consumers without recourse in the event 
their information is improperly accessed and stolen during a hacking 
incident. The solution is seemingly simple: a federal statute that (1) 
requires businesses that collect consumer data to comply with 
standardized security measures and (2) grants victims of hacks that result 
from noncompliance a private right of action.16 Yet, given the political 
climate and the fate of recent privacy regulation proposals, enactment of 
such a law is far from simple.17 In March 2017, Congress overturned rules 
that would have increased privacy protections for consumers through the 
regulation of Internet service providers (ISPs); President Trump approved 
this action in April.18 This willingness to strike down regulation that 
would limit how ISP giants such as Verizon, Comcast, and AT&T could 
use consumer data suggests a political trend toward business-friendly 
policies at the expense of consumer privacy protection.19 The White 
																																																																																																																																																							
(2018). Specific definitions of PII as well as what types of information is included in the 
definition vary based on applicable state and federal law. For example, California 
includes name, address, email address, telephone number, Social Security number and 
any other contact information in its definition of PII. CALIF. BUS. & PROF. CODE § 22577. 
Massachusetts defines PII as name combined with any of the following: Social Security 
number, driver’s license number, and any financial account information. 201 MASS. 
CODE. REG. 17.02. 
15 A recent survey of executives worldwide showed that 44% of companies do not have 
an overall information security strategy and 54% do not have an incident response 
process. PWC, STRENGTHENING DIGITAL SOCIETY AGAINST CYBER SHOCKS: KEY 
FINDINGS FROM THE GLOBAL STATE OF INFORMATION SECURITY SURVEY 2018 4 (2017), 
https://www.pwc.com/us/en/cybersecurity/assets/pwc-2018-gsiss-strengthening-digital-
society-against-cyber-shocks.pdf [https://perma.cc/3X4L-X6PY].  
16 See, e.g., Alec Wheatley, Do-It-Yourself Privacy: The Need For Comprehensive 
Federal Privacy Legislation with a Private Right of Action, 45 GOLDEN GATE U. L. REV. 
265, 283–84 (2015); Patricia Cave, Comment, Giving Consumers a Leg to Stand On: 
Finding Plaintiffs a Legislative Solution to the Barrier From Federal Courts In, 62 
CATH. U. L. REV. 765, 789–94 (2013). 
17 See discussion infra Part I on recent privacy legislation proposals. 
18 Kimberly Kindy, How Congress Dismantled Federal Internet Privacy Rules, WASH. 
POST (May 30, 2017), https://www.washingtonpost.com/politics/how-congress-
dismantled-federal-internet-privacy-rules/2017/05/29/7ad06e14-2f5b-11e7-8674-
437ddb6e813e_story.html [https://perma.cc/FC3F-4WZN]. See infra Section I.d for 
further discussion of the ISP rules. 
19 See David Cowan, How a Trump Presidency Will Erode Cyber Privacy and National 
Security, FORBES (Nov. 30, 2016), 
https://www.forbes.com/sites/valleyvoices/2016/11/30/how-a-trump-presidency-will-
erode-cyber-privacy-and-national-security/#5ffcc277584e [https://perma.cc/PZ5M-
BHWU]; Brian Fung, House Sends Bill Rolling Back Internet Privacy Protections to 
Trump, WASH. POST (Mar. 28, 2017), 
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House is working with companies like Facebook and Google to draft 
federal privacy regulation,20 though the drafting process could take years 
and result in lenient, company-favorable policies.   

Because any proposed federal regulation could be years away and 
still must receive Congress’s stamp of approval, courts should turn to the 
contractual nature of the privacy policies consumers agree to when 
accessing an online service.  Most companies require consumers to agree 
to a privacy policy concurrently with a terms of use agreement when 
signing up for an online service. The terms of use agreement, when 
presented in clickwrap form, is considered by courts to be an enforceable 
agreement.21 However, historically, courts have been less than enthusiastic 
about relying on the language of privacy policies (which companies often 
do not intend to be a binding agreement) as a promise to consumers to 
maintain a certain standard of data safeguards.22 Moreover, courts often 
are reluctant to assign value to PII, stifling claims before the merits of the 
argument are litigated.23  

 This article proposes that courts should begin to consistently 
recognize a threat of future identity theft as injury-in-fact for Article III 
standing24 with mitigation expenses, overpayment for services, and loss of 
																																																																																																																																																							
https://www.washingtonpost.com/business/economy/house-sends-bill-rolling-back-
internet-privacy-protections-to-trump/2017/03/28/db704ca4-13d5-11e7-9e4f-
09aa75d3ec57_story.html [https://perma.cc/3F3R-94SL]. 
20 David Shepardson, Trump Administration Working on Consumer Data Privacy Policy, 
REUTERS (July 27, 2018), https://www.reuters.com/article/us-usa-internet-privacy/trump-
administration-working-on-consumer-data-privacy-policy-idUSKBN1KH2MK 
[https://perma.cc/HMQ8-XKVT]; Tony Romm, The Trump Administration Is Talking to 
Facebook and Google About Potential Rules for Online Privacy, WASH. POST (July 27, 
2018), https://www.washingtonpost.com/technology/2018/07/27/trump-administration-is-
working-new-proposal-protect-online-privacy/ [https://perma.cc/KV27-SCGZ]. 
21 Clickwrap agreements are enforceable online agreements where “users are ‘required to 
click on an “I agree” box’; they must expressly manifest assent to the terms and 
conditions.” In re Facebook Biometric Info. Privacy Litig., 185 F. Supp. 3d 1155, 1165 
(N.D. Cal. 2016) (citing Nguyen v. Barnes & Noble Inc., 763 F.3d 1171, 1175–76 (9th 
Cir. 2014)). For an online agreement to be enforceable, the dispositive question is 
“whether the website puts a reasonably prudent user on inquiry notice of the terms of the 
contract.” Nguyen, 763 F.3d at 1177. See also infra Section III.b.i. 
22 Thomas B. Norton, The Non-Contractual Nature of Privacy Policies and a New 
Critique of the Notice and Choice Privacy Protection Model, 27 FORDHAM INTELL. PROP. 
MEDIA & ENT. L.J. 181, 190–95 (2016); see, e.g., Jurin v. Google Inc., 768 F. Supp. 2d 
1064, 1073 (E.D. Cal. 2011); Dyer v. Nw. Airlines Corps., 334 F. Supp. 2d 1196, 1199–
200 (D.N.D. 2004); In re Nw. Airlines Privacy Litig., No. Civ. 04-126(PAM/JSM), 2004 
WL 1278459, at *4–5 (D. Minn. June 6, 2004). 
23 Norton, supra note 22, at 193–94. 
24 Class action suits most often result from data breaches and therefore common law 
claims such as negligence and breach of contract are tried in federal courts with a 
constitutional standing requirement rather than state courts. Daniel Bugni, Standing 
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value of PII as economic injury.25 The reality of hacking is that misuse of 
improperly-accessed information is a credible risk requiring affected 
parties to spend time, energy, and money on preventative or remedial 
measures to mitigate the threat of identity theft. Privacy policies that 
consumers agree to in conjunction with companies’ binding terms of 
service should be considered enforceable agreements; language claiming 
the company will use “reasonable standards” of security or “industry-
standard safeguards” should be considered definite enough for a breach of 
contract claim. Holding companies accountable for lax security practices 
and giving hacking victims more than a laughable opportunity for a legal 
remedy should be a priority for courts.26  

This solution is not all encompassing nor is it immune to loopholes 
and sidestepping. But until Congress is ready for a commitment to privacy 
regulation, the judicial system must proactively begin to set the stage for 
recognition of data security as an essential business practice with an 
undeniable impact on consumers. This does not mean to suggest that 
courts should circumvent Congress to create their own rules; instead, 
courts should shift their reasoning to match circuits that have already 
begun to recognize tangible damage to consumers and should extend 
parallel reasoning to both terms of use agreements and privacy policies. 
 Part I will introduce the existing (and fragmented) statutory 
regulation of data security at both the federal and state levels. Federal law 

																																																																																																																																																							
Together: An Analysis of the Injury Requirement in Data Breach Class Actions, 52 
GONZ. L. REV. 59, 61–62 (2017). 
25 Recent data breach litigation suggests that courts are more and more willing to accept 
privacy policy-based breach of contract claims with damages such as overpayment, loss 
of sales value of PII, and mitigation expenses. See, e.g., In re Anthem, Inc. Data Breach 
Litig., No. 15-MD-02617-LHK, 2016 WL 3029783, at *12–16 (N.D. Cal. May 27, 2016) 
(overpayment, loss of value of PII, and mitigation expenses); Kuhns v. Scottrade, 868 
F.3d 711, 716 (8th Cir. 2017) (overpayment); In re VTech Data Breach Litigation, No. 15 
CV 10889, 2017 WL 2880102, at *5 (N.D. Ill. July 5, 2017) (overpayment). 
26 A Ninth Circuit case, In re Zappos.com, Inc., with a petition for certiorari is pending 
before the Supreme Court as of the writing of this paper. The controversy directly 
addresses the existing circuit split regarding Article III standing in data breach cases. A 
decision in this case would greatly affect consumer success in data breach lawsuits by 
either facilitating the progression of consumer claims or rendering it impossible for 
consumers to show standing, barring other intervening legal developments. However, 
given that the Court recently denied certiorari to Attias v. Carefirst, which similarly 
addressed this issue, it is unclear whether the Court will hear the case. In re Zappos.com, 
Inc., 888 F.3d 1020, 1023 (9th Cir. 2018), petition for cert. filed, No. 18-225 (Aug. 20, 
2018); see also Hanley Chew & Tyler G. Newby, Appellate Court Finds Risk of Identity 
Theft Sufficient to Establish Standing, Circuit Split Worsens, FENWICK & WEST LLP 
(Mar. 9, 2018), https://www.fenwick.com/publications/Pages/Appellate-Court-Finds-
Risk-of-Identity-Theft-Sufficient-to-Establish-Standing-Circuit-Split-Worsens.aspx 
[https://perma.cc/49KR-UJXU]. 
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would be an ideal solution to the inadequacies of the current system, but 
the bleak future of federal privacy regulation and standardization of data 
security practices makes this goal overly idealistic and impractical. Part II 
will continue this introduction, focusing on potential common law claims 
that affected consumers can bring after their personal information is stolen 
in a data breach. These claims have been historically unsuccessful in 
court, often due to the court’s refusal to recognize the risk of misuse of 
personal information as an injury-in-fact necessary to confer the requisite 
Article III standing. Part III proposes a more practical solution for the lack 
of remedies for consumers: data privacy should be regulated through 
validation of companies’ privacy policies as binding agreements. This 
solution would be a more realistic (although an imperfect and temporary) 
means of holding companies accountable for a data breach until a more 
comprehensive federal law is enacted. 
 

I. STATUTORY REGULATION OF DATA SECURITY 
 

Currently, despite many attempts at enactment,27 no 
comprehensive federal data security regulation exists.28 That means 
barring state laws, nothing regulates whether the average company must 
implement data security measures to protect the mountain of information it 
collects and maintains on its users.29 And nothing requires these 
																																																													
27 Between 2005 and 2011, numerous federal privacy regulation bills were proposed but 
none were passed by Congress. When the FTC and the White House called for privacy 
reform in 2012, the highly partisan Congress was unable to execute; Republicans were 
determined to stop regulation in its tracks, citing onerous requirements on businesses as a 
threat to the economy. When President Obama released a draft privacy bill in 2015, the 
laws reflected an attempt to accommodate Republican concerns on over-regulation, but 
the bill was criticized for the weak level of protection it provided. Many perceived the 
legislation as dead on arrival. It did not pass. Cave, supra note 16, at 767, n. 14; Justin 
Brookman, Protecting Privacy in an Era of Weakening Regulation, 9 HARV. L. & POL'Y 
REV. 355, 360–61 (2015). 
28 See sources cited supra note 20.  
29 It is worth noting that the newly effective General Data Protection Regulation (GDPR) 
regulates companies, wherever located, that store data on European Union residents. 
Many U.S. companies have updated their privacy protocols to comply with this 
heightened standard. While it does require that companies processing data of EU 
residents maintain reasonable security measures to protect the data, “reasonable” is 
undefined and open to interpretation. The regulation doesn’t affect all U.S. companies, 
only the EU can penalize for noncompliance with fines, and the regulation gives no legal 
protection to U.S. residents. Companies may improve their data storage protections 
overall, giving U.S. residents the benefit of the law, but no legal redress. See generally 
Regulation (EU) 2016/679. See also Michael Nadeau, General Data Protection 
Regulation (GDPR): What You Need to Know to Stay Compliant, CSO (Apr. 23, 2018), 
https://www.csoonline.com/article/3202771/data-protection/general-data-protection-
regulation-gdpr-requirements-deadlines-and-facts.html [https://perma.cc/MVD7-G8RE]. 
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companies to disclose to users how they actually secure data. Fragmented 
statutory coverage regulates certain sectors of the economy and the 
collection of information about specific subgroups of people, but none of 
these regulations provide any protection for an adult consumer using the 
online services of an average commercial entity.  

This section gives an overview of the existing fragmented federal 
and state data privacy regulation, demonstrating why the United States’ 
current privacy infrastructure is inadequate to protect the average 
consumer interacting on the Internet with a business entity.  

 
A. Existing Federal Regulation 

 
The federal regulation that does exist is fragmented into different 

sectors, regulating entities that store healthcare data,30 educational data,31 
financial data,32 and any data belonging to children.33 Broadly, these 
statutes set privacy standards and require implementation of safeguards to 
protect data that fall into the specified sectors. The regulation in those 
areas could explain why businesses in unregulated industries have 
accounted for the highest percentage of breaches of any industry.34 Since 
2005, the business sector accounted for 45.2% of the overall number of 
reported breaches.35 The healthcare/medical industry accounted for 34.5%, 
education accounted for 9%, government and military accounted for 6.6%, 
and banking/credit/financial breaches accounted for 4.8%.36 These statutes 
require compliance by specific groups and entities that fall under the 
purview of the law and all, but one, leave individuals without a right of 
action. For a broad overview of the type of information storage that these 
laws regulate, see the chart in Appendix A. 

Overall, these sectoral statutes regulate the maintenance of 
personal information that is traditionally considered more sensitive than 
																																																													
30 See Health Insurance Portability and Accountability Act of 1996 (HIPAA) P.L. No. 
104-191, 110 Stat. 1936. 
31 See Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g (2018). 
32 See Fair Credit Reporting Act (FCRA), 15 U.S.C. § 1681c-1; Gramm–Leach–Bliley 
Act (GLBA) P.L. 106-102, 113 Stat. 1338 (1999). 
33 See Children’s Online Privacy Protection Act (COPPA), 15 U.S.C. § 6501 (2018).  
34 Correlation is not causation, but this data might suggest that either unregulated 
businesses have lower data security standards making them attractive targets for hackers, 
or that other industries may be targeted at the same rate, but businesses suffer data 
breaches more often because they tend to have more lax security measures. 
35 Data Breaches Increase 40 Percent in 2016, Finds New Report From Identity Theft 
Resource Center and Cyberscout, IDENTITY THEFT RES. CTR. (Jan. 19, 2017),  
https://www.idtheftcenter.org/2016databreaches [https://perma.cc/NHR7-CUMT]. 
36 Id. This data was compiled in January 2017 and does not include any breaches that 
occurred more recently than that. 
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that of the average consumer making an online purchase. But despite the 
enhanced data protection requirements, consumers still lack the right to 
sue for damages in cases of noncompliance.  

 
B. Existing State Regulation 

 
States similarly lack comprehensive data privacy regulation. 

Certain states, like Massachusetts and California, have made cybersecurity 
a priority by enacting laws37 mandating higher standards of security 
practices among businesses than most other states require.38 Despite a 
push for state legislation in 2017 after Congress overturned rules that 
would have regulated ISPs, it appears that many states may only 
minimally increase protection. 

 
1. Data Breach Notification Laws 

 
Every state has a data breach notification statute requiring 

companies and other entities that have suffered a data breach incident to 
notify individuals whose PII has been compromised.39 While the core 
substance of the laws—that a regulated entity must notify consumers when 
their data has been improperly accessed—is universal among the states, 
the statutes vary widely on the definition of PII, the definition of a breach, 
notification requirements, and which entities fall under the purview of the 
rule. 40 A universal data breach notification statute modeled after state law 
is the most likely candidate for successful federal privacy regulation and 
would create a baseline for further comprehensive privacy protections.41 
However, even though data breach notification is widely accepted as a 
necessary consumer protection, past attempts to enact a notification statute 
have proven unsuccessful in garnering the consensus necessary for 
enactment by Congress.42  
																																																													
37 201 MASS. CODE REGS. 17.01–05 (2018); CAL. CIV. CODE § 1798.81.5(b) (2016). 
38 See Corey M. Dennis, Data Security Laws and the Rising Cybersecurity Debate, 
LEXOLOGY (Jan. 28, 2013), https://www.lexology.com/library/detail.aspx?g=cc5c9a56-
7a60-46ab-9cf4-f36cada0cafa [https://perma.cc/H358-G4D2]. 
39 See Security Breach Notification Laws, NAT’L CONF. OF STATE LEGS. (Sept. 29, 2018), 
http://www.ncsl.org/research/telecommunications-and-information-technology/security-
breach-notification-laws.aspx [https://perma.cc/33DQ-TFJV]. 
40 Id. 
41 Cory Bennett, Lawmakers See Momentum for Data Breach Legislation, THE HILL (Jan. 
27, 2015, 12:34 PM), http://thehill.com/policy/cybersecurity/230867-data-breach-bill-is-
achievable-goal [https://perma.cc/7QEG-6PYV]. 
42 Id. In 2015, as the number of data breach incidents began to escalate, many observers 
believed that a comprehensive data breach notification statute would be the most likely 
privacy legislation to pass. Congress agreed, seeing data breach as an important topic to 
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 In addition, as models for a federal privacy statute, the state 
statutes are subpar with regard to the consumer protections they provide. 
While they do take the first step in holding companies accountable to the 
public, state data breach notification statutes have two major downfalls: 
they are remedial rather than preventative, and most do not provide a 
private right of action to individuals for violations.43 In other words, the 
statutes only become relevant after a breach has occurred, and companies 
are merely subject to civil penalties if they fail to notify consumers about 
the breach in accordance with the law’s requirements.44 Only eleven states 
give consumers the ability to seek redress for the consequences of 
untimely or improper notification;45 courts in those states have been 
reluctant to find that consumers are injured by late notification.46 Overall, 
these laws do not incentivize companies to adequately protect their data. 
 

2. Other State Laws 
 

Even some states in favor of privacy regulation have shown 
opposition to the idea of a comprehensive federal law and have preferred 
to focus regulation efforts at the state level. The Massachusetts Attorney 
General in 2016 was vocal in her opposition to federal privacy legislation, 
arguing that federal legislation would provide weak protection and 
preempt the stricter standards that Massachusetts specifically placed in its 
state laws.47 Other states that have carefully enacted data privacy laws 

																																																																																																																																																							
address in the form of a statute uniting the fragmented forty-seven state data breach 
notification laws. But even a law that most states and Congress already recognized as 
necessary was unable to advance. Brookman, supra note 28, at 360–61; Bennett, supra 
note 41. 
43 See generally MINTZ LEVIN, STATE DATA SECURITY BREACH NOTIFICATION LAWS 
(2018), https://www.mintz.com/sites/default/files/media/documents/2018-09-
18/UPDATED%20State%20Data%20Breach%20Matrix%20June%202018.pdf 
[https://perma.cc/HP28-NCVH]. 
44 Id. 
45 Those states are Alaska, California, Louisiana, Maryland, New Hampshire, North 
Carolina, South Carolina Tennessee, Virginia, Washington, and potentially 
Massachusetts. Id. (“If Attorney General finds violation of consumer protection laws for 
unfair or deceptive acts or practices, Massachusetts consumers may seek damages under 
Chapter 93A.”). 
46 See, e.g., Corona v. Sony Pictures Ent., Inc., No. 14-CV-09600 RGK, 2015 WL 
3916744, at *9 (C.D. Cal. June 15, 2015); Dugas v. Starwood Hotels & Resorts 
Worldwide, Inc., No. 3:16-cv-00014-GPC-BLM, 2016 WL 6523428, at *6 (S.D. Cal. 
Nov. 3, 2016); In re Sony Gaming Networks & Customer Data Security, 996 F. Supp. 2d 
942, 965 (S.D. Cal. 2014). 
47 Divonne Smoyer & Kimberly Chow, Q&A with Massachusetts AG Maura Healey, 
INT’L ASS’N OF PRIVACY PROF’LS (Aug. 23, 2016), https://iapp.org/news/a/qa-with-
massachusetts-ag-maura-healy [https://perma.cc/C2TB-NX9N]. 
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may demonstrate similar opposition to a federal law that weakens their 
residents’ protections. 

California, known for its presence at the forefront of technological 
and legal advances, enacted a statute, effective in 2015, requiring 
businesses to maintain “reasonable security practices” when storing the 
information of a California resident.48 Along with Massachusetts, 
California is one of the minority of states to have created an information 
standard of care statute.49 The Massachusetts statute, effective in 2010, 
accurately reflects the state’s goal of maintaining the most stringent 
cybersecurity regulations in the country—the law requires anyone who 
owns or licenses personal information about a Massachusetts resident to 
adopt a comprehensive information security program.50  

The Massachusetts statute is enforceable only by the state’s 
Attorney General, while the California law allows a more progressive 
enforcement mechanism: private actions.51 State enforcement of the 
Massachusetts law only provides injunctive relief or civil penalties, 
without passing relief on to consumers, similar to most of other state 
statutes.52 Yet, despite California’s attempt to offer data breach victims a 
chance at redress, plaintiffs face the same Article III standing obstacles as 
common law claims.53 California district courts have handed down more 
favorable decisions on standing than the rest of the country, but plaintiffs 
still face resistance at the standing stage and in subsequently convincing 
the court to rule in the plaintiff’s favor and award damages.  

As a response to an uptick in data privacy scandals,54 California 
enacted the California Consumer Privacy Act in July 2018, effective on 

																																																													
48 CAL. CIV. CODE § 1798.81.5(b) (2016) (“A business that owns, licenses, or maintains 
personal information about a California resident shall implement and maintain reasonable 
security procedures and practices appropriate to the nature of the information, to protect 
the personal information from unauthorized access.”). 
49 As of October 2018, twenty-two states have laws requiring individuals or businesses 
maintaining personal information to use reasonable procedures to safeguard data. Data 
Security Laws—Private Sector, NAT’L CONF. OF STATE LEGS. (Oct. 15, 2018), 
http://www.ncsl.org/research/telecommunications-and-information-technology/data-
security-laws.aspx [https://perma.cc/FL2A-74D8]. 
50 201 MASS. CODE. REGS. 17.01–05 (2018); Smoyer & Chow, supra note 47. 
51 CAL. CIV. CODE § 1798.84(b) (2010); MASS. GEN. LAWS ANN. ch. 93H, § 6 (West 
2018). 
52 See Lisa M. Ropple et al., Massachusetts Adopts Strict Security Regulations Governing 
Personal Information, 2009 PRIVACY & DATA SECURITY L.J. 318, 324.  
53 See infra Section II.a. 
54 One such example is the Facebook-Cambridge Analytica incident, in which a political 
data firm gained access to over 50 million Facebook users’ private information through 
an unauthorized transfer of data. See generally Kevin Granville, Facebook and 
Cambridge Analytica: What You Need to Know as Fallout Widens, N.Y. TIMES (Mar. 18, 
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January 1, 2020, providing California residents with new protections 
regarding use of their PII.55 The law expands the definition of PII and 
gives California residents (1) the right to know what PII entities are 
collecting and for what purpose, (2) the right to access a copy of the PII 
collected from them, (3) the right to request deletion of their PII, (4) the 
right to opt out of the sale of their PII, and (5) freedom from 
discrimination by the entity for exercising the above-mentioned rights.56 
These rights are solely enforced by the California Attorney General; 
however, the act creates a private right of action for data breach victims 
whose PII was improperly accessed due to a failure to maintain reasonable 
security practices.57 This statute is a leap forward in data privacy 
regulation because of its likely effects on businesses beyond their 
interactions with California residents.58 However, regardless of the 
spillover benefits other state residents may receive, only California 
residents’ rights are protected under statutory authority. There is still a 
time gap until the law becomes effective, so the ultimate effects of this law 
are unknown.  

Many states use unfair or deceptive business practices laws that 
parallel the Federal Trade Commission (FTC) Act,59 aptly nicknamed 
mini-FTC laws, to prosecute data breach targets.60 Most well-known is 
California’s Unfair Competition Law, which the state’s Attorney General, 
similar to the FTC, has used as an authority to prosecute companies with 
unreasonable security measures.61 Individuals can have standing under the 
law as long as they can prove injury-in-fact and have lost money or 
property from the data breach.62 As an equitable action, remedies under 
the law are limited to restitution and injunctive relief.63 States like 
Connecticut, Pennsylvania, and Florida enforce noncompliance of their 

																																																																																																																																																							
2018), https://www.nytimes.com/2018/03/19/technology/facebook-cambridge-analytica-
explained.html [https://perma.cc/8BEP-EU5N]. 
55 See CAL. CIV. CODE § 1798.100 (2018). 
56 Id. §§ 1798.100–25. 
57 Id. § 1798.150.  
58 These broad effects may be similar to those produced by CalOPPA’s privacy policy 
requirement. See infra Section I.b.iii. 
59 See infra Section I.c. for a discussion of the FTC’s authority under the Act. 
60 Evan M. Wooten, The State of Data Breach Litigation and Enforcement: Before the 
2013 Mega Breaches and Beyond, 24 COMPETITION: J. ANTI. & UNFAIR COMP. L. SEC. 
ST. B. CAL. 229, 231 (2015). 
61 CAL. BUS. & PROF. CODE § 17200 (2018); Kathryn F. Russo, Regulation of Companies' 
Data Security Practices Under the FTC Act and California Unfair Competition Law, 23 
COMPETITION: J. ANTI. & UNFAIR COMP. L. SEC. ST. B. CAL. 201, 207–08 (2014).  
62 Pom Wonderful LLC v. Welch Foods, Inc., No. CV 09-567 AHM (AGRx), 2009 WL 
5184422, at *2 (C.D. Cal. Dec. 21, 2009). 
63 Id.  
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data breach notification statutes as unfair or deceptive trade practices, but 
the statutes are exclusively enforced by their respective Attorney 
Generals.64  

 
3. CalOPPA and DOPPA 

 
A few states have recently begun to regulate the privacy policies 

and notices of companies that collect or maintain data on their residents.65 
California, as expected, was the first to enact such a law in 2013, as an 
amendment to the California Online Privacy Protection Act (“CalOPPA”). 
For three years it was the sole regulator of privacy policies and quite 
possibly the only reason why many companies make their policies 
accessible to users. 66 Delaware followed suit in 2016 with the Delaware 
Online Privacy Protection Act (“DOPPA”), similarly regulating privacy 
policy presentation.67 In 2017, Nevada stepped into the ring, creating its 
own regulation on privacy policies.68 The following chart highlights the 
similarities and differences between the three statutes that require covered 
persons to make privacy notices available to consumers. 

 
Statute Coverage Notice 

Requirements 
Content of Privacy 

Policies 
CalOPPA69 Any person 

who 
collects or 
maintains 
data on 

Notice must be 
“conspicuously 
post[ed].” 

Must (1) identify 
categories of PII that the 
operator collects, (2) 
describe the process (if 
any) to review and change 

																																																													
64 CONN. GEN. STAT. ANN. § 36a-701b(g) (West 2018); 73 PA. STAT. AND CONS. STAT. 
ANN. §§ 2301–2308, 2329 (West 2018); FLA. STAT. ANN. § 501.171 (West 2018); see 
also BAKERHOSTETLER, STATE DATA BREACH LAW SUMMARY 12, 16, 76 (2017), 
https://www.bakerlaw.com/files/Uploads/Documents/Data%20Breach%20documents/Sta
te_Data_Breach_Statute_FFor.pdf [https://perma.cc/M7U8-GUCN].   
65 These states include California, Delaware, and Nevada. Connecticut has a similar, 
albeit limited, statute requiring companies that collect Social Security numbers to 
publicly display a privacy policy meeting certain confidentiality requirements. State Laws 
Related to Internet Privacy, NAT’L CONF. OF STATE LEGS. (June 20, 2017), 
http://www.ncsl.org/research/telecommunications-and-information-technology/state-
laws-related-to-internet-privacy.aspx [https://perma.cc/EFZ7-MA2Q]. 
66 The Top Three Privacy Takeaways of the New Delaware Online Privacy and 
Protection Act, BRYAN CAVE (April 3, 2016), https://www.bryancave.com/en/thought-
leadership/the-top-three-privacy-takeaways-of-the-new-delaware-online.html 
[https://perma.cc/7FLE-QCRS]. 
67 DEL. CODE ANN. TIT. 6, § 1205C (West 2018).  
68 State Laws Related to Internet Privacy, supra note 65. 
69 CAL. BUS. & PROF. CODE §§ 22575–78 (West 2018). 
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California 
residents 

a user’s PII, (3) describe 
the notification process 
for material changes to the 
policy, (4) identify the 
policy’s effective date, (5) 
disclose the operator’s 
response to “do not track” 
signals, and (6) disclose 
third-party rights to 
collect PII about a user’s 
online activities. 

DOPPA70 Any person 
who 
collects or 
maintains 
data on 
Delaware 
residents 

Notice must be 
“conspicuously 
available”; 
enumerates 
specific ways 
to 
conspicuously 
display the 
notice. 

Must (1) identify 
categories of PII that the 
operator collects, (2) 
describe the process (if 
any) to review and change 
a user’s PII, (3) describe 
the notification process 
for material changes to the 
policy, (4) identify the 
effective date, (5) disclose 
the operator’s response to 
“do not track” signals, and 
(6) disclose third-party 
rights to collect PII about 
a user’s online activities. 

Nevada 
S.B. 53871 

Any person 
who 
collects or 
maintains 
data on 
Nevada 
residents 

“[A]n operator 
shall make [its 
privacy policy] 
available, in a 
manner 
reasonably 
calculated to 
be accessible 
by consumers 
whose covered 
information the 

Must (1) identify 
categories of PII that the 
operator collects, (2) 
describe the process (if 
any) to review and change 
a user’s PII, (3) describe 
the notification process 
for material changes to the 
policy, (4) disclose third-
party rights to collect PII 
about a user’s online 

																																																													
70 DEL. CODE ANN. TIT. 6, § 1205C (West 2018). 
71 NEV. REV. STAT. ANN. § 603A (West 2018). 
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operator 
collects.” 

activities, and (5) identify 
the effective date; waives 
requirement to post a 
privacy policy if the 
operator resides in-state, 
Internet sales are a 
minority of the operator’s 
income, or the site has 
below 20,000 visitors per 
year. 

 
The statutes, while lacking any requirements for disclosure of 

security practices, do provide an essential benefit to consumers country-
wide. The statutes reach any businesses that store the PII of California, 
Delaware, or Nevada residents, and with the high likelihood that a 
company doing business online will transact with residents of those states, 
the laws effectively require all online businesses to post a privacy policy. 
However, the information required to be placed in the policies is 
minimally protective. Consumers are now aware (assuming careful 
scrutiny of the text, of course) of the types of data companies collect and 
what they can do with the data. But sharing any information on how PII is 
protected or the privacy safeguards the company employs is completely 
discretionary. Without any legal standard of disclosure, privacy policies 
often use vague language to describe how they protect data, placating 
consumers with assurances of the utmost commitment to data privacy.72 
Thus, these laws provide no way for consumers to hold companies 
accountable for lax data security standards. 

 
C. Federal Trade Commission Enforcement Authority 

 
The FTC plays a substantial role in penalizing data breach targets 

by using its enforcement authority under Section 5 of the FTC Act, which 

																																																													
72 See, e.g., Privacy Policy, WALT DISNEY CO. (May 9, 2018), 
https://privacy.thewaltdisneycompany.com/en/current-privacy-policy/#heading8 
[https://perma.cc/VEY2-4TLV] (“The security, integrity, and confidentiality of your 
information are extremely important to us.”); CBS Privacy Policy, CBS INTERACTIVE 
(Apr. 23, 2018), https://www.cbsinteractive.com/legal/cbsi/privacy-policy 
[https://perma.cc/U4AS-6SJ4] (“We are committed to protecting your information.”); 
Spotify Privacy Policy, SPOTIFY, (May 25, 2018), 
https://www.spotify.com/us/legal/privacy-policy/#s1 [https://perma.cc/V645-CYJR] 
(“We are committed to protecting our users’ personal data.”). 
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prohibits unfair or deceptive trade practices.73 Section 5 has been used as a 
catch-all for imposing penalties on companies whose lax security 
standards allow hackers to wreak havoc on unsuspecting consumers.74 
Despite facing criticism for failing to publish guidance on unfair or 
deceptive data security practices, the FTC has continued to file complaints 
against companies that violate the law by misleading consumers about 
their data protection practices.75 Most often, these suits end in settlements 
rather than litigation, though the FTC’s authority in this arena may be 
dwindling.76 The settlements call for various penalties and actions to be 
taken by the infringing companies, generally tailored to the specific 
incident—in past cases, the FTC has required implementation and 
evaluation of an information security program, payment of civil penalties, 
and restitution for consumer-victims.77  

For example, when AshleyMadison.com was hacked in 2015, 
exposing thirty-six million user accounts as a result of deception and 
failure to properly protect user data, the company’s settlement with the 
FTC required implementation of a comprehensive data security program 
as well as $1.6 million payment to settle FTC and state law claims.78 In 

																																																													
73 Paul R. Gaus, Only The Good Regulations Die Young: Recognizing the Consumer 
Benefits of the FCC's Now-Defunct Privacy Regulations, 18 MINN. J.L. SCI. & TECH. 713, 
721 (2017); 15 U.S.C. § 45 (2006). 
74 See Wooten, supra note 60, at 236 (“The FTCA does not specifically empower the 
FTC to investigate, regulate, or seek enforcement regarding data security, but the FTC 
has assumed authority in this and other privacy and technology-related fields. . . .”). 
75 Id.; Jimmy H. Koo, Judges Question FTC Data Security Standard at LabMD 
Argument, BLOOMBERG LAW (June 23, 2017), https://www.bna.com/judges-question-ftc-
n73014460645 [https://perma.cc/7NEK-KRXQ]; see also FTC v. Wyndham Worldwide 
Corp., 10 F. Supp. 3d 602, 616 (D.N.J. 2014), aff'd, 799 F.3d 236 (3d Cir. 2015).  
76 Wooten, supra note 60, at 236. The Eleventh Circuit’s June 2018 decision in LabMD, 
Inc. v. FTC shows that the FTC’s settlement authority may be weakening. The FTC had 
imposed an enforcement order on LabMD, requiring the company to overhaul its data 
security program after confidential patient data was made public. On appeal, the Eleventh 
Circuit held that the order was unenforceable because it “commands LabMD to overhaul 
and replace its data-security program to meet an indeterminable standard of 
reasonableness.” As the FTC has mandated data security system overhauls as one of its 
main enforcement mechanisms for years, other companies that have received such orders 
and companies receiving them in the future may challenge the FTC’s authority. It is 
unclear whether this decision will have broad effect outside of the Eleventh Circuit. 
LabMD, Inc. v. FTC, 894 F.3d 1221, 1236 (11th Cir. 2018); see also Eleventh Circuit 
LabMD Decision Significantly Restrains FTC's Remedial Powers in Data Security and 
Privacy Actions, WILSON SONSINI GOODRICH & ROSATI (June 18, 2018), 
https://www.wsgr.com/WSGR/Display.aspx?SectionName=publications/PDFSearch/wsg
ralert-LabMD.htm [https://perma.cc/T2TW-3S2U]. 
77 Wooten, supra note 60, at 235–36. 
78 Users of the website were assured that their data was protected by standards much 
higher than it actually was. The company had “no written information security policy, no 
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August 2017, Uber settled with the FTC after failing to monitor employee 
access to customer data and failing to secure customer data with 
reasonable security measures.79 The settlement requires Uber to 
implement a comprehensive privacy program and receive independent 
third-party audits of its privacy protocols for the next twenty years.80 
These two examples, like many FTC settlements, penalize infringing 
companies but do nothing to redress consumer injury.  

While these enforcement actions offer protection to consumers in 
the form of newly fortified security practices required by the FTC 
settlement, such enforcement only becomes relevant once a company’s 
deceptive practices are exposed in a hacking incident. There are no legally 
binding security standards on companies other than a common sense 
standard: do not lie to your customers about your security practices. 
Because of the challenges of discretionary enforcement, the FTC has 
called for comprehensive privacy regulation reform.81  

Its efforts have not been met with success. The FTC currently 
promulgates a Notice and Choice framework to be used as a guideline 
when representing data privacy standards to consumers.82 In 1998, the 
FTC published a report outlining Fair Information Practice Principles that 
reflect the results of a study on widely-accepted information practices and 
reasonable safeguards among existing entities.83 The principles are Notice, 
Choice, Access, Integrity, and Enforcement, with Notice and Choice as the 

																																																																																																																																																							
reasonable access controls, inadequate security training of employees, no knowledge of 
whether third-party service providers were using reasonable security measures, and no 
measures to monitor the effectiveness of their system security.” Press Release, FTC, 
Operators of AshleyMadison.com Settle FTC, State Charges Resulting From 2015 Data 
Breach that Exposed 36 Million Users’ Profile Information (Dec. 14, 2016), 
https://www.ftc.gov/news-events/press-releases/2016/12/operators-ashleymadisoncom-
settle-ftc-state-charges-resulting [https://perma.cc/LHC2-HEPK].   
79 “Uber did not require engineers and programmers to use distinct access keys to access 
personal information stored in the cloud. Instead, Uber allowed them to use a single key 
that gave them full administrative access to all the data, and did not require multi-factor 
authentication for accessing the data. In addition, Uber stored sensitive consumer 
information, including geolocation information, in plain readable text in database back-
ups stored in the cloud.” Press Release, FTC, Uber Settles FTC Allegations that it Made 
Deceptive Privacy and Data Security Claims (Aug. 15, 2017), https://www.ftc.gov/news-
events/press-releases/2017/08/uber-settles-ftc-allegations-it-made-deceptive-privacy-data 
[https://perma.cc/RP8X-M7QV]. 
80 Id. 
81 FTC, PRIVACY ONLINE: FAIR INFO. PRACS. IN THE ELECTRONIC MARKETPLACE: A REP. 
TO CONGRESS 36–37 (2000) [hereinafter Privacy Online]; FTC, PROTECTING CONSUMER 
PRIVACY IN AN ERA OF RAPID CHANGE: RECOMMENDATIONS FOR BUS. AND 
POLICYMAKERS  iv–v (2012), [hereinafter Protecting Consumer Privacy]. 
82 Privacy Online, supra note 81; Protecting Consumer Privacy, supra note 81.  
83 FTC, PRIVACY ONLINE: A REPORT TO CONGRESS 7 (1998). 
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most prevalent standards.84 The FTC’s Notice and Choice guidelines 
recommend that companies self-regulate by presenting their privacy terms 
clearly and obviously to consumers (constituting proper notice of the 
terms) and subsequently giving consumers the choice to opt out of the data 
collection methods.85 Notice and Choice are generally accepted as the 
appropriate standard for contracting with consumers online, but besides 
the economic pressure to appear on par with peer businesses, no 
mechanism can force compliance.86  

 
D.  Federal Law as an Unlikely and Ineffective Solution 

 
Looking to the legislative history and the political climate, federal 

law seems to stand a minute chance of enactment. Additionally, with 
ambiguous Supreme Court guidance on the injury-in-fact requirement for 
standing under a federal law, it is uncertain what effect a private cause of 
action would have; the circuit courts still disagree on whether the future 
risk of harm after a data breach is sufficient to confer standing.  

In 2016, the Obama-era Federal Communications Commission 
(FCC) enacted regulations that placed restrictions on how ISPs collect 
information on customers and how the companies notify customers of 
their collection and sharing practices.87 The rules transferred enforcement 
power of ISPs to the FCC, a necessary move because the FTC was barred 
from regulating ISPs at that time.88 In particular, the rules would have 
effectuated heightened disclosure requirements, an opt-in regime for the 
collection or use of personal information (for targeted advertising 
purposes), a broader definition of sensitive personal information, and a 
standard for data protection.89 While only ISPs, like Comcast and Verizon, 
would have been regulated, the rules would have been a huge win for 

																																																													
84 Id. 
85 Norton, supra note 22, at 195–96.  
86 The FTC has the ability to prosecute companies that, in following the Notice and 
Choice framework, post deceptive information to consumers, but cannot prosecute for 
failure to follow Notice and Choice. Id. at 195–97; see Allyson W. Haynes, Online 
Privacy Policies: Contracting Away Control over Personal Information?, 111 PENN ST. 
L. REV. 587, 599–600 (2007). 
87 See generally FCC, FCC 16-148, PROTECTING THE PRIVACY OF CUSTOMERS OF 
BROADBAND AND OTHER TELECOMMUNICATIONS SERVICES (2016); Devin Coldewey, 
Everything You Need to Know About Congress’ Decision to Expose Your Data to Internet 
Providers, TECHCRUNCH (Mar. 29, 2017), 
https://techcrunch.com/2017/03/29/everything-you-need-to-know-about-congress-
decision-to-expose-your-data-to-internet-providers [https://perma.cc/WBY9-TM3P].  
88 Coldewey, supra note 87.  
89 Id. 
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those in favor of privacy regulation and a step in the direction of greater 
transparency and consumer-centrism.  

However, in March 2017, Congress overturned the rules, citing 
concerns with transferring power to the FCC and overburdening the ISPs 
with too much regulation.90 President Trump approved Congress’s action a 
few weeks later.91 To make matters worse, the FCC is permanently 
prohibited from reintroducing a substantially similar bill.92 It has been 
predicted that Trump’s future policies will trend in the direction of 
deregulation or company-favored regulation.93 Companies such as 
Facebook and Google have been lobbying the White House for a federal 
privacy law in the wake of California’s 2018 privacy reform.94 As idyllic 
of a solution as this seems, the motive behind the push is to create flexible 
federal law that preempts stricter state privacy standards, like those in 
California.95 This type of preemptive federal law would overall weaken 
consumer protections by preventing individual states from enacting more 
stringent privacy laws. 

Academics have presented many federal law solutions and broad 
privacy reform proposals. One proposed solution is a statute with data 
breach notification procedures that requires companies to reimburse 
reasonable mitigation expenses and gives consumers a private cause of 
action.96 Another similarly would provide data breach notification 
procedures but enforce minimum data security standards through the 
FTC.97 A third solution places similar requirements on companies but 
creates a private right of action with damages limited to mitigation 
expenses and attorneys fees.98 Narrowing the scope to privacy policy 
regulation, one article proposes a privacy “nutrition label” that would 

																																																													
90 S.J. Res. 34, 115th Cong. (2017) (enacted).  
91 Coldewey, supra note 87. 
92 2017 ISP Privacy Regulations in the United States: All You Need to Know, 
TECHRADAR (Apr. 10, 2017), http://www.techradar.com/news/2017-isp-privacy-
regulations-in-the-united-states-all-you-need-to-know [https://perma.cc/L2YF-YREL]. 
93 Cowan, supra note 19; Fung, supra note 19; see also Cecilia Kang, Tech Industry 
Pursues a Federal Privacy Law, on Its Own Terms, N.Y. TIMES (Aug. 26, 2018), 
https://www.nytimes.com/2018/08/26/technology/tech-industry-federal-privacy-law.html 
[https://perma.cc/V8YV-8VFY]. 
94 Kang, supra note 93. 
95 Id. 
96 Patrick J. Lorio, Access Denied: Data Breach Litigation, Article III Standing, and a 
Proposed Statutory Solution, 51 COLUM. J.L. & SOC. PROBS. 79, 127 (2017). 
97 Charlotte A. Tschider, Experimenting with Privacy: Driving Efficiency Through a 
State-Informed Federal Data Breach Notification and Data Protection Law, 18 TUL. J. 
TECH. & INTELL. PROP. 45, 77 (2015). 
98 Cave, supra note 16, at 792. 
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increase notice to consumers based on the Nutrition Labeling and 
Education Act and enforced by the FTC.99  

However, the overturned rules regulating ISPs are the ideal starting 
point for federal regulation with parallels to the disclosure regime, opt-in 
provisions, and requirements on data protection. The law would regulate 
privacy policies posted by anyone who collected PII about a consumer and 
should look something like this:  

(1) Companies must post a privacy policy that is an enforceable 
agreement with consumers; 

(2) companies must write their privacy policies in clear, plain language 
rather than dense legalese;  

(3) companies must include specific and definite statements on their 
data safeguards and other privacy protections in place;  

(4) consumers must have the ability to opt out of the company’s data 
collection policies without having to stop use of the service; and  

(5) individual victims of data breaches have a private right of action to 
sue companies for non-compliance with their policies.  
 
A law with these features would provide the consumer with the 

ability to evaluate a company’s security policies and decide whether or not 
to allow a company to use her information—eliminating the current binary 
choice of accepting the terms at face value or discontinuing use of the 
service.100  

However, even with a federal statute that creates a private right of 
action for affected individuals, the law regarding Article III standing 
remains disputed. As will be discussed in the following section, given the 
continued circuit split, even if a federal data privacy law was enacted, 
courts could require a statutory violation to be accompanied by an 
underlying injury. Without the recognition of a risk of future harm as an 
injury-in-fact, consumers would still lack the ability to successfully litigate 
their claims.  
 
 
 
 
																																																													
99 Corey A. Ciocchetti, The Future of Privacy Policies: A Privacy Nutrition Label Filled 
with Fair Information Practices, 26 J. MARSHALL J. COMPUTER & INFO. L. 1, 40–41 
(2008). 
100 Like federal law, a state law with the same characteristics may have a broad impact on 
all companies, like California’s law requiring privacy policies. But even though enacting 
a state law may be a much more frictionless process than enacting a federal law, state law 
would only provide a private cause of action for that state’s residents and would not 
accomplish the broader goal of providing a remedy for all consumers. 
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II. COMMON LAW DATA SECURITY CLAIMS 
 

With a dearth of available remedial options under state and federal 
law, consumers frequently turn to common law claims to hold companies 
accountable after data breaches. As might be expected, these consumers 
are also met with infrequent success.  

 
A. Article III Standing 

 
Most plaintiffs in post-data breach suits do not even survive a 

preliminary review of their case.101 Courts tend to stall consumer claims 
early on by refusing to confer Article III standing and dismissing the case, 
asserting that victims of a data breach have not suffered the requisite 
injury-in-fact. Because the standing requirement derives from the “case” 
or “controversy” language of Article III of the Constitution, the federal 
judiciary is confined by its limitations and may not hear a case where the 
plaintiff lacks standing.102 Despite the state common law nature of the 
claims, class actions are prevalent in data breach situations; therefore, 
most cases are litigated in federal court.103  

Prevailing on a state common law claim, such as negligence or 
breach of contract, most often requires an initial inquiry by the court to 
determine if the claim has met the threshold for Article III standing.104 
Article III first requires a plaintiff to show injury-in-fact before proceeding 
with her claim; injury-in-fact must be concrete and particularized and 
actual or imminent, not conjectural or hypothetical.105 The plaintiff must 
then demonstrate that “the injury is fairly traceable to the challenged 
action of the defendant,” and finally that “it is likely, as opposed to merely 

																																																													
101 See Lorio, supra note 96, at 81; Megan Dowty, Life Is Short. Go to Court: 
Establishing Article III Standing in Data Breach Cases, 90 S. CAL. L. REV. 683, 686 
(2017). 
102 Lujan v. Defs. of Wildlife, 504 U.S. 555, 559–60 (1992). 
103 J. Thomas Richie, Data Breach Class Actions, AM. BAR ASSOC., 44-SPG BRIEF 12, 14 
(2015). 
104 U.S. CONST. art. III, § 2, cl. 1. While class actions present unique issues on class 
certification, such a discussion is outside the scope of this article, and it shall be assumed 
that victims in data breaches have suffered similar enough harm for approval of class 
certification. Richie, supra note 103, at 14–16. Even if cases are not litigated in federal 
court, most states have a similar standing requirement that must be met to proceed to a 
discussion of the merits of the case. Wyatt Sassman, A Survey of Constitutional Standing 
in State Courts, 8 KY. J. EQUINE AGRIC. & NAT. RESOURCES L. 349, 353–54 (2015–
2016). 
105 Friends of the Earth, Inc. v. Laidlaw Envtl. Servs. (TOC), Inc., 528 U.S. 167, 180–81 
(2000). 
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speculative, that the injury will be redressed by a favorable decision.”106 
The Supreme Court’s holding in Clapper v. Amnesty International USA 
clarified the imminence requirement: a threatened injury must be 
“certainly impending.” 107 In other words, a plaintiff cannot just claim that 
she will be injured in the future without some evidence of certainty that 
the future injury will occur. While Clapper did not involve a data breach 
incident, it has become a standard in data breach litigation, cited both by 
courts justifying threatened injury as imminent and courts holding that 
threatened injury does not rise to the level of certainly impending.108 In 
data breach cases, plaintiffs often are derailed by the injury-in-fact 
requirement, rather than the causation and redressability prongs. 
Therefore, this subsection will focus on the injury-in-fact analysis. 

Often in a data breach case, plaintiffs find it difficult to prove harm 
that a court would recognize as injury-in-fact. Even when there has been 
actual identity theft, credit cards and banks will reimburse fraudulent 
charges, leaving no out-of-pocket damages. The increased threat of 
identity theft that follows a hacking incident is speculative, making it 
difficult to calculate any monetary loss. Given that the threat is merely 
speculative, courts may refuse to recognize mitigation expenses as 
imminently necessary. Currently, the circuit courts are split on whether 
threatened injury, such as the potential for identity theft post-data breach, 
constitutes injury-in-fact.109  

The Second, Third, Fourth, and Eighth Circuits generally fall on 
one side of the split and find that an increased threat is pure speculation, 
requiring dismissal of the claim.110 Alternatively, the Sixth, Seventh, 
																																																													
106 Id. 
107 Clapper v. Amnesty Int’l USA, 568 U.S. 398, 409 (2013). 
108 Matthew George, How Viable Is the Prospect of Enforcement of Privacy Rights in the 
Age of Big Data? An Overview of Trends and Developments in Consumer Privacy Class 
Actions, 24 COMPETITION: J. ANTI. & UNFAIR COMP. L. SEC. ST. B. CAL. 195, 197–200 
(2015). 
109 Bradford C. Mank, Data Breaches, Identity Theft, and Article III Standing: Will the 
Supreme Court Resolve the Split in the Circuits?, 92 NOTRE DAME L. REV. 1323, 1327 
(2017). 
110 See, e.g., Beck v. McDonald, 848 F.3d 262, 275 (4th Cir. 2017) (denying standing 
because mere theft is insufficient: for the plaintiffs to suffer the potential harm claimed, 
the court must assume that the thief targeted the data for the personal information it 
contained, selected the plaintiff’s specific personal information, and successfully used it 
for identity theft); In re SuperValu, 870 F.3d 763, 771 (8th Cir. 2017) (holding that 
without any allegations of actual misuse, future harm is not sufficient for standing); 
Reilly v. Ceridan Corp., 664 F.3d 38, 41 (3d Cir. 2011) (concluding that “allegations of 
hypothetical, future injury are insufficient to establish standing” and until the alleged 
injury actually occurs, the information has not been misused and no injury has occurred); 
Whalen v. Michael Stores Inc., 153 F. Supp. 3d 577, 580–83 (E.D.N.Y. 2015) (aff’d by 
2d Cir., 689 F. App’x 89 May 2, 2017) (noting that without reason to think that the credit 
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Ninth, and D.C. Circuits have recognized the threat of future harm from a 
data breach as sufficiently definite and imminent to confer standing.111  

The circuits against threat of future harm as injury-in-fact present 
an outdated view of data breach consequences: because actual misuse has 
not occurred, courts reason, there is no certainty that misuse will occur or 
that the hackers intended to commit identity theft with the victim’s 
improperly accessed data. As such, the misuse of the information is just a 
speculative risk of some future occurrence and injury is not inevitable; 
therefore, mitigation efforts are unnecessary for many of the consumers 
involved. As the Fourth Circuit reasoned, standing may be found when 
there is a substantial risk of future harm, but even a thirty-three percent 
risk would mean that over sixty-six percent of customers suffered no 
harm.112 Under this logic, the only way for a plaintiff to gain redress for a 
breach of her PII is to patiently wait for the resulting economic and non-
economic (and thus non-compensable) consequences of a stolen identity. 
Further, the only way to receive compensation for purchasing credit 
monitoring services is if hackers kindly warned victims in certain terms 
that they would be stealing their identity in the future.  

The circuits recognizing threat of future harm as injury-in-fact 
have made practical arguments: it is reasonable to assume that hackers 
will misuse the information they steal because the purpose of stealing 
information is to misuse it.113 It is unreasonable to wait for actual misuse 
before incurring any mitigation expenses because the threat of misuse is 
substantial enough to be certainly impending.114  

																																																																																																																																																							
monitoring services plaintiff purchased were necessary and without evidence of loss of 
value in PII, increased risk of future harm was not certainly impending because it has 
been two years since the breach without fraudulent use of the data). 
111 See, e.g., Attias v. Carefirst, Inc., 865 F.3d 620, 628–29 (D.C. Cir. 2017) (reasoning 
that “a substantial risk of harm exists already, simply by virtue of the hack and the nature 
of the data that the plaintiffs allege was taken”); Nationwide Mut. Ins. Co., 663 F. App'x 
384, 388 (6th Cir. 2016) (stating that “[w]here a data breach targets personal information, 
a reasonable inference can be drawn that the hackers will use the victims' data for the 
fraudulent purposes alleged in Plaintiffs' complaints”); Remijas v. Neiman Marcus 
Group, LLC, 794 F.3d 688, 692–96 (7th Cir. 2015) (concluding that the injuries from 
resolving fraudulent charges and protecting against future identity theft were sufficient 
for injury-in-fact); Krottner v. Starbucks Corp., 628 F.3d 1139, 1141–43 (9th Cir. 2010) 
(holding that anxiety and stress, as well as time spent monitoring accounts was injury in 
fact even though no actual misuse of information was alleged). 
112 Beck, 848 F.3d at 276.  
113 See, e.g., Galaria v. Nationwide Mut. Ins. Co., 663 F. App'x 384, 388 (6th Cir. 2016). 
114 Id. at 388–89. 
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It is becoming common advice for consumers affected by a data 
breach to enroll in credit monitoring services,115 and many breached 
companies, like Equifax or Nationwide, offer a year or more of free 
enrollment.116 The Sixth and Seventh Circuits have taken the offering of 
free credit monitoring as evidence that the company recognizes how 
substantial a threat the breach was.117 However, the Fourth Circuit has 
rejected such reasoning because if providing credit monitoring services is 
seen as a concession that the threat was substantial, companies may refuse 
to offer such mitigating services to minimize their exposure in 
litigation.118 In reality, these monitoring services often only provide 
minimal protection for a limited amount of time, and consumers must pay 
for a more upgraded service to receive the full protection recommended 
after a breach.119 For example, purchasing credit monitoring services from 
Experian costs around $300 per year.120 Consequently, regardless of 

																																																													
115 Identity Theft Protection Services, FED. TRADE COMM’N, 
https://www.consumer.ftc.gov/articles/0235-identity-theft-protection-services 
[https://perma.cc/MH7H-J25V]. 
116 One reason these companies likely do so is to minimize liability in litigation. If they 
provide credit monitoring services to consumers at no cost, then they avoid a judgment 
requiring them to pay for consumers’ mitigation expenses. Unfortunately, these services 
only last for a certain period of time, often one year, and it is necessary to monitor credit 
for years after a data breach incident. Post-breach, Equifax offered a year of free credit 
monitoring services through a company it owned, but in agreeing to enroll in the services, 
consumers were required to submit their claims to arbitration. Ian C. Ballon, 
Cybersecurity and Data Breach Litigation, 3 E-COM. & INTERNET L. 27.07 (2017 
update). 
117 Remijas v. Neiman Marcus Group, LLC, 794 F.3d 688, 694 (7th Cir. 2015); Galaria, 
663 F. App'x at 388. 
118 Beck, 848 F.3d at 276. 
119 See Jocelyn Baird, We Signed Up for Equifax’s TrustedID Premier and Here’s What 
Happened, NEXTADVISOR (Sept. 22, 2017), 
https://www.nextadvisor.com/blog/2017/09/22/we-signed-up-for-equifaxs-trustedid-
premier-and-heres-what-happened [https://perma.cc/7G5X-EDSX]; Jeff Blyskal, Expect 
Less and Pay More with Target's Credit Monitoring, CONSUMER REPORTS (Feb. 6, 2014), 
https://www.consumerreports.org/cro/news/2014/02/expect-less-and-pay-more-with-
target-credit-monitoring/index.htm [https://perma.cc/3WAK-WNTA]; Kelli B. Grant, 3 
Reasons Breach Victims Might Not Want Equifax Credit Monitoring, CNBC (Sept. 8, 
2017), https://www.cnbc.com/2017/09/08/3-reasons-breach-victims-might-not-want-
equifax-credit-monitoring.html [https://perma.cc/ZM2Y-PCNE]. 
120 The Experian service is $24.99 per month with the first month priced at $4.99. For 
comparison, TransUnion credit monitoring is $19.95 per month and Lifelock credit 
monitoring ranges from $9.99 per month to $29.99 per month depending on coverage 
level. Credit Monitoring, EXPERIAN, https://www.experian.com/consumer-
products/credit-monitoring.html [https://perma.cc/M2PE-WHSA]; Credit Score 
Monitoring Services, TRANSUNION, https://www.transunion.com/credit-monitoring 
[https://perma.cc/RY4W-U6UK]; LIFELOCK, https://www.lifelock.com/ 
[https://perma.cc/VT2X-LYJV].  
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whether a company provides mitigation services, consumers may have 
damages related to purchasing credit monitoring services. Taking a step 
back, courts should be promoting the use of mitigation tactics to reduce 
the potential destructive consequences of identity theft; preventative 
efforts will reduce overall harm to victims.  

Overall, despite some circuits recently adopting a “future harm 
does not confer standing” stance, a large proportion of data breach cases 
are heard in California, where the courts are more favorable to recognizing 
that these preventative efforts confer standing. Furthermore, plaintiffs are 
having success by alleging forms of injury that do not rely on the 
recognition of future harm.121 The Eighth Circuit, while refusing to confer 
standing for claims of future harm in In re SuperValu,122 has taken a more 
consumer-friendly view when looking at injury in breach of contract 
cases. Arguing that they have lost a “benefit of the bargain,” plaintiffs 
have been granted Article III standing for injuries from overpaying for 
security measures they contracted for but never received.123  
 It appears that as the amount of data breach litigation increases, 
courts are beginning to understand the realities of the impacts of data 
breaches on consumers and are moving towards more victim-friendly 
results; decisions are trending toward recognizing future harm as injury-
in-fact for Article III standing purposes.124 This trend could have a larger 
impact than just increasing judicial remedies for consumers. It could pave 
the way for broader federal reform.  

An anticipated 2016 Supreme Court decision, Spokeo, Inc. v. 
Robins, expected to clear the air about standing under federal law in data 
breach cases, only created more confusion.125 The case involved Spokeo, a 
																																																													
121 This success is limited. While the Eighth Circuit has granted standing for overpayment 
in breach of contract claims, these claims were subsequently dismissed for failure to state 
a claim. See Carlsen v. GameStop, Inc., 833 F.3d 903, 910–12 (8th Cir. 2016); Kuhns v. 
Scottrade, Inc., 868 F.3d 711, 716–18 (8th Cir. 2017). But see In re Anthem, Inc. Data 
Breach Litig., No. 15-MD-02617-LHK, 2016 WL 3029783, at *12–16 (N.D. Cal. May 
27, 2016) (denying a motion to dismiss for failure to state a claim, asserting that a breach 
of contract claim with damages of overpayment, loss of value of PII, and mitigation 
expenses was sufficiently alleged).  
122 In re SuperValu, Inc., Customer Data Security Breach Litigation, 870 F.3d 763, 771–
73 (8th Cir. 2017). 
123 See, e.g., Kuhns, 868 F.3d at 716; Carlsen, 833 F.3d at 909–10; In re VTech Data 
Breach Litig., No. 15 CV 10889, 2017 WL 2880102, at *5 (N.D. Ill. July 5, 2017). 
124 Allison Grande, Data Breach Suits Find Easier Path With D.C. Circ. Ruling, LAW360 
(Aug. 3, 2017, 10:47PM), https://www.law360.com/insurance/articles/951179/data-
breach-suits-find-easier-path-with-dc-circ-ruling [https://perma.cc/49PD-MYXQ]. 
125 John Seiver & Bryan Thompson, Supreme Court’s “Standing” Ruling in Spokeo and 
Its Impact on Pending and Future Litigation, DAVIS WRIGHT TREMAINE LLP (June 9, 
2016), http://www.dwt.com/Supreme-Courts-Standing-Ruling-in-Spokeo-and-Its-Impact-
on-Pending-and-Future-Litigation-06-09-2016/ [https://perma.cc/AB33-WZ3V]. 
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“people search engine” that published incorrect information about a 
consumer who claimed he was unable to find employment because of the 
misrepresentation.126 The consumer sued under the Fair Credit Reporting 
Act (FCRA) in a case that the district court dismissed, stating that he 
alleged only a procedural violation of the law and thus lacked injury-in-
fact.127 The Ninth Circuit reversed, and the Supreme Court took on the 
controversy to decide whether a violation of a federal statute in itself is 
sufficient injury for standing or whether the violation must cause harm 
that independently survives an injury-in-fact analysis.128  

The Court held that the plaintiff “cannot satisfy the demands of 
Article III by alleging a bare procedural violation” because a violation of 
one of the FCRA procedural requirements may lead to no harm.129 Post-
Spokeo, courts have used the decision to further their prior stances on 
future threat of harm as appropriate for standing.130 Those that have 
limited injury-in-fact to actual harm, rather than future harm, have 
interpreted the opinion narrowly to require underlying damage in order for 
a statutory violation to confer standing.131 Those circuits more welcoming 
to future threat of harm arguments have interpreted the decision more 
broadly.132 As alluded to earlier, without a resolution of the circuit split on 
standing, federal law could remain minimally effective. But if courts were 
to consistently recognize the threat of future harm as injury-in-fact, 
plaintiffs would be able to successfully proceed with both their common 
law claims and claims under future federal regulation.  

 
B. Theories of Liability 

 
Even when plaintiffs overcome the standing obstacle, their chances 

of recovery remain bleak. Courts have been even more reluctant to resolve 
claims in plaintiffs’ favors, often because plaintiffs have struggled to 
prove negligent behavior, the existence of some contractual obligation, or 
some other legally improper conduct by the defendant. And despite 
recognizing injury, courts can have difficulty calculating damages or 
finding an appropriate remedy. Moreover, most data breach cases settle 

																																																													
126 Spokeo, Inc. v. Robins, 136 S. Ct. 1540, 1544 (2016). 
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129 Id. at 1550. 
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prior to litigation, eliminating the chance of creating precedent to aid 
future parties with similar claims. 

Plaintiffs have employed numerous strategies to hold companies 
liable for failing to maintain personal information appropriately. These 
theories have included negligence, misrepresentation, invasion of privacy, 
unjust enrichment, and breach of contract, among others. Rarely has a 
claim under one of these theories enabled a plaintiff-victim to succeed in 
obtaining relief. As a result, most common law claims settle. However, as 
this article will discuss in Part III, a breach of contract claim appears to 
have the most potential to cater to courts’ demands.   

One prevalent claim that data breach defendants face is negligence 
for failure to adopt proper security measures. However, even plaintiffs that 
convince the court that the defendant breached a duty to consumers by 
failing to use reasonable security measures often have difficulty proving 
more than purely economic damages.133 Thus, the economic loss doctrine 
precludes most negligence claims.134 Even if a plaintiff could withstand 
Article III inquiry, an often ill-equipped court would then be tasked with 
using its discretion in determining reasonableness of security protocols. 

Plaintiffs have tried to hold companies accountable to their privacy 
policies by alleging misrepresentation of data protection efforts.135 But a 
misrepresentation claim requires a showing of reliance on the misleading 
information.136 In order to prove reliance, a consumer must prove that they 
actually read the policy, a standard with a high bar to overcome.137 
Clicking a button acknowledging that you have read the policy does not 
pass the “actually read” standard, nor does physically clicking or scrolling 
through the text of the policy show that you actually read the material.138  

Invasion of privacy claims have been similarly fruitless. In some 
states, clearing the high bar for an invasion of privacy claim requires a 
showing that the act is considered highly offensive to a reasonable 

																																																													
133 See, e.g., In re Sony Gaming Networks & Customer Data Sec. Breach Litig., 996 F. 
Supp. 2d 942, 967, 973 (S.D. Cal. 2014), order corrected, No. 11MD2258 AJB (MDD), 
2014 WL 12603117 (S.D. Cal. Feb. 10, 2014) (recognizing that Sony breached a legal 
duty to the Plaintiffs by failing to employ reasonable security measures, but dismissing 
the negligence claim because Plaintiffs suffered purely economic losses).  
134 Peter J. Arant, Understanding Data Breach Liability: The Basics Every Attorney 
Should Know, 40 MONT. LAW., Feb. 2015, at 11; see, e.g., In re Zappos.com, Inc., No. 
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2017 WL 3727318, at *25 (N.D. Cal. Aug. 30, 2017). 
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person.139 For example, California courts have deemed theft of Social 
Security numbers—personal data often regarded as the most sensitive—
insufficiently offensive to qualify as invasion of privacy.140 Other states 
require the information to be distributed to the public at large.141   

Unjust enrichment claims are only available to consumers who 
paid for the services of a business, limiting their applicability in data 
breaches.142 Standards differ from state to state, with California even 
refusing to recognize unjust enrichment as an independent cause of 
action.143 Consumers have found it extremely difficult to prove that part of 
the service price was intended for data security and that by failing to 
protect consumer data, the company was unjustly enriched when users 
received less value than they bargained for.144  

Consumers have also attempted claims of emotional distress, yet in 
courts with more flexible interpretations of injury and in courts with less 
consumer-friendly histories in data breach cases, these claims have been 
unsuccessful.145 

Despite common law hurdles, breach of contract theories could be 
a viable litigation avenue to enforce statements made in corporate privacy 
policies. Because privacy policies presented in clickwrap form are validly 
agreed to by plaintiffs and companies alike, the descriptions of companies’ 
data security measures within the policies are often sufficiently definite, 
and because courts are trending towards recognizing certain forms of 
consumer loss as damages, victims may be able to finally move towards 
successful trial outcomes under common law breach of contract theories. 
The following section presents a solution where consumers can focus their 
efforts on breach of contract claims as a method of redress.  
																																																													
139 Low v. LinkedIn Corp., 900 F. Supp. 2d 1010, 1024–25 (N.D. Cal. 2012). 
140 See id.; In re iPhone Application Litig., 844 F. Supp. 2d 1040, 1063 (N.D. Cal. 2012). 
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Litig., No. 12-CV-8617, 2013 WL 4759588, at *5 (N.D. Ill. Sept. 3, 2013) (“Emotional 
distress in the wake of a security breach is insufficient to establish standing, particularly 
in a case that does not involve an imminent threat to the information.”); In re VTech Data 
Breach Litig., No. 15 CV 10889, 2017 WL 2880102, at *5 (N.D. Ill. July 5, 2017) 
(“Where only an unspecified risk of future financial harm is alleged, emotional distress in 
the wake of a data security breach is insufficient to establish standing.”). 
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III. BREACH OF CONTRACT CLAIMS AS A SOLUTION 
 

This section will present a feasible, albeit limited, solution for the 
lack of consumer data protection. The solution presents a temporary way 
to take advantage of a trend occurring in certain circuits, giving consumers 
a viable chance to recover damages from companies with lax security 
standards when their data is improperly accessed. Even though the ideal 
solution, and the cleanest, is the aforementioned federal regulation of data 
security and privacy policies, the country is not ready to take that leap. 
The ideas this section will present could help set the stage for broad 
privacy reform and move litigation away from the current dynamic where 
big business has a disproportionate amount of power when consumers 
seek redress for the damages they suffer post-data breach. 

This paper proposes the following multi-part recommendation:     
1) courts should move to recognize threat of future harm as injury-in-fact 
that is concrete and particularized and actual or imminent, not conjectural 
or hypothetical; 2) courts should treat privacy policies as enforceable 
agreements, binding companies to their statements on data protection; and 
3) courts should recognize mitigation expenses, along with other theories 
of economic injury, as consequential and direct damages caused by the 
company’s breach of its privacy policy. The realization of these three 
prongs would allow a consumer breach of contract claim to prevail, giving 
data breach victims much deserved compensation. 

 
A.   Article III Standing 

 
As discussed in Part II, courts should begin to consistently 

recognize a threat of future harm as sufficient to confer standing in data 
breach cases. The remaining circuits (including those that have classified 
future harm as too speculative to constitute injury-in-fact) should follow 
the lead of the Sixth, Seventh, Ninth, and D.C. Circuits and allow victims 
to proceed to a hearing on the merits of their claims. Even if courts refuse 
to do so, they can confer standing for breach of contract damages such as 
overpayment or loss of PII value without having to recognize any threat of 
harm as imminent. The ultimate goals of this solution are to 1) provide 
temporary relief through the judicial system to consumers who have 
suffered misuse of their data and 2) subsequently set the stage for 
comprehensive federal reform. Improving outcomes for plaintiffs 
struggling to meet standing requirements would move the courts to a 
judicial remedy for data breaches, but in light of Spokeo’s ambiguity, it 
would also give maximum effectiveness to a federal law with a private 
right of action. 
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B. Presentation and Language of Privacy Policies 
 

Despite the lack of federal law requiring privacy policies, there are 
a few reasons why companies choose to post them. As mentioned above, 
state laws like CalOPPA incentivize companies that may reach California 
residents to comply with California laws. The FTC’s industry-standard 
Notice and Choice guidelines prescribe disclosure of privacy practices to 
users. Other countries, like those in the European Union,146 may mandate 
disclosures to users. U.S.-based businesses who expect to transact with 
international consumers or have operations overseas may choose to meet 
those standards as well.  

 
1. Privacy Policies as Clickwrap Agreements 

 
Typically, privacy policies are presented along with a company’s 

terms of use when creating an online account. Most commonly, when 
websites offer the user the ability to create an account, the user must agree 
to both the terms of use and the privacy policy in order to access the 
service. For a representative example, on Twitter, a prospective 
accountholder will enter her name and email and choose a password 
before proceeding to click the “Sign Up” button.147 Directly beneath the 
“Sign Up” button is the message: “[b]y signing up, you agree to the Terms 
of Service and Privacy Policy.”148 The words “Terms of Service” and 
“Privacy Policy” are in blue font, signaling a hyperlink to pages displaying 
the full text of the two documents.149 The presentation of the language of 
assent constitutes adequate notice to the consumer (this presentation style 
indicates a “hybridwrap” or “sign-in wrap” agreement150).151 The 

																																																													
146 EU Privacy Policy, TERMSFEED (Oct. 20, 2017), https://termsfeed.com/blog/eu-
privacy-policy [https://perma.cc/JP62-F8QE]. 
147 TWITTER, https://twitter.com/signup [https://perma.cc/ZME7-2L25].  
148 Id. 
149 Id. 
150 The term hybridwrap originated because these agreements have characteristics of both 
browsewrap and clickwrap agreements. Browsewrap agreements are generally 
unenforceable because they do not give proper notice to the user nor do they require 
affirmative assent. In cases of browsewrap, links to the terms of use and privacy policies 
are placed inconspicuously on the website, often requiring the user to scroll to the bottom 
of the page or search through links on the website to find the text. Hybridwrap 
agreements do not go so far as to require the level of affirmative assent that clickwrap 
agreements do but they give the user adequate notice, making the agreements in general 
enforceable. See Fteja v. Facebook, Inc., 841 F. Supp. 2d 829, 834–40 (S.D.N.Y. 2012) 
(recognizing presentation of terms in a form with elements of both browsewrap and 
clickwrap, though not explicitly creating a term for it); see also Berkson v. Gogo, LLC, 
97 F. Supp. 3d 359, 394–401 (E.D.N.Y. 2015).  
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consumer now has the ability to review both documents before agreeing to 
them and always has the option to discontinue the account creation 
process if she disagrees with any of the terms.152 Most companies have a 
similar account creation process, though some choose to increase the level 
of notice given to the consumer. They do so by forcing active assent in the 
form of a mandatory checkbox (known as a “clickwrap agreement”) or 
requiring the consumer to open the documents and physically scroll 
through the text before they are given the option to proceed with 
registration (“scrollwrap agreements”).153 The higher the level of notice a 
consumer is given, the more likely the contract is an enforceable 
agreement.154 

 Terms of use agreements, when validly presented to the consumer 
in hybridwrap, clickwrap, or scrollwrap form, such as in the above 
example, are enforceable contracts155 and are intended to be enforceable 
so that companies can bind aggrieved consumers to arbitration agreements 
and limits on damages. However, privacy policies are written with the 
intention of being an unenforceable statement of policy, so consumers 
cannot hold companies accountable for any inaccuracies or breaches. The 
result is a pair of documents presented to the consumer at the same time 
and in the same manner, yet one is an enforceable contract and one is 
completely unenforceable. Consumers get the short end of the stick; 
companies make sure account-holders are legally bound by complex, 
unilaterally-drafted agreements but refuse to bind themselves to their 
statements on data security and other privacy issues. Oftentimes 
companies use terms of use agreements against a plaintiff suing for breach 
to force the consumer to arbitrate rather than litigate.156 In other cases 
where the user has agreed to limit the company’s liability for damages, the 
company will seek to enforce that limit to prevent any payouts to 
consumers.157  

																																																																																																																																																							
151 The presentation of the agreement matters greatly. It is important that “Terms of 
Service” and “Privacy Policy” are clearly distinguished from the rest of the sentence 
through noticeable color difference. Similarly, the language of agreement must be 
presented in close proximity to the “Sign Up” button. Nguyen v. Barnes & Noble, 763 
F.3d 1171, 1177–78 (9th Cir. 2014). 
152 TWITTER, supra note 147. 
153 Berkson, 97 F. Supp. 3d at 394–401. 
154 See Erin Canino, The Electronic "Sign-in-Wrap" Contract: Issues of Notice and 
Assent, the Average Internet User Standard, and Unconscionability, 50 U.C. DAVIS L. 
REV. 535, 540–41 (2016). 
155 Berkson, 97 F. Supp. 3d at 394–401. 
156 See, e.g., Tompkins v. 23andMe, Inc., No. 5:13-CV-05682-LHK, 2014 WL 2903752 
(N.D. Cal. June 25, 2014), aff'd, 840 F.3d 1016 (9th Cir. 2016). 
157 See In re Yahoo! Inc. Customer Data Sec. Breach Litig., No. 16-MD-02752-LHK, 
2017 WL 3727318, at *46 (N.D. Cal. Aug. 30, 2017). 
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2. Sufficiently Definite Language 
 

The disparity in enforceability stems from the language of the 
policy. Companies, advised by their attorneys, use vague and ambiguous 
language to describe their privacy practices, making sure to create terms 
indefinite enough to preclude any breach of contract claims. Courts have 
reaffirmed this practice by classifying certain language in a privacy policy 
as non-actionable puffery.158 

Nevertheless, this section argues that most websites’ privacy 
policies actually do contain language that is definite enough to constitute a 
promise that a consumer can rely on. Many privacy policies state not only 
that they employ safeguards to protect information, but use language along 
the lines of “we take reasonable measures to protect your information.” 
Reasonable standards are always changing as technology advances, but the 
FTC has taken examples from past enforcement actions to compile some 
reasonable security measures: using encryption (either Transport Layer 
Security or Secure Sockets Layer) or cryptographic hash, segmenting the 
network with firewalls, and some more common sense tactics like 
minimizing unnecessary data collection, restricting employee access to 
data, and requiring secure passwords.159  

Looking at the top visited websites in the United States,160 fifty-
five out of seventy-one of the companies’ privacy policies list some sort of 
standard of security measure that they maintain (for example, reasonable, 
industry standard, adequate, or strong security measures) or some type of 
specific security measure they take (such as encryption, using Secure 
Sockets Layer software, or Transport Layer Security).161   

If state standard of care statutes can require maintenance of 
undefined “reasonable standards” of protection, then companies that use 
that same language in their privacy policies should be held accountable for 
those statements.162 Additionally, the Northern District of California in In 
																																																													
158 Id. at *25 (determining that the statement “protecting our systems and our users' 
information is paramount to ensuring Yahoo users enjoy a secure user experience and 
maintaining our users' trust” is nonactionable puffery because it does not specifically 
characterize the defendant’s services). 
159 See generally FED. TRADE COMM’N, START WITH SECURITY: A GUIDE FOR BUSINESS 
(2015), https://www.ftc.gov/system/files/documents/plain-language/pdf0205-
startwithsecurity.pdf [https://perma.cc/S8GC-5BQW]. 
160 The top visited websites were collected based on Alexa rankings of websites with the 
highest traffic at various points in 2017 and 2018. Top Sites in United States, ALEXA, 
https://www.alexa.com/topsites/countries/US [https://perma.cc/6962-KPRC].  
161 This data was collected by the author. The full results and analysis are on file with the 
author. 
162 California’s standard of care statute states: “A business that owns, licenses, or 
maintains personal information about a California resident shall implement and maintain 
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re Yahoo! Customer Data Breach Litigation classified statements in 
Yahoo!’s privacy policy that the company offers “physical, electronic, and 
procedural safeguards that comply with federal regulations to protect 
personal information about you” as a “specific, non-subjective 
guarantee.”163 Statements similar to this could be considered actionable in 
a breach of contract claim, especially since the court noted that the 
statement was definite enough for consumers to reasonably rely on.164 
Even though Yahoo! only promised to comply with federal regulation 
(which is minimally protective at best), the court interpreted its statement 
to mean that its safeguards “were sufficient to protect users' information 
from ordinary data security threats.”165 

Therefore, if consumer agreement to the contract is in clickwrap 
form, an enforceable mechanism of contracting, and the provisions 
concerning data security methods are sufficiently definite to constitute a 
promise, then plaintiffs should have a valid breach of contract claim 
against companies that suffer data breaches due to lax data protection 
policies.  

Some companies, like Facebook and Reddit, appear to have taken 
advantage of a risk-eliminating loophole that ensures their privacy policy 
is never construed as an enforceable agreement.166 These companies have 
made one small but significant change in the text of their assent language: 
“[b]y clicking Create Account, you agree to our Terms and that you have 
read our [Privacy] Policy.”167 Instead of agreeing to both the terms of use 
and privacy policy, the user is agreeing to abide by the terms of use but is 
only agreeing that she has read the privacy policy. This loophole is one 
limitation of the breach of contract theory.168 If more companies begin to 
follow Facebook and Reddit’s lead, consumers technically will not have 

																																																																																																																																																							
reasonable security procedures and practices appropriate to the nature of the information, 
to protect the personal information from unauthorized access, destruction, use, 
modification, or disclosure.” CAL. CIV. CODE § 1798.81.5(b); see also 201 MASS. CODE. 
REGS. 17.01–05. 
163 No. 16-MD-02752-LHK, 2017 WL 3727318, at *26 (N.D. Cal. Aug. 30, 2017). In this 
case, the plaintiffs alleged two statements in Yahoo!’s privacy policy were misleading. 
The first (referenced in note 135) was considered puffery by the court. The second, 
discussed here, was not puffery. Even though the statements were made in the context of 
a misrepresentation claim, they have broad applicability to the breach of contract context. 
164 Id. 
165 Id. 
166 See FACEBOOK, facebook.com [https://perma.cc/ZM5Z-W7CS]; REDDIT, reddit.com 
[https://perma.cc/9C2W-H6RH].  
167 FACEBOOK, supra note 166; REDDIT, supra note 166. 
168 Another loophole would be removing any language on data security or what types of 
security measures the company takes. However, doing so could cause negative customer 
reactions and undesirable publicity. 
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agreed to abide by the privacy policy and thus may not be able to claim 
injury.169 Currently though, almost all of the top visited websites in the 
United States still present their assent language in the traditional 
manner.170  
 

C. Theories of Recovery 
 

Plaintiffs may have a valid argument that a company’s privacy 
policy is an enforceable clickwrap agreement, but without damages, any 
breach of contract claims will be dismissed. Plaintiffs in breach of contract 
suits face the same hurdles as plaintiffs in any other data breach lawsuit 
when it comes to damages: courts have been reluctant to assign value to 
PII and recognize injury-in-fact.  

The theory most likely to prevail is payment of mitigation 
expenses to prevent identity theft after a data breach. The main reason 
why courts have been reluctant to accept the cost of credit monitoring 
services and other mitigation expenses is because they remain skeptical 
about the necessity of the purchase. Clapper stated that plaintiffs “cannot 
manufacture standing by incurring costs in anticipation of non-imminent 
harm,” so courts must first accept the threat as imminent before 
considering mitigation damages.171 Courts have argued that because future 
identity theft is speculation, mitigation expenses are non-essential and 
overly cautious. However, as knowledge of the far-reaching implications 
of data breaches propagates and stories of breach after breach pervade the 
news cycle, judges must shift their reasoning to be more up-to-date on the 
realities of the information age. Some courts have already taken this 
stance, granting Article III standing to plaintiffs alleging payment of 
mitigation expenses as injury-in-fact.172 Such a stance assumes that future 
threat of injury is imminent, justifying the need to purchase credit 
monitoring services or the like. 

Another theory of damages that some courts have begun to 
recognize is overpayment for services.173 If a company guarantees certain 
data storage practices in its contractual arrangements with customers, 
theoretically some portion of the price paid for the service goes toward 

																																																													
169 It is unclear how courts will treat this change in assent language. It may not preclude a 
promissory estoppel claim where a consumer relies on the language of the privacy policy. 
170 See supra note 161. 
171 Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138, 1155 (2013). 
172 Galaria v. Nationwide Mut. Ins. Co., 663 F. App'x 384, 388–89 (6th Cir. 2016); 
Remijas v. Neiman Marcus Group, LLC, 794 F.3d 688, 694 (7th Cir. 2015). 
173 Kuhns v. Scottrade, 868 F.3d 711, 716 (8th Cir. 2017); In re Anthem, Inc. Data 
Breach Litig., No. 15-MD-02617-LHK, 2016 WL 3029783, at *14 (N.D. Cal. May 27, 
2016). 
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compliance with those statements. Thus, when a company has provided 
inadequate data security, the consumer is damaged in the “amount equal to 
the difference between the value of the subscription that he paid for and 
the value of the subscription that he received, i.e., a subscription with 
compromised privacy protection.”174 Of course, this argument only has 
effect when accountholders have paid for access to a service, a limited 
percentage of cases. Most websites that consumers register for, like social 
media, retail shopping, or email services, offer free accounts.  

An alternative argument that plaintiffs have attempted is that their 
PII has economic value that is diminished when the company failed to 
protect it. The Ninth Circuit has recognized diminution in value of PII as 
valid damages for a breach of contract claim.175 This theory often presents 
itself as a loss of sales value of PII. Using the logic that PII has sales value 
and when hackers access it for free and reap profits from the sale, 
opportunities for plaintiffs to sell their PII have been foreclosed.176 The 
Northern District of California in In re Anthem, Inc. Data Breach 
Litigation stated that plaintiffs can show diminution in value of PII with 
evidence of either existence of an economic market for the information or 
that it would be more difficult to sell the information post-breach.177  

These three theories of damages incurred by breach of contract 
would help to give consumers remedies for their stolen information. 
Despite a minority of courts recognizing these theories, their success is not 
unprecedented. Even for courts that remain skeptical about the risk of 
future harm as impending injury, overpayment and diminution of value of 
PII do not require any extrapolation of risk.  

 
 
 

																																																													
174 Carlsen v. Game Stop, 833 F.3d 903, 909 (8th Cir. 2016); see also In re VTech Data 
Breach Litigation, No. 15 CV 10889, 2017 WL 2880102, at *5, (N.D. Ill. July 5, 2017). 
175 Svenson v. Google Inc., No. 13-CV-04080-BLF, 2016 WL 8943301, at *9 (N.D. Cal. 
Dec. 21, 2016). 
176 See In re Yahoo! Inc. Customer Data Sec. Breach Litig., No. 16-MD-02752-LHK, 
2017 WL 3727318, at *14 (N.D. Cal. Aug. 30, 2017) (“Plaintiffs' allegations that their 
PII is a valuable commodity, that a market exists for Plaintiffs' PII, that Plaintiffs' PII is 
being sold by hackers on the dark web, and that Plaintiffs have lost the value of their PII 
as a result, are sufficient to plausibly allege injury.”). 
177 In re Anthem, Inc. Data Breach Litig., No. 15-MD-02617-LHK, 2016 WL 3029783, at 
*15 (N.D. Cal. May 27, 2016) (“‘With access to an individual's [PII], criminals can do 
more than just empty a victim's bank account—they can also commit various types of 
fraud . . . [they] may obtain a job using the victim's Social Security Number.’ These 
allegations could be read to infer that an economic market existed for Plaintiffs' PII, and 
that the value of Plaintiffs' PII decreased as a result of the Anthem data breach”) (internal 
citation omitted.).   
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D. Scope 
 

It is worth noting that this solution is extremely limited in scope 
but could prove effective in moving the legislature in the direction of 
comprehensive federal privacy reform. Here are some of the limitations 
and assumptions: 

(1) This solution is largely focused on US-based companies that store 
data on US consumers. 

(2) The companies involved in data breach litigation must present their 
users with a privacy policy upon creation of an account with the 
company, regardless of whether the user pays for the service or 
accesses it for free. 

(3) The users must validly agree (in clickwrap or other enforceable 
form) to the company’s privacy policy, not just that they have read 
the privacy policy. 

(4) Within the privacy policy, the company must state some sort of 
minimum data security standard. 

(5) As mentioned above, given that most consumer privacy actions are 
class action suits, this solution assumes that the claims presented 
by consumers, while they are state breach of contract claims, are 
class action lawsuits in federal court. 

(6) Finally, this solution only covers the presentation of data security 
standards by companies in their privacy policies and does not 
cover statements on collection or use of data by such companies, 
despite the privacy implications of those statements.  
 

E. Breach of Contract Claims as the Initial Step in a Broader Objective 
 

The plan this paper proposes brings data breach litigation to a 
place where Spokeo’s unclear meaning is rendered irrelevant. If future risk 
of harm after a data breach were always found to be sufficiently imminent 
for an injury-in-fact determination, violations of a federal data breach 
statute would constitute standing. The court would not be required to do 
any analysis on whether the violation is merely procedural because all 
violations will constitute harm with damages independently sufficient for 
Article III standing. At that point, the stage would be set for federal 
legislation (assuming Congress’s approval) to become an effective 
enforcement mechanism. 

In an ideal world, federal regulation should be based on freedom of 
contract principles; companies will present their data protection standards 
in definite, binding terms to consumers, and consumers will make an 
educated choice whether or not to give the companies use of their personal 
information. Federal law should not give requirements for data protection 
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measures; the standard should be decided by the market. Any standards for 
data protection codified in statute must be based on vague-enough 
standards to allow for technological advances or risk specific standards 
becoming obsolete. Either approach is suboptimal. But, give the consumer 
who disagrees with a company’s data protection standards the choice to 
opt-out of use of her PII, and companies will have to be responsive to 
consumer preferences.  

 
IV. CONCLUSION 

 
Despite the soundness of the proposed solution, this article leaves 

many questions unanswered and many topics undiscussed. If courts start 
to more consistently grant standing and rule for the plaintiffs, there may be 
an influx of lawsuits filed. Courts may not have the resources to properly 
handle a substantial increase in litigation. And if companies are required to 
reimburse victims for losses after being held accountable to statements 
made in their privacy policies, they might begin to remove any definite 
language to which they could be held liable. Alternatively, companies may 
add or enforce existing security standards in their privacy policies with 
which consumers must abide, for example, not sharing their password or 
using the same password on multiple websites. Consumers who breach 
their security duties may be held liable by those companies for 
contributing to the risk of breach. By no means does this judicial solution 
solve every problem related to data security lawsuits; this is why the 
ultimate objective should be comprehensive federal privacy reform.  

In a world where it is virtually impossible to function in society 
without email and social media accounts, blind acceptance of companies’ 
privacy terms is effectively mandatory. More data breach incidents are 
occurring than ever before, and consumers are swindled at both ends. 
When initially registering for a service, consumers are forced to agree to 
one-sided, company-favorable terms in a debatably unconscionable 
bargaining situation. Then, when companies fail to adequately protect 
consumer data, data breach victims have little recourse against those 
companies. This needs to change—first in the judiciary and ultimately by 
Congress’ hand. 
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APPENDIX A 
 

Federal Data Privacy Statutes 
Federal Law Who does it regulate? What does the law require? Enforcement 
Health Insurance 
Portability and 
Accountability Act 
(HIPAA)1 

Entities that store protected 
health information. 
(Generally, all clinics, 
medical providers, hospitals, 
pharmacies, health 
insurance companies and 
government-sponsored 
health care programs) 

Requires “appropriate safeguards to 
protect the privacy of personal health 
information, and sets limits and 
conditions on the uses and 
disclosures that may be made of such 
information without patient 
authorization” 

Affected individuals can 
submit complaints, but 
enforcement is carried out 
by the Department of 
Health and Human Services 
Office for Civil Rights  
 
Private right of action: No 

Fair Credit 
Reporting Act 
(FCRA)2 

Credit reporting agencies 
that assemble and sell credit 
and financial information 
about consumers 

Requires implementation of 
safeguards by using reasonable 
procedures to detect, prevent, and 
mitigate identity theft of any 
accounts the agencies maintain 

Private right of action: Yes 

																																																													
1 Health Insurance Portability and Accountability Act of 1996 (HIPAA) Pub. L. No. 104-191, 110 Stat. 1936; Covered Entities and Business 
Associates, U.S. DEP’T OF HEALTH & HUMAN SERVS., https://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html 
[https://perma.cc/9FJS-3C6X]; The HIPAA Privacy Rule, U.S. DEP’T OF HEALTH & HUMAN SERVS., https://www.hhs.gov/hipaa/for-
professionals/privacy/index.html [https://perma.cc/E6QX-F33U]; Enforcement Process, U.S. DEP’T OF HEALTH & HUMAN SERVS., 
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/enforcement-process/index.html [https://perma.cc/3PEH-WP4D]. 
2 15 U.S.C. § 1681c-1 (2018); The Fair Credit Reporting Act (FCRA) and the Privacy of Your Credit Report, ELEC. PRIVACY INFO. CTR, 
https://epic.org/privacy/fcra/#introduction [https://perma.cc/3XA2-DGZ9]. 
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Gramm-Leach-
Bliley Act 
(GLBA)3 

Financial institutions that 
offer financial products and 
services (such as loans, 
investment advice or 
insurance) to consumers 

Requires financial institutions to give 
consumers privacy notices as to what 
nonpublic personal information is 
collected, and when and to whom 
data is disclosed; the company must 
take measures to secure the 
consumer information and provide 
an accurate description of those 
security measures in its privacy 
notice 

Enforcement is carried out 
by the FTC 
 
Private right of action: No 

Family 
Educational Rights 
and Privacy Act 
(FERPA)4 

Schools and other 
educational institutions that 
maintain student educational 
records (of both minor and 
adult students) 

Institutions must maintain certain 
privacy protections over the records 
they store 

Students alleging violations 
can submit complaints to 
the Family Policy 
Compliance Office in the 
U.S. Department of 
Education 
 
Private right of action: No 

																																																													
3 Gramm-Leach-Bliley Act (GLBA) P.L. 106-102, 113 Stat. 1338 (1999); Gramm-Leach-Bliley Act, FED. TRADE COMM’N, 
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/gramm-leach-bliley-act [https://perma.cc/UG5L-QG94]; How to Comply with 
the Privacy of Consumer Financial Information Rule of the Gramm-Leach-Bliley Act, FED. TRADE COMM’N (July 2002), https://www.ftc.gov/tips-
advice/business-center/guidance/how-comply-privacy-consumer-financial-information-rule-gramm#disclosure [https://perma.cc/2WAV-GS89]. 
4 20 U.S.C. § 1232(g); Family Educational Rights and Privacy Act (FERPA), U.S. DEP’T OF EDUC., 
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html [https://perma.cc/U95K-RYSA]. 
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Children’s Online 
Privacy Protection 
Act (COPPA)5 

Any business that directs 
service at or collects the 
information of a child under 
the age of 13 

Website operators “must establish 
and maintain reasonable procedures 
to protect the confidentiality, 
security, and integrity of personal 
information collected from children” 
and must only release a child’s 
information to third parties who 
provide comparable assurances 

Enforced under the FTC’s 
authority to prosecute 
unfair or deceptive trade 
practices 
 
Private right of action: No 

 

																																																													
5 16 CFR § 312.8; Children’s Online Privacy Protection Rule (“COPPA”), FED. TRADE COMM’N (Apr. 2002), 
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule 
[https://perma.cc/ARL6-Q96Q]. 
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SECRET SALES ARE NO FUN (FOR 
INVENTORS): RE-EVALUATING THE SCOPE OF 

THE ON-SALE BAR AS ADOPTED IN THE 
AMERICA INVENTS ACT 

 
Aaron Scheinman* 

 
CITE AS: 3 GEO. L. TECH. REV. 203 (2018) 

 
 
 
“On sale” in the Patent Act has historically meant any commercial 

sale, but the adoption of the America Invents Act (AIA) has led some to 
assert that this meaning was abandoned—that “on sale” now only means 
certain sales.1 Even though the AIA still categorizes inventions that have 
been “on sale” as prior art, some claim that a newly-added catch-all clause 
in the AIA should allow patents to issue even after the invention has been 
marketed and sold, as long as all of the parties to the sale are bound to 
keep the details of the invention secret. 

In 2017, in Helsinn Healthcare S.A. v. Teva Pharmaceuticals USA, 
Inc., the Federal Circuit considered whether the AIA had changed the 
meaning of “on sale.”2 After evaluating the text of the statute and 
legislative history, the court determined that Congress, when enacting the 
AIA, did not modify the meaning of “on sale” to require a public 
disclosure.3 The court cited pre-AIA precedent to apply the on-sale bar to 
an invention that had been the subject of the so-called “secret sale,” i.e., a 
transaction where the fact of the sale was disclosed in regulatory filings, 
but no details about the claimed invention were publicized.4 The Supreme 
Court has granted certiorari to review whether such a transaction is patent-
invalidating under the AIA.  

This comment argues that the text of the AIA cannot support a 
legislative repeal of the on-sale bar, and therefore the term’s historical 

																																																													
* GLTR Staff Member; Georgetown Law, J.D. expected 2020; University of New 
Hampshire, B.S. 2017. 
1 See Pfaff v. Wells Elecs., Inc., 525 U.S. 55, 67 (1998); City of Elizabeth v. Am. 
Nicholson Pavement Co., 97 U.S. 126, 134 (1877). 
2 Helsinn Healthcare S.A. v. Teva Pharm. USA, Inc., 855 F.3d 1356, 1360 (Fed. Cir. 
2017). 
3 Id. at 1369, 1371. 
4 Id. at 1370. 
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meaning should stand: “secret sales” outside of the one-year grace period 
should remain patent-invalidating. Viewing the AIA as a repeal would 
have serious knock-on effects in other areas of patent law. Additionally, 
this comment briefly addresses how the construction of the AIA adopted 
by the Federal Circuit further muddies the waters by evaluating the public 
disclosure of the sale itself rather than the disclosure of details of the 
invention. While the statutory text alone is sufficient to support the 
conclusion that the AIA did not modify the on-sale bar, this comment 
examines the legislative history of the AIA to show that Congress has had 
opportunities to impose a public disclosure requirement on the on-sale bar 
but did not. Finally, this comment demonstrates that the shift to first-to-
file does not justify adding a publicity requirement to the on sale-bar. 

 
BACKGROUND 

 
The AIA represents the largest overhaul of the United States (U.S.) 

patent system in a generation.5 The AIA ended the U.S. system of 
awarding patents to the first inventor and harmonized the system with its 
global peers by awarding patents to the first inventor to file with the U.S. 
Patent and Trademark Office (USPTO).6 In addition, the AIA made 
subtler changes to other elements of the U.S. patent system, including 
modifications to 35 U.S.C. § 102, which defines novelty.7 However, the 
AIA also re-enacted language from the prior statute, including the bar on 
patenting inventions which were previously “on sale”—a phrase that is a 
term of art in the judicially-created common law of patents.8 These 
changes to the statute have led some to wonder if the old understandings 
associated with these statutory terms still apply or if Congress intended to 
overhaul these longstanding definitions alongside the shift to first-to-file.9 

While the AIA modified the definitions of novelty and prior art, 
the on-sale bar carries over from the previous statute.10 Pre-AIA, 35 
U.S.C. § 102(b) prohibited granting a patent for an invention that was “in 
public use or on sale in this country” more than one year before the 

																																																													
5 Nathan Hurst, How the America Invents Act Will Change Patenting Forever, WIRED 
(Mar. 15, 2013, 6:30 AM), https://www.wired.com/2013/03/america-invents-act/ 
[https://perma.cc/CKR8-JFFU]. 
6 See id.; 35 U.S.C. § 102(a)(2) (2012). 
7 See 35 U.S.C. § 102 (2012). 
8 Compare 35 U.S.C. § 102(a) (2012), with 35 U.S.C. §102(b) (2006) (pre-AIA version 
of the statute). 
9 Mark Lemley, Does “Public Use” Mean the Same Thing It Did Last Year?, 93 TEX. L. 
REV. 1119, 1119 (2015). 
10 Compare 35 U.S.C. § 102(a)(1) (2012), with 35 U.S.C. § 102(b) (2006) (pre-AIA 
version of the statute). 
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application was filed.11 After the AIA was enacted, the on-sale bar and 
other categories of prior art were listed in 35 U.S.C. § 102(a)(1), which 
reads in relevant part: “[a] person shall be entitled to a patent unless . . . 
the claimed invention was patented, described in a printed publication, or 
in public use, on sale or otherwise available to the public before the 
effective filing date of the claimed invention.”12 The one-year grace period 
remains in the AIA as part of § 102(b)(1), specifying that a “disclosure” 
by the inventor or a third party who obtains the knowledge from the 
inventor will not count as prior art if the disclosure is made within a year 
of filing the application.13 

The Court established a test for when the on-sale bar applies in 
Pfaff v. Wells Electronics.14 Noting that the previous “substantially 
complete” test created uncertainty inconsistent with the underlying policy 
of the patent law to “fix a period of limitation which should be certain,” 
the Court announced a bright line rule.15 Under Pfaff, the on-sale bar 
applies if the claimed invention is the subject of a commercial offer for 
sale and is “ready for patenting” outside of the statutory grace period.16 
“Ready for patenting” can be shown by evidence of actual reduction to 
practice (meaning the invention is embodied in a physical form) or by 
showing that the inventor prepared drawings or descriptions that were 
“sufficiently specific to enable a person skilled in the art to practice the 
invention.”17 

 
STATEMENT OF FACTS AND PROCEDURAL HISTORY 

 
This case stems from an Abbreviated New Drug Application filed 

by respondent (Teva), which petitioner (Helsinn) claims infringed four 
patents that it owned for an intravenous drug intended to reduce the 
likelihood of chemotherapy-induced nausea and vomiting.18 Three of 
those patents were governed by the pre-AIA version of § 102, while one 
was governed by the AIA.19 Respondent asserted that a license agreement 
and a supply and purchase agreement between petitioner and MGI Pharma 

																																																													
11 35 U.S.C. § 102(b) (2006) (pre-AIA version of the statute).  
12 35 U.S.C. § 102(a)(1) (2012). 
13 35 U.S.C. § 102(b) (2012). 
14 Pfaff v. Wells Elecs., Inc., 525 U.S. 55, 65 (1998). 
15 Id. at 66 (quoting Andrews v. Hovey, 123 U.S. 267, 274 (1887)).  
16 Id. at 67. 
17 Id. at 67–68. 
18 Helsinn Healthcare S.A. v. Teva Pharm. USA, Inc., 855 F.3d 1356, 1360 (Fed. Cir. 
2017). 
19 Id. 
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in 2001 invalidated all four of petitioner’s patents.20 Respondent argues 
that these were sales of the invention outside the one-year grace period for 
petitioner’s 2003 provisional patent application.21 

The district court found that the challenged agreements did not 
trigger the on-sale bar and did not invalidate any of the patents. As to the 
patent governed by the AIA, the district court ruled that the AIA required 
a “public sale or offer for sale of the claimed invention,” and in order to be 
public, the sale must publicly disclose the details of the invention.22 
Because both parties to the agreement were bound by non-disclosure 
agreements, and MGI’s public filing with the U.S. Securities and 
Exchange Commission (SEC) disclosed only the fact of the transaction 
without details of the underlying invention, the district court did not apply 
the on-sale bar.23  

The Federal Circuit reversed the lower court’s decision and 
declared all four patents invalid.24 As to the AIA patent, the court 
determined that the AIA did not require the sale to disclose the details of 
the invention to the public.25 The court reasoned that because the AIA 
enacted the same term “on sale,” which had been given a particular 
meaning by the court’s interpretation of prior statutes, Congress intended 
to adopt that meaning.26 If Congress had intended to repeal the body of on-
sale jurisprudence, the Federal Circuit reasoned that Congress would have 
done so by clear language and not through a catch-all clause (also called a 
“residual clause”).27 

The Court granted certiorari and will soon decide whether the AIA 
requires that a sale disclose the details of the invention in order to qualify 
as prior art under § 102. 

 
SUMMARY OF ARGUMENTS 

  
Petitioner argues that the plain text of § 102 requires the 

conclusion that a sale must publicly disclose the invention to count as 
prior art. It asserts that the catch-all provision, “or otherwise available to 
the public,” should be read to color the other enumerated categories 
(inventions “in public use” and those “on sale”) as having a public 

																																																													
20 See id. at 1360, 1362. 
21 Id. at 1360. 
22 Id. at 1363. 
23 Id.  
24 Helsinn Healthcare S.A. v. Teva Pharm. USA, Inc., 855 F.3d 1356, 1360 (Fed. Cir. 
2017). 
25 Id. at 1369–70. 
26 Id. at 1371. 
27 Id. 
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element.28 Petitioner claims that legislative history supports this 
interpretation, citing several Senators’ floor statements insisting that the 
AIA would prevent secret sales from constituting prior art.29 In addition, 
petitioner claims that the on-sale bar is no longer required to induce 
prompt filing by inventors because the AIA eliminated priority of 
invention and now requires patentees to be the first to file at the USPTO.30 
If an inventor can have his monopoly rights seized by an earlier filer, there 
is no need for a further judicial inducement to file.  
 On the other hand, respondent argues that the plain text of the AIA 
confirms that Congress did not change the meaning of “on sale” as it has 
been used in prior cases.31 Respondent cites the cardinal rule of 
construction that Congress adopts the settled meaning when employing a 
term of art unless it expresses a specific intent to modify that meaning.32 
Respondent insists that petitioner’s textual argument is undone because 
reading “otherwise available to the public” as modifying the other 
elements of the list (“on sale” and “in public use”) creates serious 
redundancies.33 The clause cannot apply to all elements of the list in         
§ 102(a)(1) because all of the elements save one, “on sale,” are already 
labeled as public or are inherently public.34 Instead, respondent proposes 
that the proper reading is that “to the public” modifies only the 
immediately preceding words, “otherwise available.”35 Respondent also 
directs the Court’s attention to the exceptions subsection of § 102, which 
explicitly distinguishes between “disclosures” and “public disclosures.”36 
If all prior art disclosures are already public, respondent asks why there is 
a need for the exceptions clause to specify “public disclosures.”37 
Respondent also seeks to discredit petitioner’s legislative history 
argument, pointing out that Congress had numerous opportunities to pass a 
bill totally omitting the on-sale bar and limiting the definition of prior art 
to include only public uses or disclosures.38 However, Congress declined 
to do so, as it repeatedly amended the bill to add back provisions further 
defining prior art, including the on-sale bar, which was explicitly added 
																																																													
28 Brief for Petitioner at 14, Helsinn Healthcare S.A. v. Teva Pharm. USA, Inc., 138 S. 
Ct. 2678 (2018) (No. 17-1229).  
29 Id. at 15, 27. 
30 Id. at 16. 
31 Id. at 18. 
32 See id. at 26–27.  
33 Brief for Respondents at 35-36, Helsinn Healthcare S.A. v. Teva Pharm. USA, Inc., 
138 S. Ct. 2678 (2018) (No. 17-1229).  
34 Id. at 35–36.  
35 Id. at 30–31; 35 U.S.C. § 102(b)(1) (2012).  
36 Brief for Respondents, supra note 34, at 37–38. 
37 Id. 
38 Id. at 39–40. 
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back to the bill in 2011.39 Finally, respondents argue that the first-to-file 
system cannot satisfy all of the concerns historically addressed by the on-
sale bar.40 Specifically, while first-to-file creates a risk that a competing 
application will pre-empt an inventor’s patent rights, without the on-sale 
bar inventors who can maintain their invention as a trade secret may find it 
more profitable to accept that risk and may choose to sell their product in 
secret for some indefinite time prior to securing the patent and twenty 
additional years of exclusive use.41  
  

THE TEXT DOES NOT SUPPORT A LEGISLATIVE REPEAL OF THE ON-SALE 
BAR 

  
Despite petitioners arguments to the contrary, the plain text of the 

AIA retains inventions that were previously “on sale” as a separate 
category of prior art. 35 U.S.C. §102(a)(1) as modified by the AIA reads 
in relevant part as follows: “[a] person shall be entitled to a patent unless   
. . . the claimed invention was patented, described in a printed publication, 
or in public use, on sale or otherwise available to the public before the 
effective filing date of the claimed invention.”42 “On sale” is a term of art 
from the pre-AIA version of this statute—a term that courts have 
interpreted over time to include nearly any commercial sale or offer for 
sale, including single or one-time sales, secret sales, and even sales made 
by third parties but excluding sales made solely for experimental 
purposes.43 When Congress re-adopts an existing term of art, courts often 
assume that it knew of and generally accepted the meaning that courts 
have placed upon the term.44 If Congress did intend to modify the 
fundamental details of a regulatory scheme, it would not do so in “vague 
terms or ancillary provisions—[Congress] does not, one might say, hide 
elephants in mouseholes.”45 However, petitioner cautions that Holder v. 

																																																													
39 Id. at 40. 
40 Id. at 50. 
41 Id. at 49. 
42 35 U.S.C. § 102(a)(1) (2012). 
43 Pfaff v. Wells Elecs., Inc., 525 U.S. 55, 67 (1998); see Woodland Tr. v. Flowertree 
Nursery, Inc., 148 F.3d 1368, 1370 (Fed. Cir. 1998) (stating that an inventor’s secret 
commercial use may bar him from a patent); J.A. LaPorte, Inc. v. Norfolk Dredging Co., 
787 F.2d 1577, 1581–83 (Fed. Cir. 1986) (stating that the on-sale bar may apply from 
actions of a third party); EZ Dock v. Schafer, 279 F.3d 1347, 1352 (Fed. Cir 2002) 
(recognizing an exemption to the on-sale bar for sales for experimental purpose, as where 
the inventor would continue to study his invention).  
44 Air Wisconsin v. Hoeper, 571 U.S. 237, 246–47 (2014).  
45 Whitman v. Am. Trucking Ass’n, 531 U.S. 457, 468 (2001). 
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Martinez-Gutierez requires that this doctrine can apply only when 
Congress re-adopts a statute “without relevant change.”46   
 While the AIA represents a massive and relevant change to the 
U.S. patent system, the changes to the “on sale” provision were not 
sufficiently clear to support a fundamental change to that rule. In 
Martinez-Gutierez, the Supreme Court rejected a congressional ratification 
argument because Congress had removed the word “domicile” from a 
statute, and that word was the very basis for the line of prior decisions that 
petitioner argued Congress had ratified by passing the new statute.47 By 
contrast, in the AIA, the relevant term “on sale” has actually been re-
adopted.48 The only “relevant” changes are adjacent to the term. In the 
AIA, Congress eliminated geographic limitations and added the residual 
clause, “or otherwise available to the public.”49 These changes are 
insufficient to overcome the assumption that Congress knew of and 
intended to adopt the established meaning of “on sale.”50 
 Petitioner insists that the addition of the residual clause “or 
otherwise available to the public” should be read to color the other defined 
categories of prior art.51 It claims that the phrase, “to the public,” is as 
much applicable to “otherwise available” as it is to “in public use” and “on 
sale”; the phrase should be read to apply to each element equally.52 
However, “to the public” is not equally applicable to each element of the 
list. Adopting this view would be redundant, causing the first element on 
the list to read “[publicly] available to the public.”53 This reading would 
also cause the term, “on sale,” to be rendered largely meaningless, as it is 
difficult to conceive of a public sale which is not also a public use. A 
“cardinal principle” of statutory construction is that courts have a duty “to 
give effect, if possible, to every clause and word of a statute.”54 Therefore, 
if the on-sale bar is to have any practical meaning at all, the Court must 
maintain its authoritative interpretation that “on sale” means a commercial 
sale or offer for sale and must not create a new public disclosure 
requirement for the on-sale bar.  
 

																																																													
46 Holder v. Martinez-Gutierez, 566 U.S. 583, 593 (2012). 
47 Id.  
48 35 U.S.C. § 102(a)(1) (2012).  
49 Compare 35 U.S.C. § 102 (2006), with 35 U.S.C. § 102 (2012).  
50 See McDermott Int’l, Inc. v. Wilander, 498 U.S. 337, 342 (1991).  
51 Brief for Petitioner, supra note 29, at 16. 
52 Id. (citing Paroline v. United States, 572 U.S. 434, 447 (2014)).  
53 See Brief of Respondents Opposing Certiorari at 21, Helsinn Healthcare S.A. v. Teva 
Pharm. USA, Inc., 138 S. Ct. 2678 (2018).  
54 Williams v. Taylor, 529 U.S. 363, 404 (2000); Duncan v. Walker, 533 U.S. 167, 174 
(2001) (internal quotations omitted).  
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PRACTICAL ISSUES WITH PETITIONER’S CONSTRUCTION 
  

Petitioner’s construction of the AIA would also create uncertainty 
about other areas of patent law. The on-sale bar is just one of several 
judge-made rules based on interpretations of “on sale” and “in public use” 
that go well beyond the plain meaning of those words but nevertheless 
present a coherent patent policy.55 To hold that the “otherwise available” 
residual clause was intended to dispose of judicial interpretations of “on 
sale” would then cast doubt on the validity of interpretations of “public 
use” or “printed publication” and could do away with the judge-made 
doctrine of experimental use.56 These doctrines form the foundation of the 
patent system. Congress knows this and was free to address concerns with 
these policies directly by explicitly adopting new language or providing a 
legislative definition of “on sale.” However, Congress declined to do any 
of these things. Instead, it enacted the same terms of art that have defined 
the patent system for decades, and the Court should not undermine those 
understandings on the back of a residual clause—especially where neither 
the statute nor the present case is equipped to fill the ensuing vacuum.57 
 

ISSUES WITH THE FEDERAL CIRCUIT’S DECISION BELOW 
 
While the Federal Circuit was correct to reject the statutory 

construction proposed by petitioner, its holding goes astray by evaluating 
the public disclosure of the sale. If the AIA is not a legislative repeal of 
existing jurisprudence regarding the on-sale bar, and if Pfaff’s test for 
applying the on-sale bar remains, then the disclosure of the sale itself is in 
no way relevant. Pfaff bars the grant of a patent following any commercial 
sale or offer for sale of the claimed invention after it is ready for patenting 
regardless of the invention’s disclosure to the public.58 The Federal 
Circuit’s consideration of the extent of the sale’s disclosure serves only to 
further muddy the waters about the scope of the on-sale bar post-AIA. 
Adopting a rule based on the public disclosure of the fact of the sale would 
unfairly pressure companies that are subject to mandatory SEC filings or 
other regulatory disclosures without protecting prior art in the public 
domain. The Court should clarify that the on-sale bar retains its historical 
role and applies regardless of public knowledge of the sale.  

 
																																																													
55 See Lemley, supra note 9, at 1121–22. 
56 Id. at 1134–35; see City of Elizabeth v. Am. Nicholson Pavement Co., 97 U.S. 126, 
127 (1877). 
57 See Dmitry Karshtedt, The Riddle of Secret Public Use: A Response to Professor 
Lemley, 93 TEX. L. REV. 159, 161 (2015). 
58 Pfaff v. Wells Elecs., Inc., 525 U.S. 55, 67 (1998).  
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LEGISLATIVE HISTORY DOES NOT SUPPORT DEVIATING FROM HISTORICAL 
MEANING AND PLAIN TEXT 

  
The drafting history of the AIA shows that Congress could have 

passed a bill that supports petitioner’s interpretation but instead chose not 
to. The first draft introduced to Congress in 2005 barred granting a patent 
if “the claimed invention was patented, described in a printed publication, 
or otherwise publicly known.”59 Congress notably excluded both “public 
use” and “on sale” from the 2005 bill. Congress would go on to re-adopt 
both terms in the 2007 House version of the bill.60 The committee report 
accompanying that bill indicated that the intent to re-adopt “public use” 
and “on sale” was driven by “how the terms in ‘public use’ and ‘on sale’ 
have been interpreted by the courts.”61 When the bill finally became law in 
2011, “on sale” remained in the definition of prior art alongside “public 
use” and the added catch-all “or otherwise available to the public” 
clause.62  
 To support the view that “on sale” should be read to apply only to 
sales that make an invention available to the public, petitioner cites floor 
statements of some of the bill’s proponents. However, floor statements are 
considered among “the least illuminating forms of legislative history.”63 
Senator Kyl’s floor statement from the day of the vote stating that the 
residual clause should be read to impose a public availability standard 
upon “on sale” and “public use” is similarly unenlightening.64 His remarks 
are particularly unpersuasive because throughout the debate over the AIA, 
he personally sought to remove the language “on sale” and in “public use” 
by proposing two different bills that omitted these terms entirely.65 In 
another floor statement, he objected to the bill as passed because it 
retained “patent-forfeiture provisions that apply only to non-public prior 
art.”66 Despite his statement to the contrary on the day of the floor vote, 
these records indicate that Senator Kyl understood that the legislative 
battle was over the inclusion or exclusion of the term “on sale” because if 
the term “on sale” was used, it would import with it the historical meaning 
created by decades of judicial interpretation. It was only after he and 

																																																													
59 H.R. 2795, 109th Cong. (2005); S. 3818, 109th Cong. (2006). 
60 H.R. 1908, 110th Cong. (2007). 
61 H.R. REP. NO. 110-314, at 57 (2007).  
62 Compare H.R 1908, 110th Cong. (2007), with H.R. 1249, 112th Cong. (2011). 
63 Advoc. Health Care Network v. Stapleton, 137 S. Ct. 1652, 1661 (2017). 
64 Brief of Petitioner, supra note 29, at 27 (citing 157 CONG. REC S1370).  
65 S. 3600, 110th Cong. § 2(b)(1) (“[T]he claimed invention was patented, described in a 
printed publication, or otherwise made available to the public . . . .”); S. 610, 111th Cong. 
§ 2(b)(1) (same).  
66 S. REP. NO. 111-18, at 60. 
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others lost this battle that the issue of what “on sale” should mean became 
a topic of debate. That debate should not detract from the plain language 
of the statute discussed here, which supports retaining the historical 
meaning of “on sale,” barring the issuance of a patent after any sale, secret 
or otherwise.  
 

THE ON-SALE BAR IS STILL NECESSARY IN A FIRST-TO-FILE SYSTEM 
   

The on-sale bar, alongside the public-use bar, has historically been 
construed purposively in order to encourage prompt filing with the 
USPTO and protect specific public interests. As the Court has frequently 
explained, “the patent system represents a carefully crafted bargain that 
encourages” inventors to create and disclose their inventions to the public 
in exchange for an “exclusive monopoly for a limited period of time.”67 
Therefore, the public-use bar prevents the patenting of knowledge that 
would reasonably appear to have already passed into the public domain, 
while the on-sale bar prohibits the commercial exploitation of the 
invention beyond the statutorily prescribed time period.68 This emphasis 
on the limited period of the patent monopoly has lead the Court to hold 
that “any attempt to use [an invention] for a profit . . . would deprive the 
inventor of this right to a patent” and to quote Judge Learned Hand, who 
stated that an inventor “must content himself with either secrecy, or legal 
monopoly” but not both.69   

Despite the on-sale bar’s historical emphasis on policing the patent 
term by ensuring prompt filing, and despite the fact that Congress re-
enacted the term “on sale,” the U.S., as amicus, insists that the AIA’s first-
to-file system is a sufficient “alternative disincentive to artificial delay in 
applying for patents,” which shows that Congress meant for “on sale” to 
apply only to public disclosures.70 The on-sale bar was certainly a more 
necessary tool to police the patent term when the first inventor in fact 
could obtain a patent, but it has not been obviated by the transition to first-
to-file.  

																																																													
67 Pfaff v. Wells Elecs., Inc., 525 U.S. 55, 63 (1998). 
68 Shashank Upadye, To Use or Not to Use: Reforming Patent Infringement, the Public 
Use Bar, and the Experimental Use Doctrine as Applied to Clinical Testing of 
Pharmaceutical and Medical Device Invention, 4 MINN. INTELL. PROP. REV. 1, 6 (2002); 
see Cont’ Plastic Containers v. Owens Brockway Plastic Prods., 141 F.3d 1073, 1079 
(Fed. Cir. 1998). 
69 Pfaff, 525 U.S. at 65, 68 (first quoting City of Elizabeth v. Am. Nicholson Pavement 
Co., 97 U.S. 126, 137 (1877); then quoting Metalizing Eng’g Co. Kenyon Bearing & 
Auto Parts Co., 153 F.2d 516, 520 (2nd Cir. 1946)).  
70 Brief for the United States as Amicus Curiae Supporting Petitioner at 24, Helsinn 
Healthcare S.A. v. Teva Pharm. USA, Inc., 138 S. Ct. 2678 (2018) (No. 17-1229). 
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The on-sale bar was needed in the old first-to-invent system 
because an inventor would otherwise be free to commercially benefit from 
his invention in secret until somebody else filed an application, at which 
time the first inventor could appear at the patent office and claim his 
twenty-year monopoly. Today, first-to-file creates a new risk that a 
competitor will file an application and secure the monopoly for herself 
while the first inventor markets his invention in secret, thus rendering the 
first inventor an infringer.71 However, there still are likely to be some 
inventors who are so confident that nobody else will make the same 
discovery that they take the risk of another inventor filing in order to sell 
their invention in secret in order to maximize the duration of their 
monopoly profits by delaying the start of the patent term. By allowing 
patents to issue long after secret sales have taken place, the interpretation 
advanced by the United States’ amicus brief would allow an inventor who 
makes sales subject to a non-disclosure agreement (NDA) to reap 
monopoly profits from the public in excess of twenty years after he began 
realizing the commercial benefits of his discovery. The inventor would 
need only to engage in a round of sales to customers who can be made 
subject to an NDA in order to profit handsomely from these customers for 
some unlimited time before ultimately filing for a patent and enjoying 
twenty years of exclusivity while selling to the public at large. Such a rule 
would induce every seller who can incorporate an NDA into his sales 
agreements to do so. The policy advanced by the government would 
encourage inventors to protect themselves though secrecy rather than 
disclosure, contrary to the purpose of the patent bargain.72 The first-to-file 
system creates an additional incentive to file promptly. However, the 
creation of a new incentive to promote a public interest is not a sufficient 
reason for the Court to set aside an existing incentive where the plain text 
shows that Congress decided to re-adopt that incentive—especially when, 
as here, the new incentive does not fully address the same interest.     
 

CONCLUSION 
  

The on-sale bar should retain its historical meaning under the AIA 
and prevent patents from issuing after non-public sales. While the move to 
first-to-file was a major shift designed to harmonize the U.S. patent 
system with its international peers, some elements of the old system must 
remain. Despite structural changes that may be read to require that 
publication before a disclosure qualifies as prior art, the willful inclusion 

																																																													
71 However, a limited defense to infringement applies to prior users of a process or a 
machine used in manufacturing. See 35 U.S.C. § 273 (2012).  
72 Pfaff, 525 U.S. at 63. 
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of the term “on sale” suggests that Congress intended to adopt the 
longstanding meaning of that term. Abandoning this precedent is likely to 
cause confusion about the scope of not only the on-sale bar but also the 
public-use bar and the experimental-use exemption. The transition to first-
to-file is no substitute for the role of the on-sale bar in preventing 
manipulations to extend the patent term. Accordingly, the Court should 
affirm the ruling of the Federal Circuit and clearly announce that the on-
sale bar applies to any commercial sale or offer for sale regardless of 
whether the details of the invention are made available to the public.		
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For those entrenched in the data privacy profession, it is refreshing 
to read work that tackles familiar questions, such as those surrounding the 
value of personal data, through a less familiar lens. The practice of privacy 
is flourishing because of the many novel challenges sparked by the 
proliferation of personal data. Questions abound about how best to 
manage access to personal information, how to control its spread, and how 
to signal its quality and sensitivity. With such goals in mind, privacy is 
concerned with minimizing harm to consumers, to institutions, and even to 
society. Though there can be no perfect solution to these complex issues, it 
never hurts to consider them through a variety of legal and regulatory 
regimes. In his book, Antitrust Law in the New Economy, Mark R. 
Patterson provides a taste of the implications of the battle for control of 
personal information through an antitrust lens by focusing on the 
commodification of data.1 

Data privacy law, stemming from theories of consumer protection 
rather than antitrust, usually conceives of the risks of informational harms 
in a manner that focuses on individual consumers rather than optimal 
markets. For example, a privacy professional may consider the extent to 
which a given dataset includes sensitive data elements or whether it could 
be used to identify individuals. Instead of this focus on the personal nature 
of information, Patterson’s book is rooted in the notion of “market 
information.” From this perspective, information—defined broadly—is 
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itself a product that can lead to market failures and other anticompetitive 
outcomes. The consumer harms that flow from these market failures may 
go hand-in-hand with privacy harms but may also be entirely unrelated. 
That is, an entity may acquire market power based on the information it 
controls, even if this data is not relevant to individual consumers. This 
serves as a useful reminder that much of the economic value of 
information may be rooted in factors other than its personal nature.  

Patterson’s outline and re-interpretation of antitrust for the modern 
data-driven economy is an engaging thought experiment. He outlines the 
ways in which data could play into various antitrust analyses: from 
excluding competition through the delivery of higher-value services, to 
differential pricing, to the accumulation of market power. Throughout the 
book, I had to keep memories of my rather conservative antitrust professor 
from intruding on some of the creative ways that Patterson shapes his 
vision of a new antitrust for the digital age. It is true, in theory, that 
assigning monetary value to data could go a long way toward establishing 
harm to competition in antitrust cases. Without a full understanding of the 
costs and benefits in a data-to-dollars exchange, much may be missing 
from economic analysis. Yet drawing analogies strong enough to convince 
legal scholars about risks of informational market failures is likely not 
enough to convince judges that harm to the competitive process has 
occurred—let alone the higher bar of injury-in-fact in private antitrust 
actions. Accomplishing this will require careful analysis of demonstrable 
market effects on a case-by-case basis. Of course, it is only through further 
scholarship in a wide range of disciplines that we can hope to fully capture 
data externalities in the courtroom. 

The implications of Patterson’s arguments may be equally 
profound for data privacy law. Patterson dedicates a chapter of his book to 
the concept of “privacy as an information product.”2 Like other scholars 
before him, he grapples with the problem of deciphering the role that 
privacy qua privacy plays in modern markets.3 Is a product’s level of 
privacy protection simply one measure of the quality of that product, or is 
data protection a commodity unto itself? Is our personal data the currency 
with which we purchase services, or is it simply an input to the production 
of other valuable goods? It may be, in fact, that the answers to these 
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questions are different for personal data than for impersonal data. It is 
axiomatic in the privacy profession that the value of personal data depends 
on context: the context of its creation, collection, and use, as well as the 
interaction between these contexts.4 Such an amorphous value system may 
be intrinsically resistant to commodification.5 

An example of the tension between privacy-as-commodity and 
privacy-as-preference is found in Patterson’s critique of the Federal Trade 
Commission’s portrayal of privacy harms as “non-price attributes of 
competition” in its review of the Google-DoubleClick merger.6 Patterson 
contrasts this assumption in the FTC’s analysis with the fact that economic 
analysis does not usually require consumers’ tastes to be justified. In fact, 
“for final goods, [economics] normally takes tastes as given and asks how 
well a market or an economic system satisfies those tastes.”7 In this model, 
a person’s privacy sensitivity is a taste to which maximally efficient 
markets would cater. Regulators have begun to take seriously the potential 
anticompetitive effects brought about by mergers of large data systems 
containing sensitive personal information, but they have so far largely 
failed to incorporate potential reductions in privacy choices.8 

Patterson’s data-as-resource theory also lends support to the ideas 
of some privacy scholars. One such scholar, Paul M. Schwartz, went so far 
as to enumerate the elements that a formalized market for private data 
would require: “limitations on an individual’s right to alienate personal 
information; default rules that force disclosure of the terms of trade; a 
right of exit for participants in the market; the establishment of damages to 
deter market abuses; and institutions to police the personal information 
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market and punish privacy violation.”9 A step toward adopting Patterson’s 
information marketplace ideas would also go far toward establishing, or at 
least justifying, such a regulated market. Thus, strengthening the 
conception of the intrinsic value of information could have broad 
implications beyond antitrust. As another example, such progress could go 
far in the effort to quantify informational injury, with which regulators 
have been recently grappling.10 

There is some danger in over-reliance on quantification. 
Economists, even Coasian ones, are inherently limited by their focus on 
markets from capturing non-economic risks and harms. Though Patterson 
never presents antitrust as a panacea for privacy harms, but merely an 
underused and potentially helpful regulatory tool, there may be something 
lost in any reliance on the idea of data as a product. As Julie Cohen has 
described, attaining and preserving privacy does something for individuals 
that goes beyond an economic preservation of value. “Privacy shelters 
dynamic, emergent subjectivity from the efforts of commercial and 
government actors to render individuals and communities fixed, 
transparent, and predictable. It protects the situated practices of boundary 
management through which the capacity for self-determination 
develops.”11 The accumulation and concentration of data may threaten 
these less-quantifiable benefits even more than it harms information 
markets. The lingering question is whether commodifying privacy, even 
toward a goal of protecting it, risks the continued de-valuation of the 
human need for privacy or at least the smoothing over of its contextual 
contours. 

Patterson’s book is an insightful overview of the possible impacts 
of ubiquitous data on competition policy in the twenty-first century. 
Antitrust lawyers may find its oblique and cross-disciplinary angle 
frustrating, but this privacy lawyer (and sofa-bound social scientist) found 
it intriguing. There is a long way to go in fully grappling with questions of 
the value of personal data, but this book adds a necessary piece to the 
emerging puzzle. 
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Mark Patterson starts his book with the simple statement, 
“[k]nowledge is power.”1  He then leads the reader through a very well-
reasoned argument that the new information age creates new abilities for 
dominant market players to distort the market to their advantage—this 
time the dominant players are the information providers, such as Google, 
Yelp, and others. Overall, Mark Patterson’s Antirust Law in the New 
Economy provides an insightful basic analysis of the impact of the new 
ways that data is available in the marketplace and how this availability is 
impacting consumer choice. Mr. Patterson’s book also provides a basic 
overview of consumer protection law and antitrust law. It ties together the 
changes in market information dynamics and how both areas of law are 
impacted, concluding, perhaps correctly, that antitrust law is best equipped 
to handle the market abuses we are seeing in the information economy. He 
also touches on a number of other areas, including the bases on which 
buyers make purchases and the information available to consumers in the 
marketplace.  

Mr. Patterson correctly states that markets run on information and 
that oftentimes buyers make decisions by relying on their knowledge of 
the products available, while sellers decide what to produce based on their 
understanding of what buyers want. The marketplace—and the 
information available to consumers—has changed dramatically over time. 
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Today, a significant number of consumers turn to information providers 
on the World Wide Web to inform them of their choices in the 
marketplace. Given this change in the availability of information about 
products and services in the marketplace as a result of the information 
economy, Mr. Patterson focuses on the quality and quantity of information 
available to consumers (as well, as for a brief moment, sellers).  

Mr. Patterson makes the case—perhaps stronger than it actually 
is—that the information economy has provided sellers with the ability and 
motivation to distort the truth about their products. Mr. Patterson 
specifically focuses on this occurring when sellers share their information 
with middlemen, or “intermediaries,” which is how he views companies 
such as Google and Yelp. He then makes the argument that these 
intermediaries have their own motivation to provide information that is not 
fully accurate in order to provide competitive advantages to these 
advertisers. 

I question Mr. Patterson’s premise that this ability and motivation 
has significantly advanced since the dawn of the new information-based 
economy. This is a principle that has always been part of the market 
economy. What I would argue, instead, is that this ability has created new 
opportunities that are not addressed by current regulation. This provides a 
basis for Mr. Patterson’s conclusion that the new economy provides new 
ways to gain competitive advantages in the marketplace.   

To this end, Mr. Patterson focuses on a large number of ways in 
which data can be manipulated for competitive advantage and exploitation 
of consumers. This includes providing confusing information to buyers 
about competing products. In addition, Mr. Patterson considers novel 
issues like “confusopoly” and sellers’ use of consumers’ personal 
information in direct selling. The latter in particular is an issue that Mr. 
Patterson successfully build on, making the case that the new information 
economy provides sellers with more information about their buyers than 
perhaps has ever been available. 

Based on this analysis, Mr. Patterson looks at consumer protection 
law and finds it is not well-suited to overcome the anti-competitive 
incentives of both sellers and intermediaries, resulting in harms to 
consumers. Mr. Patterson then concludes that antitrust law—which is 
focused on regulating and limiting the market power of powerful firms 
and preventing collusions between producers—is a better tool. However, 
Mr. Patterson, after a high-level review of the current status of antitrust 
law, finds it ill-equipped to address information quality—which is the crux 
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of the issue that Mr. Patterson identifies. Mr. Patterson’s book might have 
done well by spending a bit more time on this issue; however, Mr. 
Patterson does correctly state that antitrust law can and should be adapted 
for the information economy. He goes on to show how courts can apply 
antitrust law to address today’s problems.  

Mr. Patterson’s book does a very good job—perhaps the best I 
have seen—on how the information economy is shaped by dominant 
information providers such as Google, Facebook, and others. Further, he 
makes a very strong case that antitrust law must be adapted to address 
market abuses in the information economy. Perhaps the book would 
benefit from a bit more analysis in this area for those of us not as well-
versed in antitrust law as the author. 

Mr. Patterson also makes a strong argument about how antitrust 
law should be used to limit the freedom of dominant information providers 
to design and use their products to gain competitive advantages. Mr. 
Patterson is correct that this would challenge existing notions of antitrust 
law and would require rethinking traditional notions of antitrust law.  

While commercial speech certainly is afforded less protection, I 
am not sure, when evaluating Mr. Patterson’s analysis, that this is an easy 
line to draw for laws governing antitrust. This is especially true in the new 
economy, where the proposition of freedom of speech over the Internet 
has become a strong principle.     

However, Mr. Patterson makes a very strong case that, where there 
are powerful information providers, the marketplace of ideas may not 
function as it should (i.e., effectively) and that government intervention 
may be appropriate. Mr. Patterson’s conclusion that antitrust law must 
adapt to address the new information economy appears to be correct, and 
hopefully, governments around the world will begin to address this. 

 
 


