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INTRODUCTION
The freedom to contract is one of the oldest and most basic tenets of
the American legal system. Subject to limited judicial and statutory
exceptions, parties have been and are generally afforded carte blanche in
determining the terms of a binding agreement and how those terms are
memorialized. The recent emergence of “smart contracts,” that are stored and
executed using distributed ledger technology, is another step forward in the
process of computerized contracts, following electronic delivery of signatures
through PDF and fax to today’s digital signature services. What makes smart
contracts unique, however, is that they not only involve the automation of
contract formation, but also the execution of the contract’s terms.

WHAT IS A SMART CONTRACT?
There exists no universally accepted definition of a smart contract.
Generally, smart contracts are computer protocols that implement the terms of
*
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a negotiated contract in a self-executing manner. These contracts may either
be written entirely in standalone code, coupled with traditional written
agreements reflecting the same negotiated terms codified in the code, or
partially governed by both code and a traditional written agreement that is
incorporated by reference in the code itself. Smart contracts have broad
applicability and, as a result, they may be used to govern or facilitate many
types of financial transactions.
Nick Szabo, who is considered by many to have been the originator of
the smart contracts concept, described the concept of incorporating contract
terms into computer hardware and software by describing a car lien. 1 Without
smart contracts, if the owner fails to make payments on the loan secured by
the car, the lender must go through the process of repossessing the car. By
using a self-executing smart contract to enable a hardware and software
function in the car, a lender can make it impossible for the owner to start the
car if the owner fails to make payments. Once the loan has been completely
paid off, the smart contract can automatically add a new function that disables
the previous function. 2
Another example, which does not implicate problematic considerations
of wealth inequities, is derivative contracts. Consider an interest rate swap,
where Party A agrees to pay to Party B each month an amount equal to 5% of
notional amount X, and party B agrees to pay to Party A each month an
amount equal to some floating rate of interest of notional amount X. In real
life, Party A and Party B determine whose payment is larger, and exchange a
net amount. Basically, Party A is betting that the floating rate of interest will,
on average, be more than 5%, so that he always receives the monthly
payment, and Party B is betting the opposite.
Interest rate swaps are currently documented through transaction
confirmations, which incorporate by reference master agreements, schedules,

1

Nick Szabo, The Idea of Smart Contracts, NICK SZABO’S ESSAYS, PAPERS, & CONCISE
TUTORIALS (1997),
http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinter
school2006/szabo.best.vwh.net/smart_contracts_idea.html [https://perma.cc/YED2-ACVP].
2
If the smart contract is on a blockchain-inspired distributed ledger, the security interest
transaction cannot be deleted (as transactions are permanently encoded), but it can be
reversed. Kadhim Shubber, Banks find blockchain hard to put into practice, FIN. TIMES (Sept.
12, 2016), https://www.ft.com/content/0288caea-7382-11e6-bf48-b372cdb1043a
[https://perma.cc/5M2X-6XE9].
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and credit support annexes.3 The master agreement, schedule and credit
support annex, along with other optional documents, are general documents
that govern the trading relationship of the parties, and apply to all swap
transactions. These documents are typically executed manually, with
signatures often delivered by fax or PDF, or by using DocuSign or another
electronic signature service. A transaction confirmation is created for each
swap which includes the terms of the particular swap, and may be executed
“manually, electronically, or by some other legally equivalent means.” 4 The
terms and conditions of a particular swap thus appear on multiple transaction
documents that are separately viewable in static form, i.e. via local copies
either in print form or saved on a hard drive document management system.
The parties must then access rate providers to determine periodic payments
and send these payments from their accounts. 5 Each of these processes may be
automated to some degree, 6 but they are also open to error, both human and
computer-based. Data may be entered mistakenly, and flaws in code can also
cause errors in information to appear.
In addition to simply documenting the business terms of the swap,
parties to swap transactions must undertake a large number of legal and
compliance steps. These steps include checking counterparty eligibility,
documenting the trade, determining whether the trade must be submitted to a
clearinghouse, and regulatory reporting, as well as actually making payments.
The process is extremely complex and typically involves multiple systems
across multiple parties.7 These systems may or may not be connected, and
3

Douglas Skarr, The Fundamentals of Interest Rate Swaps, CAL. DEBT & INV. ADVISORY
COMM’N (Oct. 2004), http://www.treasurer.ca.gov/cdiac/reports/rateswap04-12.pdf
[https://perma.cc/4TA2-VT5M].
4
Definition of “Confirmation,” 17. CFR 23.500.
5
Interest rates are typically available to the public through widely available sources, but if
payments are being made automatically, the parties are likely to want an independent party to
confirm the applicable rate in order to prevent one party from gaming the system. Typical
interest rate providers are Thomson Reuters and Bloomberg. Accounting and financial
systems such as SAP allow their customers to import rate information directly from these rate
providers. For a very technical description of how rates are imported into a company’s SAP
systems, see Datafeed, SAP SERVS. MARKETPLACE, http://helplegacy.sap.com/saphelp_sfin100/helpdata/en/4f/3adadc862e2e4fe10000000a42189e/frameset.
html (last visited Apr. 3, 2017) [https://perma.cc/59CX-9P3H].
6
Parties with significant swap business often use technology such as SAP to enter swap
information in their accounting systems, which allows for some automation of payments.
7
INT’L SWAPS & DERIVATIVES ASS’N, ISDA WHITEPAPER THE FUTURE OF DERIVATIVES
PROCESSING AND MARKET INFRASTRUCTURE (Sept. 2016), http://www2.isda.org/news/new-
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data may not properly transfer. Human errors such as typing mistakes (known
as “fat finger” errors) are common as well. A misplaced decimal point in one
party’s system could cause mistaken payments and serious disputes. Parties
can even have disputes about whether a transaction exists or not.
Instead, a smart contract could be used to encode the terms of the
swap, import information from a rates provider, and automate payments from
the parties’ accounts. Because each of these processes is based on a smart
contract in a shared ledger rather than on multiple systems that may or may
not interact properly, there are fewer opportunities for the parties to have
conflicting information. The smart contract on the ledger can incorporate the
terms of the master agreement, schedule, credit support annex and other
relevant documents just as swap transaction confirmations do today. Some
solutions even offer the possibility of including an encoded copy of a pdf of a
paper contract directly on the ledger. 8
Of course, for either of the above use cases to function properly, there
needs to be a system wherein the parties to the contract are connected. In the
car lien example, the computerized contract that is stored in the car’s onboard
computer needs to have a way of confirming that payments on the loan have
been properly paid. In the interest rate swap example, the computerized
contract which is stored on a party’s recordkeeping system needs to have
several different types of connectivity – it must communicate with each
party’s bank account to enable payments from one party to another, and it
must receive information from an interest rate provider to determine the
amount of the required payment. Many industries are looking to distributed
ledger technology (DLT) to make this communication possible using only one
system, rather than multiple different connection systems.

WHAT IS DISTRIBUTED LEDGER TECHNOLOGY?
A distributed ledger is essentially a database for tracking assets and
information that can be shared among multiple participants. For example,
imagine a ledger with a record of all the transactions in shares of a company’s

isda-whitepaper-urges-greater-standardization-and-efficiency-in-derivatives-marketinfrastructures [https://perma.cc/3DXC-8E43].
8
Mike Hearn, Corda: A Distributed Ledger, CORDA (Nov. 2016),
https://github.com/corda/corda/blob/master/docs/source/_static/corda-technicalwhitepaper.pdf [https://perma.cc/4GHJ-K6TA].
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stock, beginning with the initial issuance of the stock to the initial purchasers,
and including all subsequent transfers. 9
The interesting thing about distributed ledger technology is that the
ledger is replicated across multiple participants in a network. 10 The ledger can
be replicated in its entirety among all network participants, so that each
participant can see all changes to the ledger, or segments can be replicated so
that participants only see portions of the ledger that are relevant to them. 11
In each case, the ledger is not just copied from one network participant
to another – each copy is considered the “original” copy. 12 Network rules
provide that when an asset changes hands or a transaction is created or
modified, that resulting change in the ledger is broadcast to all copies of the
ledger or, in a ledger system where not all participants have access to the full
ledger, the transaction is broadcast only to the relevant parties. 13
Network participants access their assets on the ledger through
cryptographic keys. 14 Only the party or parties with the correct key or
combination of keys can transfer or otherwise modify an asset or transaction. 15

9

t0 platform successfully employed in the world’s first public issuance of a blockchain equity,
GLOBAL NEWSWIRE (Dec. 22, 2016), https://globenewswire.com/newsrelease/2016/12/22/901152/0/en/t0-platform-successfully-employed-in-the-world-s-firstpublic-issuance-of-a-blockchain-equity.html [https://perma.cc/RX8F-FMHM].
10
The Digital Asset Platform, Non-Technical White Paper, DIGITAL ASSET HOLDINGS,
https://digitalasset.com/press/digital-asset-releases-non-technical-white-paper.html (last
visited February 5, 2017) [https://perma.cc/MP3C-ZYQ7].
11
Id.
12
Richard Gendal Brown et al., Corda: An Introduction, CORDA (Aug. 2016),
https://docs.corda.net/_static/corda-introductory-whitepaper.pdf [https://perma.cc/X6R7XR8R].
13
Id.
14
For an explanation of cryptographic keys, see Weisiyu Jiang, Public Key Encryption, 1
GEO. L. TECH. REV. 105 (2016), https://www.georgetownlawtechreview.org/wpcontent/uploads/2017/01/Jiang-1-Geo.-Tech.-L.-Rev.-105-2016.pdf [https://perma.cc/62UG5SRF].
15
UK GOV’T CHIEF SCIENTIFIC OFFICER, DISTRIBUTED LEDGER TECHNOLOGY: BEYOND
BLOCK CHAIN, UK Government Chief Scientific Adviser, (2015),
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-161-distributed-ledger-technology.pdf [https://perma.cc/L742-GNUY].
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SMART CONTRACTS ON A DISTRIBUTED LEDGER – AUTOMATING
PERFORMANCE
Distributed ledgers can be used to record information such as the
interest rate swap contract described above. The portion of the contract that
automates performance should be deterministic (i.e., it should provide for all
possible outcomes based on relevant facts). However, to automate
performance of the contract, the distributed ledger must also have access to
the means of performance and any metric by which performance must be
measured.16 In the interest rate swap example, the distributed ledger must
have access to some asset of the parties’ in order to fulfill the parties’ payment
obligations, and it must have access to a provider of interest rate
information.17
Some distributed ledgers, such as the blockchain for the
cryptocurrency Ether, provide for the automated performance of smart
contracts by utilizing a token that is native to the distributed ledger itself. 18
Users create smart contracts by uploading them to the blockchain and the
contract is then propagated through the system as described above. On the
Ethereum blockchain, a smart contract consists of program code, a storage
file, and an account balance. The smart contract can receive money into its
account balance and send money from its account balance. In order to invoke
the smart contract process, the parties to the contract “contribute” a certain
amount of Ether to the contract. This contributed Ether becomes subject to the
smart contract and is used to fulfill the parties’ payment obligations. The
program code runs automatically once the parties contribute their Ether, and
pays Ether to the party that is supposed to receive it in accordance with the
terms of the contract.
However, contributing all of the currency necessary to make all
payments under a smart contract is likely impracticable in many situations.
16

Stefan Thomas & Evan Schwartz, Smart Oracles: A Simple, Powerful Approach to Smart
Contracts, CODIUS (Jul. 2014), https://github.com/codius/codius/wiki/Smart-Oracles:-ASimple,-Powerful-Approach-to-Smart-Contracts [https://perma.cc/2TBY-5YUF].
17
In the swap example, recall that Party A is paying an amount equal to 5% of some notional
amount each month, and Party B is paying an amount equal to some floating interest rate,
such as the US prime rate, multiplied by that notional amount. Thus, in order to determine
Party B’s payment, the parties need to know what the prime rate is.
18
Kevin Delmolino et al., Step by Step Towards Creating a Safe Smart Contract: Lessons and
Insights from a Cryptocurrency Lab, INT’L ASS’N FOR CRYPTOLOGIC RESEARCH (Nov. 2015),
https://eprint.iacr.org/2015/460.pdf [https://perma.cc/ML47-EA4K].
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Banks that are party to interest rate swaps do not want currency representing
the entire amount potentially payable over the course of the swap to be locked
in an account. Solutions such as R3’s Corda solve for this issue by creating
“state objects,” and in particular “cash states.” A cash state represents an
amount of currency that one ledger participant, typically a bank, owes to
another ledger participant. A cash state is like a bank account maintained
outside the distributed ledger context, in that it does not represent physical fiat
currency held by the bank but instead represents an amount owed by the bank
to the account holder. The smart contract can access this “cash state” as if it
were a bank account, and require the bank to transfer a portion of the “cash
state” to the payee. 19
In addition to having access to the means of performance, on occasion
smart contracts may need access to outside information to determine what is
required to perform the contract. If smart contracts, like other computer code,
can be described as a series of “if-then” statements, to activate the process,
one must know whether the condition has occurred. 20 For example, an interest
rate swap transaction would consist of the following “if-then” statements:
•

•

If fixed rate exceeds floating rate on first day of any month N, fixed
rate payor pays to floating rate payor an amount equal to [fixed rate –
floating rate] * notional amount on date that is 15 days after the end of
month N
If floating rate exceeds fixed rate on first day of any month N, floating
rate payor pays to fixed rate payor an amount equal to [floating rate –
fixed rate] * notional amount on date that is 15 days after the end of
month N

Here, you would need someone to determine what the floating rate of
interest is on the first day of each month. The smart contract can then
calculate whether the floating rate is higher or lower than the fixed rate, which
will be encoded in the smart contract. The concept of “oracles” is useful here.
An oracle is a third-party information services provider that will digitally
“sign” a transaction, attesting to the occurrence of specific conditions. 21
19

Hearn, supra note 8.
Nick Szabo, A Formal Language for Analyzing Contracts, NICK SZABO’S ESSAYS, PAPERS,
& CONCISE TUTORIALS (2002),
http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinter
school2006/szabo.best.vwh.net/contractlanguage.html [https://perma.cc/8QVS-TL6W].
21
Thomas & Schwartz, supra note 16.
20
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Turning again to the interest rate swap example, an oracle could be
used to provide interest rate information on a payment calculation date. The
oracle’s digital signature would be retained on the distributed ledger so that
parties could review the payment process and confirm that payments were
made correctly.
Note that parties to a smart contract will need the oracle to be a trusted
party so that there are no insinuations that the oracle has colluded with one of
the contract parties, or has reported incorrectly. In the interest rate swap
example, neither Party A nor Party B can rely on the other to report interest
rate information correctly, because both parties have an economic incentive to
make their payment smaller than the other party’s payment. Party A, the payer
of a fixed rate of interest, has an incentive to make the floating right higher so
that Party B has to pay more than Party A. Party B has an incentive to make
the floating rate lower. While there would be a penalty if either party lied, as
performance is automated under the smart contract, the lie would cause a
payment to be made in error, and the parties would need to correct the
mistake. A more efficient solution would be a trusted data provider to serve
that function, which will be neutral to both parties.
Parties will also need to ensure that an oracle does not “go dark” and
stop providing information, either due to technical errors or because the oracle
simply decides to stop providing services. The oracle should agree to
minimum standards of availability and a minimum subscription period.
Alternatively, multiple oracles can be used for the same smart contract, using
a “majority rules” method to determine when a condition has occurred.

CONCERNS WITH THE SMART CONTRACT MODEL
One notable recent example of smart contracts is the Decentralized
Autonomous Organization (“DAO”), a pseudonymous, crowd-sourced
investment vehicle using the digital currency Ether. To participate in the DAO
smart contract, investors transferred their Ether to a common pool, similar to
paying cash to invest in a mutual fund. The DAO smart contract code was
designed to enable these investors to vote on how the Ether pool would be
invested. The smart contract also contained a function that an investor could
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invoke to enable him or her to exit from the DAO. This function, when
executed, told the DAO where to distribute their Ether.22
However, a flaw in the DAO smart contract code enabled a user to
continually exercise the removal request – even though he had already taken
out more Ether than he had put in. The flaw existed because the removal
function could be exercised recursively – that is, the recall function could be
exercised continually without checking whether the user had already
withdrawn the total amount he contributed to the DAO. 23 Because the
Ethereum blockchain24 is designed to prevent rollback of transactions, and
because there is no central authority to force the user to undo the transaction,
there was no mechanism in the code to put the stolen Ether back into the right
hands.25 Further, remedies outside the Ethereum blockchain, such as litigation,
were not viable because due to the pseudonymous nature of the Ethereum
blockchain, which made it impossible to determine the identity of the
malfeasant user. 26
Users of smart contracts should be aware of the risks of using untested
code in a pseudonymous or anonymous context without remedies for hacking
or flaws in code. On networks such as the Ethereum network, anyone can
become a network participant simply by downloading and running the code,
22

David Siegel, Understanding The DAO Hack for Journalists, MEDIUM (June 19, 2016),
https://medium.com/@pullnews/understanding-the-dao-hack-for-journalists-2312dd43e993
[https://perma.cc/77QP-S7HX].
23
Phil Daian, Analysis of the DAO exploit, HACKING, DISTRIB. (June 18, 2016),
http://hackingdistributed.com/2016/06/18/analysis-of-the-dao-exploit/
[https://perma.cc/7KDM-EXCG].
24
The blockchain on which the virtual currency Ether is maintained is called the “Ethereum”
blockchain. ETHER, https://www.ethereum.org/ether (last visited Apr. 3, 2017)
[https://perma.cc/YC38-WRQT].
25
Eventually, leaders in the Ethereum community determined to run a special version of the
Ethereum blockchain that basically pretended that the DAO attack had never happened. This
special version was accepted by operators of more than 50% of the “hashing” power of the
Ethereum blockchain (i.e., machines comprising more than 50% of the computing power of
all the computers operating the Ethereum blockchain). After this highly controversial patch,
DAO investors got their funds back in a sense. However, this also effected a split or “hard
fork” in the code – now there are two Ethereum blockchains, each of which has its own
virtual currency, but only one of which reversed the DAO hack. So, the value of Ether is split
between the two competing blockchains. Pete Rizzo, Ethereum Hard Fork Creates Competing
Currencies as Support for Ethereum Classic Rises, COINDESK (July 24, 2016, 9:21 PM),
http://www.coindesk.com/ethereum-hard-fork-creates-competing-currencies-supportethereum-classic-rises/ [https://perma.cc/XSE2-8M3P].
26
Siegel, supra note 22.
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which is open source and available to everyone. No identification or
authorization is necessary. In contrast, many of the distributed ledger
platforms being built now are meant for use on a permissioned-only basis. In a
permissioned-only ledger, one or more network operators act as gatekeepers
on the network and only allow participants to access the network once they
have been identified and met any applicable access criteria. 27 If the identity of
all participants is known, a malfeasant participant can be subject to legal
remedies.

ENFORCEMENT OUTSIDE THE DISTRIBUTED LEDGER CONTEXT
Provisions such as payment requirements can easily be automated, and
with oracles automatic termination can be instituted upon the occurrence of
specified events. However, even for relatively standardized contracts such as
interest rate swaps, enforcement of provisions such as confidentiality
requirements is likely to require court intervention. And in cases such as the
DAO where flaws in code allow a participant to take actions that are not
permitted by the terms of the agreement among the parties, court invention
may also be needed.
In such a situation, courts should be able to look to enforcement of
digitally-signed contracts as a roadmap. For example, the Uniform Electronic
Transactions Act provides for a broad variety of electronic methods of
assenting to a contract, including “an electronic sound, symbol, or process
attached to or logically associated with a record and executed or adopted by a
person with the intent to sign the record.” 28 Digital signatures using
public/private key cryptography should fall comfortably into this definition.
Of course, to take advantage of remedies only available in court, the
counterparty to the contract must be identifiable. The recent DAO hack
illustrates this point best. Unknown hackers exploited a weakness in the code
of the DAO contract and withdrew Ether from investors who were parties to
the DAO contract. The reason why other participants in the DAO had no
recourse against the hackers was not due to some perceived difference
between smart contracts and traditional contracts, but because the parties
against whom the contract would be enforced were unknown. 29 This is a key

27

The Digital Asset Platform, supra note 10.
Uniform Electronic Transactions Act, Section 2(8).
29
Siegel, supra note 22.
28
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argument in favor of permissioned ledgers, where parties’ identities are
known and validated.

CONCLUSION
Smart contracts can be viewed as merely another means to evidence
legally binding relationships – however, their emergence has and will
continue to change the way parties transact. As the use of smart contracts
becomes more widespread, the efficiency gains they promise will become
reality. However, market participants will need to be aware of potential
security flaws and ensure that they can trust not only the counterparty to the
contract, but also the code itself.

