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One may occasionally see five letters displayed at the beginning of a
URL: HTTPS. To understand HTTPS and its importance in internet
communication, it is first necessary to understand HTTP (Hypertext Transfer
Protocol.) The difference of a single letter could contribute to the invasion of
your privacy on the internet and the theft of your sensitive personal information.
HTTP is, at its core, a “protocol.” A protocol dictates the structure of
communication between an internet user and a website by establishing exactly
how the two parties will exchange information and in what format.1An example
of an internet communication is when a user clicks the title of an article on the
Washington Post website–she is requesting that the website show her the article.
The website takes the request and responds by displaying the article on the
user’s screen.2 Think of a protocol as a set of rules that must be satisfied before
two parties begin requesting and responding. To analogize, playing soccer has
rules, such as the rule that players in general cannot use their hands to pass the
ball. An internet communication would be like two players passing the ball to
one another by kicking.
A challenge with online communications is the interception of requested
information by a third party using a “man-in-the-middle,” or MITM attack.3
Similar to wiretapping, a MITM attack allows the an adversary to intercept the
content of a user’s information flows before it reaches its intended recipient,
often without the user’s knowledge. Data such as social security numbers and
credit card numbers may be intercepted and end up on black market sites, where
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people freely engage in trading bulk personal data for money. Personal
information in bulk is a valuable commodity for consumer marketing
companies who use bulk information to provide targeted advertising for
businesses. This trade of “data mining” is not something new but has recently
grown into a multibillion-dollar industry – often unbeknownst to the sources of
the personal information.5 Besides what a user directly types onto the screen
and sends over as a request, information sent using HTTP includes browser
information, website content, and other user-submitted information.6 Browser
information showing when the last update to the browser occurred can also be
sensitive information, as third parties can take advantage of an outdated
browser’s security holes to display pop-up advertising; install spyware; and
collect personal information for identity theft, among other uses.7 By using
HTTP, a user gambles with the risk of uninvited perusal and exploitation of
his/her personal information by third parties.
Communicating via HTTPS, as opposed to using HTTP, makes a critical
difference considering such risks. To understand the true significance of
HTTPS, we must first learn about the internet’s inherent vulnerability. The
internet, at its inception, was designed with security assumed because it was
designed for use in research, not for commercial means.8 As third parties
invented ways to exploit the information being sent and received online, people
needed a way to secure the information against eavesdroppers. A process called
“encryption,” which hides the content of the information by scrambling the text
and rendering it unreadable,9 arose to compensate for the lack of security.
While its current uses may be cutting-edge, various forms of encryption
have been in use for thousands of years.10 One well-known use of encryption
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was the Enigma cypher, used by Nazi Germany to protect the content of their
military communication during World War II. 11 Encryption, by making the
information unreadable, prevents an adversary employing a MITM attack from
accessing the encrypted message; if MITM cannot make sense of the
information, MITM cannot exploit the information.
HTTPS is HTTP fortified with encryption and more to account for these
vulnerabilities. The “S” in HTTPS stands for a security protocol called “Secure
Sockets Layer,” which was later renamed to “Transport Layer Security”
(hereinafter SSL/TLS).12 Both names allude to a security “layer.” As a security
protocol, SSL/TLS dictates the structure of how the information will be secured.
Among many requirements, SSL/TLS requires that the communication is
encrypted.13 Having an encrypted communication is like chatting on the phone
in pig Latin to prevent an adversary wiretapping the line from understanding
what is going on.
However, users quickly realized that encryption alone cannot stop a
MITM attack or other forms of electronic eavesdropping. Remember that
encryption prevents an adversary from making sense of the intercepted
information by making the information unreadable. Meanwhile, the intended
recipients – the user and the website – can put the encrypted information back
into readable form by using a “key” that, in theory, only the two are supposed
to have.14 It is difficult, however, to securely share this key without creating a
potential vulnerability to a MITM attack or other form of hacking.
Realizing that securely sharing the key is a problem, people avoided the
question altogether by coming up with an encryption method that does not
involve sharing the key. Named “public key exchange,” this method uses a pair
of keys instead of a single key – a public key and a private key.15 The public
key of the website is free for anyone in the public to get, and the private key of
the website remains in private possession of the website. For example, the user
encrypts the information with the website’s public key, which anyone –
including MITM – can freely obtain. The catch is that information encrypted
with a public key can only be put back into readable form by using the private
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key, the latter of which never leaves the website’s sole possession to begin with.
The public key exchange is like using a padlock. Ally buys a padlock and sends
her padlock to Billy. Billy writes a note, places it in a box, and locks it with the
padlock. Billy cannot unlock the padlock because only Ally has the key. When
Billy sends the box with the padlock to Ally, anyone can see that something
was sent using a box but cannot unlock the padlock to see its content.16 Public
key encryption appears to be an adequately secure encryption method to protect
the content of communication from MITM.
Yet a more fundamental question remains to be answered: how do we
know if a website is really what it says it is? Is there an outside source who can
verify the website’s authenticity? HTTPS makes another critical difference
from HTTP in this regard. Remember that HTTPS uses SSL/TLS, the security
protocol which requires encryption. In addition to encryption, SSL/TLS also
requires the website to prove its identity before encryption even begins – a
process called “authentication.”17
Websites must register with a trusted organization, such as Verisign,
which will investigate and vouch for the website’s authenticity. Such an
organization, called a Certificate Authority, makes the website prove its identity
through some paperwork and a fee.18 The organization sends the website a
certificate saying that the presented public key for the website is actually the
public key for the website, that this has been verified by the organization, and
that the verification is valid for a certain period of time.19 The website must
present the certificate to the user, who will validate the authenticity of the
website by using the certificate and asking a Certificate Authority if the
certificate is valid.20
Certificates, like insurance, come with varying degrees of benefits that
match the price tag.21 There are numerous Certificate Authorities, some of
which may not maintain high levels of data checking and reduce their costs at
the expense of miss-issuing certificates or at the expense of securing phishing
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or malware sites. A certificate “ideal for ecommerce sites” through a more
well-known Certificate Authority was priced starting at $599/year.23
Despite the security benefits of using HTTPS over HTTP, many
websites still use HTTP, risking third-party exploitation of users’ personal
information.24 Historically, HTTPS was primarily used for sensitive
transactions on the internet, such as online payments and corporate information
transactions.25 Over time, however, websites such as Google and Facebook
began adopting HTTPS. As of March 2016, Google stated that 77% of its online
traffic is encrypted.26 Obstacles to adoption for private actors include having to
change a website’s underlying code and needing time to test the access from
various regions across the globe using a “diversity of devices.”27
In a 2015 memorandum articulating recommendations for cybersecurity
standards for federal websites, the Office of Management and Budget argued
that “tangible benefits to the American public [in deploying HTTPS across
federal websites] outweigh the cost to the taxpayer” in that a few malicious
impersonation of official federal websites or eavesdropping on the said websites
may create substantial risks to members of the public.28 As of October 28, 2016,
58% of federal websites use HTTPS.29 Still, various administrative and
financial burdens, such as development time and the burden of maintenance,
affect the rate of adoption for federal websites.30
A significant part of daily life on the internet will remain vulnerable to
third parties if websites continue to use HTTP. HTTPS generally does not affect
whether a website is vulnerable to hacking, due to the internet’s inherently
vulnerable design. HTTPS, however, protects the communication from
impersonation by third parties; keeps potentially sensitive information secure;
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and prevents the information from being tampered with or modified. It is true
that not all information exchanged across the internet necessarily requires
impenetrable privacy; but with the increasing commodification of user activity
on the internet and government surveillance, the threshold of what information
we would allow to pass unencrypted might change quicker than expected.
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